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HacTosituil TOKyMeHT CONEPXKUT PYKOBOACTBO M0 HUCMOJb30BAHHUIO CPEICTBA 3aLIMUTHI JOCTYMNA K
ceteBbIM pecypcaM «KpunroTyHHesb» , KOTOpoe MpencTaBysieT co60H UCIONHEHHE O (COOTBETCTBYET
kjaccy KC1) u ucnosnnenue 6 (coorBerctByet knaccy KC2) CK3U «Marllpo Kpunrollaker» B. 4.0.

Astopckue npaBa Ha «Marllpo Kpuntollaker» B. 4.0 npunaniexar OOO «Kpunrokom».

B kome mporpammbl ucnosb3oBaH kKox OpenSSL, (©1998-2021 The OpenSSL Project, ©(C)
1995-1998 Eric Young u xox STunnel (©)1998-2021 Michal Trojnara.

«Marllpo» siBnsieTcs 3apeructpupoBaHHo# Toprooit Mapkoi OOO «Kpunroxkoms.
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1 Hasnauenue [IPOrpaMMHOI'0 KOMIIJIEKCA

«Marllpo Kpuntollaker» B. 4.0 B ucrnonnenuu «KpuntoTyHHenb» obOecrneunBaeT 3alIULIUTY
no kpunropapudeckum anroputmMaMm [OCT coennHeHMS KJHEHTa C CEPBEPOM ITPHU HCIOJb30BAHUU
MPaKTUYeCKH JI060r0 MPUKAATHOTO MPOTOKOJA, padoTatoiiero yepes TCP-coennHenne 6e3 nuHamu-
4yecKoro oTKpbiThs mopToB, B yactHoctu HTTP, RDP, SMTP, POP3, IMAP, WebDAV, NFS, SQL
U T.A.

Haubosnee Boctpe6oBanHbiM mnpumeHeHueM «Marllpo Kpuntollaker» B. 4.0 B wncnosHeHUH
«KpuntoTyHHeb» sIBJsSIeTCS 3alMTa COEAUHEHUH C BeO-cepBepaMH.

OtnuunrtensHoi ocobeHHocThi0 «Marllpo Kpuntollaker» B. 4.0 B ucnonHennn «KpuntoTys-
HeJb»  SIBJISIETCS BO3MOXKHOCTb 3aLIUTHTb COENMHEHHs] 6e3 CyIeCTBEHHOTO HU3MeHeHHs HacTPOeK
npukaaznxoro I10O.

«KpuntoTynnenb» — 310 cocraBHas yactb CK3M «Marllpo Kpunrollaker» B. 4.0, a umMeHHO
ucnosiHeHne 5 (coorBercTByeT Kiaaccy KCl) u ucrnosnHenue 6 (coorBerctByet Kiaccy KC2) ykasaH-
nHoro CK3MU.

«KpunroTyHnnenb» siBasieTcss HyHKUHMOHATBHO 3aKOHUEHHBIM H3/IEJTHEM.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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2 YcnoBus paboThl IPOrpaMMbl

«KpunroTyHHenb» mnpenHasHaueHa A5 pabOThl B CJEAYIOUIUX ONEPALHUOHHBIX CUCTEMAX:

Windows 8.1 / 10;

Windows Server 2012 / 2016 / 2019;

Debian GNU/Linux 9(stretch) / 10(buster) / 11l(bullseye);

Ubuntu 14.04, 16.04, 18.04, 20.04;

Linux Mint 19.x, 20.x, Linux Mint Debian Edition 4;

RedHat Enterprise Linux 7, 8;

CentOS 7, 8;

SUSE Linux 12, 15;

OpenSUSE 15.1, 15.2;

EMIAS OS 1.0;

IucTpubyTuBn AneT Ha 6aze mimardopm 8 um 9, Bkimouass AnbT CepBep,
AneT Pabouas crTaHuusa, AneT Pabouas craHnusa K,
AnbT ObpasoBaHue, AnbT 8 CI, Simply Linux;

MCBCdepa Cepmep 7.3, MCBCdepa APM 7.3;

Tocnuuykc IC6;

PEQ OC 7.2, 7.3;

Rosa Enterprise Desktop (RED) X4;

Rosa Enterprise Linux Server (RELS) 7.3;

Rosa Enterprise Linux Desktop (RELD) 7.3;

POCA KOBAJIBT;

Astra Linux Special Edition CwmoryieHck 1.6 aka wucm.l, 1.7;

Astra Linux Special Edition HoBOpOCCHHCK;

Astra Linux Common Edition 2.12;

Numa Edge 1.0;

FreeBSD 12.x, 13.x;

MacOS 10.15, 11;

Sun Solaris 10, 11;

OpenWRT 19.07, 21.02.

,H.HH XpaHEeHHs 3aKPbIThI KJIIouel MOT'Y HCIIOJIb30BATbCA

(haiiyioBasi cucTeMa KOMIBIOTEpa;

JI060H annapaTHbIN KJIOUEBOH HOCHTeNb, npefocTaBsomuil uatepdeiic PKCS#11 («PyToken
SIIl», «JaCarta» u um nogoOHbIE);

yCTpoHCTBO «PyTOoKeH» ¢ XpaHeHHeM KJjiouel B (pailioBOH CHCTeMe TOKEHa;

yCTpoicBO «Bbloras.

B 6ynyuiem MoxkeT ObiThb AoOaBjeHa MOAJEPKKaA U APYTUX YCTPOHUCTB.
N3-3a omMbKKH B CUCTEMHBIX OHUOJMOTEKAaX BO3MOXKHBI MpoOJeMbl MpU paboTe ¢ KJaw4YaM{h Ha
amnnapaTHbIX TOKeHax B omepanoHHbiXx cucteMax SUSE Linux, ROSA RED u Asbr.

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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3 Ilepeuenb pyHKUMH

«Marllpo Kpunrollaker» B. 4.0 B ucnonnennu «KpuntoTyHHe b» peasusyeT 3alIUTy KaHaJa 1o
npotokony TLS ¢ ucnonb3oBaHueM POCCHUHCKHUX KpUMTOTrpauuyecKHX ajrOpUTMOB B COOTBETCTBHUHU
¢ pekomeHpauusamu TK26
P 1323565.1.030-2020 «MHbopmaunonHas TexHoJsorus. Kpunrorpaduueckas 3amura HHQOPMaIHH.
Hcnonb3oBanue Kpunrorpauyeckux ajJropuTMOB B MPOTOKOJE 6€30MaCHOCTH TPAHCIIOPTHOTO yPOB-

us (TLS 1.3)»;

P 1323565.1.020-2020 «MudpopmaunonHas texHosorusi. Kpunrorpaduieckas samura HHGOpMaLUH.
Hcnonb3oBanre Kpuntorpaduueckrux aJropuTMOB B MPOTOKOJE 6€30MacHOCTH TPAHCIOPTHOTO YPOB-

ast (TLS 1.2)»;

MP 26.2.001-2013 «HMcnonb3zoBanre HabopoB anropuTMoB mndpoBanus Ha ocHoBe [OCT 28147-89

IJIs1 TPOTOKoJIa 6e30macHOCTH TpaHcnopTHOro ypoBHs (TLS)».

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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4 (QOo0becrieyedue

UH(POPMaALLUOHHOH

0e30IaCHOCTH

ucnoab3zoBanuu «Marllpo Kpunrollaker» B. 4.0

Hanexxnas kpunrorpaduueckas sallldta JaHHbIX Npu ucnosnb3oBaHuu «Marllpo Kpunrollakers»
B. 4.0 oGecrneunBaeTcsi TOJBKO B TOM cJjydae, ecau skcrsyatauusi «Marllpo Kpuntollaker» B.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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5 Hacrpoiika

Jnst koppekTHOU paboThl Bcex KomnoHeHTOB «Marllpo Kpunrollaker» B. 4.0 Heo6xomnumo, 4To-
66l B 0611eM KoH(UrypauuoHHoM (aiisne openssl.cni 6bl1a KOppeKTHO HacTpoeHa 3arpyska dHKHHA
cryptocom, peasusyioliero poccuiickue Kpunrorpaduyeckue aaroputmbl. O6bUHO 3TOT (haks conep-
JKUT KOPPEKTHble HACTPOMKHU Cpasy Iocje YCTAaHOBKH M B HEM He TpeOyeTcs HUYero MeHATb. Ecuu
Takasl MOoATeOHCOTb BCE-TaKW BO3HMKHET, PYKOBOACTBYHTechb pasznesnoM «HacTpoiika» pyKoBoacTBa
M0 WCIMOJb30BAHUIO YTHJNUTHL openssl.

5.1 Hacrpoiika cepBepa

B naHHOM pasgesie onuchiBaeTcss MHHHMMaJjbHas HacTpoiika «Marllpo Kpunrollaker» B. 4.0 B
ucnosHeHnu «KpuntoTyHHesnb» Ha CTOpOHe cepBepa, NOJHOE ONHMCaHUe BCeX NapaMeTpPOB NPHBeEHO
B TOCJEAYIOLIUX pasjesax.

«KpuntoTyHHesb» B cepBepHOH KOH(UIypalUH BbICTyNaeT (PPOHT-IHIAOM Iepel 3allulliaeMblM
69K-9HJ NpPUJIOXKEHHeM: OH NPUHUMaeT 3aludpoaHHoe TLS-coennHeHue oT K/HeHTa W MOCJE BHI-
TIOJTHEHUS1 COOCTBEHHBIX KPUINITOrpauuecKux onepauuil nepenaér paciid(poBaHHble JaHHbIE 3aLIU-
laeMomy npusoxeHuto. Takum o6pasoM, Ha ctopoHe cepBepa «KpuntoTyHHesnb» po/KeH ObITH
HAaCTPOeH Ha NPHEM COelMHeHHH u3 ceTH MHTepHeT M mepenauy NaHHBIX B 0€30MaCHYI0 BHYTPEH-
HIOIO CeTb.

Ins nactpoiiku «KpuntoTyHHesb» Ha cTOpoHe cepBepa HEOOXOAUMO BBIIIOJHHUTBL CJEAYIOLIHE
NEeUCTBHUSA:

1. No6aButh B (halln Koppurypauuu stunnel.conf ceKUUU HACTPOUKH YNAJEHHBIX MOIKJIOUEHNH.
TunoBo# BUA CEKIMH HACTPOHKHU coenuHeHHs ¢ http-cepBepom:

[web—-server]
protocol = http
client_auth = no
http_realip = no
http forward = no
patch_hostname = yes

CAFile = .\crypto\ca.crt
cert = .\crypto\server.crt
key = .\crypto\server.key

sslVersion = TLSv1.2

ciphers = GOST2012-MAGMA-MAGMAOMAC
connect = 127.0.0.1:80

accept = 443

HasBaHue cekuuu BbiOHpaeTcs NMPOU3BOJbHO. PekoMeHayeTCsl yCcTaHAB/IUBATh HauboJee ynoo-
HOe [J151 UTEeHHs XKypHaJia 3HayeHHe

2. Ecau Tpebyetcsi ayTeHTU(PUKALMS KJIUEHTOB MO CePTU(PHUKATY, H3MEHUTh 3HaUeHHe MapameTpa
verifyChain na yes.

3. BbINONHUTE (hOpMUpPOBaHUe KJII0YeBOH HH(PACTPYKTYPhl B COOTBETCTBUU C ONHCAHUEM B pasje-

B stunnel.conf.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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4. g OC Windows:
— ecqu «KpuntoTyHHesb» ycTaHOBJIEH KaK cayxK0a, clesnaTh pectapT cayx0Obl stunnel;
— BbInoJiHUTE Nepesanyck «KpuntoTyHHenb» (ucnosHsieMblil ails starter.exe).
Ins OC cemefictBa Linux/Unix: BbImoJHUTE Nepe3anyck stunnel.

5. IlpaBu/bHO HACTPOUTH U 3AMYCTUTH 3aLIHUILlAEMOe MPHUJIOXKEHHE.

5.2 Hacrpoiika kiveHTa

B nanHoM pasneJsie onuchiBaeTcss MMHHMa/bHas HacTpoiika «Marllpo Kpunrollaker» B. 4.0 B Hc-
nosnHeHuu «KpuntoTyHHe/b» Ha CTOpOHe KJ/MEHTa, MOJNHOE ONHCaHUe BCeX NapaMeTpoB MPUBeIeHO
B MOCJEAYIOLIUX pasie/ax.

«KpunrtoTyHHesb» B KIHEHTCKOH KOH(UIypaLMH BHICTYNAeT B POJH KPUITO-NPOKCH, Yepe3 KO-
TOpeIil Web-Opaysep WM MHOe KJHMEHTCKOe MpHJOXKeHHe coenuHsieTcss ¢ cepBepoM. OH NpHHUMaeT
COeIMHEHMe OT KJMeHTa, 3allu(poBbIBaeT ero no nporokony TLS u «mpobpacsiBaeT» K cepsepy. Ta-
KHM 00pasoM, Ha cTopoHe KaueHTa «KpuntoTyHHe b» N0J2KeH ObITb HACTPOEH Ha NMPHUEM JIOKAJbHBIX
COeIMHEHHUH M UX mnepenady B ceTb MHTepHeT

Has Hactpoiiku «KpuntoTyHHesnb» Ha cTOpoHe KJiHeHTa HeOOXOAUMO BBINOJHHUThH CJAeAYIOLIHe
NEUCTBHUS:

1. [IpoBepuTh MapameTpsl 001l ceKIMU KOHPUTYpallHoHHOTO (aina stunnel.conf. Heobxonumo,
4YTOOBI OBIJIM YCTAHOBJIEHBI CEAYIOLINe 3HAUEHHS:

client = yes
verifyChain = yes

2. J106aBUTb CEKLHIO HACTPOHKU yNaJEHHOTO MOAKJIOUEHHS.
Tunosoit BUL:

[ someserver.ru]

protocol = http

accept = 8080

connect = tls.someserver.ru:443

sslVersion = TLSv1l.2

ciphers = GOST2012-MAGMA-MAGMAOMAC:GOST2012-KUZNYECHIK-KUZNYECHIKOMAC
CAFile = .\cryptol\ca.crt

TIMEOUTclose = 0

HasBaHue cekuuu BbhiOHpaeTcs NPOU3BOJIbHO. PekoMeHayeTCsl yCcTaHAB/IUBATh HauboJiee ynoo-
HOe [JIl UTeHHUs JKypHaJsa 3HaueHHe

3. Ecau cepBep TpeGyeT ayTeHTU(HUKALMHU KJIHEHTA M0 CepTU(UKATY, B CEKLUH HACTPOUKH yaa-
JIEHHOTO TOJKJ/IIOUEHHsl CclefyeT YKasaTb napaMeTpbl BUIA:

cert = [nyTes x Qanny cepTudukaToB IOJIL3OBaTeNIA B dopmaTe PEM]
key = [nyTp Kk ¢anny 3aKpHTOI'O KJOua IIO0JIb3oBaTesnia B dopmaTe PEM]

Hanpuwmep, npu ctaHfiapTHOM HaWMEHOBAHUM U PACIOJIOXKeHUH (haloB cepTH(HKaTa U 3aKpbl-
TOTO KJIIoua:

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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cert = .\cryptolclient.crt
key = .\cryptolclient.key

4. Nna OC Windows: [Ipy Heo6X0AMMOCTH aBTOMATHUYECKOTO Mepexoa Ha CTPaHUILYy cepBepa Mpu
3anycke KpuntoTyHHesnb, 106aBUTb B ceKUUIO urls (paiaa starter.ini mapameTpsl repexona Ha
CTPaHHULY:

; tls.someserver.ru
url shop = http://127.0.0.1:8080/params.cgi
url shop.title = HUHTepHeT-Mara3uH

5.3 Hactpoiika paboTel yepe3 proxy

«MarlIpo Kpunrollaker» B. 4.0 B ucnonnenuu «KpunroTyHHesnb» MoxkeT paboTaTb uepes proxy,
noJiep:KUBaeTcsi paboTa Kak yepes NMPOKCH Oe3 aBTOpU3allUM M0JIb30BaTeNel, TaK U yepe3 MPOKCH
¢ aBTopusauued mnosb3oBatesed no nporokosam BASIC u NTML (ognako mpotokon NTLMv2 He
MO/ 1€PKUBAETCS).

Jlns HacTpoHku paboThl yepe3 MPOKCHU-CepBep HEOOXOAMMO M3MEHHMTb CTPOKH CEeKLHUH CJlelylo-
UM oOpasom:

connect = <agpec OpoOKCH-cepBepa>:<IopT>

protocol = connect

protocolProtocol = http

protocolHost = <agpec kKoHeuHoro TLS-cepBepa, C KOTOPHM
TpebyeTcss YCTAaHOBUTL COEeOUHEeHUe>

Ecau proxy-cepsep TpebyeT aBTOpPHU3allMH IMOJb30BaTe/sl 10 MPOTOKONY basic, TO HEOOXOAHMO
TaKKe yKasaTb JOMNOJHUTEJ/bHbIE ONLHH

protocolUsername = <uMsa [IOJIB30OBATEJIA Ha Proxy-cepBepe>
protocolPassword = <napojyb IOJIB30OBATEJIA HAa Proxy-cepBepe>

Ecan proxy-cepBep TpeGyeT aBTOpU3aLMH MOJb30BaTe/]sl M0 MPOTOKONY ntlm, TO HEOOXOAUMO
TaK»Ke yKasaTh JIOTOJHHUTE/bHbIE OMLHH

protocolAuthentication = ntlm

protocolDomain = <ums gomMeHa Active Direcory>
protocolUsername = <uMs IOJIB3OBaTEJIA Ha Proxy-cepBepe>
protocolPassword = <naposb IIOJIB30BATEJIA HA Proxy-cepBepe>

5.3.1 [lonmosHuTeNbHBIE HacTpoiiKa paboTsl yepes proxy aas OC Windows

[Ipu ucnonwbzoBanuu «Marllpo Kpunrollaker» B. 4.0 B ucnonnenun «KpunrtoTyHHenb» Ha
OC Windows Heo6xonuMoO Takxke N00aBUTH B ceKlMi updater (auina starter.ini mapametp proxy.
Ecsu proxy-cepBep pabGoTaeT 6e3 aBTOPH3alMU MOJb30BaTeNEH, ClelyeT UCTIONb30BaTh CJeNYOLINH
(dopMar 3aaHusl mapaMmeTpa proxy:

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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proxy = <apgpec NpoKCH-cepBepa>:<IopT>

Ecau proxy-cepsep TpefyeT aBTOpH3alLMU M0Jb30BaTe/eH, ClefyeT UCI0Nb30BaTh ClAelyoui dop-
MaT 3alaHus NapaMeTpa proxy:

proxy = <ums>:<napoinb>@<anpec Opokcu-cepBepa>:<IopT>

R 00A.
Ecau <umsa> COOEePXXHUT 3HAK ABOETOUYHA, ero CjaeayeT 3aMeHUTb Ha KO O/3A

5.4 Hactpoiika uTeHHs KJjwo4a ¢ ycTpoucTBa PyTokeH

«Marllpo Kpunrollaker» B. 4.0 mo3BoJsisieT XpaHUTb 3aKPLITHIH KJI0Y He TOJBKO B (pakje, HO U
Ha yctpoiicte PyTokeH. CyiiecTByeT nBa crioco6a xpaHeHUs KJjawodeil Ha PyTokeHe: B (haiinoBoii cH-
CTeMe YCTPOHCTBA WUJIM B HEM3BJeKaeMOU NaMsiTU (BTOPOM BapHaHT JOCTYIEH TOJbKO HJisi YCTPOUCTB
Pyrtoken JLII u Pyroken PKI).

Kaou B ¢aiyoBoil cucteme ycTpoHcTBa HoJKeH ObIThb co3faH cpeactBamu camoro «Marllpo
Kpuntollaker» B. 4.0.

PyTokeH ¢ K/JIOUOM B HEH3BJIEKaeMOH MaMATH OOBIUHO MPUXOAUT U3 YIOCTOBEPSIOIIEEro LEeHTpa.
Takrke MOXKHO cO3/1aTh TAaKOH KJ/IOY CaMOCTOSITEJ]bHO C MOMOILbIO YTUJIHUT U3 KOMIIJIEKTa IOCTaBKH
Pyrtokena unu cpeactBamu camoro «Marllpo Kpunrollaker» B. 4.0.

Jns ucnosib3oBaHMs KJtoua Ha ycTpoiicTBe PyTokeH He0OOXOAMMO YCTAaHOBUTh JpaiBepbl yCTPOM-
cTBa (a MpH MCMOJb30BAHHH KJIOUel B HeH3BJEKaeMOH MaMsiTH Takxke Oubauoreky rtpkesllecp,
npenoctasastonyto uHrepdeiic PKCS#11) u oTpenakTupoBath ¢aiiia KoHpurypauuu stunnel.conf,
100aBUB B €ro OOLLYI0 CEKLHIO NapaMeTphl

engine=auto
engineId=cryptocom

s ucnonb3oBaHus Kitoda B (aiaoBoil cucteMe PyTokeHa napamerp key cienyeT ykasbiBaTb
cJefyl M 06pa3om:

key=RUTOKEN : <id>

rae <id> - upeHTU(PHUKATOP KJIOUA HA TOKEHEe, UCIMOJIb30BAHHBIH MPU €ro CO3JaHHH.
Jlns ucrnonb3oBaHMs KJoUa B HeW3BJeKaeMo# namsiti PyTokeHa napamerp key cienyeT yKasbi-
BaThb CJEAYLIMM 00pa3oM:

key=PKCS11:<label>

rie <label> - MeTka k/ao4a B Heu3BJeKaeMOH NMaMsATH TOKeHA. Ecau B Heu3BJeKaeMOH NaMsATH
TOKeHa 3aMucaH TOJbKO OJUH KJ0Y, METKY MOXKHO He YKas3blBaTb.

O6paTtuTe BHUMaHHe, YTO M3-3a OLUMOKH B CUCTEMHbIX OMONHOTEKaX BO3MOXKHBI MPOOJEMbl MPU
paboTe C KJIIOUAMH Ha annapaTHbIX TOKeHax B omepainuoHHbiXx cucteMax SUSE Linux, ROSA RED
1 AJbT.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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5.4.1 Hactpoiika utenus kJwoua ¢ ycrpoiictBa PyToken B macOS

Ha macOS nuist pa6otsl ¢ Kiaodyamu Ha PyTokeHe B f1oMoJ/IHEHHE K OMHUCAHHBIM Bbille HEOOXOAUMO
BBIMOJIHATD CJIeYIOLIHe AOMOJNHUTe bHblEe NeHCTBUS:
1. Jo6aBuTh B 00U1yYy ceKLHIO Ppaiaa KOHPUTYypaUHUH OUPEKTUBY

foreground=yes
2. IMepeiitu B Katasor /opt/stunnel-gost/bin U BEIMONHUTL KOMAaH/bI

sudo rm stunnel-gost
sudo 1ln -s stunnel-gost-pthread stunnel-gost

5.0 Hacrpoiika uyteHus kJawoua ¢ ycrpouctBa JaCarta u Japyrux yCTpPOWHCTB,
npepocTaBJssiomnx narepdeiic PKCS#11

«Marllpo Kpuntollaker» B. 4.0 mo3BosisieT HCIOJNB30BATh 3aKPLITBIH KJI0U, PACMOJIOXKEHHBIH B
Hen3BJIeKaeMoH naMsaTu yctpoiictBa JaCarta, a Tak:ke MHBIX YCTPOUCTBO, MPENOCTAB/ISIOLIUX HHTEP-
tdeiic PKCS#11. CoBmectro ¢ «Marllpo Kpuntollaker» B. 4.0 nonyckaercsi UCO/1b30BaTh TOJBKO
ycTpoicTBa, uMetoiiue naeictyomui ceprupukar @CH Poccun.

Jlns ucnosb30BaHKUA TaKUX KJued HeoOXONHMMO YCTAaHOBHUTH JpadBepbl yCTPOHCTBA, a TaKxkKe
6ubmnoreky, npenocrapasoiyo uHtepdeiic PKCS#11 nna sToro yctpoicTBa, U BBICTABUTh Mepe-
MeHHYI0 OKpyKeHHss PKCS11l_ LIBNAME, 3HaueHHeM KOTOPOH JMOJKeH ObiTb MyTb K 3TOH OUO/HO-
Teke.

B o6uryto cexuuio daina konpurypauuu stunnel.conf Heo6xoqumo 1060aBUTh MapaMeTphl

engine=auto
engineId=cryptocom

[Tapamerp key cienyeT yKasbiBaTh CJAeIyIUM 06pa3oM:
key=PKCS11:<label>

rie <label> - MeTKa K/t0oYa B HeM3BJEKaeMOH MaMsTH yCTPOHCTBA. Eciu B Hen3BJeKaeMOU MaMsTh
YCTpOHCTBA 3aMUCaH TOJNbKO OfMH KJOU, METKY MOXKHO He YKa3bIBaTh.

O6paTuTe BHHMaHHe, UTO M3-3a OLUMOKH B CUCTEMHBIX OHOJIHOTEKAX BO3MOXKHBI MPOOJEMBI MPH
paboTe C KJIIOUaMH Ha amnnapaTHbIX TOKeHax B omepaiuoHHbix cucTeMax SUSE Linux, ROSA RED
" AnbT.

5.6 Bce onuunn koHpuUrypanuoHHoro daina stunnel.conf

®aiin stunnel.conf sB/sieTCs 0CHOBHBIM KOH(PUIYpaLHOHHBIM (akinom mporpammbl. OH comep-
XKHUT B cebe OOILLYI0 CEKLHIO M MOXKET BKJIUYaTb HECKOJBKO CEKLMH [/ HaCTPOMKHU pPas3/MUHBIX
BUPTYyaJ/bHBIX Xx0cToB. OOmias cekuus nMeeT o0s3aTesbHYIO 4acTh B Hayaje Qaisa, KoTopas, Kak
NpaBUJIO, He TpeOyeT U3MeHEeHUH.

B KoH(urypauvoHHoM Qaiiae 10NycKaoTCs:

— MyCThle CTPOKH (MTHOPHUPYIOTCS).
— KOMMeHTapuu (UTHOpUpYIoTcsi). Kaxknasi cTpoka KOMMeHTapHsi JOJ’KHA HauWHAThCsl ¢ CUMBOJIA

).

Jounn #.
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— CcTpokM BHIa «option_name = option_value».
— CTpOKH BHIA «[service_name|». Takasi cCTpoKa yKasblBaeT Ha Hayajo CEKLHH HACTPOHUKH cep-
BHUCA.

JlonyckaeTcs MCronb3oBaHKe ONUMH 3alLMIIEHHBIX COEIMHEHUH B 00lLlel ceKUHUHU. B Takom cay-
yae 3T ONLUUMU OYAYT NPHUMEHEHBl KO BCEM IOMOJHHUTENbHBIM CEKIHUSM.

5.6.1 Hactpoiiku o0iiell cekuuu
OO61iast CeKIHsI MOXKET COlepkKaTb CJENYIOIIHe ONIHHU:

debug = LEVEL
YPOBeHb MOAPOOHOCTH COOOIIEHHH Jora

OtBeyvaer 3a MoApPOOGHOCTD JOT-(paiiaa. 3HaYeHHe MOXKeT ObITh UMEHEM WJH YHCJIOM, COOTBET-
CTBYIOLIUM YPOBHIO COOOILIEHHH.
Boamoxnble 3Hauenus: emerg (0), alert (1), crit (2), err (3), warning (4), alert (5), info (6)
unu debug (7). B sore 6ynyT oToOpa)kaTbcsi Bce COOOLIEHUS] HUXKE WJIM PaBHblEe 3aJaHHOMY
ypoBHI0. MakcruMma/ibHbIH ypoBeHb debug = debug wnu debug = 7. [lo yMOM4aHHIO UCIIOJB3Y-
€TCsl YPOBEHb O.
[Tpu HopmanbHOHU pabote KpuntoTyHHens He ykasbiBaeTcs.

engine = auto
HeoOX0oMMMa TOJILKO MPH MCIOJb30BAHUHM KJ/IOUeH Ha anmapaTHbIX YCTPOHUCTBAX, 3TOH OMIUU
c/JelyeT yKasblBaTb 3HaueHue auto.

foreground = yes | quiet | no (tonbko mnsa Linux u Unix onepanHoHHBIX CHCTEM)
pexXuM paboThl

log = append | overwrite
pexXuM paboThl C XKYypHAJIOM

[lo3BosisieT BbIOpaTh pexXUM pabOThl ¢ KypHAJIOM: N00aBJATh COOOIIEHUS B XKYPHaJ WU NPH
KaXJIOM 3arycKe Ha4yMHAaTbh »KypHaJ 3aHOBO.

output = FILE
JIOT-(DarJ TIPUJIOKEHHS.

YKasblBaeT NMyTh K Jior-(aily NpUJIOKeHUs, B KOTOPOM OyneT oToOpaxKaTbcsl MH(OPMaLUs O
MOAKJ/IOUEHUSIX U BO3MOXKHBIX OLIMOKAX.

pid = FILE (tonbko nsist Linux u Unix omepaunOHHBIX CHCTEM)
yKasbiBaeT Ha pid-dai.

service = SERVICE (tosbko pis Linux u Unix omnepauyoHHBIX CHCTEM)
umsa cayx6nl KpuntoTyHHens.
YKazaHHOe UMs CJ1yKObl UCTIOJIb3YeTCs B CHCTEMHOM XKypHaJjie U B pexkume inetd.
[To ymosnuanuio: stunnel
syslog = yes | no (tonbko st Linux u Unix onepanuoHHBIX CHCTEM)
3a/1aéT BeJleHHe KYypHaJsa depes syslog.
[lo ymosuanHuio: BKJIOUEHO
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5.6.2 HacTtpoiika napameTpoB 3allUIIeHHBIX COeIUHEHUH

Hactpoiika mapamMeTpoB 3alHIeHHBIX COeIUHEHHH OCYIIECTBJISETCS B NOMOJHUTENbHBIX CEKIIU-
X (oTmesibHAs CeKLUHS 1JI KaXKOOro coefnHeHHs). Kaxknas ceKuus JO/I’KHA HAUMHATbCS C UMEHH
cepBHCa B KBaJpaTHHIX CKOOKaX. YKa3aHHOe HMMs MO3BOJHT pasanyaTh MH(OPMALHIO CEPBHCOB B
XKypHaJje nporpaMMbl. K HMeHaM cepBHCOB He NpeAbsBIASETCS HUKAKUX CIeNHabHBIX TPeOOBaHHI,
peKoMeHIyeTCsl BEIOMPaTh MCXOAS W3 Ha3HAYeHHs COeTHHEHHS.

Hacrpofika mapamMeTpoB 3allUIIEHHBIX COeAHHEHNE OCYIIECTBJSETCS 3aflaHueM CJeAYIOLHX OIl-
IMH KoH(UrypauunoHHoro daiaa stunnel.conf:

accept = [HOST:]PORT
MPUHUMATDh COEHHEHHS 110 yKa3aHHOMY ajpecy

YKasbiBaeT aapec W nopt, Ha KoTopbiX KpuntoTyHHe b OyneT oXuaaTh MOAKJIIOUYEHHUS.
Jonyckaercsi ykasbeiBaTb TOJbKO MOpT. B 3tom cayudae KpuntoTyHHenb Oyner npuHUMATh
coenuruenus [Pv4, npumenive Ha ykazaHHBIA MOPT yepe3 J0OOK ceTeBOH HMHTepdeiic.
Jns mpocnymuBaHus Bcex anpecoB IPv6 cienyer ucrnosb3oBath ciaenyomui Gopmar:
accept = :::PORT

CApath = DIRECTORY
KaTaJsor cepTU(PHUKATOB

YkaseiBaet nanky, B Kotopodd KpuntoTyHHesnb OyneT nckaTb cepTU(UKATHI IPU UCTIONb30BAHUU
onuu# verifyChain v verifyPeer. O6paTuTe BHUMaHHe, YTO UMEHOBAaHHE CEPTU(HUKATOB B 3TOH
nupektTopur A0KHO MMeTh BUI XXXXXXXX.0, rme XXXXXXXX - xew mnojs subject B
(haiine ceptudukara.

CAFile = CA_FILE
(a1 cepTuduKaTa ynoCTOBEPSIOLIEr0 LIeHTPa
YKkasbiBaeT pacrosiokeHue (arsna ceprudukarta (Uau Habopa cepTUPUKATOB) yIOCTOBepSIOLILe-
ro ueHtpa, koropomy KpunroTyHHesnb Oynet moBepsiTh.
CRLpath = DIRECTORY
KaTaJor CIIUMCKOB OT3blBa CEPTHU(PHUKATOB

YkasbiBaeT nanky, B kotopod KpuntoTyHHesnb 6yner nckate CRL npu ucnosb3oBaHuu onuui
verifyChain w verifyPeer. O6patute BHUMaHHe, 4To MMeHoBaHHe CRL B 3Toi nupekTopuu
n03kHO UMeTb BUL XXXXXXXX.r0, roe XXXXXXXX - xemr CRL.

CRLfile = CRL_FILE
(haills1 criMcKa OT3bIBA CEPTU(PUKATOB
YKkasbiBaeT pacrosioxkeHue (paiiya co CIIMCKOM OT3biBa (HJHM HaOOPOM CIIUCKOB OT3bIBA) CEPTH-
(hHKaTOB.
cert = CERT_FILE
(haiis ceprtuduKkara

YKkasbiBaeT pacrosiokeHue (aisna ceprudukara (Hau Habopa cepTU(PUKATOB) OTKPHITOTO KJIIO-
4a, MCIOJb3YyeMOro MpHU YCTAHOBJEHWH 3alllMIleHHOro coefirHeHus. Paiin MoxeT comepKaTtb
BCIO 1IeMOYKY CepTH(UKATOB, HauKWHasl ¢ (paKTUUYECKOTO cepTH(HKaTa cepBepa/KaHeHTa U 3a-
KaH4YMBasi CaMOTOANMUCAHHBIM cepTUuKaToM KopHeBoro Y LI. daiin nomxen 6bITh B (hopmaTte
PEM uau P12.

checkEmail = EMAIL
ajipec 3JeKTPOHHOH MOYTHl MPUHHUMAEMOTO CepTHdUKaTa
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Ecau ne 3adanel verifyChain uau verifyPeer, mo dannan onyus uexopupyemcs. Honycka-
emcs uCnoAb308arue HecKoavkux onpedesenuti checkEmail 6 o0noli cekuyuu.

Ceprucukar OymeT MPUHAT, €CAH aApec 3JeKTPOHHOH TOUTHl, YKa3aHHBIH B cepTH(HUKATE,
COBMNafaeT C JOObIM U3 apecoB 3JEeKTPOHHOU MOUTHl, YKa3aHHBIX B checkEmail.

checkHost = HOST

XOCT TNIpUHUMaeMoro CepTI/IqJI/I KaTa

Ecau ne 3adanel verifyChain uau verifyPeer, mo dannan onyus uexopupyemcs. Honycka-
emcs ucnoab308arue HecKoavkux onpedesenuti checkHost 6 o0rnot cekyuu.

Ceprucukar OyneT NMpUHAT, €CIM UMS XOCTa, YKa3aHHOe B cepTH(HKaTe, COBMAAET C JIOObIM
U3 XOCTOB, YKa3aHHbIX B checkHost.

checkIP = [P

[P-anpec npuHumaemoro ceptudukara

Ecau ne 3adanel verifyChain uau verifyPeer, mo dannas onyus uexopupyemcs. Honycka-
emcs UCnoab308aHue HecKoAbKux onpedenreruti checkIP & o0roli cekyuu.

Ceprucdukar 6yzner npuHsT, ecnn [P-agpec, ykasaHHbIH B cepTH(HUKATe OLHOPAHTOBOTO Y3Ja,
coBnazaet ¢ JwbbiM U3 [P-anpecos, ykazanubix B checklIP.

ciphers = CIPHER_LIST

3a1aéT CMHUCOK AOMYCTHMBIX KpunToHatopoB a/as TLS no Bepcuu 1.2 BK/IIOYHTEBHO.

Kpunronabopsl ykasbiBatoTcs uepes nqpoetoure. J[onycTUMO UCMONb30BaHKE CAeAYIOUUX KPHUII-
TOHa0OPOB:

GOST2012-MAGMA-MAGMAOMAC,

GOST2012-KUZNYECHIK-KUZNYECHTIKOMAC,

GOST2012-GOST8912-GOST8912,

GOST2012-GOST8912-IANA,

GOST2001-GOST89-GOST89

(mocsienHue Tpu — TOJBKO 115 obecriedeHUs] coBMecTUMOCTH co crapeivu CK3H).

ciphersuites = CIPHER_LIST

3a/1aéT CMHUCOK AOMYCTUMBIX KpunrtoHatopos nisi TLS Bepcun 1.3.

Kpunronabopsbl ykaseiBatoTcs uepes [Boetouue. J[onycTUMO UCMONb30BaHKE CJIeAYIOUUX KPHUII-
TOHa0OPOB:

TLS_GOSTR341112 256 WITH MAGMA MGM S,
TLS_GOSTR341112_ 256 WITH_MAGMA MGM L,
TLS_GOSTR341112 256 _WITH_ KUZNYECHIK_ MGM_S,
TLS_GOSTR341112_256_WITH_KUZNYECHIK MGM L.

client = yes | no

pexKuM paboThl cepBUCa

[To ymosmyanuio no (pa6oTa B pekruMe cepBepa).

config = COMMAND [: PARAMETER]

KoMaHna HacTpoiku OpenSSL

[TosBosisieT BbIMOMHATL KOMaHAbl HacTpoiku OpenSSL.

connect = [HOST:] PORT

MOAKJIOYHUTHCS K YKAa3aHHOMY ajpecy

YkasbiBaet, Kyna KpuntoTyHHesnb HampaBUT coefnHeHMe, TpULIelIee HA afpec, YKa3aHHbIH
B accept. Ecin ykasaH TosbKO MOpT, B KauecTBe XocTa OymeT ucrosb3oBaH localhost. lpu
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MOAKJ/IOUEHHH K BebO-cepBepy peKOMeHIYeTcCsl yKasblBaTb TO MMSI XO0Ta, KOTOpoe Beb-cepBep
CUHMHTAET CBOMM HMEHEM.

curves = list

sapaétr ECDH/GOST rpynmsi.

[pynnel ykasbiBaloTcsl yepe3 ABoeTouHe. HUTOObI MOJNYUYUTb CIIUCOK MOANEPKUBAEMBIX TPYII,
BBIITOJTHUTE KOMaHLY:

openssl ecparam -list curves

[To ymMo/4aHHIO HCIIOJB3YIOTCS CaeYIOLIMe 3HAYeHUS:
X25519:P-256:X448:P-521:P-384 (nnst OpenSSL 1.1.1 u 6osee nMo3aHUX Bepcuii)
prime256vl (nns OpenSSL crapuue Bepcuu 1.1.1)

debug = LEVEL

YPOBEeHb MOAPOOHOCTH COOOIIEHHH Jora

OTBeuaeT 3a NMOAPOOHOCTDb Jor-(haiia. 3HaueHHe MOXKET ObITh UMEHEM HJIH UHCJIOM, COOTBET-
CTBYIOIUM YPOBHIO COOOLIEHHH.

Boamoxknble 3Hauenus: emerg (0), alert (1), crit (2), err (3), warning (4), alert (5), info (6)
unn debug (7). B sore 6ynyT oTo6pa)kaThCsi Bce COOOLIEHHS] HUXKE WJIHM PaBHBbIE 3aJaHHOMY
ypoBHI0. MakcumaJsbHbll ypoBeHb debug = debug nnu debug = 7.

[To ymo/suanuio ucnosib3yeTcsi ypoBeHb O.

delay = yes | no

o1a10XKuTh nouck DNS mig onuuu connect

ArtoT napametp mnoJedeH Ajas auHamuueckoro DNS wunn xorma DNS HemocTyneH Bo Bpems
3anycka KpunroTynuens.

JlaHHBIH pexKUM aBTOMaTHYeCKH BKJio4aeTcs, Korpa npu 3anycke KpunrtoTyHHes b He MoxeT
paspelIuTb KaKoH-JI1M00 U3 afipecoB MOAKJ/IIOYEHHUS.

ITo YMOJYaHHUIO: BBIKJIIOYEHO

engineld = cryptocom

3a0a6T SHXKHUH, KOTOPBIM OyneT MCIOJb30BaH A/ AOCTyIA K KJ/OUY Ha annapaTHOM YCTPOH-
CTBE.

J7s naHHOH OMUMHK NOMYCTHMO TOJbKO 3HaueHue cryptocom.

engineNum = ENGINE_NUMBER

exec

3aa6T HOMep 3H)KMHA, KOTOPHIK OyleT MCMO/b30BaH AJS AOCTyNa K KJHOUy Ha anmnapaTHOM
YCTPOWCTBE.

HYMepaLLI/IH SHXKHHOB HauWHaeTcs ¢ 1.

= EXECUTABLE_PATH
BBIMIOJIHATB JIOKasbHY!0 inetd nmporpammy.

Ha nnardopmax Unix ycraHaB/IMBaIOTCS CleAyIOLIHe NTepeMeHHble OKPYXKeHHUS:
REMOTE_HOST,

REMOTE_PORT,

SSL_CLIENT_ DN,

SSL_CLIENT_I_DN.

execArgs = $0 $1 $2 ...

ApryMEeHTHI [Js exec, BKiawdast uMsi mporpammbl ($0).

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue




KpUnTO CENY.00009-05 34 07 18

KaBblukM B HacTosilee BpeMsl He MOALEePKUBAIOTCSA. APryMeHTHl pas3fensiioTcsl MPOU3BOJIbHBIM
KOJIUUeCTBOM MPOOEOB.

failover = rr | prio
3a/1aéT cTpateruio 06paboTKU 0TKa3a AJs HECKOJNbKHUX LeJsed "connect”.

rr KpyroBas CUCTeMa - CIipaBedJIiBO€ paclipelesieHHe HarpyskKu.

prio
UCMOJIb30BATh MOPSAL0K YKa3aHHBIA B KOH(PUTypaLUOHHOM (haiiJe.

[Io ymosmuanuio: prio

ident = USERNAME
MCI0J1b30BaTh TPoBepKy uMeHu nosb3oBatess IDENT (RFC 1413).

include = DIRECTORY
MCII0JIb30BATh BCE UaCTH (paia KoHpurypauuu, pacnogoxenHele B DIRECTORY

daiisibl MOAKIIOUAIOTCS B al(aBUTHOM nopsinke. PekomeHnyemoe corsaiieHdue 06 nMeHax (a-
JIOB!
IS TJI00AJIbHBIX OILIUH:
00-global.conf
7Sl CEPBUCOB:
01-service.conf
02-service.conf

key = KEY_FILE
3aKPBITBIM KJ/IIOU CepTU(PHUKATa, YKA3aHHOTO B ONLMHU cert

YKasbplBaeT pacnoJiokeHue (paisa 3aKpbiTOrO KJUa, MCIOJNb3yeMOro MPHU YCTaHOBJIEHUM 3a-
IMIIEHHOr0 COoefinHeHUs. 3aKPBIThIH KU HEOOXOAUM A/ ayTeHTU(UKALUKU BJage/blia cep-
tTudukara. [lockoabKy 3TOT (pakiy H0/MKEeH XPAaHUTbCSA B CeKpeTe, OH NOJKEH ObITb AOCTYIeH
1151 YTEHHS TOJIBKO €ero BJjajesblly. DTOT NapaMeTp TaKKe HCIOJb3YeTCsl B KayecTBe WIEeHTH-
(buKaTOpa 3aKpPHITOTO KJ/HOUAB C/Ay4yae UCIOJNb30BAHUS alNapaTHLIX pelleHUH ayTeHTH(PHUKALNUN
(Hanpumep, nas Kmaoued, xpansmuxes Ha RuToken).

libwrap = yes | no
3amaét ucrnosnb3obanue /etc/hosts.allow u /etc/hosts.deny.

ITo YMOJIHaHHIO: OTKJIFOYEHO.

local = HOST
[To ymosmuaHHIO B KauecTBe HCTOUHHKA JJIsl yIAJeHHBIX MOAKA0YeHUH ucnoabayercsi [P-anpec
ucxopsiero uHrepderica. Mcnonb3yiite 3TOT nmapametp AJs MPUBS3KH CTAaTHYECKOTO JIOKAJIb-
Horo [P-anpeca.

logld = TYPE
3aaaéT THUIT I/I[LeHTI/ICpI/IKaTOpa COeIMHEHHd.

WneHTH(hHUKATOD CYXKHUT AJis1 ONpelesieH|s] 3alMCel KaXKI0ro U3 MOAKJIIOUYEHUH B XKypHAaJe.

Ha naHHbI# MOMEHT MOAJEPKUBAIOTCS CJAEAYIOIINAE THIIBL:

sequential
Yuc10BOH Moc/ie1oBaTeNbHBIN HAEHTU(HUKATOP, YHUKANEH TOJNBKO B TpefiesaX OfHOrO K-
semnisipa KpunroTyHHesnsi. OueHb KOMIAKTeH, 4TO HauboJiee MOJIE3HO MPH PYUHOM aHa-
JIM3e KypHaJa.
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unique
BykBeHHO-LH(pOBOH UneHTU(UKaTOpP. [7106a1bHO YHHKAJEH, HO AJHHHEe, YeM MOPsiAKO-
Bele HOMepa sequential. HanboJsiee nmose3eH npu aBTOMAaTHUYECKOM aHaJM3€e XKypHaJa.

thread
W nenTuduKkaTop NoToka onepanuoHHOH cucTeMbl. He siBisieTcsl HM yHHKaJbHBIM (Iaxke
B npezesax oxHoro sk3emmispa KpunroTyHHens), Hu kopotkuM. Haubosee noseseH Bo
BpeMsl OTJIaJKH MPOrpaMMHOr0 oOecrieueHusi UK B ciydae MpobseM ¢ KoH(Urypaiuen
TIPUJIOKEHHUS.

process
Wnentudukarop nporecca onepaudoHHoi cucteMbl (PID). MoxeT ObITh MOJIE3€H B pe-
X)ume inetd.

[To ymosnuanuto: sequential.

OCSP = URL
3anaér orsetyuk OCSP n/s npoBepku cepTudUKaTa.

OCSPaia = yes | no
npoBepsith cepTuukatel ¢ ux AIA OCSP oTBeTunKamH.
Aror napamerp mnospoJsieT KpuntoTyHHesnto mnpoBepsite cepTuduKkaThl co cnuckoMm URL-
anpecoB otBetyuka OCSP, nosydyeHHbiM u3 ux pacuiupeHusi AIA (moctynm K uH(OpMaIUu
0 TOJTHOMOYHSIX).

OCSPilag = OCSP_FLAG
ykasbiBaet ¢iar orBetunka OCSP.
Jlns ykasaHus Heckosbkux ¢uaros onuuio OCSPflag MOXHO MCMONB30BaTh TIOBTOPHO.

B HacTosillee BpeMsi NOAAEPKUBAIOTCS (PJaru:
NOCERTS,
NOINTERN,
NOSIGS,
NOCHAIN,
NOVERIFY,
NOEXPLICIT,
NOCASIGN,
NODELEGATED,
NOCHECKS,
TRUSTOTHER,
RESPID KEY,
NOTIME.

OCSPnonce = yes | no
OTIPaBUTh U NPOBEPUTH pacluMpeHHe ofHopazoBoro Homepa OCSP.

ArtoT napametp sauuiiaet npotrokos OCSP ot moBTopHBIX atak. B cusy 60JbIIMX BHIYHUC/IH-
TeJIbHBIX 3aTpaT paclliMpeHHe nonce oObYHO oOecrneyuBaeTCs TOJAbKO BHYTPEHHHMH (HampH-
Mep, KOPIIOpPaTUBHBIMHU), a He obiienocTynHbIMU oTBeTyrKamu OCSP.

options = SSL_OPTIONS
3afaét napametpsl 6ubanoreku OpenSSL.

[lapamerp mnpencraBsaser cob6oi ums onuuu OpenSSL B COOTBETCTBUH C PYKOBOACTBOM
SSL_CTX_set_options(3ssl), Ho 6e3 npedurca SSL_OP_.
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Komanpa stunnel -options nepeunc/seT napameTpsl, paspelleHHble B TeKyllell Bepcun Kpum-
ToTyHHes.

Jlnsl yKazaHUsl HECKOJIbKUX MTapaMeTpoB OILUS MOXKeT HCII0Jb30BaThcs NOBTOpHO. [lepen nme-
HeM MapaMeTpa MOXHO MOCTaBUTb THpe (’-’), 4TOObl OTKJAIOYHMTH Napamerp. Hampumep, njs
coBmectuMoctd ¢ Eudora TLS mMoxKHO Mcnosib30BaTh clefyoOIUN BapHaHT:

options = DONT_INSERT_EMPTY FRAGMENTS

[To ymoJsiuaHHIO 3alaHbl OMIUH:
options = NO_SSLv2
options = NO_SSLv3

BMmecTo oTkJ/rOUeHHSs ompenesieHHbIX Bepcud mportokosa TLS mpu komnuasuuu ¢ OpenSSL
1.1.0 (unu Gosiee mo3nHel Bepcuu) ucnonbdyite sslVersionMax wnu sslVersionMin.

protocol = PROTO

NPOTOKOJI NIPUJIOKEHHS

B 3T0oll onuuu ykaseiBaeTcsi, KaKoW MPOTOKOJ OyAeT HCIO0Jb30BaThCS TP Mepefadye NaHHBIX
uepe3 KpunrtoTyHHesnb. dta onuus HeoOXooUMa B TOM CJyyae, ecjad NPOTOKOJ MpearoJsara-
eT BbIIIOJIHEHHE JIOTIONHUTENBHBIX NPOLEeAYp, YTOOBl COeMHEHHEe B UTOre OblJIO YCTaHOBJIEHO.
Ecnu HUMKakue NOMOJHUTEe/NbHbIE NPOLelyPbl MPOTOKOY He TPeOYyITCs, 3Ty OMNLHI0 MOXKHO He
YKa3blBaTh.

B HacTosiiee BpeMsi TMOAEPKUBAIOTCS MPOTOKOJIBL:

cifs
Co6cTBeHHOE (HeNOKyMeHTHPOBaHHOe) pacuiupenue npotokosa CIFS, peanuszoBanHoe B
Samba. [Topnepxka sToro pacmupenus Oblia npekpamieHa B Samba 3.0.0.

connect
CootBetctByer RFC 2817 section 5.2 (vemod CONNECT oas ycmarosienus myrHeso-
HO020 NPOKCU-COeOUHEHUS).
ITOT MPOTOKOJ MOAAEPKHUBAETCS TOJNBKO B PeKHUMe KJIHEHTa.

http
YkasbiBaeT KpunroTyHHedt0, uto 3amuiaemsiit npotokosa - HTTP. B atom cnyvae 6ynyt
IOCTYTIHBI crielu(PUYHbIE AJs STOrO MPOTOKOJA NeHCTBHUS, HAapUMep, nepeaada KJAHeHT-
CKOrO cepTU(HKaTa Ha BeO-cepsep.

imap
CootserctByer RFC 2595 (Hcnoavzosanue TLS ¢ IMAP, POP3 u ACAP).

ldap
CootBetctByeT RFC 2830 (0baecuennbiii npomokos docmyna k kamaroeam (v3): pac-
wuperue 6e30NaACHOCMU MPAHCNOPMHOEO YPOBHSL).

nntp
CooreerctByer RFC 4642 (Hcnoavzosanue TLS ¢ npomokorom NNTP).
DTOT MPOTOKOJ MOAAEPKUBAETCS TOJNBKO B PEXKMMeE KJIHEHTa.

rgsql
CooTBeTcTByeT
http://www.postgresql.org/docs/8.3/static/protocol-flow.html

pop3
CootBerctByeT RFC 2449 (Mexanusm pacuiupenus POP3).

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue



http://www.postgresql.org/docs/8.3/static/protocol-flow.html

KpunTo CENY.00009-05 34 07 21

proxy
CooTBeTCTBYyeET
http://haproxy.lwt.eu/download/1.5/doc/proxy-protocol.txt

rdp
YKasblBaeT, UTO 3allluillaeMbiil MpoTokoa - RDP.

smtp
CootserctByer RFC 2487 (pacwupenue cayrbo. SMTP 0as 6ezonacrnoco SMTP uepes
TLS).

socks

[TonnepxuBatorcsi Bepcuu 4, 4a u 5.
http://www.openssh.com/txt/socks4.protocol
http://www.openssh.com/txt/socks4a.protocol

Komanna BIND nportokona SOCKS ne nonaepxubaetcsi. [Tapamerp USERID urnopupy-
eTcsl.

protocolAuthentication = AUTHENTICATION
TUI ayTeHTHU(PUKALUN
3anaét TUn ayTeHTH(DUKAUMUU [J5 AAHHOTO MpoTokosa. Mcrmosb3yeTcsi TOJMBKO Ha CTOPOHe
KJHEHTa MPOTOKOJIAMHU connect u smip.
Jlnst mpotokosia connect MONNEP:KUBAIOTCA 3HAUeHUs basic (UCMOJb3yeTcsl MO YMOJUAHHIO) U
ntim.
Jlnsi mpoToKosia Smip TONIEpP:KHUBAKOTCS 3HadeHUsl plain (MCMOb3yeTcs MO YMOJYaHUIO) U
login.

protocolDomain = DOMAIN
UM JOMeHa
3anaér ums nomeHa Active Directory, ucrnosibayemoro npu pa6oTe yepes3 proxy ¢ aBTopH3aluen
10 MPOTOKONY ntim.
HMcnosab3yeTcss TONBKO Ha CTOPOHE KJHMEHTA M TOJIBKO C IIPOTOKOJIOM connect.

protocolHeader = HEADER
3aroJioBOK

3anaét 3aroJioBOK, UCMOJb3YeMbIH MPOTOKOJIOM.
B Hacrosiliee BpeMs MOAAEPKHUBAETCH TOJBKO HAa CTOPOHE KJAWEHTa M TOJBKO C MPOTOKOJOM
connect.

protocolHost = HOST:PORT
ajipec MOAKJIOUeHHs

YkasbiBaeT KoHeuHbl TLS-cepBep, ¢ KoTopoMm TpebyeTcsi COETUHUTBCS Uepe3 MPOKCH-CEPBeP.
Anpec npokcu-cepBepa IpU 3TOM 3aaéTcs OINLHeN connect.
Hcnonb3ayercs: TOJMBKO Ha CTOPOHE KJHEHTa NMPOTOKOJIOM connect.

protocolPassword = PASSWORD
napoJib MOJIb30BaTENs
3anaér mapoJib MoJb30BaTe sl IPU YCTAHOBJIEHHH COEIHHEHHS 110 yKa3aHHOMY MPOTOKOJY.
HMcnosb3yercst TOJIbKO Ha CTOPOHE KJMEHTa MPOTOKOJAMHU connect u smip.

protocolProtocol = Attp
Hcnonb3yeTcsl ToJIBKO Ha CTOPOHE KJIMEHTa MPOTOKOJIOM connect Mpy TYHHeJUPOBAHUU depes
npokcH. YkaseiBaeT KpunroTyHHenio, yto 3awuinaemeid npotokosa - HTTP. B atom cayyae

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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OyLyT HOCTYTHBI CHeUU(pUUYHbIE [/ 3TOTO MPOTOKOJA NEeHCTBHs, HarpuMep, repefada KJ/H-
eHTCKOro cepTh(pHKaTta Ha Beb-cepBep. JlomyckaeTcsi MCIOJb30BaHHE TOJBKO 3HaueHus http.
JI1oOble npyrue 3HaYeHUs] UTHOPUPYIOTCS.

protocolUsername = USERNAME

MM I10JIb30BaTeJ/Id

3anaét uMs MoJib30BaTe sl MPH YCTAaHOBJIEHHWH COEMHEHUS M0 YKa3aHHOMY MPOTOKOJY.
HMcnonb3yeTrcsi TONMbKO Ha CTOPOHE KJHWEHTa MPOTOKOJAMU connect u smip.

PSKidentity = IDENTITY

WUnentudukarop PSK nns PSK-kauenra.

Onuuio MOXKHO UCNOJNB30BAaTh HA CTOPOHE KJHeHTa AJs Beibopa ynoctoBepeHuss PSK Bo Bpems
ayTeHTHU(HUKALKUN. DTa OMNLUSA UTHOPUPYETCs HA CTOPOHE CepBepa.

[To ymosuanuio: mepBoe ynocToBepeHHe, ykazaHHoe B (aiiie PSKsecrets.

PSKsecrets = FILE

¢ain ¢ upentupukaropamu PSK 1 cOOTBETCTBYIOILMMH KJIOUAMH.

Kaxnas crpoka (aiina nonkHa UMeTb BUIL:
IDENTITY:KEY

[lecTHanuatepuuHble KJIOUM aBTOMaTHUeCKH NpeobpasyloTcss B ABOWYHYIO (opmy. Kirouu
LOJKHBl MUMETb NJHHY He MeHee 16 GalT (He MeHee 32 CHMBOJIOB AJIsl LIeCTHAALlATEpHU-
HbIX KJroded). JloMKHO ObITh YCTAHOBJIEHO OrpaHHUEHHe JOCTYMa K colepKUMoMYy (aiaa (Ha
YTeHHWe W 3aIUCh) MJis1 MOJb30BaTeJ/el.

pty = yes | no (rosbko masi Linux u Unix onepanyoHHBIX CHCTEM)

CO3/1aéT TCeBIOTePMHHAJ /ISl ONLUU ‘exec’ .

redirect = [HOST:|PORT

B CJyyae HeNpoXOoXKAeHUS ayTeHTU(HKALUHUU 10 CepTU(HUKATY MepeHanpaB/siTh KJIHEHTCKHE
TLS-coennHeHus1 Ha yKa3aHHBIH agpec

Ara onuus paboTaeT TOJAbKO B pexkUMe cepBepa. HekoTopbie MpOTOKOJIBI HECOBMECTUMBI C 3TON
OILIKEH.

renegotiation = yes | no

nonaepKKa MmoBTopHoro corsnacoBanusi TLS.

[TpusoxkeHust moBTopHOro coriacoBaHusi TLS BkmouawoT B cebsi HEKOTOpPBIE CLEHAPUU ayTeH-
TAU(PUKALUU WA U3MEeHEeHUsl KJoUeld AJS NJIUTEeJbHbIX COeIUHEHUH.

CaenyeT y4uTBIBaTb, YTO 3Ta (PYHKLUHUS MOxKeT 0OJIerduThb TpHUBHA/bHYI DoS-ataky c mepe-
rpysko# LIII:
http://vincent.bernat.im/en/blog/2011-ssl-dos-mitigation.html
O6paTuTe BHMMaHHe, UTO OTKJIOYeHHe MOBTOpHOro corsacoBanus TLS He mosHoCTbIO ycTpa-
HSIeT 3Ty npobJyemy.

I[To YMOJIHaHHIO: BKJIFOYEHO

reset = yes | no

1J151 yKa3aHus oln60K rcnogab3oBaTh (uar TCP RST.
Ha HexkoTopblx niargopmax 3Ta onuus He MOALEPKHUBAETCS.

[Io YMOJIYAaHHUIO: BKJOUYEHO

retry = yes | no

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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[TIOBTOPHO BLINOJIHUTD connect+exec B CJiydae OTKJIIOYEHHS.
ITo YMOJIHaHHIO: OTKJ/IFOYEHO

requireCert = yes | no

Tpe6oBaTh CcepTU(UKAT KJIHEHTA NPU yCTAHOBJIEHUU COeUHEeHUH

Hcnonb3yercst TonbKO Ha cTOpoHe cepBepa. [Ipu ycTaHOB/IEHHOM 3HAaUeHUH 710 (HCIOJb3yeTCs
no ymosuanuio) cepsep KpuntoTyHHens 6yneT yctaHaB/aIMBaTh COeMHEHHUS C KJIHeHTaMHU 6e3
CepTU(]PUKATOB.

Onuuu verifyChain = yes u verifyPeer = yes noppasymeBatot 3ananue requireCert = yes.

securityLevel = LEVEL

3aJ1aéT ypoBeHb 0€30MaCHOCTH.

3HauyeHHe KaXKIOro YPOBHS ONHUCAHO HUXKE:
Yposensv 0
Bce paspelueHo.

Yposero 1
YpoBeHb 6e30macHOCTH COOTBeTCTBYWOINUNA MUHUMYM 80 6utam Ge3omacHocTH. JIroOble
napaMmeTpbl, obecrneuynBamllre 6e3onacHocTh HUxKe 80 OUT, UcKJOUaloTes. Takom obpa-
3oM kJaoud RSA, DSA u DH kopoue 1024 6ut u kntoun ECC kopoue 160 6GUT 3anpelieHbl.
Bce skcmopTHBIE KpUNITOHAOOPE! 3aMpellleHbl, MOCKONbKY OHM TpengaraioT MeHee 80 GUT
6esonacHoct. SSL Bepcuu 2 3ampernieH. JIobbie KpuntoHabopel, ucnoabayomue MDS
st MAC, Takxke 3ampelieHsl.

Yposero 2
YpoBenb 6e3onacHocTu cooTBercTBYIOIMH 112 6utam. Kmoun RSA, DSA u DH kopoue
2048 6ut, n kawouu ECC xopoue 224 6ut 3anpelieHbl. B nomnosHeHWe K HCKIIOYEHUSIM
ypoBHs 1 so6ble KpuntoHabopel, ucnogbaytouire RC4, takxke 3anpemiensl. SSL Bepcuu
3 He momyckaercs. CxxaTHe OTKJIOUYEHO.

Yposenv 3
YpoBenb GesonacHocTu cooTBercTByloui 128 6utam. Katoun RSA, DSA u DH kopoue
3072 6urt, u kaouun ECC kopode 256 6ut 3ampeleHbl. B pomnosHeHne K MCKJIIOYEHHSAM
YPOBHs 2 3amnpellleHbl KpUNTOHab0pbI, He obecreurBaolIne NPSMON CeKpeTHOCTH. Bepcuu
TLS nuxe 1.1 3anpemienbl. Manngatsl ceccuil (session tickets) oTk/roueHbl.

Yposerov 4
YpoBenb 6e3onacHocTd cootBercTBytomi 192 6urtam. Kioun RSA, DSA u DH kopoue
7680 6ut u xmoun ECC kopoue 384 6ut 3amperieHbl. KpunToHaGopbl, UCMONB3YOIIHE
SHAL nns MAC, sanpemensl. Bepeun TLS Huxe 1.2 3anperueHsr.

Yposenv 5
YpoBenb 6esonacHocTd cootBeTcTBytOWMH 256 6utam. Kmoun RSA, DSA u DH kopoue
15360 6ut u kmoun ECC kKopoye 512 GUT 3ampeliieHH.

[To ymosnuanuio: 2.

[Tapametp securitylLevel noctymneH ToJabKO NpU KoMnuasiuu ¢ Kpunronakerom Bepcuu 4.0 u
6oJ/iee MO3THUMH BEPCHUSMH.

setgid = GROUP (rosnbko mast Linux u Unix onepanoHHBIX CHCTEM)

Wnentudukatop rpynmsl.

B kauecTBe r106anbHON onuK: BeiNosHseT setgid() n/is yKazaHHOH TPYMIIbI B pexKUMe JeMOHa
1 yOupaeT Bce OCTaJ/bHble TPYIIIHI.

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA
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B kauecTBe omuuu cepBuca: ycTaHaBauBaeT rpynny cokera Unix, ykasaHHoro yepes ‘accept’.

setuid = USER (tosbko nist Linux u Unix ornepanuoHHBIX CHCTEM)

WnentudukaTtop nonb3oBaress.

B kadecTtBe ryo6asnbHOM onuuHU: BHMOHsET setuid() M5 yKa3aHHOTO M0Jb30BATE s B PeKUMe
JIEMOHaA.
B kauecTBe onuuu cepBHca: yCTaHaBJHBaeT BJajesbla cokera Unix, yKasaHHOro uepes
‘accept’.

sessionCacheSize = NUM_ENTRIES

Pasmep ksuma ceaHca.
sessionCacheSize 3anaétT MakCUMaJlbHOE KOJIMYECTBO 3aMucell BHYTPEHHEro K3Illa ceaHca.

Snauenue 0 COOTBETCTBYET HEOrpaHUYEHHOMY pa3Mepy. He PEKOMEHAYyeTCA OJs HCII0JAb30Ba-
HHSA K3-3a pHUCKa DoS-aTtaku ¢ [IepernoJHEeHHEM TNMaMATH.

sessionCacheTimeout = TIMEOUT

Bpewmsi xpaHeHus kauia.

3anaéT KOJMMUECTBO CEKYHA IJIs1 XpaHeHHs K3lnpoBaHHBIX TLS-ceccui.

sessionResume = yes | no

Paspemiaer uan 3anperiaer Bo306HOBJIEHHE CeaHca.

[To ymosuaHuIo: paspelieHo.

sessiond = HOST:PORT

Anpec sessiond TLS-cepBepa kamupoBaHus.

sni = SERVICE_NAME

B takom (hoparte ucrnosnb3yeTcss TONBKO a CTOPOHE KJMEHTa, 3a1aéT 3HaueHHe, KOTopoe OyjeT
nepenano B pacmupenuu SNI mporokona TLS. Ilpu oTcyTcTBUHM 3TOH onmuuu B paclIMpeHHU
SNI 6yner nepenano 3HaueHue u3 napamerpa connect. JIjsi Toro, 4uTo6Bl OTKJIOUUTE Nepenavy
pacuinpenust SNI, sangaiite nycroe sHaueHue B kauectBe SERVICE_NAME.

sni = SERVICE_NAME:SERVER_NAME_PATTERN

B takoM ¢opmaTte Hcro/b3yeTcsl TONBKO Ha CTOPOHE CepBepa.

Hcnonb3oBaHue naHHOTO NMapameTpa [03BOJSET CepBepy NMPeNoCTaBJsATh HECKONBKO CepTH(U-
KaToB Ha onHoM [P-anpece u TCP-nopty, u, cienoBatesibHO, 103BOJIsIET pa60TAaTh HECKONBKUM
ca#itam (nnu npyrum cepBucam nosepx TLS) Ha omHom [P-anpece 6e3 ncrnosb30BaHUSI OOHOTO
U TOTO Ke cepTU(pUKaTa Ha Bcex caiTax. Boibop cepTuduKkara ocyliecTB/sSETCs B 3aBUCHMO-
CTH OT JOMEHHOTO HWMeHH, mosydeHHoro B paciupenun SNI mporokona TLS (cm. omucanue
napaMeTpa sni Ha CTOPOHe KJHEeHTa).

Jns Toro, 4ytoObl HacTpouUThb cepBepHbId KpuntoTyHHesnb n/5 paGoThl ¢ HECKONBKUMH Cep-
TU(PUKATAMH, HYXKHO A/ KaXKAOro cepTU(dUKaTa co3nath cBolo cekuuioo. OnHa cekuus Oyner
TJIaBHOH, B HeH 3aal0TCsl OOBIYHBI ManaMeTpbl COeMHEHHUS, B TOM YHUCJe MOXKeT 3a4aBaTbCs
yMoJiuatenbHblil cepruukart. CekUUu /5 IPYyTrUX CepTU(HUKATOB ABJSAIOTCSA BCIOMOraTe bHbI-
MH, B HUX yKasbiBaeTcs napametp sni, B Koropom SERVICE_NAME ykasbsiBaeT Ha IyaBHYIO
cekuutio, a SERVER_NAME_PATTERN 3anaér nomeHHOe HMS$i, NpH MOSIBJI€HH KOTOPOrO B
pacuiupennn SNI npotokona TLS 6ynyT ucnosb3oBaThCsl KU U CePTU(UKAT U3 ITOH BCIIO-
MOTaTeJJbHOM CeKLUHH. DTO MMSI MOXKeT HauyMHaTbCs ¢ CHUMBoOJa ~*', Hampumep '*.example.ru’,
a TaKxKe JIOMYyCKaeTCs yKas3blBaThb B OfHOH BCIIOMOraTesJbHOH CEKLHH HECKOJBKO MapaMeTpoB
sni.

Huxke npuBenéH npumep KoHpUrypauuu ¢ ucrnosnbzoBanueM SNI:
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[virtual]

; OCHOBHOM CE€pPBMC, I[IPUHUMAOMNUI COeOUHEHMHsI Ha YKas3aHHOM IIOPTY
accept = 443

connect = 80

cert = default.pem
key = default-key.pem
[snil]

; BCIOMOTI'aTeJIbHHMN cepBuc 1

sni = virtual:serverl.mydomain.ru
cert = serverl.pem

key = serverl-key.pem

[sni2]

; BCIIOMOTI'aQTeJIbHHMN CEepBUC 2

sni = virtual:server2.mydomain.ru
cert = server2.pem

key = server2-key.pem

verifyPeer = yes

CAfile = server2-allowed-clients.pem

socket = a|l|r:OPTION=VALUE[:VALUE]
HaCTpPOMKa MPUHUMAIOIIETO, JOKAJbHOTO MK yIaJEHHOTO COKeTa

HpI/IMepr HCII0JIb30OBAHHUAA:

socket = 1:S0O_LINGER=1:60
# yCTaHOBUTL TaMM—-ayT Ha OOHY MHHYTY IOJIsI 3aKPHTHS
JIOKaJIBHOI'O CcokKeTa
socket = r:SO_OOBINLINE=yes
# pasMemaTb BHemNOJIOCHHE (out-of-band) maHHEHE HENOCPELCTBEHHO
B IIOTOK IIPHHHMAaEMBIX LOAHHBX [OJIAd YIOAJIEHHEIX COKEeTOB
socket = a:SO_REUSEADDR=no
# OTKIIOUMTHL IIOBTOPHOE MCIOJIb3OBaHMUE anpeca (IO YMOJIUaHUIO
BKJIIOUEHO )
socket = a:SO_BINDTODEVICE=lo
# DpuHMMATL COeOUHEHUs ToJbKo mno miendy (loopback interface)

sslVersionMin = SSL_VERSION
TpeOyeT MCMOJb30BaTh NPOTOKOJA TLS He HUKe yKa3aHHOW BepCUU

[Topnepxxusatorcs Bepcun TLSvI, TLSvI.1, TLSv1.2, TLSv1.3

sslVersionMax = SSL_VERSION
TpebyeT HUCMOJAb30BaTh NMPOTOKOJ TLS He Bbillle yKa3aHHOH BepcUU

[Tonnepxxusatorcsa Bepcun TLSvI, TLSvI.1, TLSv1.2, TLSvl.3

sslVersion = SSL_VERSION
TpeOyeT MUCMOJb30BaTh NMPOTOKOJA TLS B TOYHOCTH yKasaHHOH BepcHH

[Topnepxxusatorcs Bepcun TLSvI, TLSvI.1, TLSv1.2, TLSv1.3
stack = BYTES (xpome FORK konduryparuii)

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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PasMep CTeKa CO3JaBaeMbIX ITOTOKOB.

UpesmepHbiil pa3Mep cTeKa yBeJWUYMBaeT MCIOJb30BaHWe BUPTyasdbHOW namsitu. HemoctaTou-
HBIA pasmep CTeKa MOXKET MPUBECTHU K COOI0 MPUJIOKEHHUS.

[To ymosuanuio: 65536 6alT (HOCTaTOYHO AJIS BCEX MPOTECTUPOBAHHBIX MAATHOPM)

ticketKeySecret = SECRET

[IlecTHapuaTepuyHbBIA CHMMETPUYHBIHA KJIIOY, UCTOJAb3YeMbIH AJS1 3aLIUThl KOH(PUIEHLIHATbHO-
CTH MaHpgarta ceccuu (session ticket).

Manpnatsl ceccuit, onpenesennble B RFC 5077, obecrneynBaroT paciuIdMpeHHble BO3MOXKHOCTH
BO300OHOBJIEHHSI CECCHUi, Korjaa AJs MOAJepKaHUsl ceaHca Ha CTOPOHE cepBepa K3ILHPOBaHHe
He TpebyeTcsl.

Kombunauus napamertpos ticketKeySecret u ticketMacSecret no3sossieT BO30OHOBUTb COIJa-
COBAaHHBIM CeaHC Ha APYTrHUX y3/ax KjacTepa WJIM BO30OHOBHTb COIJIACOBAHHBIM CeaHC MocJe
rnepesarnycka cepsepa.

Kitou posmxen uMerb najuHy 16 unn 32 6aiita (coorBetcTByeT 32 sk 64 LiecTHaalLaTepUy-
HbIM [U(pam). J[BoOeTOUHs MOTYT HOTOJHUTENBHO UCIOJb30BATHCS MEXIY IBYXCHMBOJbHBIMU
IIeCTHAALIATePUYHBIMU OaHTaMH.

Ata onuus paboTaeT TOJNBKO B peXHMe cepBepa.

Hns nonnepxku manpatoB B OpenSSL crapuie 1.1.1 Tpebyercss oTKJ/04YeHHe MapameTpa

NO_TICKET. Ilpu 3ToM caenyeT yduThiBaTh, YTO 3TOT MapaMeTp HECOBMECTHM C MapaMeTpoM
redirect.

ticketMacSecret = SECRET

[llecTHaAATEDHUHBIH CHMMETPUYHBIH KJIHOY, MCIIOJNb3yeMbIH [JIs1 3allUThl LIEJOCTHOCTH MaH-
nata ceccuu (session ticket).

Knrou nomxen umeth aauHy 16 uau 32 6Gaiita (coorBercTByeT 32 MM 64 wiecTHaaUaTepyuy-
HbIM LH(ppaM). [[BOeTOUHS MOT'YT IOMOJHHUTENBHO UCIIOJNb30BATHCS MEXKAY IBYXCHUMBOJbHBIMH
LIeCTHAALATePUYHBIMU OalTaMU.

Ata onuus paboTaeT TONBKO B PeKUMe CepBepa.

TIMEOUTclose = SECONDS

BpeMsi oxXunaHus close_notify
PekomeHnyeTcst ycTaHaBIMBaTh 3T0 3HaueHue B 0.

TIMEOUTconnect = SECONDS

BpeMsa O2KHIAaHHA COENMHEHHA C ynaﬂéHHbIM XOCTOM

TIMEOUTbusy = SECONDS

BpeMd O2KHUAaHHA 3allPOIIEeHHBbIX AaHHBIX

TIMEOUTidle = SECONDS

BpeMsl yepKaHUsl 0e3[elCTBYIOLIEr0 COeqUHEHUS

transparent = none | source | destination | both (tonbko mast Linux u Unix onepanyoHHBIX CHCTEM)

Bkulouaer nopaep:kKy Npo3payHblX NPOKCH Ha BeIOpaHHBIX MJaTdopmax.

[TonnepXrBaeMble 3HAUEHHUS:
none
OTkJoyaeT NOAJAEPKKY MPO3PAYHBIX MPOKCH. 3alaHO MO YMOJMUAHHUIO.

source
[TonmeHsieT aapec Tak, YTOOBI OH BBHITVISIJIEN Tak, KaK-6y,U,TO MOAKJIIOUEHUE UIET C KJIUEeHTa

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA
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TLS, a He ¢ KomnbiOTepa, Ha KoTopoMm pabdotaer KpunrtoTyHHesb.

destination
B kadecTBe ajgpeca MOAKJIIOUEHHUS UCIOJNb3YETCS UCXOAHBIH MYHKT Ha3HaueHHUs.

both
HMcnonb3oBaHue Kak source, Tak u destination npo3padyHbiX MPOKCH.

st 06paTHOH COBMECTHMOCTH MOJJEPKHBAETCS [Ba YCTapeBLIMX BapHaHTa:
yes
COOTBETCTBYET 3HAYEHHUIO Source.

no COOTBETCTBYET 3HAYEHHIO riorie.

verifyChain = yes | no
ayTeHTU(UKALMSA 110 LelovYKe CepTU(PHUKATOB

BbinosiHsieT ayTeHTH(HUKALMIO XOCTa C POBEPKOH BCEH LIEMOUKH CepTU(PUKATOB 10 KOPHEBOTO
Y.

[Ipu npoBepke cepTH(HKaTa cepBepa TaK»Ke Ba)KHO HCIOJb30BaTh OMUUH checkHost wau
checkIP.

CamornonnucaHHbli KOpHeBO# ceptudukat Y11 nosmxkeH xpaHutbes au6o B (haije, yKazaHHOM
B CAfile, nu6o B katasore, ykazanHom B CApath.

[To ymMo/siuaHHIO OMIMS BBIKJIOUEHA.

verifyPeer = yes | no
ayTeHTU(HUKALHUSA N0 3apaHee U3BECTHOMY CepPTU(PHUKATY
TpeOyet, 4uTOOBI MOJyUYeHHBIH OT BTOPOH CTOPOHBI CepTU(HKAT COBMAfal C CepTU(UKATOM,
KOTOpBIH XpaHUTCs K60 B aine, ykasanHom B CAfile, mu6o B Karasore, ykasaHHOM B
CApath.

ITo YMOJIHaHHUIO OMIHA BBIKJIOYEHA.

verify = LEVEL onpenensier,kakue npoepku cepTudukara BTOPOH CTOPOHBI OyAyT NPOHU3BOAUTCH,

MOKeT MPUHUMATh O 3HAYEHUH:

0 cepTUdUKAT KJHEHTa NPOBePSTbCS He OyAeT, UCIONb30BaHHME 3TOrO 3HAYEHWUs] Ha CTOPOHe
cepBepa o3HayaeT, 4yTo K KpuntoTyHHe/ 10 CMOXeT MOAKJIOYUTHCS JI0OOH M0Jb30BaTeb
Ha coBMectrMoM [10. Mcnosb3oBaTh 3T0 3HaueHHe Ha CTOPOHE KJHMEHTa KaTeropHuecku
He PeKOMeHJIyeTcs;

1 ceprudukatr 6yneT NpoBepsTbCS, €CAU APyras CTOPOHA ero npefnocTaBUT. [IpomexKyToUHBIN
BapuaHT Mexay O U 2, UCT0/1b30BaTh 3TO 3HaUeHHe HA CTOPOHE KJHEeHTa KaTeropuueckKu
He peKOMeHIyeTcs;

2 cepruduKaT BTOPOH CTOPOHBI OyIeT TpeOOoBaTbCS U MPOBEPATHCS C UCMOJb30BAHHE CEPTUDHU-
Kata YL u, npu He0OXOAUMOCTH, POMEKYTOUHBIX CEPTHPHUKATOB (LEMOUKH CepTH(UKA-
TOB), pacrnosoxeHue Kotopeix ykazaHo B CAFile unu CApath. Ecnu ceprudukar ucték,
BbIJJaH He foBepeHHbIM Y LI, ero HeT U T.A., coeiriHeHHe OyneT OTBEPTHYTO CEPBEPOM.
dkBuBajseHTHO verifyChain=yes

3 [OMOJIHUTENBHO K NPOBEpKe cepTU(HKAaTa, COOTBETCTBYIOLLEH verily=2, mpoBepsieTcsi, uTo
NpenbsiBJEHHBIH BTOPOH CTOPOHOU cepTHduUKaT comepxkutcs B (aiine CAFile nian xara-
qore CApath
dksuBaneHnTHo verifyChain=yes u verifyPeer=yes

4 nposepsieTcsi, UTO INpelbsIBJIEHHBI BTOPOH CTOPOHOH CepTU(HUKAT COLep:KUTCS B (haiie
CAFile nnu xaramore CApath, npu stom npoBepka camoro cepTH(dHKaTa He MPOU3BO-
IUTCS.
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DkBuBasneHTHO verifyPeer=yes

5.6.3 Hactpoiika HTTP napameTpoB 3alIHIIEHHBIX COeTUHEHHH

Onuuu, onmucaHHble B 3TOM pasfesie, NOCTYMHbBI TOJBKO MPH HCMOJIb30BaHUU mpoTokoia HTTP
(protocol = http):

buifer_size = BUFFSIZE
3anaét pasmep Oydepa oOMeHa B KuJoOahTax

[Ipyn HopmanbHO# pabote KpuntoTyHHess1 He yka3biBaeTcs.

client_auth = yes | no
BcTaBsasier B HTTP-coobiienne 3aromoBok X509-Cert
DTOT 3aroJIoBOK COIEPKUT CEPTH(UKAT MOJb30BaTe/sl, KOTOPBIH aBTOPHU30BAJICS Ha CepBepe.
Ecsu HTTP-coobienue yxe comepkuT 3aronoBok X509-Cert, OyneT BbIoJHEHA ero 3aMeHa
Ha peaJsibHOe 3HaYeHHe.
HMcnosb3yeTrcsi TOMIbKO Ha CTOpoHe cepBepa. [1o yMosuaHHiO OMLKs OTKJIOUEHA.

http_forward = yes | no
yCTaHOBJIMBaeT 3HaueHHe 3arojioBka X-Forwarded-For 8 HTTP-3anpocax

Hob6asasier B mose X-Forwarded-For 3aronoBka HTTP-3anpoca [P-agpec xocta, ¢ KoTopbM
YCTaHOBJIEHO COeIHMHEHHE.
[To ymosmyaHuIo onuusi BKJAOUYeHa (3HaueHUe yes).

http_merge_packages = yes | no
ykasbiBaeT KpuntoTyHHesto 060benuHATh nakeTsl 3aronoBkoB HTTP-coobuienn#

[Tpu HopmanbHOU pabote KpuntoTyHHens He ykasbiBaeTcs.
[To ymosuaHHIO ONLIKS BKJIOYeHa (3HaYeHHe yes).

http_realip = force | yes | no
ycTaHoBJMBaeT 3HaueHHe 3arosnoBka X-Real-IP B HTTP-3anpocax

3HaueHue OyneT cooTBeTcTBOBaTh [P-anpecy xocta, ¢ KOTOPbIM YCTaHOBJIEHO COeUHEHHUE.
Ecnu http_realip = yes, HO IpH 3TOM B 3ampoce yxKe MPUCYTCTBYeT 3arosnoBok X-Real-1P, To
3HayeHHe 3arojioBKa He OynmeT uameHeHo. Ecnu http_realip = force, To 3HaueHHe 3aroJioBKa
Bcerga omnpenessiercss KpunroTyHHenewm.

[lo ymMosuaHuio onuMs BBICTaBJEHA B 3HaYeHHe yes.

patch_hostname = yes | no
ykasbiBaeT KpuntoTyHHes 10 MeHsITh 3HaueHHe 3arojoBka Host B HTTP-3anpocax

3HaveHue 3arosoBka Host B 3anpocax k/aueHTa OyneT 3aMeHeHO Ha 3HaueHHe, COOTBETCTBYIO-
lllee oNUUU connect. B ciydae TyHHeIMPOBaHUS yepe3 MIPOKCH OyAeT UCIO0JAb30BAHO 3HAUEHHe,
COOTBeTCTBYOLIee onuuu protocolHost. Ilpn HopManbHOH pabote KpuntoTyHHess He ykasbl-
BaeTcsl.

[To ymo/I4aHHIO BKJIIOYEHA.

patch_location = yes | no
ykasbiBaeT KpunroTyHHest0 MeHsiTh 3HaueHHe 3aroJoBka Location B oTBeTax web-cepBepa

[Tpu HopmanbHOU pabote KpuntoTyHHens He ykasbiBaeTcs.
[To ymosmuaHHIO BKJ/IOYEHA.
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YuuTBEIBa€TCS TOMBKO B KJIHEHTCKOH KOH(HUIypaluM, B cjaydyae CepBepHOH KOH(MUIypalUH Wr-
HOpHUpYeTcsl, T.e. MOAM(UKALHUs 3arojoBKoB Location mpousBoauTcsi, na)ke ec/au ONLHS Bbl-
CTaBJ/IeHa B NoO.

5.7 Bce onuuu koHbHUTrypanMoHHOTO (haiina starter.ini

Haunnsiii pasnen akryanen TOJIBKO nns OC cemefictBa Windows. B npyrux OC panHBIH (aiin
He HCIIO/b3YeTCsl.

Koudurypauronnsii ¢aiia starter.ini oTBeuaeTt 3a HaCTPOUKY NpuUJOKeHUs starter.exe. Popmat
(baiiia coorBeTcTBYeT (hopmary ini-paisoB OC Windows.

5.7.1 Cekuusi oOLIMX HACTPOEK common

3a ob11ine HaCTpOﬁKH [IPUJOKEHHNSA OTBEUACT CEKLUA commor, KOTopass MOXKET COAepKaTb CJie-
AYyouye OMuru:

check_proxy = yes | no
BBITIOJIHUTb MPOBEPKY CHCTEMHBIX HAacTpoeK Mpokcu. Ecau ucnosbdyercsi mMpokcH, OyneT mo-
Ka3aH QHUaJor C MPeAJioKeHHeM MPUMEHHUTb 3TH HAaCTPOHKH K KOH(UIypalUHOHHBIM (haitiam
KpunroTynnens.

[To ymosn4aHuio yes (BBINOJNHST MPOBEPKY CHCTEMHBIX HACTPOEK MPOKCH).

warning_days = DAYS
YKasblBaeT 3a CKOJIbKO JHEH yBeIOMJISITb MOJb30BaTesi 00 OKOHYaHHH CPOKa AEHCTBHS JIH-
neHsuu. [lo ymosuaHUIO yBeIOMJIeHHE T10JIb30BaTe s MPOU3BOIUTCS 3a 7 THEH.

5.7.2 Cexuusd urls

PenaktupoBath cekuuto urls nHeooxonumo TOJIBKO Ha cTopoHe kaueHTta. J{aHHas cekuus Hc-
nosnb3yercs s yKazaHusi http-cTpaHui, Ha KoTopble cjenyeT MEPeHTH IMOCJe yCTAHOBJEHHS 3a-
IIMIIEHHOTO COeIVHEHHUs] C CepBepaMH, a TaKxkKe AJs YKa3aHUsl yNOOHBIX ajJHacoB 3THX CTPAHHUI]
¥ TIPUJIOKEHNUH, HCIOJMb3YEMbIX AJS UX MPOCMOTpa. Ecan HeoOXOAMMOCTH B Mepexojie Ha Ornpefe-
JéHHble http-cTpaHuubl cpasy mocje 3amycka starter.exe HeT, TO 3aMOJNHATh HAHHYIO CEKLHIO He
TpebyeTcs.

Hacrpofika nepexonoB Ha http-cTpaHuubl ocyliecTBasieTcss yKa3aHUeM CJEAYIOLIUX ONLHHI:

url_name = VALUE
3anaér url cepBepa (ccoiika Ha http-cTpanuiy)

url_name.title = ALIAS
aJuac cepBepa

url_name.open = APP_PATH
MyTb K MPHUJIOKEHUIO [Jisi TPOCMOTPA COAEPKUMOTO CTPAHHIIbL

s HacTpoiiky mepexona Ha http-ctpanuuy Tpebyercs:

1. BoiOpaTh yHHKaJbHBIH HAEHTU(PUKATOP CTPaHULBI url_name;
2. Jlo6aBuTb B KOH(MUT'ypauUHOHHBIH (aia cTtpoky url_name = URL, rne URL umeer Bupn
http://127.0.0.1:[Homep JoOKa/sbHOTO TOPTa|/<HMSI CTPaHHUIbI HA CepBepe>;
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3. Jlo6aBUTb B KOH(DUTYPaLMOHHBIN (ais CTPOKy url_name.title = <aauac cepsepa> (yKasblBaTb
He 00513aTeJsIbHO);

4. J1o6aBUTH B KOH(UTYPALHUOHHBIN (Al CTPOKY uri_name.open = <nymo K NPULOHCEHUIO 04
npocmompa cmparuybl> (yKasblBaTh He 00513aTeJbHO).

WUnentudukarop url_name Boibupaercs npousdBosbHo. K upeHtudukaropam url_name umerTcs
2 TpeboBaHUS:

1. Upentudukarop JOJIZKEH 6biTh yHUKAIbHBIM (1 HACTPOHKH Pa3HBIX CTPAHHILL HCIOJb30-
BaTh pPasHble UAEHTHU(UKATOPHI; AJs HACTPOUKH Mepexofa Ha OfHY U Ty Ke CTPaHHULy HUCIOJb-
30BaTh OIMH U TOT K€ HUAEHTHU(PHUKATOP);

2. Unentudpukarop HE JOJIZKEH conepxatb npo6esioB U TOYEK.

[Tpu pabote nonw3oBatesns ¢ «Marllpo Kpunrollaker» B. 4.0 B ucnonnenun «KpunroTyHHenb»
B KOHTEKCTOM MEHIO, KOTOpO€e I0JIb30BaTe/b BbI3bIBAET I111€TYKOM MPaBOH KHOMKH MBILIK 110 HKOH-
ke «KpuntoTyHHenb» B Tpee, BbIBOOIUTCS MMEHHO CIIHUCOK ajlacoB CepBEpPOB. DTOT Ke CIHCOK
BBIBOAMTCS B KauecTBe MeHIo npu 3anycke «KpunroTyHHenb» , eciu B HEM Goslee OfHOTO ajuaca.

Wwms cTpaHuubl Ha cepBepe yKas3blBaeTCcs B TOM CJydae, ecJad Tocje ycTaHoBjaeHusi TLS-
COeIMHEHHS C CEpBEPOM IMO0Jb30BATEN0 HEOOXOAMMO MOMACTb HE HA KOPHEBYIO CTPAHHIY CepBepa,
a Ha Kakylwo-aubo Ipyry. YkazaHue UMeHM CTpaHHULbl HeoOsi3aTesbHO. Eciu ero He yKasbBaTh,
noJib30BaTesio OyneT MpefocTaBaeHa KOpHeBasi CTPaHULIA CepBepa.

[TyTh K npuJ0KeHHUIO A5 npocMoTpa http-cTpaHulbl yKasbiBaTh He 06s3aTesbHO. B aToM ciaydae
IJIsl TlepexoJa Ha CTPaHULy OyIeT 3amylleHO HCIOoJIb3yeMoe M0 YMOJIYaHHIO NpUJoKeHHe (6paysep).

[Tpumep cekuuu urls pns coenvHeHHUs ¢ ABYMSI CEpBepPaMHU:

[urls]

; tls.someserver.ru

url shop = http://127.0.0.1:8080/params.cgi
url shop.title = HHTepHeT-Maras3uH

; tls.anotherserver.ru

url_bank = http://127.0.0.1:8083

url bank.title = HuHTepHeT-6aHK

url bank.open = C:\Program Files\Internet Explorer\iexplore.exe

3nech 3HaKOM ;' TOMeUeHBl TPOU3BOJIbHbIE KOMMEHTAPHH.

Ctpoka ¢ anuacoM «MHTepHeT-MarasuH» COOTBETCTBYeT cepBepy tls.someserver.ru, T.K. AJs Hee
ykazaHn nopt 8080 na 127.0.0.1, kotopbiii B (atisne stunnel.conf ykazaH Kak COOTBETCTBYIOLIHH
cepBepy tls.somserver.ru; najnee ykasaHa cTpaHula params.cgi. B pesysbrare mpu ycTaHOBJIEHUH
tls-coenuneHnus ¢ cepepoM tls.somserver.ru nosb3oBare/b YBUAUT CTPAHHUIY params.cgi Ha cepBepe
tls.someserver.ru.

Crpoka ¢ anuacom «MHTepHeT-6aHK» COOTBETCTBYeT cepBepy tls.anotherserver.ru, T.K. 05 Hee
ykazaH nopt 8083 na 127.0.0.1, koTopeiéi B (aiine stunnel.conf ykazaH Kak COOTBETCTBYIOLIHH
cepBepy tls.anotherserver.ru. Jlajee HUKaKHWX CTPaHHUIl HE yKa3aHO, YTO O3HA4YaeT, YTO INPH ycTa-
HOBJIeHUH tls-coeqMHeHUs M0Jb30BaTeNb YBUAUT KOPHEBYIO CTpaHHULY cepBepa tls.anotherserver.ru.
Il 1aHHOU CTpPaHWILBl OTHEJNbHO YKa3aHO, YTO OTKPbIBaTb eé TpebyeTcs mnpujoxkeHueMm Internet
Explorer. Takum 06pa3om mpocMOTp HAHHOH CTPAHHUIBI OyIeT BBIMOJHEH HMEHHO 3THM Opay3epoM,
He3aBUCHMO OT TOTO, KaKoe MPHUJIOXKEHHEe UCIOJb3yeTcsi B CHcTeMe AJisi mpocMoTpa http-ctpanun mo
YMOJTUAHHIO.
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5.7.3 Cekuus updater

ﬂaHHaH CeKIlUAd HUCIOJb3yeTCd AJd 3aJaHHd MapaMETpPOB IMOJYUYEHHA U 0OHOBJIEHUST JIUIIEH3HUH.
CeKLLI/IH MOXKET Colep2KaTb CJAeAYyIolIHe OILHHU:

address = URL
3aaéT ajgpec cepBepa, K KOTOPOMY MporpaMma 0OpaTHTbCs 3a JULEH3HeH NPy e MoJyueHUuu

proxy = [user:password]@host:port
3ajaeT afgpec U HOMep MOpPTa Proxy-cepBepa, ecau AOCTYI K CEPBEPY, YKa3aHHOMY B MapaeMTpe
address, 1mo/KeH OCYIIEeCTBJATbCS yepe3 proxy. Tak:ke MOXKeT 3agaBaTb UMs M NapoJb JJIs
aBTOPH3ALIUU Ha Proxy-cepBepe, eCyd cepBep TpebyeT aBTOPHU3ALHIO.

delay = VALUE
yKa3blBaeT 3a/lePXKKy OTOOpaXKeHHs MPOrpecc-UHAMKALUU MPH TOJYyUEeHUH HJH OOHOBJIEHUH
nuteHsnd. OObIYHO Tpollece MoJydYeHHsi/0OHOBJIEHHUS JTUIIEH3UN 3aBepIIaeTCcsi OUeHb OBICTPO U
He TpebyeT MPOrpecc-uHAMKAIMH, 03TOMY MPOrpecc-HHIMKATOP HauWHAaeT 0TOOPaXKaThCsl He
cpasy, a uepe3 yKasaHHOe B JaHHOM fapaMeTpe Bpems.
Eciu VALUE wmenbiie 600, oHO TpakTyeTcst Kak CEKYHbI, ecau 6oJbine 600, To KaK MUJIIHU-
CEKYH/IHI.
3HaueHHe MO YMOJYAHUIO - 2 CEKYH/IbI.

5.8 KuroueBasi nHdpacTpyKTypa
5.8.1 CepepHasi KjodeBasi HHQpPaCTPYKTypa

Has toro, yto6sl «KpuntoTyHHesnb» B cepBepHOl KOH(pUrypalHMHd MOT yCTaHABJAMBAThH 3alllU-
lLleHHble COeJMHEeHUs C KJUeHTaMHu no npoTokoay TLS, Ha cepBepe HeoOXoauMO ycTaHOBUTb TLS-
cepTU(UKAT, KOTOPbIH OYIeT HUCIONb30BaThCsA AJ51 ayTeHTHU(HUKALlUK cepBepa, U COOTBETCTBYIOLIHUH
eMy 3aKpbIThIH KJod. Kpome Toro, HeoOXonMM KOPHEBOH CepPTU(PHUKAT yIOCTOBEPSIOLLErO LEHTPA.

Ceprucukar cepBepa, COOTBETCTBYIOIIWH €My 3aKpHITHIH K04 U KOpPHEBOH cepTudukar ¥ L[
cJelyeT YCTAaHOBUTb Ha CepBepe B COOTBETCTBUU C KOH(PUrypalHoHHBIM (aitsom «KpuntoTyHHe b»
(datin stunnel.conf B karanore ycraHoBkH). Kpome Toro, KopHeBo# ceptudukat ¥ LI nosmxeH 6bITh
NpefoCTaBJieH BCeM KJHeHTaM, KOTopble OyayT yCTaHaBJIMBATh 3allMILEHHble COeIMHEHHUs C JaHHbIM
CepBEpPOM.

TLS-cepTudukat cepepa n0/KeH OTBEYATh CJAEAYIOMIUM TPeGOBAHHUSIM:

1. Ecnn Ha BeG-cepBepe pacnoJioxKeH OAMH BUPTYasbHBIH CaHT, TO CepTU(UKAT AAHHOTO cepBepa
noJkeH coxepxkatb DNS-umMsa nanHoro caiita B noje CN cybbekra. Ecau xe Ha Be6-cepBepe
pacroJ/ioKeHbl HECKOJIbKO BUPTYaJbHBIX CaHTOB, TO CEPTU(UKAT TAKOI0 cepBepa J0J/KeH coaep-
aTb pacuidpenue Subject Alternative Name. B 3Tom paciiuperun 10KHbBI ObITh TPOMUCAHbI
DNS-umeHa Bcex BUPTyasbHBIX CalTOB, KOTOPble OYAyT AOCTYIHBI MO 3aLIUIIEHHOMY COEIH-
HEeHHI0, B (popmare:

DNS:<caiir 1>,DNS:<ca#éit 2>, ...DNS:<caéiTr N>

Bo3M0xXHO Tak»Ke HCHOJb30BaHHE Ha OTHOM CepBepe HeCKOJbKHX CepTH(HUKATOB U COOTBET-
CTBYIOILMX UM 3aKPBITHIX KJIoueH, nogpobHee 06 3TOM CM. ONKHCAaHHe NMapaMeTpa sni B pasieJe
5.6.2.

2. Ceprudukar cepepa noskeH comepxkatb paciuupeHue Enhanced Key Usage co 3HaueHumem
Server Authentication (1.3.6.1.5.5.7.3.1).
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5.8.2 KunueHrtckas k/aro4eBass HHPpPACTPYKTypa

Ecsu mpu ycTaHOBJIEHHH 3alIMIIEHHOT0 COelMHEHUs TpeOyeTcsl TakKe W KJHEeHTCKas ayTeHTH-
¢uxauusi, Heob6xonuMo co3nath TLS-cepTH(HKAT U COOTBETCTBYIOLIMH €My 3aKPbITHIH KU [Js
kKaxnoro kaueHta. Ceprudukar knvenra [JOJIZKEH conepxatph pacuiupenne Enhanced Key Usage

co 3nauenuem Client Authentication (1.3.6.1.5.5.7.3.2).

5.8.3 dopmar ¢aisoB KiueBOH HHPOPMALUU

Bce daiinbl kaoueBodl MH(OpPMalMH, KaK CepBepHble, TaK U KJIHWEHTCKHE, NOJXKHbl OblTh B (hop-

Mmate PEM.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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6 HcnooJsb3oBaHue

6.1 MHcnonbsosanue B OC cemeiictBa Windows
6.1.1 3anyck «Marllpo Kpunrollaker» B. 4.0 B ncnosnnenuun «KpunroTyHHesnb»

3anyck «KpuntoTyHHenb» ocyliecTBaseTcss mporpaMMon starter.exe. Kak mpaBuJjio, B cepBep-
HOM MCIOJNIHEHUH SIPJIBIK Ha JaHHBIH (paliy co3maércss aBTOMATHUECKH BO BpPeMsl YCTAHOBKH M MOMe-
1aeTcsi Ha paboyUi CTOJ, OITOMY ONEpaToOpy AJsS Hadaja paboThl AOCTATOUYHO ABAXKAbI LIEJKHYTb
MBIIIBIO M0 COOTBETCTBYIOIIEH MKOHKe. B ocTasnbHBIX ciydasix 3aMycK OCYIIECTBJISETCS Uepe3 OKHO
«Moii komnbloTep». las 3TOro He06XOAUMO:

1. B cayyae yctaHOBKM mporpaMmHoro kommJgekca «KpuntoTyHHesnb» Ha BHelIHeM HOCHTeJe
(flash-ycTpoiicTBO MK J1a3epHBIA AUCK) MOAKJIOUHUTL 3TOT HOCHTENb K KOMIIbIOTEpY.

2. Yepes «Mo#i komnbioTep» nepeiitu B nanky ¢ «Marllpo Kpunrollaker» B. 4.0 B ucnosneHuu
«KpuntoTyHHenb» :

. CryptoTunnel _ O] x|
‘@if}q| = NokansHel..., = CryptoTunnel = - IE1J| Mowmck: ... E

¥NopAAoqHiTE ¥ __'I':'TH:I:II:ITI: * [leqaTe  Hoeaa nanka .:'le * |j| 'ﬂi'

P
) = M starter i)
[ Mz0bpanHoe

a] K prnToTYHHE MRS
J. 3arpyskm 00000 K prnTokoM” [ Cryplocom Led.

| HepaBHHe MeCTA

3. 3anyctuth «Marllpo Kpunrollaker» B. 4.0 B ucnionnenuu «KpuntoTyHHeb» , NBaXK/bl LIEJK-
HYB MBILIBIO 110 UKOHKe starter.

[Ipu nmepBoMm 3amycke OyneT Bbi3BaHa MporpaMMa MHHUIMAJIU3AlMK reHepaTopa CaydalHbIX YUCeJ
gmkseed (monpo6HOCTH CM. B IOKYMEHTALHUH HA 3Ty IPOTPaMMY).

Ecny  3akpbiThil KJI0Y cepBepa/mosib3oBaTeNis, yKasaHHbIH B KOH(UTrypalHoHHOM (haie
stunnel.conf, 3amuimen PIN-konom, To nocse 3anycka «KpunrtoTyHHenb» MosiBUTCS OKHO 3ampoca
PIN-kona kntoua:

Private key: fcrypto/client.key

Y
| Key passphrase: | |

aF. Cancel

B 3aro/ioBKe OKHa NMPUCYTCTBYeT CTPOKA, COOTBETCTBYIOLLAS PACIOJOXKEHHIO KJlo4a, [J5 KOTO-
poro sanpamuBaetrcsi PIN-kox. Omnepatopy B moJe BBoma Heob6xomumo ykaszaTb PIN-konm kiwoua u
HaxkaTb KHonky OK.

HOpH[LKOBbIIjl Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.1.2 JluueHsupoBaHue

6.1.2.1 Bson jsuueH3uu
[Ipu mepBoM 3amycke starter.exe MOSIBUTCS OKHO BBOJA KJlOua MPOLYKTa:

«Marllpo Kpunrollaker», ncnonnenune =KpuntoTyHHENb>

BEEAMTE, MOMANYACTE, KDY NPOAYKTA:

Ot onepatopa TpeOyeTcs BBECTH KJIIOU NPOAYKTa U HaxKaTb KHONKY «OK».

[Ipy Ha/MUMuuK JHMUEH3UHU B CHCTEMe 3TOT 3arpoc He oTobparkaeTrcs.

[TpenocraBsisiemasi MuLEeH3HsT MOXKET UMeTb OPaHHYEHHBIH Mepuoj AeHUCTBUS U PEryJsipHO aBTO-
Matuuecku o6HOBJseTcsl. OOBIYHO OOHOBJ/IEHHE JIMLIEH3WH NPOUCXONUT 32 8 AHeH 0 OKOHYaHUs eé
nerictBUsA. Eci 3TOro no KakMM-TO MPUYMHAM He MPH30KUIET, 38 HECKOJBKO (110 YMOMYaHHIO, D) AHEH
10 OKOHYaHHs CpoKa AeHCTBUS MULeH3UH Npu 3anycke «KpunroTyHHe b» OyneT MosBAATHCS COOT-
BeTCTBYMoOLLee NpenynpexaeHue. KoandyecTBo nHeH onpesessieTcss HACTPOHKAMH MporpaMMbl (Omnuus
warning_days B (atine starter.ini. Ilpu nosiBJeHUH TaKOro coOOLIEeHUS HEOOXOAMMO BBISBUTb U
YCTPaHUTb MPUYMHBI, Mellalollie aBTOMaTHYeCKOMY OOHOBJIEHHIO JIULEH3UH.

6.1.2.2 TlpocMoTp cBeneHU O JNHULEH3UH

[ns mpocMoTpa CBeleHWH O TeKylleH JHLEeH3WH HeoOXoAUMO BeIOpaTh MyHKT «O mporpamme...»
KOHTEKCTHOro MeHI0. B 3TOM ciyuae OTKpoeTcsl OKHO, COfeprKalllee CBeJeHHs O NPOAYKTe U JIHLEeH-
3UH:

O nporpamme...

Ck.3M ¢bdarMpa Kpurmmollaker 4.0:
A0, CpencTeo 3aWMTEI 4OCTYNE K CETEERIM
.; pecypcar ¢Fpurmol yHHEE:
MNporpatdrda sanycka starter sepoya 4.0.0.0
Muwenzmuap: 000 “Kpunmokon’

Nuuenzwar: A0 "Oopazew”

K.onquecTen nuueHsui; 1

.oy npogykTa; YM22-8PwWP-NALK-YLDE
Craryc nuuenzud: 1 [aeficTeyeT)

Lal."

& by Michal Trajnara, 1938-2021
@ 000 "Kpurrokon'', 2010-2021 ]

¥ B BBIMAJAIOIIEM MOAMEHIO - MYHKT «JIuueH3usi». B 370 ciyyae okHO ¢ uH(popManuei o JULIEH3UH
OyneT UMeTb BHUJ,

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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o CK3M =Marllpo KpunTollaker 4.0=

CE3M «MarMpo KpuntolakeT 4.0
CpencTBo 3allMTel ADCTYNE K CETEBRIM peCypCam
K pPUNTOT YHHENL *

MuueHzuap: 000 HKpunTokoM™
MuueHskaT; AD "Obpazen”

KonMYecTBo NMUEHZWA; 1

Koy npoaykta: YM22-8PWP-MaLK-YLDGS
CraTtyc nuuenzin: 1 (neficteyer)

BEECTI HOBRIA KIHKDH MMLEHSMM JaKphITE

6.1.2.3 CwmeHa JULEH3UHU

Ecan Bbl Hcnosnb3oBany BpeMeHHYI0 TECTOBYIO JIMLEH3HIO, a II0TOM NPHOOpe/H MOCTOsIHHY10, Bam
HeoOX0JMMO BBeCTH B IIPOrPAMMYy HOBbIH JIMLEH3UOHHBIN Kitod. [/ 9TOr0 B ONUCaHHOM BbILLE OKHe
NpOCMOTpPa MH(OPMALMHU O JHULEH3UH HEOOXOAMMO Ha)KaTb HAa KHONKY «BBecTH HOBBIH JIMLEH3UOH-

HBIH KJtou». [TossBUTCST OKHO BBOJA KJio4da TMPOAYKTa:

Ot omeparopa TpebyeTcsi BBECTH K104 MPoAyKTa U HaxkaTb KHOMKY «OK». [Tocsie monydenus: HoBo#H

«Marllpo KpuntollakeTs, ncnonnedne =KpuntoTyHHENB>

BEeaMTe, NOKANYACTE, KDY NPOAYKTE:

JULIEH3UU MOSABUTCS COOOILEHUE

s Toro, 4ToOBl HOBAas JIMLEH3USl BCTYIHWJAA B AeHCTBHe, HEOOXOAMMO 3aBeplinTh paboty Kpunro-

CoobleHwne

zanycke KpuntoTyHHENA,

JIMUEHINA YCNeWHO 0BHOBNEHA,
HoBan nMLEeHzMA BYL4eT BEBELEHE B AENCTENE MPW CIELVHLLEM

TyHHe/ 1 ¥ 3anyCTUTBh €ro 3aHOBO.

[TopsinkoBbi#i Ne M3MeHeHUsI

HO,UJ'[I/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ILaTa BHECEHHA M3MEHEHHSA
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6.1.3 KoHTekcTHOe MeHI0

KoHTekcTHOE MeHI0 <<KpI/IHTOTyHHeJ1b>> MOABJAACTCA TIpHU LIeJ4YKe HpaBOI;'I KJaBHIIed MBIIIH Ha

HUKOHKE B Tpee:

MHTEFIHET'MEFESI."IH

MHTepHeT-BaHk
Mokasate *ypHan
CepTuduraTel >

Mepesanyck

Hacrpofika..
O nporpamme,.,

33BEpLINTE

KoHTeKCTHOe MeHIO COCTOUT M3 ABYX yacTeH. B BepxHell yacTH BBIBOOUTCS CIHUCOK anuacoB http-

B HuxHel yacTH BbIBOAATCA cnyme6Hb1e ITYHKTBI:

[lokazaTk XYpHaJl — OTKPbIBaeT XKypHaJ NPOrpaMMbl
CepTudrKkaTH — I03BOJSET COXPAHATb CePTU(HKATB 0OBEKTOB, C KOTOPBIMHU yCTAHOBJIEHO 3alllU-

LIEHHOE COoeJUHeHHe

[lepesanyck — BblNosHseT Nepesanyck «KpuntoTyHHenb»

HacTporika — OTKpbIBaeT KOH(UI'YPaLHOHHBIH (haiis1 stunnel.conf B perakrope
O mporpamMme... — OTKpPbIBaeT OKHO, colepxKalllee CBeIEeHHS O MPOLYKTe
3aBepmUThL — 3aBepluaeT paboTy MPOrpaMMBbl

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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6.1.4 Ilepexon Ha http-cTpanuubl 3amKiaeMbiX 00BEKTOB

Ecau B KoHpurypaunoHHoMm ¢aiie starter.ini B cekuuu urls ykaszaHa TONbKO OfHA CTpaHHLA
nepexona, to npu 3anycke «KpunroTyHHenb» aBTOMaTHUeCKH 3amlyCcTUTCS Opaysep, B KOTOPOM
OTKpBbIBaeTCsl He0OXOAKMMasl M0Jb30BATENI0 CTPAHULA.

Ecnn B kKoH(urypaunoHHom caine starter.ini B cekuun urls ykazaHo 6oJsiee OIHOH CTpPaHHILBI
nepexona, TO BbIBOAUTCS OKHO, B BE€PXHEH 4acTH KOTOPOro otoOparkaeTcss HH(POPMALUA O MPOLAYKTe
U JULEH3UH, a B HHXKHEH — MeHIO, NIpeloCTaB/sollee BbIOOp 00beKTa:

& CK3W =Marllpe Kpunrollaker 4.0=

CE3M «MarMpo KpuntolakeT 4.0
CpeacTEO 3alUMThl A0CTYNE K CETEBRIM PECYDCEM
K pUnToT yHHEND *

MuueHzuap: 000 HKpunTokoM™
MuueHzKaT: AD "Dhpazen”

KonuyecTeo nMueHzmi: 1

Kniow npoaykTa: YM22-8PWPR-MILK-YLDG
CraTtyc nuuenzin: 1 (neficteyer)

Y¥CTAHOBWTE COEAMHEHKE C

KopnopaTHEHLIA NopTan

M4HBIA KaBHET

oK OTMeHa

B nanHoM mpumepe ykasaHbl anuacel AByX http-ctpanun, — MHTepHer-marasun u MHTepHer-
OaHK.

C/enyer 11eNKHYTb MbILIBIO 110 HA3BAHHWIO HEOOXOAMMOro 00beKTa M HaxkaTb Ha KHOMKY «OKb».
3anyctutcsi 6paysep, B KOTOPOM OTKpoeTcss HeoOXonMMasi MoJib30BaTe 0 CTpaHHula. Ecau HaxaTb
KHOTKy «OTMeHa», 6pay3ep He OymeT oTKpeIT, HO «Marllpo Kpunrollaker» B. 4.0 B ncnosHeHUH
«KpuntoTyHHesnb» Npomo/IKUT paboTy, HKOHKA B Tpee OCTaeTCsl.

[TomrMo onucaHHBIX BbIlIe CIOCOOOB, MepeHTH Ha HYXKHYIO CTPAHUIY MOXKHO 4epe3 KOHTEKCT-
HOe MeHI0, LIEJKHYB NpaBod KHOMKoH MbimK 1o ukoHke «Marllpo Kpunrollaker» B. 4.0 B Tpee. B
KOHTEKCTHOM MEHIO B BepXHeH ero yactu OyayT colepKaThbCs MYHKThl, HA3BAHUA KOTOPBIX COOTBET-
CTBYIOT ajidacaM CTPaHHIl, YKa3aHHbIX B CeKUUU urls dauaa starter.ini. [Ins nepexona Ha HyKHYIO
CTPaHHULY CJeflyeT LIeJKHYTb JIeBOH KHOMKOH MBI MO COOTBETCTBYIOLIEMY MYHKTY.

6.1.5 2Kypuan pabotsl «KpuntoTyHHesnb»

Kypuan padotel «Marllpo Kpunrollaker» B. 4.0 B ucnonnenun «KpunrtoTyHHesnb» comepKuT
H(MOPMAIHIO 0 MocaenHuX onepauusix (orpanndeHo 1000 crpokamu), BuimosHeHHbIX «KpuntoTyH-
HeJb» C MOMEHTa IOCJ/e[Hero 3amycka. Jta MUH(OpPMaLUs MOXKeT ObITb M0Je3Ha AJ/151 CHCTEMHOro
aJAMHAHUCTPATOPa NPH BO3HUKHOBEHUHU KaKUX-1100 omIMOOK npu paborte «KpuntoTyHHesb» .

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Js Toro, 4ytoObl MpocMOTpeTh KypHasa paboTel «KpuntoTyHHesab» , He0OXOOUMO WIEJKHYThb
NpaBoOi KHOMKOW MbILIK MO UKOHKe «KpuntoTyHHesnb» B Tpee. B mosiBUBLIEMCS KOHTEKCTOM MEHIO
BbIOpaTh MyHKT «[lokasaTb xKypHan». BeiBoputes xkypHaa padoTsl «KpuntoTyHHes b :

2 Aypnan "KpuntoTyHHens"

®aiin  ¥npaenenwe Ceptudwrkater [omows

[2021.03.25 23:53:22 LOG7[main]: Funning on Windows 6.2 ~
2021.03 .25 23:53:22 LOG?[main]: No limit detected for the number of clients

2021.03.25 23:53:22 LOGS[main]: CryptoTunnel 4.0 on =x86—po—mn=voe—-1600 platfiorm

2021.03.25 23:53:22 LOGS[main]: Compiled with OpenSSL 1.1.11 CryptoFaclk 4.0

2021.03 .25 23:53:22 LOGE[main]: Running with OpenSSL 1.1.11 CryptoPack 4.0

2021.03.25 23:53:22 LOG5[main]: Threading: WIH3Z2 Sockets:SELECT, IPw6 TLS:ENGINE, K QOCSF, PSK,SHI
2021 .03 .25 23:53:22 LOG?[main]: errno: (*_errnaf))

2021 .03 .25 23:53:22 LOG?[ui]: GUI message loop initialized

2021.03.25 23:53:22 LOG?[main]: Running on Windows 6.2

2021.03 .25 23:53:22 LOGS5[main]: REeading configuration from file stunnel.cont

2021.03 .25 23:53:22 LOGS[main]: UTF-8 byte order mark not detected

2021 .03 .25 23:53:22 LOG7[main]: Compres=ion disabled

2021.03 .25 23:53:22 LOG7[main]: Ho PRHG zeeding was required

2021.03 .25 23:53:22 LOGA[main]: Initializing serwice [http]

2021.03.25 23:53:22 LOG?[main]: Ciphers: GOST2012-HAGHA-MACHAOMAC GOST2012-KUZNYECHIE-
KUZHYECHIKOHAC

2021.03 .25 23:53:22 LOG?7[main]: TLSwl. 3 ciphersuites:

TLS GOSTR341112 256_WITH _MAGMA MGM S:TLS GOSTR3I41112_ 256 _WITH_MAGHA MGH L:TLS GOSTR341112 256
| WITH KUZHYECHIK MGHM S:TLS GOSTR341112 256 WITH KUZNYECHIK MGH T

2021.03.25 23:53:22 LOG?[main]: TLS options: 0x02100004 (+0x00000000, —0=00000000)

2021.03 .25 23:53:22 LOG?[main]: Ho certificate or priwvate kevy specified

2021.03.25 23:53:22 LOGS5[main]: Configuration successful v

CuienyeT COXpaHUTb ColepKaHMe XKypHaJia B TeKCTOBBIH (pai/1, BOCMONb30BaBUIUCh MYHKTOM «Co-
XPaHUTb JIOT Kak...» MeHI0 «®Paij» B JIeBOM BepXHeM yIJy OKHAa XKypHaJsa, U MPeloCTaBUThb (hali
CUCTEMHOMY aIAMUHHUCTPATOPY.

[lonubit jor coobuieHuid «KpuntoTyHHenb» nuiuercss B ai, 3agaBaeMblid onuued oufput

CnenyeT moMHHTb, uTo omMOKH «KpuntoTyHHesnb» , cBSI3aHHBIE C HeBepHOH KOH(pHUrypaLuew,
TaK»Ke COXPaHSIOTCS B CHeLHaNbHbIH sor-(hain stunnel.start.log B nanke mporpamMMsl.

Jlnga Toro, 4ToObl MpocTO yOpaTb C 3KpaHa OKHO INPOCMOTPa KypHaJsa, CjaedyeT HaxKaTb Ha
KHOMKY «CBepHYTb» (MOIUEPK) B MPABOM BepXHeM YIJIy OKHa, B TO BPeMsl KaK HaKaTHe Ha KHOTKY
«3aKpbITh» (KPeCTHK) MPHUBENET K 3aBelleHHI0 paboThl POrPaMMBL.

6.1.6 Bbixox u3 nporpammsl

Beixon M3 mporpaMMbl MOXKHO OCYILECTBUTb 4Yepe3 KOHTEKCTHOe MEHI0, MeHI0 OKHa MPOCMOTpa
’KypHaJsla U KHONKH yIpaBJieHHs] OKHOM MPOCMOTPa KypHaJa.

Jlns 3aBepuieHnss paboThl NPOrpaMMbl yepe3 KOHTEKCTHOe MeHI0 HeOoOXOOHMMO B MEHI0 HaWTH
NYHKT «3aBepUIUTb» U LIEJKHYTb 110 HEMY JIeBOH KHOMNKOW MBILIH.

Jnsi 3aBepiieHrst paboThl IPOrpaMMbl Uuepe3 MeHI0 OKHa MPOCMOTpA KypHasja HeOOXOAHMO BBI-
6paTb NyHKT MeHio «Daii» ¥ B BelMafalolleM MNOIMEHI0 — NYHKT «3aBepLIUTb».

Jlns 3aBeplueHusi paboTel MporpaMMbl Yepe3 KHONKH YIpPaBJeHHS OKHOM MPOCMOTPa KypHaJa
He0OXOIMMO HaXKaTh HAa KHOIKY «3aKpbIThb» (KPECTHK) B NPABOM BepXHEM YyIJy OKHAa W B MOSIBUB-
ILIeMCSl 3ampoce MOATBEPKIAEHUS HaXKaTb KHOMKY «[la».

[Ipu 3anycke «KpuntoTyHHenb» €O CHEMHOrO HOCUTEJSI B KOHTEKCTHOM MEHIO PSAOM C MyHKTOM
«3aBepILUTb» TOSIBUTCSA HOMOJHUTEJbHBIH MYHKT «3aBEPIIUTh U U3BJeUYb». OH CJYXKUT AJs 3aBep-
ILIeHHUS] TPOrPaMMBbl U MOATOTOBKH CBhEMHOIO HOCHUTeJ s K Oe3onacHoMy M3BJedeHHIo. [locse menyka
MBILIBIO [0 JAHHOMY NMYHKTY CbEMHBIH HOCUTE/]b MOXKHO OyHeT HM3BJieub U3 CUCTEMBI.

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.1.7 Cayx6a «KpunrtoTyHnHesb»

JlaHHbI# pasmen comepKUT HHGOPMALMIO MO MCMOJb30BAHHIO TMPOAYKTA B CJydae yCTAaHOBKH
«KpuntoTyHHe/b» B KayecTBe CUCTEMHOW CJIyKOBI.

[locne BbimosiHEHUS Mpolenypbl HAaCTPoHKH cayxba «KpuntoTyHHe b» roTtoBa K padore. HeoO-
XOOUMO TIOMHHTB, YTO AJISl TOTO, UTOOBl HACTPOWKH BCTYNHUJHU B CUJY, TpeOyeTcsl BBIIOJIHATEL Mepe-
3amycK cayxKoObl stunnel.

Ecau Bo BpeMms 3amycka c/y»kObl BO3HHUKAIOT OLIMOKH, CB3aHHble C HEBEPHOH KOH(UrypauueH,
TO 6yneT copMUPOBAH cliellHabHBIN Jor-(haiia stunnel.start.log, BKIOYAOLUKUNA COOTBETCTBYOLIHE
coobuieHusi. CooblIeHUs1 0 MPOUnX OIKHOKAaX, BO3HUKAIIIMX MpU paboTe cyyKObl, 10OABJASIOTCS B
OCHOBHOH XypHaJ (3amaétcst onuued output).

[Ipn ncnonb3oBanuu cayx6nl «KpunroTyHHenb» Ha cTOpoHe KJMeHTa AJS yCTAHOBJIEHUS COelH-
HeHHUs1 ¢ web-cepBepoM, 3amUIIEHHBIM MO poTokoay TLS ¢ ucnons3osanuem anroputrmoB 'OCT, B
aJpecHol cTpoke Opaysepa HeOXOOUMO B BBECTH adpec:nopm, yKa3aHHble B (haiije KOH(PUTypaLuu
onuuen accept.

6.2 MHcnonbzoBanue B UNIX-momobueix OC
6.2.1 TIlomroroBka k pa6ote

B ciydae ucno/sb3oBaHHs MPOrPaMMHOTO AaTYMKA CJAYYAHHBIX UHCEJ Mepefl MepBbIM 3aMmyCKOM
«Marllpo Kpunrollaker» B. 4.0 B ucnonnenuu «KpuntoTyHHenb» HeoOXomuMo co3naTh (ai
nHuUManusauun nporpamMmmuoro JICY. st 3T0ro He06XOAUMO 3aMyCTUTh MPOTPAMMY

sudo -H /opt/cryptopack4/bin/mkseed

M crenoBaTh eé ykazaHusM (mogpobHee cM. «[Iporpamma reHepauuu (adina HHULIHAMH3ALUN TIPO-
rpammuoro JICY mkseed. PykoBoacTBO 1Mo HCIOIb30BaHUIO®).

[Tocsie cosnanus ¢aina HayaabHOro 3anosHeHus nporpaMmHoro JJCY u BeinoJiHeHHS poLeyphl
HACTPOFKH, onucaHHOU B pasgese i, «KpunroTyHHesb» T0OTOB K paGoTe.
6.2.2 3anyck «KpunrtoTynuens» B OC Linux

B OC Linux 3anyck ocyliecTBJ/sieTcss KOMaHA0H

sudo -H systemctl start stunnel-gost

Ecau ncnosb3yioTes Kiaouu Ha TokeHe, TpebyouieM BBoga PIN-kona, a Takke ecsiy HCMOJb3Y-
eTcsl KJIIoU, 3allMILEHHbINA napoJeM, nocye 3anycka OpenVPN-I'OCT Heo6xonuMo naTh KOMaHLy

sudo systemd-tty-ask-password-agent --query

U 1o 3anpocy nporpammsl BBecTd PIN-kon usin naposs.

6.2.3 3anyck «KpuntoTyHuensi» B macOS
B macOS 3amnyck ocyiiecTBjsieTcss KOMaHI0H
sudo -H /opt/stunnel-gost/bin/start_stop start

Ecsau katoun y Bac XpaHSITCS Ha TOKeHe, TO OKHO KOMaHJIHOH CTPOKH, B KOTOPM 3amyllleHa
NporpamMMa, HeJsb3sl 3aKpblBaTh 0 OKOHYaHUS €& paboThl.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.2.4 3anyck «KpunrtoTyHHens» B OC FreeBSD

B OC FreeBSD 3anyck ocyliiecTBsieTcsi KOMaHI0M

sudo -H /etc/rc.d/stunnelgost start

6.2.5 3anyck «KpuntoTyuuens» B OC Solaris

B OC Solaris 3anmyck ocyiiecTBJ/sieTcss KOMaHI0H

sudo -H /etc/init.d/stunnel-gost start

6.2.6 Hcnonb3zoBanue «KpunroTynuens»

[Ipn ucnonbsoanuu «KpunroTyHHenb» Ha CTOpOHe KJyMeHTa AJSl YCTAHOBJIEHHUS COEIUHEHHUS C
web-cepBepoM, 3amuiEHHbIM 0 mpoTokoay TLS ¢ ucnonbzoBanuem anroputmoB [OCT, B anpecHo#
cTpoke Opaysepa HeOXOOMMO B BBeCTHU adpec:nopm, yKa3aHHble B (haije KOH(UIrypalLHUd onuuel

accept.

6.2.7 Ynpasnenue «KpunroTyHnuesem»

Jns ynpassenusi TyHHesieM B cpefie Unix MOXKHO HCIOJb30BATh CJENYIOIIHE CUTHAJbL:

SIGHUP

[IpuHynutenbHO nepesarpy3uTb (aiya KOHPUTypaLUHU.
Caenyromire riobanbHble napaMeTpsl He OyayT Mepe3arpyKeHsl:

chroot
foreground
- pid

setgid
setuid

Hcnonb3oBanre onuuu setuid Takke NpenoTBPaTHT MOAKJ/IIOUYEHHE
«KpunroTynnensi» k npuuserunpoanubiM (<1024) nmopram Bo Bpems
nepe3arpy3ku KOH(HUTYpaLUH.

Ecnn ucnonbayercs onuus chroot, <KpunroTynnenb» Oyner uckathb
BCe CBOU (hai/ibl (BKJIOUast Gpaiya KOHPUrypauuu, cepTUdUKaThl, hala
XypHasa u aiin pid) BHyTpH «TrOpbMbl» chroot.

SIGUSRI1

3aKpbITh U OBTOPHO OTKPBITh (paitsa xypHana «KpuntTyHHens». dtor
CHTHaJl MOXKHO HMCII0/1b30BaTh NPH BHINOJHEHHUH log rotation.

SIGUSR2

BhIBeCTH CIMCOK aKTHBHBIX MO KJ/IIOUEHUH.

SIGTERM, SIGQUIT,
SIGINT

SaKprTb TYHHEJIb

Pesynbrar oTnpaBKy J0OBIX IPYTHX CHUTHAJOB Ha CepBep He OlpeleseH.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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7 Coo0luieHust ornepaTopy

7.1 OOmue 3amMeyaHus

Ecsu npu pabote «Marllpo Kpuntollaker» B. 4.0 Bo3HuKaeT owmnbOKa, B Opay3epe Ha CTOpPOHE
KJIMEeHTa MOSIBUTCS CTPaHMLA ¢ cooblleHueM 00 omubKe, HaPUMeP:

Marllpo KpuntoTyHHenb
I\ owunbKA 831:
Cepeep He CMOr rMpoBepuTh cepTuurKkaT KMeHTa.

Henopaep#Heaemblid THMA cepTrdKKaTa

MonpofByATe cnegylwes:

QBpaTHTECE K 3aMWHHMCTRATORY.

Marfpo KEprnToTyHHENE 331 Cepeep HE CMOr NPOEEOMTE CEpTHOKMEAT ENKMEHT A,

KpynHeiMu OyKBaMH BBIBOASITCS KOA M XapaKTepPHUCTHKA OLIMOKH, HH)Ke — BO3MOXKHAasi NpHUYMHA
U JeUCTBUS, KOTOPbIe CJAefyeT NPeANPUHATb A/ UCIIPABJIEHHS OLIMOKH.

Ecan B KauecTBe nelicTBUS, KOTOpOe CjeldyeT MpeANpUHUMATh AJ5 UCIpaBJeHUs OLMUOKH, yKa-
3aHO «00paTUTeCh K aMHHHUCTPATOPy cepBepa», cjaeayeT 00pallaTbCsl K aAMUHUACTPATOPY TOrO Cep-
Bepa, C KOTOPbIM BBl MbITaeTech yCTaHOBUTH COeIUHEHHE.

HOpH[LKOBbII;I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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7.2 OmubKU MpH MOMBITKE YCTAHOBUTb COENHHEHUE

Kon Omubka Ipuuuna HeiicTBus omeparopa
omuo-
KU
717 He ynanoce onpenenuts an- | BoamoxHo, orcytcTByeT | [IpoBepbTe, uTO KOMMIbIOTEp
pec cepepa mo ero DNS | nonkatoueHue K MHTepHety, | mogkmawodeH kK HHTepHery.
UMeHHU Wid B KoH(purypauuoH- | Ecin mnpobnema coxpaHu-
HOM (paljie HMSI cepBepa | Jacb, NPOBepbTe, NPABUJb-
HalHCaHO C OLIMOKOH. HO JIU OTPelaKTUPOBAaH OC-
HOBHOH KOH(UTypaLHOHHbBIH
dain stunnel.conf (cM. pas-
fes 5) ¥ npu HeOOXOLUMO-
CTH BHECHUTE UCIPaBJIEHUS.
813 Her noBepusi k ceptudu- | BoamoxHo, neiictButesbHo | [IpoBeppTe, uTo Ha Baruem
KaTy cepBepa, MOTOMY UTO | CPOK [eHCTBUSI cepTHU(HKA- | KOMIbIOTEPe yCTaBJeHa Mpa-
CPOK ero JeHcTBMA ellle He | Ta ellle He HacTynua. KMau | BunbHas pata. Ecan nata
HaCTYIHJ ’Ke Ha BaumeMm kKommbloTepe | mpaBHJ/bHAsA, cjaenyeT obpa-
yCTaHOBJIEHa HeNpaBHUJIbHAA | TUTbCA K aIMUHHUCTPATOPY
narta. cepBepa MU NPOUH(DOPMHUPO-
BaTb ero o nmnpobJseMax cC
UCIIOJIb3yeMbIM Ha CcepBepe
CepTU(PHUKATOM.
814 Her noBepusi k ceptudu- | BosmoxHo, pefictButesnbHo | [IpoBeppre, uto Ha Baluem
KaTy cepBepa, INOTOMY YTO | UCTEK CPOK AeHCTBUS CEPTHU- | KOMIIbIOTEepe yCTaBJleHa npa-
CPOK €ero IeHCTBHUS HUCTEK (ukara cepepa. Mau xxe Ha | BuibHasg pnara. Ecau npara
Bauwem komnbloTepe ycTa- | mpaBusbHas, cjaenyeT obpa-
HOBJIEHA HeNpaBWJbHAs [a- | TUTbCH K aAMUHUCTPATOPY
Ta. cepBepa U NPOUH(POPMHPO-
BaTb ero o npobsieMax ¢
UCIIOJIb3yeMbIM Ha cepBepe
CEPTU(PUKATOM.
815 CepBep HeoxugaHHo T1pe- | BoamoxHo, B pabote cepBe- | [lonpo6yiiTe ycTaHOBUTH CO-
pBaJl coeiMHeHHe pa npousoles cO60H elHeHHUe T03[Hee
816 Het noBepus k ceptuduka- | OrcyrerByeT uau HeBepHbiil | KopHeBoii ceptudukra Y11
Ty cepBepa KOPHEBOH CepTU(UKAT OTCYTCTBYET, MOBpPeXK1eH
UM HaXOOUTCS He TaM,
rone HyxHo. CkonupyiTte
KOPPEKTHBIH KOpPHEeBOH cep-
tuukar YL Ha HocuTesb,
copepxawnit  KpuntoTyH-
HeJsb, B KaTaJor crypto.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kon Omubka IIpunyuna HeiictBusa oneparopa
omuno-

KH

817 CepBep He oTBeuaer BosmoxxHo, cepBep Hepa- | [IpoBepbre, 4yTO KOMMIBIOTED
6otocrnocobeH, OOCTYyN K | moakJawoueH K KHTepHery.
Hemy 3abjokupoBaH HJd | Ecaum mpo6siema coxpaHH-
ecTb owMuOKa B (pai/e KOH- | Jach, NPOBEPbTE, NIPABUJIBLHO
¢burypaunn JU OTpelakKTHUPOBAaH KOH-

(UrypaloHHbIH dhaia
stunnel.conf (cM. pasgen
D) M NpU HEOOXOLUMOCTH
BHECHUTE HCIIPABJIEHHUS.

818 CepBep oTBevaeT, HO coenu- | BoaMoxXHO, HAacCTpoHKU cep- | 3ampocuTe y  aAMHUHHU-
HeHHe C HUM YCTaHOBHTb HE | Bepa He COOTBETCTBYIOT Ha- | CTpaTopa cepBepa, KakHe
ynaetcs cTpoiikaMm kJaueHTa Kpunro- | HacTpoiiku TLS-coennnenus

Tynuenn OH MCII0JIb3yeT, OTPEeNaKTH-
pyHTe  COOTBETCTBYIOLIUM
o0pa3oM  KOH(UTrypalHOH-
HbIH (aiia stunnel.conf (cM.
pasnueJ )

819 He ynanoce nHuumnanusupo- | BoamoxHo, cywectByet | [IpoBepbTe Hanuuue U 10-
Bath JCY npobJema ¢ aiaom seed CTYMHOCTb Ha 3amuch (aiaa

seed (pacmosioeH B mMarke
MPOTPAMMBI).

821 Baw ceptugukat oTo3BaH Ceprucukar, c¢ mnomolbio | BeiscHuTe y anmuHuCcTpaTo-
KoToporo Bel ayTeHTH(UIHU- | pa yIOCTOBEPSIIOLIETO LIEH-
pyeTecb Ha cepBepe, OTO- | Tpa NMPUUHUHY OT3bIBA W TMO-
3BaH MPOCHUTE Yy HEro CO3AaTh AJIs

BAaC HOBBIM 3aKPBITBIM KJIIOY
u ceprudukar. CkonupyuTte
X Ha HOCHUTEJb, COMEpKa-
wuit KpuntoTyHHens, B Ka-
TaJsor crypto.

823 Cpok peiictusa Bawero cep- | ¥ ceprucdukara, ¢ nomoubto | [lonpocure agmuHHUCTpaTo-
TU(HUKATa UCTEK KoToporo Bel ayTeHTH(HULIH- | pa yAOCTOBEPSIOLIETO LEH-

pyeTech Ha cepBepe, HCTeK | Tpa CO34aTb [Js Bac HO-

CPOK NeHCTBHUSA BbIM 3aKPBITBIA KJIIOU U Cep-
tudpukar. CxomupyHte uX
Ha HOCHUTeJb, COLEepKalIUH
KpuntoTyHHesnb, B Karajor
crypto.

825 BosmoxHo, cepBep Tpeby- | CepBep TpebyeT KaueHTCKol | BHecuTe ucnpaB/ieHuss B
eT KJHUEHTCKOH ayTeHTHU(HU- | ayTeHTUPUKALUU KOH(UTYpaLlMUOHHBIA  (pai
Kauuu, a B KpunroTyHHesnb stunnel.conf, xaxk omnucano
He yKasaH cepTU(HUKAT KJIH- B pasueJie D
eHTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kon Omubka IIpunyuna HeiictBusa oneparopa
omuno-

KH
826 CepBep He mpuHUMaeT cep- | BosmoxHo, ¢ain ceprudu- | BoisicHute y aaMHUHHCTpa-

THU(UKAT KJIHEHTA KaK J0Be-
PEHHBIH

KaTOB KJMEHTA COLEPXKHUT He
BCIO LIEMIOUKY J0BEpHs, 100
cepBep He 10BepsieT KOpHe-
BOMY CepTH(HUKATY.

TOpa cepBepa, €CTb JIM Ha
cepBepe KOPHEBOH CepTU(H-
KaT TOTO YAOCTOBEPSIOLLEero
LleHTpa, Ha KOTOPOM IOAMH-
CaH M0JIb30BaTEJNbCKUH Cep-
Tuukar. Ecan takod Kop-
HEBOM CepTU(HUKAT OTCYT-
CTBYeT, NOJNIyYUTe €ro y af-
MHUHHUCTpPATOpa YAOCTOBEpS-
IOLEro LEHTpPa U MONpPOCH-
Te aJIMMHHUCTpaATOpa cepBepa
YCTaHOBUTDb €ro.

Ecnn  HyXHBIH KOpHeBOH
cepTU(UKAT HMeeTCs, CKO-
pee BCero MoJib30BaTe/b-
CKMU cepTU(HUKAT MOBpe-
XaeH wuad otosBaH. [lo-
NPOCUTE Y aIAMHHUCTpATOpPA
cepBepa Co31aTh JJis Bac HO-
BbIM 3aKPBITBIA KJIOU U Cep-
tTupukar. CxomupyHTe uX
Ha HOCHTEJIb, COAEpPXKALLUH
KpuntoTyHHesns, B Karajor
crypto.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kox
omuno-
KA

Omuoka

IIpuuuna

HeiicTBusa oneparopa

831

CepBep He cMOr TMPOBEPUTH
cepTU(PUKAT KJIHEHTa.

Henonnep:xupaembiii
cepTuduUKaTta

THUII

BeisicHuTe 'y aaMuHHCTpa-
TOpa cepBepa, €CTb JIM Ha
cepBepe KOPHEBOH CepTU(H-
KaT TOTO YIOCTOBEPSIOLLEro
LleHTpa, Ha KOTOPOM IOAMH-
CaH M0JIb30BaTEJNbCKUH Cep-
Tuukar. Ecan takod Kop-
HEBOM CepTU(HUKAT OTCYT-
CTBYeT, MOJy4UTe ero y aj-
MHUHHUCTpPATOpa YAOCTOBEpS-
IOLEro LEHTpPa U MONpPOCH-
Te aJIMMHHUCTpaATOpa cepBepa
YCTaHOBUTb €ro.
Ecan  HyXHBIH
cepTUdUKaT
cKopee  BCero
TeJbCKUU cepTudUKaT
nospexxjeH. [lompocure vy
aJMUHHCTpPaToOpa YAOCTOBe-
pSAIOLIero LEeHTpa CO3AaTh
I/ TI0JIb30BaTe/l HOBBIU
3aKpBITBIM  KJIKY U Ccep-
tudpukar. CromupyHte uX
Ha HOCHTeJb, colepKallui
KpuntoTyHHesnb, B Karajor
crypto.

KOPHEBOU
uMeercs,
10J/1b30Ba-

832

CepBep He CMOT' MPOBEPUTD
cepTU(PUKAT KJIHEHTa.

Ceptuduxar MOBpPEeX1eH
WJIA XKe CPOK ero JIeHCTBHUS
elle He HACTYIHUI

[lonpocute y agmMuHHCTpa-
topa YL cospmath nJsi Bac
HOBBIH 3aKpBITBIA KJIOY U
ceprucukar.  CkonupyiTte
UX Ha HOCHUTEJNb, COMEepKa-
wui «KpuntoTyHHesnb» , B
KaraJior crypto.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kon Omubka IIpunyuna HeiictBusa oneparopa
omuno-

KH
833 Cepep He cmor mpoBeputh | CooblieHne cepBepa: Heus- | BolsicHUTe y aiMHHHUCTPATO-

cepTU(PUKAT KJIHEHTa.

BecTHas1 owubkKa npu obpa-
60TKe cepTU(HUKaTa KJAUEHTa

pa cepsepa, Mo4yeMy CepTH-
(UKaT KJIHEeHTa He ynaercs
npoBepUTh (BO3MOXKHO, OH
HekoppekTeH). Ecnn agmu-
HUCTPATOp CepBepa He 3Ha-
eT NPUUHHY, WJH eCcJH cep-
TU(UKAT HEKOpPpeKTeH, Io-
NpoOCUTE Yy aJIMHUHHUCTpaTopa
YL cospmaTh gJs1 Bac HO-
BbIM 3aKPBITBIA KJIOU U Cep-
tudpukar. CxomupyHTe UX
Ha HOCHUTEJIb, COAEpPXKALLUH
KpuntoTyHHesnb, B Karajor
crypto.

7.3 llpenynpexxjneHue o mepexofie MO CChIJIKe

HpI/I HCITIOJIb3OBAHHUHU OIILIHH paz‘ch_location BO3MOKHO ITIOSIBJIEHHE COOOIIeHHS BHJA:

Marllpo KpuntoTyHHenb:

Bbl moxeTE;

MepeRTH MO NEepefaHHOMy CEpEEpOM 3gpecy httpihexample.cormtpage G223 2aWMTHI

{HE pEKOMEHAYETCA)

NepeRTH No TOMY ¥e 3APecy C MCNONEZ0EAHMEM 3AWMUWEHHOMD NpoTokona hitps

WEb—CEpBEp “O0deT NepealpeCcOoEdTh zallkUeHHOE COEQKMHEHKE Ha COEBAHHEHKE Ces
SAWKTRI.

NeperTH H3 CTPaHWLY Dagde Ha TEKYWLEH caiTe

Hannoe coobuieHue «KpuntoTyHHeb» BBIBOAUT B cjyuyae oOHApyKeHUs MOMBITKU Mepeaapeca-
MM 3aLUMILIEHHOTO COeAMHEeHUs Ha coelnHeHHe 6e3 3allUThI.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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8 Ilpunoxenus

8.1 @aiinbl cepTU(DUKATOB
8.1.1 ®aiin ceptudukaron Y LI

Hns padoter « Marllpo Kpunrollaker» B. 4.0 HeoOxonum (aii, comepKaliiil cepTUPHUKATH YI0-
CTOBEpPSIOIINX LIEHTPOB, HA KOTOPBIX TMOAMHCAHBI CEPTU(HUKATBI CEPBEPOB, C KOTOPBIMH yCTAaHABJIH-
BaeTCs 3allullleHHoe coennHeHne. Mms aToro adina ykaseiBaeTcsi B KadeCTBe 3HaUeHHUs MapaMeTpa
CAfile B koHurypauronnom daiise stunnel.conf (B npuBeneHHOM BhIlIe IpUMepe 3TO (aiia ca.crt).

CepTtudukarsl B 3ToM (aiie nomxkHbl ObiTh B (hopmate PEM. Ecau ceprudukar Y1 nonyden B
dopmare DER (pactiupenus .cer uau .crt) nau PKCS#7 (pacuupenue p7b), To ajs KoHBepTalHH
ero B ¢popmatr PEM MoxXHO BOCTO/NIb30BaThCs YTHUAUTOH openssl.

8.1.2 OrpaHnyeHMe Ha CaMONOANUCAHHbIE CEPTU(PUKATHI CEPBEPOB

Buumanue. Ecan cepTudukar cepBepa sBJAseTCS CaMOMOAMNUCAHHBIM, TO ¢ momollbio «Marll-
po Kpunrollaker» B. 4.0 3amuiieHHoe COefiWHEHHe C TAaKUM CEPBEPOM YCTAaHOBHUTb Hesb3sl. [lpu
TONbITKE YCTAHOBUTH COEJIMHEHHE C TaKUM CepBepoOM MoJb30BaTe/l0 OyneT BbIAAHO cooblleHHe 06
owubOKe.

8.1.3 Pailn cepTU(DHUKATOB U 3aKPLITBIH KJIIOU M0Jb30BATEJS

Ecnu cepBep TpebyeT KJHMEHTCKOHW ayTeHTH(HKALHMH, Y KaxKAOTO M0Jb30BaTeNs H0JKeH ObITb
(a1 cepTU(UKaATa, COAepPKAILUH OTKPBITBIM KJ/IO4Y, U (Pal/ 3aKPBITOrO KJ/toua, 3TH (pal/bl MOXKHO
MOJYUYUTb B yIOCTOBEPSIOLIEM LIEHTPE HJIM CO34aTb CAMOCTOSATE/]bHO C IOMOLLBIO CPEeACTBA easy-
gost, Bxoxsimero B KommiaeKT moctaBkd «Marllpo Kpunrtollaker» B. 4.0. B kKoHdpurypaunoHHsi
¢ain stunnel.conf Heo6xonrmMo 106aBHUTh MapaMeTpbl KJAMEHTCKOH ayTeHTHU(HUKALUH, KaK OMHUCAHO
B pasgese 5.

8.2 Apnpeca cTpaHHIl, MPUBOASAIINE K pa3puiBy https-coenuHeHus

Korna nosb3oBaresb, yCTaHOBUB 3alllMIleHHOe COeAMHEHHe ¢ cepBepoM ¢ nomolubio «Marllpo
Kpuntollaker» B. 4.0, mepexoauT 1o BHYTPEHHHUM CCbIJIKaM Ha ApPYyrde CTPaHHILBl Ha 3TOM cepBepe, B
6OJIBLIMHCTBE CJyuaeB MepeXof OCYLIECTBJSETCS HOPMAJbHO U COeJMHEHHEe OCTAETCs 3aLIUIEHHBIM.
Ho B HeKOTOpBIX ciydasix NMPOUCXOAWUT Mepexol K He3alMLIEHHOMY COelHHEHHI0. DTO CBS3aHO C
(hopmaToM, B KOTOPOM BO BHYTPEHHHX CChIJIKAX Ha CepBepe yKasaHbl ajpeca CTPaHMILL, HA KOTOpbIe
NepexofuT M0Jb30BaTe b.

8.2.1 Ab6cosoTHBIE aspeca

Ecnn nocne ycranoBiaennss HTTPS-coenvineHuss mpoucxonut nepexon Ha CTPaHHUIy, aipec Ko-
TOpOW Ha calTe cepBepa ykazaH kKak oTHocuTesbHblH, HTTPS-coenunenue He paspeiBaetcs. Ho
eCJIM aJipec CTPaHHUIbl YKaszaH Kak abcooTHbiE (Buma http(s)://[ampec]), TO MPOUCXOOUT MOMBITKA
YCTAHOBHUTb HOBOE coelMHeHHWe Hampsmylo. Ecau anpec ctpanuubl mmeer Bua http://[ampec], To
CoeMHeHUe yCTAHABJIUBAETCS, HO yKe He3alllMIIeHHOe, U MO0Jb30BaTe/Nb MOXKET 3TOro BooOlle He
3aMeTuTb. Ecau anpec crpaHunsl umeer Bun https://[ampec], To coeinHeHHe yCTAaHOBUTH, CKOpee
BCEro, He ynmactcsi, T.K. caM Opaysep He MoxeT paborath ¢ anroputmamu [OCT, u mosnb3oBaTenb

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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[NOJYyUHUT coobleHre 00 olnobKe. HOSTOMy BCe CCBhIJIKH Ha 3alll{llaeMOM CalTe NOJKHBI ObITb OT-

HOCHUTEJIbHBIMHU.

8.2.2 Wcnoabsosanue Redirection

B oTBer Ha 3ampockl KaueHTa web-cepBep MoxeT BepHYTh Ko 3xx (Redirection/mepenanpasae-
HHE), 3TOT OTBET MpelIHUChiBaeT Opay3epy MepedTH 1O CChlIKe, YKa3aHHOH B 3aroJjioBke Location.
[Tpu Bk/tOYeHHOM onuu patch_location Takoe mepeHanpaBJ/eHue B OOJbIIMHCTBE CaydaeB oTpaboTa-
eT MPaBUJIbHO, OHAKO CJeflyeT UMeTb BBUAY, UTO Mepeajpecalys Ha APYroH MopT TOTO XKe cepBepa

HE MOoANEPKHUBAECTCA.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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