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AHHOTaLKA

HacTosmunil 1oOKyMeHT COepKHUT PYKOBOACTBO MO HCIOJb30BAHHUIO MporpaMmbl gmkseed u3 co-
craBa «MarlIpo Kpunrollaker» 4.0.

ABropckue npaBa Ha «Marllpo Kpunrollaker» 4.0 npunannexxatr OOO «Kpunrokoms.

«Marllpo» siBnsieTcs 3apeructpupoBaHHo# Toprosoi Mapkod OOO «Kpunroxkoms.
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ConepxaHue

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

IlaTa BHECEHHA M3MEHEHHSA
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1 HasnaueHue nporpamMmbl

[Iporpamma gmkseed u3 kommiekra «Marllpo Kpuntollaker» 4.0 BeimosiHsieT co3nanue (aiia
MHUIUANH3alHH [IPOrPaMMHOI0 JNaTUHKa ciaydaiHbix uuces (manee — JICY) ¢ ucmosb3oBaHHEM
rpauuecKoy MHHULHAIU3ALHNH.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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2 YcnoBus paboThl IPOrpaMMbl

Jns BeImosHeHUs] MHUIMannu3anuu nporpammuoro JICY mporpamma HCmoJib3yeT TpapuuecKui
UHTep(percC.

3ajaHue pexKMMOB pabOTHI BHIMOJIHSETCS C MOMOILbBIO ONMUHH KOMaHAHOH CTPOKH.

[Iporpamma npenHasHadeHa nJjsi paboThl B onepaunoHHbIX cuctemax Windows, Linux u macOS.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3 DyHKIMHU NPOrPpaMMbl

[Iporpamma ocyuiectBJ/sieT popMupoBaHue (paiia HHULKMANW3ALKWN IPOrPAMMHOrO AaTyUKa CJy-
YalHBbIX YUCEJ C UCIOJIb30BAHUEM rparyecKoi MHHULHAIU3ALHUH.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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4 OO6ecneyeHue UH(pOPMaILIMOHHOH 0e30MacHOCTH pu
ncnonb3zoBanuu «Marllpo Kpunrollaker» 4.0

Hanexxnas kpunrorpaduueckas sallldta JaHHbIX Npu ucnosnb3oBaHuu «Marllpo Kpunrollakers»
4.0 obecrneuynBaeTcsi TOJbKO B TOM cJjydae, ecan akcmayartauus «Marllpo Kpunrollaker» 4.0 ocy-

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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b ¥YcrTaHOBKa M HAaCTPOHKa MPOTPAMMBI

Hnst OC cemetictBa Windows mporpaMma ycTaHaB/JIMBAETCs U HACTPAUBAETCS aBTOMATHUYECKH MIPU
ycraHoBke YTHJAUTH openssl (cM. «CpenctBo Kpunrorpaduyeckod 3amutsl uHGopmanuu «Marllpo
Kpunrollaker» 4.0. ¥Yrunura openssl. PykoBonctBo no ucnosns3osanuwo», CEMY.00009-05 34 03).

Hns OC cemedictBa Linux u macOS nporpamma ycTaHaBJMBAaeTCs W3 OTHENbHOTO MakeTa

gmkseed cranpaptabiMu s OC cpencTBamu.

[TporpaMma ucnosb3yeT KOH(PHUTYPALHUOHHBIN (pala yTHAUTH openssl u He TpeGyeT OTHENBHOH
HacTpoiku. [lapameTp -c mo3BoJsieT ABHO yKasath (aili1 KoHpurypauuu «Marllpo Kpunrollaker»

4.0, KOTOpbIH c/enyeT UCMOJb30BaTh.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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6 Hcnosnb3oBaHue nporpaMmbl

6.1 3amyck mporpaMmbl

6.1.1 @dopmar 3anycka nporpamMmMsl

[Iporpammy MOXkKHO 3amycKaTb Kak JBOMHBIM L1eJYKOM MBILIH, TaK U U3 KOMaHAHON cTPoKH. [Ipu
3anycKe M3 KOMaHIHOU CTPOKH MOXKHO YKa3aTb AOMNOJHHUTEJNbHBIH NapaMeTpbl paboThl MPOrpaMMBbl.
dopmat 3anycka nporpaMMbl U3 KOMaHIHOU CTPOKHU:

B OC Windows Haxoznsick B nanke yctaHoBKH CK3M «Marllpo Kpunrollaker»

gmkseed [omnuuu]
B OC Linux u macOS

/opt/cryptopack4/bin/gmkseed [omuu]

[Iporpamma noapnep:kuBaeT c/aeqyroLUHde OMLUH:
-V - OoTOOpPa3uTh HOMEP BEPCUU NPOTPAMMEL;

-r <umsa Qanna>

C HMEHEeM,

-c <umsa Qaunna>

3anuck Qamnsia HHHLHAIK3aALUM OporpaumMmHoro [MOCUY,
ecryii IapaMeTp He yKasaH, OyOgeT HCHIONbL30BaH Qamin
3a0aHHEM KOHQUIypalel CHCTEMSI;

HCIIONIB30BAaTh yKa3aHHHN Qann xoHurypaunuu openssl

ecny apaMeTp He yKas3aH,

3aaHHLY [IepeMeHHOM OoxpyxeHus OPENSSL_ CONF,

a eciu u eé Her,

TO Paryl C HMEHEM I[10 YMOJIUAQHUIO;

byoer ucnonb3oBaH Qarn,

-f - YOaJuTh CcymecTByomuN $any HMHULKAJIK3alUud OporpaMMHOro [CU
nmepen co3OaHueM HOBOr'o Qamnna;

-gq - MOJIUAJIUBHMP pexuM paboTh: ecnu Qaryn UHULHANU3ALUU yXe
cymecTByeT, TO HNporpaMMa 3aBepmuTcsa C kogoMm 0, He BHBOOA

HHMKaKUX COOBmMeHH:.

6.1.2 OcobenHocTy co3naHusi (hakia MHULMANW3ALKN [J51 T0Jb30BaTes root

B OC Linux B npouecce HacTpoiiku CK3H uacto Tpebyetcst co3naTbh paill HHULHMANNU3AUKHN [JIs

NoJib3oBaTeJs root.

[Ipy paboTe ¢ nOKanbHOH KOHCOJIM [JIl 3TOTO CJedyeT HUCIOJb30BaTb KOMaHIY

sudo -H /opt/cryptopack4/bin/gmkseed
[Ipu ynanéHHOM 3amycke eCJid eCThb BO3MOXKHOCTb MOAKJIIOYUTBLCS K CEPBEPY MOJ, MOJb30BaTENEM
root, cosnanue ¢aiaa MHALKAIU3ALUKN BBIIONHSIETCS MPOCTHIM BBI30BOM H3-TIOJ 3TOr0 MOJb30BATEs

KOMaHI bl

/opt/cryptopack4/bin/gmkseed

Ecsii moak/II09uThCs K cepBepy MOJ MoJb30BaTeeM root HEBO3MOXKHO, A YAAJEHHOTO CO3AaHUS

(haizia MHULHANU3alUKU HEOOXOAUMO

— TIpoBepuTh, ecThb JU B (ailse /etc/sudoers ctpoka Defaults env_keep, ecau ectb, TO 160
3aKOMMEHTHpPOBaTh €&, mnubo no6aButh B Heé nepemenHble XAUTHORITY u DISPLAY;

— sanycTtuth gmkseed KoMaHIOH

XAUTHORITY= /.Xauthority sudo -H /opt/cryptopack4/bin/gmkseed

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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6.1.3 Kak nporpamma onpepesnsiet, rae cosaaBath alJa MHALKAIU3ALNH

[Tpu crapre nporpamma 3auntsiBaeT ¢aiii1 kKoHpurypaunn CK3U «Marllpo Kpuntollaker». Mms
sToro (haitna MoxkeT ObITb yYKa3aHo B mnapamerpe -c. Eciy 3TOT nmapameTp He 3ajiaH, UCIOJb3yeTCs
ums (aiya U3 nepeMeHHOH oKpyKeHHs OPENSSL_CONF, a eclik U 3Ta NepeMeHHasi OKPYKeHUs He
3ajlaHa, TO 3a4MThiBaeTcs (ails mo ymosuareabHomy nyTH /opt/cryptopack4/ssl/openssl.enf (nss
OC Windows ymo/suaTebHOTO MyTH HET).

Pacnonoxkenue co3paBaemoro caiina 6epéres us:

— MepelaHHOro Mporpamme napamerpa -r;

— IepeMeHHOH OKpyKeHHss RNG_PARAMS;

— napameTtpa RNG_PARAMS cekUMH cryptocom_options (palja KOH(pUTypaALUH.

Ecau HUYTO U3 MepedyucJeHHOro He 3aJaHo, HCIOJb3yeTCs YMOoJuaTebHOe pacrojoxeHue daiaa
MHULMAIU3ALNH:

B OC Windows — $APPDATA%\MagProCryptoPack\random_ seed

B OC Linux u1 macOS — $HOME/ .magprocryptopack/random seed

[TporpaMm BeIBe#eT Ha 3KpaH MMS$ CO3/aBaeMoro (aiaa WHHULHAIU3ALHKH.

[Ipyn HeoOxonumocTH pacnoJfoxeHue (paiaa UHULHUAIU3ALUA MOXKHO U3MEHHUTb B OKHE HaCTPOEeK

).

6.2 TnaBHOe OKHO MpOrpaMMbl

[Tpu crapTe oTKpbiBaeTcs riaBHOE OKHO NPOrpaMMbl

gmkseed

HacTpoifku O nporpanme  Bbixon

[laHHan NporpamMma npeaHasHateHa AN co3aaHms Baiina uHMLManusaLym nporpammroro ACY yriunuTs: "KpuntoMaket".

[Lns Hauana paGoThl HaXMUTe Ha KHonky "HauaTb".

Bbixon

6.3 Cosnanue (aiija UHULKMATU3AUH

Jasi cosnanus ailyia MHALMAIU3AUMHA HEOOXOOUMO HaxaTb KHOMNKY «HauaTb».
[Iporpamma pucyet B ciydallHbIX MeCTax 3KpaHa LIBETHble KPYTH, M0JAb30BaTe b N0JKEH HaXKaTb
MBIIIKOH Ha KaxKAbli Kpyr. Bcero 6yner HapucoBaHo 40 Kpyros, TO €CThb OT I10J1b30BaTeJis MOTpe-

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6yercst 40 «nonagaHuii» (B HEKOTOPBIX Ciyuasx TpebyeMoe UHCIO «IOMafaHUi» B rpolecce paGoThl
MPOTPaMMBbl MOXKET ObITb yBEJUYEHO).

gmkseed oo

HacTpoifkn O nporpanme  Bbixon

KnWKaifTe N1eBOif KHOMKOI MbILUM 110 KpYraM 40 TeX N0p, MOKa He NOSBUTCH COOBLUEHUE 06 YCNeWHOM CO3AaHMM hailna UHILUANUIALUH.

JLnS OTMeHbI CO30aHMA dhalina HaXKMATE KHOMKY "OTMEHNUTD""

OTMennTb

Bbixon

B nmpaBoM HHMXKHEM yJTI'y BBIBOAUTCS KOJHUECTBO <«IOMafaHUi» W oblee KOJUYECTBO KPYTOB,
KOTOpble OYAYyT BbIBelleHbl, pa3ae/eHHble KOCOH UepTou.

B cnyuae, ecau moJsb3oBaresb He MOMNAaAET B KPYr, €My Ha3HadaeTcs «LITpag»: KOJHYECTBO
«TIOTIaIaHUH» YMEHbLIAETCH.

[Ipouenypy MoxKHO TpepBaTh, HaxKaB Ha KHOMKY «OTMeHHUTb» (MporpaMma BepHETCS B TJIaBHOE
OKHO) usH «Bbixon» (mporpamma 3aBepiiut padoty). B aTux caydasix ¢ails MHUIMANU3aLKH CO3laH
He Oymer.

[To 3aBepiieHuu npouenypsl OyneT BbIBeeHO COOOLIeHHe

3aTpaBKa co3paHa x

DaiN MHULMENUZALKWK NporpamMmMHoro [ CH yoneluHo creHepupoBaH M

; 1 ; 3anucaH B dain.

[10CJie 4ero rnporpaMma 3aBepLInUT CBOIO pa60Ty.

6.4 OoOHoBJeHHe (palisia UHULHKAJIU3ALUU

Ecnu ClDaI'/JIJI WHUIIMaJJU3alli y2Ke CyLIeCTBYeT, IporpamMmMa Mmpu CTapTe€ BbIAACT MpeAylpexXKaAeHue

Daiin cywecTeyeT X

@3RN MHULMANWZALIWK \DKE CYLLeCTBYET, AoNoNHUTENbHbIX OeACTBMI He

1 TpebyeTca.
M Lns Toro 4To6bl CO30aTh (ain 3aHOBO OTMETbTE rano4KoR "Y1anuT
CYLLeCTBYHWMA (aitn MHMLMaNW3aLKMK' B HACTPOHRKAX NParpaMMbl.

[voc |

U KHonka «Hauatb» Oygmer HeakTHBHa. /s TOro, 4yTtoObl Mepeco3faTh CYLIeCTBYIOUMUH (aia UHU-
MaNnu3aliy, HeoOXOAUMO 3aMyCTUTh MPOrPaMMy C KJ04YOM - WM BBICTaBUTb B OKHE HAaCTPOEKT

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.5 MosyanuBbIH pexxUM paboThI

Ecnu mpu 3amycke mporpamma o0Hapy»KHMBaeT, uTo (halJ MHHUIHAIU3ALMH YyXKe CyIlecTByeT (u
He yKasaH napametp -f), To mporpamma BelIacT cooOLIeHHe

@aiin cywecteyet x
Dain MHMUMANWZALLMKM YRE CYLIEeCTBYET, NONONHUTENbHbIX ERCTBMA He

1 TpebyeTcA.
M Lns Toro 4Tobbl co30aTh (ain 3aHOBO OTMETBTE FANoYKoR "Y4anuTs
CYLLECTBYHOWMA (hain MHMLMANU3ALKMK' B HACTPOMKAX NPOTrPaMMbI.

L vox |

[TapameTp -q mo3BoJsisieT H30eXKaTh BBIBOAA 3TOrO COOOLIEHHUS, IpOrpaMMa B 3TOM CJydae 3aBep-
LIUT paboTy, HUKAK He B3aUMOIEHCTBYsI C MOJb30BaTeeM (10JIe3HO MPH MCMONb30BaHUH TPOrPAMMEI
B CKPHUIITaX).

6.6 OxHO HacTpoek Mporpammbl

Ecsu B r/1aBHOM OKHe NporpaMMbl BbIOpaTh MYHKT MeHI0 «HacTpoiku», OTKpOeTCcs OKHO HaCTPOeK
NpOrpaMMbl

Hacrpoiiku gmkseed

MyTk K co3paBaeMomMy ainy MHALManK3aLuKn
Jhome/igus/.magprocryptopack/random_seed BblBpats
HecTaHnapTHbIi NyTh K daitny koHdurypaumm "KpuntoMaketa”

Mcnonb3ceaTk
Y0anuTe CyLLeCTBYLWMIA thaiin MHMLMANU3aLUK

® cancel | + 0K |

B ctpoke «IlyTb K co3maBaemomy ailny MHULHAMU3AUUMK» OyleT BbIBeIEeH NMyTb K (palay HUHH-

3TOT MyTb, NPOCTO OTPELAKTUPOBAB 3TY CTPOKY HJIM HaxKaB Ha KHOMNKY «BblOpaTb» U BbIOpaB HOBOE
MeCTO pacIoJoXKeHus1 aiia MHULHANHA3ALNH.

OKHO HacTpoek I03BOJISIET TaK)Ke 3a4UTaTb a/bTePHATUBHBIA KOH(UTI'YpaLMOHHBIH (aiina, ans
3TOro HYKHO B cTpoke «Hecrtanmaptuel#l nyTs K Qainy koHpurypauuu "Kpunrollakeras> ycraHo-
BUTb (psiar «Mcrnosnb3oBaTh» ¥ BBECTH (BPYyUHYIO HJIM C HCIIOJIb30BaHHEM KHONKH «BbiGpaTb») myThb
K (paliny KoH(HUTypalUu.

@nar «YnaauTh CyLIeCTBYIOINWNA (palJ MHALMANW3ALMK» TI03BOJISIET Tepeco3naTh (Pala WHUIHU-
aJu3alyy B CJydyae, eCJid OH yxKe CyllecTByeT (cTapblil ¢aita OyneT ynajéH MpH HaXKaTHH KHOTKH
«HauaTb»).

[lockoabKy cosnaHue (paiia MHHMLMANM3ALMH B HOPMe HEOOXOAMMO BBINOJHATH ONMH pas IpH
YCTaHOBKE MPOTrpaMMbl, BO3MOXKHOCTb COXPaHEHHS HACTPOEK He MpPeayCMOTpeHa.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.7 Kopn 3aBeplilieHUs1 TPOrpaMMbl

Ecnu porpaMMa 3aBepliunJa pa60Ty C KOOOM O, 9TO BO BCEX CJydadX O3HaydaeT, YTO B CUCTeMe
HMeeTCsA KOppeKTHbeI, TOTOBBIH K HCII0JIb30BAHHUIO (paﬁ.n WHUIHAJU3aluH (HeBa}KHO, OblJ JIK OH

CO3[aH B X0le pabOTHl MPOrpaMMBbl UJIH y2Ke CYLIECTBOBAJ 10 €& 3arycKa).

Kon, otanunbiét ot 0, (06b14HO 3TO Kof 1) 03HauaeTt, uTo (haija MHUIHAJIU3ALKH HET UK YTO-TO

C HUM He Tak.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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