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AHHOTaLIKA

Hacrosmuii 10OKyMeHT CONEpKUT PYKOBOACTBO IO HCMOJb30BAHHIO YTHJIUTH openssl, KoTopas
npeacTasJsieT coboi ncnonHeHue 3 (coorBercTByeT Kiaaccy KC1) u ucrnosnneHue 4 (COOTBETCTBYeET
knaccy KC2) CK3U «Marllpo Kpunrollaker» 4.0.

Asropckue npaBa Ha «Marllpo Kpuntollaker» 4.0 npunannexxar OOO «Kpunrokoms.

B CK3MU ucnonbsosan kox OpenSSL, (©1998-2022 The OpenSSL Project.
«Marllpo» siBnsieTcs 3apeructpupoBaHHo# ToproBoi Mapkoi OOO «Kpunroxkoms.
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1 HasHauenue

«YTUauTa openssls — 3To KOMaHIHO-CTPOYHAS YTUJMTA AJsl BBIIOJHEHHS Pa3JUUHBIX KPUITO-
rpauuecKrux ornepauuil U3 KOMaHIHOH 000/04kH. C ee MOMOIIBIO MOKHO BBIMOJHATH KPHIITOTpa-
(uueckue npeobpa3oBaHus (aiaoB (B TOM uucae (aina CTaHIAPTHOTO BBOMA), TPeXKJIe BCETO B
¢dopmare CMS, a Takxke (POPMHPOBATH KJIOUEBYI0 HH(POPMAIHIO, METKH JOBEPEHHOT'O BPEMEHH H
peaJsii30BbIBATH MPOTOKOJI OHJAaWH-NIPOBEPKH cTaTyca cepTU(HUKaTa.

TakKe yTHIUTa MOXKET MCIOJb30BaThCs Kak npocTefimue tls-kaueHT u tls-cepsep.

«YTunuta openssl» — 3To cocrtaBHasi uacTb HcnosHeHUs1 3 (coorBercTByeT Kaaccy KCl1) u wuc-
nonHenus 4 (coorBetctByeT Kaaccy KC2) CK3UM «Marllpo Kpunrollaker» 4.0.

«Ytuaura openssl» siBsercsd QyHKUHMOHATBHO 3aKOHUEHHBIM HU3/IEJTHEM.

Bce kpuntorpaduueckue npeoO6pa3oBaHUsi U MPOTOKOJBl OCHOBAHBI, B MEPBYIO Oo4yepelb, Ha aj-
roputMax [OCT. AnropuTmbl H(poBaHUs, pacliu(pPOBbIBAHUS U UMHUTO3ALIUTHl COOTBETCTBYIOT
[OCT P 34.12-2015 u TOCT P 34.13-2015, aaropuT™Mbl BEIUACJEHHS XUI-QPYHKLIHH COOTBETCTBYIOT
[OCT P 34.11-2012, anroputmbl co3nanus u nposepku III coorsercrBytor TOCT P 34.10-2012.
[nsa obecrniedenrst coBMecTUMOCTH ¢ npensinyumu BepcussmMu CK3U coxpaHeHa Tak:ke monaepxka
ycrapeswux anroputmo 'OCT 28147-89, TOCT P 34.10-2001 u T'OCT P 34.11-94.

B 6osbiinHcTBe caydaeB anroputmbl [OCT ncnosb3ytoTes o yMoI4aHHIO, B HEKOTOPBIX KOMaH-
nax ucnosb3oBanue anroputmoB ['OCT Heo6xonuMo 3aiaBaTh creLuasbHBIM KJawo4doM. [logpobHee

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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2 YcnoBuS BBINOJHEHUS MPOTPAMMBI

«¥Ytunura openssl» nmpenHasHadeHa At paboThl B CJAEAYIOLUIMX OMEPALUOHHBIX CHCTEMAX:

Windows 8.1/10;

Windows Server 2012/2016/2019;

Debian GNU/Linux 9(stretch)/10(buster)/11(bullseye);

Ubuntu 14.04, 16.04, 18.04, 20.04;

Linux Mint 19.x, 20.x, Linux Mint Debian Edition 4;

RedHat Enterprise Linux 7, 8;

CentOS 7, 8;

SUSE Linux 12, 15;

OpenSUSE 15.1, 15.2;

EMIAS 0OS 1.0, 2.0;

OucTpubyTuse AnbT Ha 6aze mnatrdopm 8 u 9, Bkimouas AnbT CepBep,
AnsT Pabouas cranHnusa, AneT Pabouas craxHnusa K,
AneT ObpaszoBanue, AnbT 8 CII, Sipmly Linux;

MCBCdepa CepBep 7.3, MCBCdepa APM 7.3;

T'ocnuuykc IC6;

PE[ OC 7.2, 7.3;

Rosa Enterprise Desktop (RED) X4;

Rosa Enterprise Linux Server (RELS) 7.3;

Rosa Enterprise Linux Desktop (RELD) 7.3;

POCA KOBAIJIBT;

Astra Linux Special Edition Cwmormenck 1.6 aka wucm.l, 1.7;

Astra Linux Special Edition HoBopoccumck;

Astra Linux Common Edition 2.12;

Numa Edge 1.0;

FreeBSD 12.x, 13.x;

MacOS 10.15, 11;

Sun Solaris 10, 11;

OpenWRT 19.07, 21.02.

Jlsi XpaHeHUs 3aKpbIThl KJl0Yell MOTy MCI0JIb30BaThCS

— (pailyioBasi cucTeMa KOMIbIOTEPA,;

— 000U annapaTHbIH KJII0YeBOH HOCHUTEJb, penocTaBsomni narepgpeiic PKCS#11 («PyTtoken

ALUII», «JaCarta» u UM MogoOHbIE);

— ycTpoiicTBo «PyTOKeH» ¢ XpaHeHHeM KJ/io4ell B (paloBOH CUCTeMe TOKEHa,;

— ycTpoiicBo «Bbloras.
B 6ynyuiem moxkeT ObiThb foOaBjeHa MOAAEPKKA U APYTHUX YCTPOHUCTB.

N3-3a omnbKKH B CUCTEMHBIX OHUOJMOTEKAaX BO3MOXKHBI MpoOJeMbl MpU paboTe ¢ KJalOYaMU Ha
amnnapaTHbIX TOKeHax B onepalroHHbix cucteMax SUSE Linux, ROSA RED u Asbr.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3 Ilepeuenb pyHKUMH

«Marllpo Kpunrollaker» 4.0 B ucnonHeHnn «Ytuauta openssls peanusyer cienymwoiine (yHK-

WU

— CO3J]aHHe W MPOBepPKa 3JEKTPOHHOU MOANUCH NAHHBIX, TPEICTABJIEHHBIX B BUe (DaiioB (B TOM
uyucae Qaisaa crangaptHoro Beoma), B cooTBeTcTBUM ¢ [OCT P 34.10-2012, a takxe (mns
obecrieuenust coBMecTuMocTH ¢ npenbiaymumu Bepcusimu CK3M) T'OCT P 34.10-2001;

— zamu@poBaHue U paclin(poBaHKe NAHHBIX, MPEACTABJEHHBIX B BHAe (aljoB (B TOM UHCIe
(atina crannaptHoro BBoxa), B cootBercTBUU ¢ TOCT P 34.12-2015 u TOCT P 34.13-2015, a
Takxke (/151 o6ecrneyeHrst coBMecTUMOCTH ¢ npenpiayiumu Bepcusimu CK3U) TOCT 28147-89;

— BbIUHMCJEHHe 3HaYeHHs X3MI-(PYHKLUHWH NAaHHBIX, IPeACTABJIEHHBIX B BUIe (aijoB (B TOM UHCIe
(aiina crangaptHoro BBona), B cootBerctBuM ¢ [OCT P 34.11-2012, a takxke (nas obecreye-
HUs coBMecTUMOCTH ¢ mpenbayiumu Bepcusimu CK3KM) T'OCT P 34.11-2001;

— BBIPA0OTKa CAYYaHHOTO YMUCJ/A 3alaHHOU AJIUHBI;

— CO3JaHHe 3aKPbITBIX KJIOUeH U KJUed 3JeKTPOHHOH TOAMMCH B COOTBETCTBUU C
[OCT P 34.10-2012;

— BBIUMCJEHHE OTKPBITBIX KJOUeld W KJoued MpoBepKH TMOAMNUCH B COOTBETCTBHH C
[OCT P 34.10-2012, ¢popmupoBaHHe 3anpoCcoOB Ha BHIYCK CePTU(PUKATA,;

— (QopMHpoBaHHUe U NPOBepKa CepTU(UKATOB OTKPBITBIX KJKUEH U KJIUed NMPOBEePKH MOAINUCH B
¢dopmate X.509, a TakKe CNHUCKOB OT3blBA CEPTHU(PUKATOB;

— 3KCIIOPT KJI0UeH B TPAHCIOPTHBIM KOHTEHHEep U UMIIOPT KJKYed U3 TPAHCIIOPTHOTO KOHTeHHepa
B hopmate PKCS#12;

— xpunrorpaduyeckas obpadorka coobuieHu# popmara CMS;

— peaJsiM3alys MPOTOKOJA MOJYyUEeHHUs] METOK JIOBEPEHHOT0 BPEMEHH;

— peanusauus npotokosa OCSP onnaliH-npoBepku cTaTyca cepTU(HUKATA;

— peanusauuu nporokosaa TLS ¢ ucnosb3oBaHMeM pOCCHHCKUX KPUNTOHAOOPOB, ONpenesnéHHbIX
pekomeHpauusimu TK26.

HOpHﬂKOBHﬁ Ne nsMeHeHus ITOHHHCb JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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4 OO6ecneyeHue UH(pOPMaILIMOHHOH 0e30MacHOCTH pu
ncnonb3zoBanuu «Marllpo Kpunrollaker» 4.0

Hanexxnas kpunrorpaduueckas sallldta JaHHbIX Npu ucnosnb3oBaHuu «Marllpo Kpunrollakers»
4.0 obecrneuynBaeTcsi TOJbKO B TOM cJjydae, ecan akcmayartauus «Marllpo Kpunrollaker» 4.0 ocy-

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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5 YcraHoBka

5.1 VYcranoska mpig OC cemenictea Windows

s ycranoBku «Marllpo Kpunrollaker» 4.0 B ncrnosHeHuH «YTUaMTa openssl» BOCMOMb3YH-
Tech uHcTanasitopoMm «Marllpo Kpunrollaker» 4.0.
[Tpu He0OXOMUMOCTH BHIMOJHUTb «MOJYAJIUBYIO» YCTAaHOBKY 0€3 B3aMMOIEHUCTBHS C M0Jb30BaTe-
JIeM CJlelyeT 3aMyCcKaTb HHCTAJIATOP C KJUOM /S
B pexunme «MosM4anniBOH» YCTAHOBKH MapaMeTPaMH YCTAHOBKH MOXKHO YTPABJISATH C TOMOLIBIO
KJIIOUed KOMaHAHOU cTpokH. [loanep:KUBatOTCS CaefyIOLIfe KJIIOYH:
/KEY=KJIou — JIMLEH3HOHHBIH KJiou (00si3aTesieH);
/RNG=Tun — tun JICY (mo ymonyanuio PROGRAM);
/PHOST=x0CT — XOCT TPOKCH (TpebyeTcs TOJIBKO TpU paboTe depe3 MPOKCH);
/PPORT=mopT — MOPT MPOKCH (TpebyeTcsi TOJbKO MpH paboTe uepe3 MPOKCH);
/PUSER=m07nb3 — M0Jb30BaTe b MPOKCH (TpebyeTcsl TOJMBKO MpHU paboTe uepe3 MPOKCH C aBTO-
pusanuen);
/PPASS=naposb — MapoJib 10Jb30BaTeNs MPOKCH (TpebyeTcsl TOJMBKO TpU paboTe uepes MPOKCH
C aBTOpHU3alHei);
/SELECT_RUTOKEN=1 — mnpeAnuCcbiBaeT yCTaHaBJAUBATh MOAY/IHU paboThl ¢ PyTokeHamy;
/D=nyTb — Tanka, B KOTOpyl0 OyleT BHIIOJHEHa YyCTaHOBKA (MO  yMOJIYAHHIO
C:\cryptopack4). IToT KJIOU [A0/MKeH ObITb MOCAETHHM, TaK KaK BCe, 4TO Ha-
MHMCAHO MOCJIe Hero, BKJUas NpodeJibl, TpaKTyeTcs Kak MMs ManKH.

5.2 YcraHoBka mis unix-nmonodHsix OC

Hns ycranoBku «Marllpo Kpunrollaker» 4.0 B ucnosHeHUH «YTUIHUTA Oopenssls BBITOJHHUTE
cJefyrolie I1eHUCTBUS:

1. Ilepeiinute B KaTtajor ¢ yCTAaHOBOUHBIMU (halaMHu (MakeTamH).

2. C nowmoubio cucreMHbix ytuaut (dpkg, apt, rpm, yum, dnf u T.1.) ycraHOBHUTe mNakeThl
openssl-r* noaxonslled apxUTeKTypbl. BosHHKalolMe 3aBUCUMOCTH CJelyeT pas3pellaTb
C MOMOIIbI0 CHCTEMHOTO HJIM MHOTO PEMO3UTOPHs, KOTOpoMy Bbl moBepsiere. YcTaHoBKa mpo-
M3BOIHUTCS B KataJsor /opt/cryptopack4.
[Tocne ycTaHOBK MHEOOXOAMMO BBIMOJHHTBH TMPOLENYPY aKTHBALMH, 3alyCTUB OT MMEHHU aj-
MUHHUCTpaTopa CKpUlt /opt/cryptopack4/ssl/misc/getlicense.sh. B xone akru-
BalMK OyIeT 3ampolleH KJIOU MPOAYKTa, YKa3aHHBIH Ha KOPOOKe ¢ AUCTPUOYTHBHBIM IHCKOM
WJIA TIOJYYeHHBIH APYTHM CIIOCOOOM.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6 Hacrtpoiika

6.1 OO6uue 3ameyanus

[To ymosmyanuio yTuaMTa openssl 3a4WTbIBaeT HACTPOHKHM H3 KOH(HUTYpPaLHMOHHOTO (halia
/opt/cryptopack4/ssl/openssl.cnf (m1s OC Linux, Solaris, MacOS, FreeBSD) wuau
C:\cryptopack4\ssl\openssl.cnf (anga OC Windows). AnbTepHaTHBHBIN (halls KOHGHUTY-
pauuu MoxKeT ObITb 3a/laH NepeMeHHOH OKpyxeHUe OPENSSL_CONF, HeKOTOpble KOMaH[bl TaKxKe
NOMYyCKalT SIBHOe yKasaHue (aiina KoHQUrypauuyd yepe3 mapamMeTp KOMaHIHOH cTpoku —config
(B aTOM ciayyae mapameTp KOMAHAHOH CTPOKH MMeEET TPUOPUTET Hal MepeMeHHOH OKPYXKeHHS).

6.2 Koudurypauuonnsle paiasl OpenSSL
6.2.1 Onucanue

Kondurypauuonneiit gaitn OpenSSL pasnesnen Ha psan cekuuid. Kaxkpas cekuus HauMHaeTcs CO
CTpOKH [ section_name | u 3aKaHYMBaeTCs TaM, IJile HAUMHAETCS CJEAyOILasi CEKLUsl UM 3aKaHUHU-
BaeTcs (paila. VMg cekMM MOXKeT cOCTOSITb U3 OYKB, LIM(P U 3HAKOB MOAYEPKHUBAHMUS.

[lepBasi cexuusi kKoHdurypauronHoro akna ocobasi. O Hel TOBOPAT Kak 00 yMoJdaTesbHOH
cekuuu (default section). O6bIUHO OHA He WMEHOBaHAa U pacroJiaraeTcsl OT HadaJja ¢aiaa 10 nepBou
UMeHOBAaHHOU cekUMH. Korma WilyT Kakoe-TO MMS, ero CHayaJja MILYT B MMEHOBAHHBIX CEKLHSAX
(ecsin TakoBble €CTb), a 3aTeM B YMOJYaTeJbHOH CEKIIHH.

Kaxknass cekuusi B KOH(pUIypaLHOHHOM (paiijie COCTOMT M3 HEKOTOPOro KOJMYeCcTBa Map HMS-
3HaueHue B opmare

HMA=3HaUeHHue

«MMsi» MOXKeT conepxKaTh JtoOble JaTHHCKHE OYKBbI U LU(PbI, a TAKKE HEKOTOpPble 3HAKH MyHK-
Tyauuu: ., ; U _

«3HaueHUeM» CUYUTAEeTCsl YacTb CTPOKH, CJedylollas 3a CUMBOJOM = W MNPOAOJKAIoLlAsAcsd [0
KOHIla CTPOKH, HO He BKJouatwllas npobesbl B Hayale U B KOHIle. Bo3aMoXKHa 3anuch «3HaUeHUsI» Ha
HECKOJIbKMX CTPOKaX, M/l 3TOTO B KOHLE BCEX COAEPIKAIIUX «3HAuUeHHe» CTPOK, KpoMe IOoCJ/eqHeH,
HY>KHO TIOCTaBHUTD \.

B cTpoke «3HaueHHe» MPOU3BOASITCS MOACTAHOBKU IEPEMEHHBIX: €CJIM B CTPOKE BCTpeuyaeTcs
KOHCTPYKUHMA $var uiaud ${var}, oHa OyneT 3aMeHeHa Ha 3HaueHHe YKa3aHHOU MNepeMeHHOH B
TeKyllled cekunu. MoXXHO Tak»Ke MOACTABUTb 3HAYeHUE U3 NPYrodl CeKLUHH, HUCIIONb3ys CHUHTAKCHUC
$section::name uiu ${section::name}. Ucnosbsyss kouctpykuuio $ENV:name, moxHo
MOACTaBJIATh MEepPeMeHHbIE OKPYKEeHHUS.

MoxHO ynoTpeOUTh HEKOTOpPbIE CllelhasbHble CUMBOJBI KaK OObIUHbIE, €C/IU 3AKJIIUUTh COMEP-
KAyl UX CTPOKY B KaBBIUKH WJIM MOCTABUTH Tepel CUMBOJIOM 3HaK \. Kpome Toro, pacrnosHatorcs
CTaHIapTHBIE TOCJeN0BaTeJIbHOCTH 3HaKOB \1, \r, \b, \t.

Crpok#, HaUUHawLIKecss ¢ H#, CYUTAIOTCS KOMMEHTapUsIMHU.

6.2.2 KoHhuUrypauuoHHbI# MOAY/Ib YTUANUTHL openssl

dopmart (aiina KOHPUTYpaLKUK JOMYCKAaeT BO3MOXKHOCTb UCIOJIb30BAHHUSI OMHOTO U TOT0 XKe (haii-
Ja pa3UYHbIMH TIPUJIOKEHUSMH, MPH 3TOM HACTPOHKH, CrenudUUHble I/ KOHKPETHOTO MPHJIO-
XKEHHsl, YKa3bIBAIOTCSl B OTHEJNbHBIX HMEHOBAHHBIX CeKIUAX. VIMsI ceKUHH, comeprKalield HacTPOHKH
YTUANTH openssl, 3amaercs mapametpom openssl_conf B ymosndaTenbHON ceKunu. DTa CEKLUS MOXKET

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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colepaKaTb CCBIIKM Ha KOH(UTrypaunoHHble Monynu Ajsi ASNI1-06beKTOB U /Il KOHPUTYPUPOBAHUS
monynedt ENGINE.
[Tpumep KOH(HUTYPaLUOHHON CEKIUH YTHJUTHL openssl:

openssl_conf = openssl_def
[openss]l _def]

oid section = new_oids
engines = engine_section

[new_oids]
new oids here
[engine_ section]

engine stuff here

6.2.3 KoHudurypupoanue nopaepxxku anroputmos [OCT

[Tonnepxka anropurmo 'OCT peanusyercs moarpykaemeiM mMomyJeMm engine cryptocom. Kon-
(urypauroHHbd (ais, cosgaBaemblil npu yctaHoBke «Marllpo Kpunrollaker» 4.0, yxxe coneput
ceKL MU, obecrneynBalolle NOAKIAOUeHHe aToro Moayasl. [lapamerpsl camoro engine cryptocom 3ana-
I0TCSl B CeKLMM cryptocom_section. Drta cekuus foJ/KHa COepKaTb 10 MeHbllel Mepe ABe CTPOKH,
B OJHOH YKa3blBaeTCsl MIEHTU(PUKATOP MOAYJS, BO BTOPOH — a/JrOPUTMbl, KOTOpble OH OyleT npeno-
CTaBJISIT!

[cryptocom section]
engine_id = cryptocom
default algorithms = ALL
Kpome 3Toro, ata cekuusi MoKeT BKJ/IOUAThb UeThbipe JOMOJHUTENbHbIX apamMeTpa:

RNG — Tun maruuka CJIy4YaUHBIX YHCEJI. I[onyCTHMbIe 3HaueHUs. PROGRAM (yMOqueHI/Ie), VJUGA,
ACCORD, SOBOL, CRYPTON.

RNG_PARAMS — JlonoJiHWTe/bHble NMapaMeTpbl AaTuMKa CJAydyaHHbIX uduces. s mporpaMMHOro
JaTyMKa 3TOT NapaMeTp YKasblBaeT Ha pACMOJOXKeHUs (paija HayaJbHOrO 3aIOJIHEHHS IPO-
rpammuoro JICUY, ecau ero mectonoJsioxkeHHe He COBMALAET C yMOJYATEIbHBIM.

CRYPT_PARAMS — [lapamerpsl anroputma wugposanus [OCT 28147-89. 3naueHuem onuuu sBs-
asetcss OID uau cumBoJiMYecKoe MMS MapaMeTpPoB a/ropuTMa LIK(POBAHHUS, KOTOPBIK OyaeT
MCII0/Ib30BAThCA /ISl 3alUM(POBAHUS NOKYMEHTOB, MOAAEpXKHBaeMble HA0OPbI TapaMeTpoB:
id-tc26-gost-28147-param-Z (ymo/auaHue)
1id-Gost28147-89-CryptoPro-A-ParamSet
id-Gost28147-89-CryptoPro-B-ParamSet
1id-Gost28147-89-CryptoPro-C-ParamSet
1id-Gost28147-89-CryptoPro-D-ParamSet
id-Gost28147-89-CryptoPro-RIC-1-ParamSet
Ha pa6oty TLS 3ToT mapameTp He BJHfeT, TaK Kak MapaMeTpbl MH(POBAHUS KECTKO (PUKCHU-
pOBaHBI B crieqU(pUKaunyd KpunrtoHadopos TLS.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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CCENGINE_LICENSE — PacnosoxeHue aiia JUIEH3UHU (€CAH ero pacrosioKeHHe OTIHYaeTCs
OT YMOJIYaTeNbHOr0).

[lepeunc/ieHHble BbIllle NOMOJHUTE/bHbIE MAapaMeTPbl KOHPUTYypaLUK MOTYT ObITh TaKxKe 3aJaHbl
C TOMOILbIO MepeMeHHbIX OKPYKEHHUSI C TeMH Ke MMeHaMM M 3HaueHUSIMH. 3HaueHHus, 3aJaHHble
repeMeHHbIMU OKPY2KeHHs, UMelOT NIPUOPUTET Mepell 3HaUeHHUSMHU B KOH(UTypaLlMOHHOM (akie.

6.2.4 Kondpurypauuonusiii monynb njss ASN1-06bekToB

ITOT Mony/ib MMeeT MMs oid_section. 3HaueHHe 3TOH MepeMeHHOH yKas3blBaeT Ha CEKIHIO, CO-
nepxkalnyto napel umsi-3HaueHue agas OIDos: ums — miauHHOe M KopoTkoe umsi OID, 3Hauenue -
uncaenHas (opma OID. XoTsi HekoTOpble M3 KOMaHI YTHJHUTH openssl y»xe HMelOT COOCTBEHHYIO
¢yHkunoHa bHOCTh cekiun ASN1-06bekTOB, HO He Bce. [Ipu HCMoMb30BaHUK KOH(HTYPALIUOHHOTO
monyasi inss ASN1-060beKTOB Bce KOMaH/Ibl YTUIUTB Openssl TakxKe MOT'YT BUIETb HOBble OOBEKTBHI,
KaK U BCe COBMeCTHMble MpusoxeHnus. Hanpumep:

[new_oids]

some_new_oid = 1.2.
some_other oid = 1.

Tak:xe BO3MOXKHO yCTAHOBHUTb B KauecTBe 3HAUEHHs JJMHHOE MM, 32 KOTOPbIM HIET 3ansTas U
yncneHHas gopma OID. Hanpuwmep:

shortName = some object long name, 1.2.3.4

6.2.5 Koudurypaunonusiii monysb ans mopyneid ENGINE

DTOT KoHUrypauuoHHelii Monyb anas monynedi ENGINE (sumkuH) nmeer uMs engines. 3Ha-
yeHHe 3TOH MepeMeHHOH yKasblBaeT Ha CeKLHIO, COAepxKallylo AajbHEHIIYI0 KOH(HUI'YPALHOHHYIO
uHpopmanuio g monysned ENGINE.

CeklHs, Ha KOTOPYI yKasbiBaeT engines, siByisieTcs Tabsuleld nMeH Monynei (Ho cM. engine_id
HUKe) W NaJbHeHIINX CeKIHH, ComepKalluX KOHPUTYPAIHOHHYIO HH(DOPMALIMIO, CIIEUPHUUHYIO AJs
kaxnoro monynss ENGINE.

Kaxpnas takas ENGINE-cneunduunas cekuus ucrnosb3yercss AJs YCTAHOBKH aJTOPUTMOB I10
YMOJIYaHUIO, 3arpy3Kd NUHAMUYECKH 3arpyKaemblX MOMYJeH, BBIMOJHEHHS HWHULHAMU3ALUUNA |
OTIPaBKH YINpaBJAlOLIUX KoMaHA. Kakasi HMMeHHO orepauus BbINOJHSETCS, 3aBUCUT OT HMeEHH
command, KoTopoe SBJsieTCS UMeHeM B rape UMs-3HaueHHe. [lonnepKrBaemble B HacTosiIlee BpeMs
KOMaH/Ibl NTepevyrcaeHbl HUXKE.

Hanpumep:

[engine_ section]

# Configure ENGINE named "cryptocom"
cryptocom = crypocom_section

# Configure ENGINE named "bar"

bar = bar_ section

[cryptocom_section]
... cryptocom ENGINE specific commands
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[bar section]
"bar" ENGINE specific commands

Komanna engine_id ucnonbsyercs nas 3aganus umeHd moaynass ENGINE. Ecau sta komanna
MCIIOMIb3yeTCsl, OHA JOJKHA WATH nepBoil. Hanpuwmep:

[engine_section]

# This would normally handle an ENGINE named "libcryptocom"
cryptocom = cryptocom section

[cryptocom section]
# Override default name and use "mycryptocom" instead.
engine_ id = mycryptocom

Komanna dynamic_path sarpyxaer u nmo6aBasier mopynb ENGINE ¢ ykasannoro myTtu. OHa
SKBUBaJIeHTHa oTrnpaBke ynpasJsiomed Komanasl SO_PATH c aprymentom path, 3atem KoMaHmbl
LIST_ADD co 3HauenueM 2 u LOAD nunamudecku 3arpykaemomy monyiato ENGINE. Eciu tpeby-
eTCsl MHO€e MOBeJIeHHe, MOXKHO OTIPABUTh a/JbT€PHATHUBHBIE YIPABJSIONINE KOMAH/bl HETOCPEAICTBEH-
HO nuHamuuecku 3arpyxkaemomy moaynato ENGINE, ucnonbsyiomemy ynpapasiomie KOMaHIbL.

Komanpna init onpenensier, Hano v uHHLMaausupoBaTb Monyiab ENGINE. Eciu ee 3nauenue
0, to monynp ENGINE He 6ymer uHMuManu3upoBaH, ecad 1, To AesaeTcs MOMbITKA HeMeIJEHHO
uHuraausuposatb Mmonyiab ENGINE. Eciu komanga init orcyTcTByet, To OyeT chesaHa MOMbITKA
uHuuranusrpoatb Mony/ib ENGINE nocse toro, kak 6yayT oTnaHbl Bce KOMaHIbl B 3TOH CEKIIHH.

Komanna default_algorithms ycranaBnnBaer anroputmel o ymMosn4aHHi0, KOTOpble OyIeT MOAAep-
x)uBath Monynb ENGINE, ucnonbsyst ¢pynkunu ENGINE_set_default_string().

Ecau uMs He COOTBETCTBYET HU ONHOW M3 NMpPUBENEHHBIX Bblllle HA3BAHWH KOMaHM, MpejroJara-
eTcsl, 4YTO 3TO yIpaBJsiollas KomaHaa, kotopas ormpasJjsercsd monyaio ENGINE. 3Hauenue sToi
CTPOKH B KOH(PUTypaUHOHHOM (aijie — apryMeHT 3TOH yIpaBJsiollledl KoMaHAbl. Eciu 3HaueHue -
ctpoka EMPTY, To HUKakoro aprymeHTa KOMaHfe He NepenaeTcs.

Hanpumep:

[engine_ section]

# Configure ENGINE named "cryptocom"
cryptocom = cryptocom_section

[cryptocom section]
# Load engine from DSO

dynamic_path = /some/path/libcryptocomengine.so
# A foo specific ctrl.

some_ctrl = some_value

# Another ctrl that doesn’t take a value.
other_ctrl = EMPTY

# Supply all default algorithms

default_ _algorithms = ALL
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6.2.6 Ilpumeuanus

Ecan koHpUrypauroHHbIH (haiis nbiTaeTcs MOACTaBUTh HECYIIECTBYIOULYIO TepeMeHHY0, BbICTaB-
asiercst psar owMOKK U aila He OyneT 3arpyKeH. DTO MOXKET MPOU3OHTH, €CJU [esaeTcs MOMbIT-
Ka TOJACTaBUTb HECYIECTBYIOLLYI0 NepeMeHHYI0 OKpy:KeHHs. Hampumep, B npenpiayleldl BepcUH
OpenSSL ywmosuatenbHBIH TyIaBHBIA KoH(UrypauuoHHbH (aitn OpenSSL ucnonb3oBasn 3HaueHue
HOME, kotopoe He Moryio ObITh ompeneseHo B He-Unix-mompoGHBIX ONMepanMoHHBIX CHCTEMax, UToO
BbI3bIBAJIO OLIUOKY

ITO0 MOXKHO OOOHTH, BKJIOYHUB yMOJUaTeNbHYIO CEKLHIO, KOTOpas MpPeNoCTaBjseT yMoJadaTesb-
HOe 3HayeHHe: TOTAa eC/JU B OKPYKeHUM He yAacTCsd HAaHUTH COOTBETCTBYIOLLYIO CTPOKY, BMECTO Hee
OyneT UCMOJAb30BAHO YMOJIUaTe bHOE 3HaueHHe. UToObl 3TO HalexkHO paboTaJsio, yMoadaTebHOe 3Ha-
npuMep, KaK 3TO cjeayeT 1esaTb.

Ecau B ofHOH U TOH Ke CEKIMH CYylleCTBYeT HeCKOJIbKO 3HAaUeHHWH OIHOM W TOH Ke mepeMeHHOH,
TO BCe 3Ha4YeHMs, KpoMe MocJefHero, OyAyT NMPOUTHOPUPOBaHbl. B HEKOTOpPBIX 00CTOSITENbCTBAX,
Hanpumep, ¢ DN, ofHO U TO e moJsie MOXKET BCTPETUTHCS HECKOJBKO pa3. ATo 0OBIYHO OOXOAUTCS
UTHOPUPOBaHHUEM JI0ObIX CHMBOJIOB Nepen NnepBoil. Hanprumep:

1.0U="My first OU"
2.0U="My second OU"

YKaspiBaTh B KOH(DUTypalLlMOHHOM (paiiie KiioueBble (hal/bl BO3MOKHO TOJBKO B CJyyae, eCJu
COOTBETCTBYIOLIAsl KOMaHIA YTHJWTHEl openssl (M3 OMHCAHHBIX B NaHHOM PYKOBOICTBE 3TO TOJBKO
KOMaH/ia ca) MOoAJNEePKHUBaeT YKa3aHHe KJjdeld B KOHQUrypalHoHHoM ¢aiie. [Ipu 3TOM, ecau Koy
pacroJioxKeH He B (paiijie, a HA anmapaTHOM HOCHTeJie, TO yKa3daHHe Ha 3TOT pakT (-keyform engine)
LOJI?KHO MPUCYTCTBOBATb B KOMaHIHOH CTpOKe.

6.2.7 Ilpumepsl

3nech npuBeseH 06pasel] KOH(UTYPALUOHHOrO (akia ¢ UCIONb30BaHUEM HEKOTOPBIX BO3MOXKHO-
CTeH, ONMCAHHBIX BhBILIE.

# This is the default section.
HOME=/temp

RANDFILE= ${ENV::HOME}/.rnd
configdir=$ENV: :HOME/config

[ section_one ]

# We are now in section one.

# Quotes permit leading and trailing whitespace
any = " any variable name "

other = A string that can \
cover several lines \
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by including \\ characters
message = Hello World\n
[ section_two ]

greeting = $section_one: :message

Crenyiomui npuMep rnoxkasbiBaeT, Kak 6€3011aCHO MOJACTABJISATh NepeMeHHble OKPYKeHHS.

[Tpenmonoxkum, Bel XOTHTe, uTOOBI mepeMeHHasi tmpfile ykasbiBana Ha BpemeHHOe uMs (haii-
qa. Karanor, B KOTOpoM noMmeleH (ailj, MOXKHO OINpedesUTh C MOMOIILbIO MepeMeHHbIX OKPYKeHHUS
TEMP unu TMP, HO UM MoXeT He ObITh NPUCBOEHO BOOOILle HUKAKOTr0 3HaueHus. Ecau Bbl MpocTo
BKJIIOUMTE Ha3BaHHs MEPEMEHHBIX OKPYKEeHHs, a KaKasi-HUOYAb U3 3TUX MepeMeHHbIX He CYIeCTBY-
€T, 3TO BbI30BeT OLIMOKY MPH MONbITKE 3arpy3UTh KOH(UTypauHoHHBIH (aita. [Ipyu ncnosnb3oBaHUU
yMoJi4aTeJIbHOM CeKLIMU MOXKHO HaUTH o0e nepemeHHble, npuueM TEMP 6ynetr umets npuopurer, a
ecJIM HU OJIHA U3 HUX He olpeleJsieHa, OyneT ucmoJb3oBaHa /textbackslash tmp:

TMP=/tmp

# The above value is used if TMP isn’t in the environment
TEMP=S$ENV: : TMP

# The above value is used if TEMP isn’t in the environment
tmpfile=${ENV: :TEMP}/tmp.filename

6.2.8 dopmaT KoH(DHUTypaLUi pacIiMpeHUH cepTU(PHUKATOB

6.2.8.1 Onmnucanue

HexoTopble KoMaHIbl yTHUIUTB openssl Moryt no6aBisTb pacLIMpPeHHs K cepTH(HUKaTaM HJH
3ampocam Ha CepTH(HUKAThl Ha OCHOBE COAEPKaHUA KOH(PUIYPALLMOHHOrO (aia.
Kak npaBuso, npu/oKeHHe CONEPKUT OMNLIMIO, YKA3bIBAIOILYIO Ha CeKIHUIO paclinpeHui. Kaxnas
CTPOKa CEeKLHH pacliMpeHUd NpHUHHUMaeT (opmy:
extension name=[critical,] extension_ options

Ecnu npucytctByet onuus critical, pacunpenve 6yneT KpUTHUECKHUM.

®dopmart 3HaueHu# extension_options 3aBUcCHUT OT 3HaueHHUs extension_name.

EcTb ueThlpe ryiaBHBIX THUIIOB pacliHpPeHHUH: CTPOKOBble pacIipeHUsi, MHOrO3HaYHble PacllHUpeHHs,
OWHapHble U NPOU3BOJIbHbIE PACLUIHMPEHUS.

CTpoKOBBIE paclIMpeHHs BKJIOYAIT NPOCTO CTPOKY CHMBOJIOB, COAEPKALLYIO UM CaMO 3HaUeHHe
WJIH KaK ero IMOJIyUYUTb.

Hanpumep:

nsComment="This is a Comment"

MHoro3sHauHble pacUIMpeHHsT UMEIT KOPOTKYyH W AjuHHylo ¢opmy. KopoTkas dopma — 310
CIIUCOK MME€H W 3Ha4YeHHH:

basicConstraints=critical,CA:true,pathlen:1
JlnuHHasa ¢opma Mmo3BoJsieT MOMECTUTh 3HAUeHUS] B OTAEJNbHYI0 CEKLHIO:
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basicConstraints=critical, @bs_section
[bs_section]

CA=true
pathlen=1

O6e ¢GopMbl 5KBUBAJIEHTHBI.

CuHTakcuc OMHApHBIX pacIlWpeHHH omnpenessieTcsi KOAOM PaCUIMpPEHHUs: HANpUMep, OHO MOXKET
coflepKaTh JaHHble B HECKOJbKHUX ceKUHsAX. [IpaBUJ/IbHBIM CHHTAKCHC B KaXKAOM CJjyuyae orpeneJs-
eTcsl CaMHUM KOJIOM pacLUMpeHUs: [Js MpUMepa NMPOCMOTPUTE paclIUpeHHe, copeprKallee MOJUTUKY
cepTU(HUKarTa.

Ecan Kako#-To THI paclIUMpeHUsl He MOJAAepKHUBAETCs, CleAyeT M0Nb30BaThCS CHHTAKCUCOM MPO-

.............

6.2.8.2 CraHpapTHble paclIMpeHHs

Crenyomiye pasziessl B MOAPOOHOCTAX OMUCHIBAIOT KaKJI0e MOJJepKHUBaeMoe paclihpeHue.

6.2.8.2.1 Basic Constraints

DTO MHOTO3HAYHOE pacCIIMpeHHe, KOTOpPOe yYKa3blBaeT, SBJSETCS JIU CEPTHPHKAT cepTU(UKATOM
Y1I. [lepBoe (o6si3atesibHoe) uMss — CA, 3a HuM caenyetr TRUE nau FALSE. Ecau 3nauenune CA
paBHo TRUE, To M0oXHO BKJ/IOYHMTH onuHOHaNbHOe MMs pathlen, 3a KoTopeIM ciefyeT HeoTpHIlla-
TeJbHOE YUCJIO.

[Ipumepsr:

basicConstraints=CA:TRUE

basicConstraints=CA:FALSE

basicConstraints=critical,CA:TRUE, pathlen:0

Ceprudukar Y1I momxeH Bk/awodaTh 3HaueHue basicConstraints, roe 3nauenue mosss CA ycra-
HoBsieHo B TRUE. B KoHeYHOM M0JIb30BaTENbCKOM CEPTH(HUKATE CIEAYeT UM YyCTaHOBUTH moje CA
B 3HayeHne FALSE, uau momHOCThIO HCKJIOUHTBH 3TO paciiMpeHde. HekoTopele Mpu/okeHHs MO-
ryT Tpe6oBaTh BKJueHHe basicConstraints ¢ mosem CA, ycraHoBjeHHbM B 3HadeHune FALSE, B
M0/1b30BaTeNbCKUe CePTU(UKATDI.

[Tapametp pathlen ykasbiBaeT MakcHMa/IbHOE KOJHUECTBO cepTH(HKaTOB ¥ LI, KoTopoe MoxkeT mo-
SIBASATBCS TOJ 3TUM cepTHdUKaToM B Lenouke. [losTomy ecnn y Bac ceprudukar YL co 3HaueHnem
pathlen, paBHBIM HYJTI0, TO €r0 MOXKHO HCIOJb30BaTh TOJNBKO MAJisI TIOAMUCH KOHEUHBIX MOJb30BATEb-
CKHX CepTU(UKATOB, HO He Npyrux cepruduraron ¥ L1.

6.2.8.2.2 Key Usage

Key Usage — 3T0 MHOro3HauHOe paclllMpPeHHe, COCTOslee U3 CIHMCKAa HMeH J03BOJIEHHbBIX MpHU-
MeHeHHH KJro4da.

[lopnepxuBaemble MMeHa: digitalSignature, nonRepudiation, keyEncipherment,
dataEncipherment, keyAgreement, keyCertSign, cRLSign, encipherOnly and decipherOnly.
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[Ipumepsr:
keyUsage=digitalSignature, nonRepudiation

keyUsage=critical, keyCertSign

6.2.8.2.3 Extended Key Usage

DTO paclivpeHre COCTOUT W3 CIIUCKA NMPUMEHEHHH, YKa3blBAWOIIUX LeJHd, AJs KOTOPbIX MOXKHO
MCII0JIb30BATh OTKPBITBIH KJIOU, COEPKALIUHCS B cepTU(UKATE.

OnHM MOTYT ObITb JIUOO KOPOTKUMH HMeHaMH 0ObEeKTOB MJIM UHCJeHHO-ToueyHol dopmoit OIDos.
XoTs MOXKHO HCTosb30BaTh Jw060it OID, cMmbic/ UMEIOT TOJbKO HeKoTopble 3HadeHHs. OcobeHHO
BaxkHbI caenytoinue sHadenns PKIX, NS u MS:

3HaueHUe CMEICTI

serverAuth SSL/TLS Web Server Authentication.

clientAuth SSL/TLS Web Client Authentication.

codeSigning Code signing.

emailProtection E-mail Protection (S/MIME).

timeStamping Trusted Timestamping

OCSPSigning OCSP Signing

ipsecIKE ipsec Internet Key Exchange

msCodeInd Microsoft Individual Code Signing (authenticode)
msCodeCom Microsoft Commercial Code Signing (authenticode)
msCTLSign Microsoft Trust List Signing

msEFS Microsoft Encrypted File System

[Ipumepsr:

extendedKeyUsage=critical, codeSigning,1.2.3.4
extendedKeyUsage=nsSGC, msSGC

6.2.8.2.4 Subject Key Ildentifier

DTO Ha caMOM Jiejle CTPOKOBO€e paclIMpeHHe, KOTOpoe MOXeT MPUHUMATh JBa BO3MOXHBIX 3Ha-
yenus. Mau cmoBo «hash», koTopoe aBTOMaTHyecku cooTBeTcTByeT ykaszaHusiM U3 RFC3280, nau
IIeCTHaALaTepUyHasi CTPOKa, 3ajaiollasi 3HAaueHHWe pacCIIMpeHHsi, KOTOPOe CJeNyeT HCMOJb30BaTh.
Hcnonb3oBaHue MeCcTHAALLATEPUUHON CTPOKH HE PEKOMEHIYeTCs.

[Ipumep:

subjectKeyIdentifier=hash

6.2.8.2.5 Authority Key Identifier

Pacmupenne Authority Key Identifier umeer nBa xommnonenra: keyid u issuer; o6a Moryt npu-
HUMAaTb OIIHOHAJbHOE 3HaueHHe «always»

Ecsu npucyretByer KommnoHeHT keyid, nesmaetcst moneitka ckonuposatb Subject Key Identifier us
POAMTEJBCKOTO cepTHduKaTa. EciM mpucyTCcTByeT KOMIOHEHT always, TO MpH HeylauHOM 3aBeplile-
HUHU BBITIOJIHEHHUS] 3TOH MOMBITKK BO3BpalllaeTCsi OLIMOKa.
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KommnoneHT issuer konupyert issuer u serial number u3 ceprucukara issuer. 9To BBHIIOJIHSAETCS
TOJILKO B TOM CJydyae, ecld KOMMOHeHT keyid BBIMOJHUTBL He ynasoch, WM KoMmroHeHT keyid He
BKJIIOUEH, HO (psiar always Bcerna 6yneT BK/IIOYATh 3TO 3HAUEHHE.

[Tpumep:

authorityKeyIdentifier=keyid, issuer

6.2.8.2.6 Subject Alternative Name

Pacmnpenne subject alternative name mnosBosisieT BK/0OYaTbh pasinyHble OyKBeHHble 3Hade-
HUS B KOH(UTypauuoHHBIH (aii. OHM Bk/atodyaioT email (agpec snekTponHod moutsl), URI (enu-
Hbli uHIUKaTop pecypcoB), DNS (DNS-umsa nomena), RID (3apeructpupoBannsiii ID: OBJECT
IDENTIFIER), IP (IP-anpec), dirName (distinguished name) u otherName.

KomnoneHnT email Bk/ouaer cneuuaspHOe 3HaYeHHE COPY. DTO AaBTOMATHUECKH BKJ/IOYAeT BCe
3JIEKTPOHHbIE aapeca, Colep:Kalllyecs B MoJje cepTuduKara subject name, B paciuupeHue.

[P-anpec, ucnosnbaytomuiics B komnoHeHte [P, moxet 6bITh UM B popmate [Pv4, unu B hopmate
[Pv6.

3Hauenue dirName MoJ/’KHO yKasbiBaThb Ha CeKIIHIO, comepzkallyl Heobxomumoe distinguished
name B BUJe Habopa nap uMs-sHadeHue. [IpubaBuB crnepeny K HMeHH 3HaK +, MOXKHO C(pOPMHUPOBATH
mHorosnaunbie AVA (Attribute Value Assertion).

3Hauenue otherName MokeT BKJIIOUaTh NMPOM3BOJIbHBIE AaHHBIE, cBsisaHHble ¢ OID: 3HaueHuem
nomxeH 6biTh OID, 3a KOTOpBIM CjleqyeT TOUKa ¢ 3alsiTOH U colep:KaHUe B CTaHAAPTHOM (opmarte,
BocnpuHuMaeMoMm pyHkuued ASN1_generate_nconf.

[Iprumepsr:
subjectAltName=email:copy, email :my@other.address,URI:http://my.url.here/
subjectAltName=IP:192.168.7.1
subjectAltName=IP:13::17
subjectAltName=email :my@other.address,RID:1.2.3.4
subjectAltName=otherName:1.2.3.4;UTF8:some other identifier

subjectAltName=dirName:dir sect

[dir sect]

C=UK

O=My Organization
OU=My Unit

CN=My Name

6.2.8.2.7 Issuer Alternative Name

KomnoHneHT issuer alternative name momnep»kuBaeT Bce OyKBeHHble omiuu subject alternative
name. OH He mNOAIEepXKHBaeT OMUMIO email:copy, MOTOMy 4YTO 3TO He HMeJjo Obl cMbicia. Ho
OH TIONIEeP>KUBAET JIOTMOJHHUTENbHYI0 OIIHIO iSSuer:copy, KoTopas KOMHMpyeT Bce 3HaueHus subject
alternative name u3 ceptudukara issuer (ecJu BO3MOXKHO).

[Ipumep:

issuserAltName = issuer:copy
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6.2.8.2.8 Authority Info Access

Pacmupenue authority information access mnpemocraBssieT mompoGHOe oOmNHMCaHHe TOro, Kak
MOJYyYUTb OIpele/ieHHYyl0 HH(popMaluio, cBsidaHHylo ¢ ceptudukarom YII. Ero cuntakcuc -
accessOID;location, raoe location uMeeT TOT e CHHTaKCHC, UuTO U subject alternative name (To/sbKO
email:copy He nopnepxuBaetcsi). accessOID moxeT 6bITh M06BIM fAeficTBUTebHBIM OID, HO ToJBKO
HeKOTOpble 3HaueHHsi UMetoT cMbics, Hanpumep, OCSP u calssuers.

[Ipumep:

authorityInfoAccess = OCSP;URI:http://ocsp.my.host/
authorityInfoAccess = calssuers;URI:http://my.ca/ca.html

6.2.8.2.9 CRL distribution points

OTO MHOTO3HAauHOE paclIMpPeHHe, KOMIOHEHThl KOTOPOTO MOXKHO YKas3aTb HJM B BHIE Tap
MMsi:3HauUeHHe, UCTONb3ys Ty ke ¢opMmy, uTto W y subject alternative name, uau B Bume omHO-
r0 3HaueHUs, NpeaCTaBJsoLIero coboil UMs CeKLUH, coiepKallell Bce MoJs TOYKH paclpeesieHus
CRL.

Ecnu ouepennoii komnoHeHT DistributionPoint nmeet dopmar napsl uMs:3HaueHHe, TO CO3AaeTCS
3HadyeHue ¢ nosem [ullName, ycrtaHoBieHHBIM B HaHHOe 3HaYeHHE, W OTCYTCTBYIOLIMMH MOJSIMH
cRLissuer u reasons.

B cnyuae, eciu KOMIOHEHT UMeeT (DOPMY MMEHH CEKLHH, TO yKa3aHHasl CEKLHS CONEepKUT 3Ha-
YeHHUs A/ KaxkJIoro noJss. B aToll cexuuu:

Ecau 3nauenue mnogs «uMsi» — fullname, To mosie «3HaueHHe» MOJKHO COMEPKATb TMOJHOE UMS
TOYKM pacrnpefiesieHHst B TOM ke ¢dopmate, uyto U subject alternative name.

Ecnu 3HaueHue mosis «uMsi» — relativename, To moJsie «3HaueHWe» MOJKHO CONEPIKATb UMS CeK-
IIMH, COolepkKaHHe KOTOPOH mpencTaBJsieT cob6oi gparment Distinguished Name, kotopblii cienyet
TIOMECTUTb B 3TO MOJIeE.

Ecnu npucyrterByer nmst CRLIssuer, oHO mo/?KHO conmep»KaTh 3HaueHHe /ST 3TOrO MoJsi B (op-
mate subject alternative name.

Ecsnu 3HadeHue mosist «MMsi» — reasons, TO MoJe «3HayeHHEe» NOJKHO COCTOSITb M3 pasjesieH-
HBIX 3aMATbBIMK ToJieH, comepKamux npuuunbl. [lomnepxkuBatorcs npuuubbl: «keyCompromises,
«CACompromise», «affiliationChanged», «superseded», «cessationOfOperation», «certificateHold»,
«privilegeWithdrawn» and «AACompromise».

[IpocTeie npumeps:

crlDistributionPoints=URI:http://myhost.com/myca.crl
crlDistributionPoints=URI:http://my.com/my.crl,URI:http://oth.com/my.crl

[TosHBIA MpHUMep TOYKH pacrpeneseHus:
crlDistributionPoints=crldpl_section

[crldpl_section]
fullname=URI:http://myhost.com/myca.crl
CRLissuer=dirName:issuer sect

reasons=keyCompromise, CACompromise

[issuer sect]
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C=UK
O=0Organisation
CN=Some Name

6.2.8.2.10 Issuing Distribution Points

DTO paclidpeHHe IOJ/KHO MOSIB/IATHCS TOMAbKO B CIUCKax or3biBa ceptugukaros (CRL). Ito
MHOTI'03HayHOe paclliMpeHHe, CHHTAaKCHUC KOTOPOro MOXO0XK Ha CHMHTAKCHUC «CeKIMHM», HAa KOTOPYIO yKa-
3biBaeT pacuiupenne CRL distribution points, Ho ¢ HeKOTOPBIMU OTJIHUUSIMH.

Hwmena reasons nu CRLissuer He pacnosnarores.

JonyctrMo uMs onlysomereasons, KOTOpoe yCTaHaBJMBAaeT 3HaueHHe MOJs reasons. 3HaueHHe
yKa3bIBaeTcsl B TOM ke popmaTte, 4To U moJie reasons pacmupenns CRL distribution point.

Takxe momyckatrotcss uMmeHa «onlyuser», «onlyCA», «onlyAA» and «indirectCRL». 3Hauenwus
nomxubl 0bITh OysaeBbiMH (TRUE unu FALSE), yTo6bl yKasaTh 3HaueHHe COOTBETCTBYIOLIETO MOJIS.

[Ipumep:

issuingDistributionPoint=critical, Q@idp_section

[idp section]

fullname=URI:http://myhost.com/myca.crl
indirectCRL=TRUE
onlysomereasons=keyCompromise, CACompromise

[issuer_ sect]
C=UK
O=0Organisation
CN=Some Name

6.2.8.2.11 Certificate Policies

IT0 GHHapHOe pacliMpeHue. Bce moss aToro pacuvpeHuss MOryT ObITh YCTaHOBJIEHBI C [IOMOLILbIO
COOTBETCTBYIOLLEr0 CHHTAKCHCA.

Ecqu Bol caenyere pekomenpauusiMm PKIX u npocto ucnonbsyere ogrn OID, Bam cienyer npocto
BKJIIOUMTb 3HaueHHe sTtoro OID. Bosee ogHoro OID MOXHO ycTaHOBUTb, pa3fie/MB UX 3aMsATHIMH,
HanpuMep:

certificatePolicies= 1.2.4.5, 1.1.3.4

Ecau Bbl XOTHTe BK/IOYUTb KBanugpukatopsl, To OID monmuTUKH M KBaaU(PUKATOPBI HOJKHBI

ObITh yKa3aHbl B OTIEJbHOE CEKIMH: ITO JeJaeTcs ¢ UCMONb30BaHUEM CHHTaKcHca @section BMecTo

6ykBeHHoro 3HauyeHus OID.
Cexuus, Ha KOTOPYIO YKa3blBaloT, Jo/KHa BKAo4aTh OID MosUTHKK ¢ UCNONBb30BaHHEM HUMEHH

policyldentifier, xBanudrkatopel cPSuri MoryT 6BITE BK/IOUEHB! C MOMOLIBI0 CHHTAKCHCA:
CPS.nnn=value
userNotice.nnn=@notice

3naueHue KBasnucpukaropa userNotice ykasbiBaeTcss B COOTBETCTBYIOLIEH CEKLUHH. IJTa CeK-
IUsT MOXKeT BKJo4YaThb KommnoHeHTHl explicitText, organization u noticeNumbers. explicitText u
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organization — tekctoBble cTpokH, noticeNumbers — cnucok uuces, pasfeseHHbIX 3anaTbiMU. Ec-
JIM BKJIIOUEHBl KOMITOHEHTHI organization u noticeNumbers, oH1 10/2KHBI TPUCYTCTBOBaTh 00a. Eciu
BBl HcIoJb3yeTe KommnoHeHT userNotice ¢ Internet Explorer 5, Bam moHamo6utcsi onuus iadorg Ha
BEpPXHEM ypOBHe, UTOObl MOAU(HULHUPOBATh KOOAUPOBKY; B IPOTUBHOM CJly4yae OHA He OyzeT NPaBUIbHO
UHTEPIPETHPOBAHA.
[Ipumep:
certificatePolicies=ia5org,1.2.3.4,1.5.6.7.8,@polsect

[polsect]

policyIdentifier = 1.3.5.8
CPS.1="http://my.host.name/"
CPS.2="http://my.your.name/"
userNotice.l=Q@notice

[notice]

explicitText="Explicit Text Here"
organization="Organisation Name"
noticeNumbers=1,2, 3,4
Onuwus iadorg usmeHsiet tum noJisi organization. B RFC2459 3to nosie MoxkeT GBITh TOJNBKO THMA
DisplayText. B RFC3280 rtakxe monyctum Ttun [A5Strring. Hekoropble npuJsoxeHus (Hampumep,
HekoTopble Bepcuu Internet Explorer) moryT motpe6oBath iaborg.

6.2.8.2.12 Policy Constraints

DTO MHOTrO3HAa4YHOe  paclivpeHue, cocrosimee u3 uMeH requireExplicitPolicy  wnim
inhibitPolicyMapping u HeoTpuuaTesbHOro Lea0ro 4ucsaa. Jlo/KeH NPUCYTCTBOBATh MO KpakH-
Hel Mepe OJHMH KOMIIOHEHT.

[Ipumep:

policyConstraints = requireExplicitPolicy:3

6.2.8.2.13 Inhibit Any Policy

ITO CTPOKOBOE BbIpaxkeHHe, 3HaUeHHEM KOTOPOrO AOJKHO ObIThb HEOTPULIATEJbHOE 11eJ10€ YUCJIO.
[Ipumep:
inhibitAnyPolicy = 2

6.2.8.2.14 Name Constraints

Pacmupenrne name constraints — MHorosHauHoe pacuiupeHue. FimMsi 0O/KHO HauyMHATBCS €O
caoB permitted unm excluded, 3a KoTopeIMHU ciienyeT TouKa ¢ 3ansaTod. OcrajsbHas 4acTb UMEHH U
3HayeHHe CJelyeT CUHTaKcucy paciinpenus subjectAltName, 3a uck/aroueHuem Toro, uto email:copy
He noanepxkuBaetcs, U ¢opma [P nosmxHa cocroste U3 IP-agpecoB u macku mopceTH, pasneséHHbIX
CHMBOJIOM /.

[Ipumepsr:
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nameConstraints=permitted;IP:192.168.0.0/255.255.0.0
nameConstraints=permitted;email:.somedomain.com

nameConstraints=excluded;email:.com

6.2.8.2.15 OCSP No Check

Pacmupenne OCSP No Check — 310 cTpokoBoe paciiupeHre, HO ero 3HaUeHHe yCTaHaBJIHWBAETCS
B ignored.
[Tpumep:
noCheck = ignored

6.2.8.2.16 Onuus TLS (maxace uzsecmrnas kax Must Staple)

DTO MHOIO3HAuUHOE paclIHpeHHe, COCTosllee M3 CHUCKA MIeHTH(HUKATOpoB paciuupeHuit TLS.
Kaxnblil U3 uieHTH(HUKATOPOB MOKET ObITh YhcaoM (0T 0 no 65535) nau nopaepKMBaeMbIM HMEHEM.
Korna kauent TLS nocelnaeT pacuivpeHue U3 CIUCKa, TO OXKUAAETCs, 4TO cepBep TLS BK/IOUHT 3TO
pacuiupenve B oTBeT. [lopnep:kuBaemble uMeHa: status_request u status_request_v2.

[Ipumep:

tlsfeature = status_request

6.2.8.3 HepekomeHnyemMble pacuInpeHUs

OnucaHHblE HUXKE pacliupeHud He ABJIAITCA CTaHAAPTHBIMUH, OHU CI'IEU,I/Iq)I/I‘—IHbI JJ1d Netscape H
B OCHOBHOM YCTapeJiu. Hx ucronb3oBaHue B HOBBIX MIPUJOKEHHAX HE PEKOMEHAYETCHA

6.2.8.3.1 Pacwupenusa Netscape String

Netscape Comment (nsComment) - CTPOKOBOE pacClLUHpeHHe, colaepKallee KOMMEHTApUH, KOTO-
pbIil BBIBOAUTCSI B HEKOTOPBIX Opaysepax Mpu MPOCMOTPe cepTUdHUKaTA.
[Ipumep:
nsComment = "Some Random Comment"

Jpyrue mnopnepKruBaeMmble paciidpeHuss w3 3toi Kateropuu: nsBaseUrl, nsRevocationUrl,
nsCaRevocationUrl, nsRenewalUrl, nsCaPolicyUrl u nsSslServerName.

6.2.8.3.2 Netscape Certificate Type

DTO MHOTO3HaYHOE paclIMpeHHe, COCTOsIIIee M3 CIUCKA (/1aroB, KOTOPHIH HY>KHO BKJIOYHUTH B
ceptuukar. OHO HCIOJMB30BAJIOCh AJISl YKa3aHHUs LieJied, /s KOTOPBIX MOXKHO HCIIOJIb30BaTh Cep-
tTudukar. Cellyac BMeCTO HEro McnoJb3ytoTes paciuupenus: basicConstraints, keyUsage u extended
key usage.

Jonyctumele 3Hauenus s pacmnpenus nsCertType: client, server, email, objsign, reserved,
sslCA, emailCA, objCA.
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6.2.8.4 IlpousBosibHbIE pacIIUpeHHsI

Ecnu pacmmpenue He mopnepkuBaetcs B kope OpenSSL, ero cienyer 3akonupoBaTh, HCMOJb3YS
(hopmaT NPOU3BOJNBHBIX pacilipeHUH. MoXHO TakKe HCM0Jb30BaTh (hOpMaT NMPOHU3BOJBHBIX PaCIIU-
peHUil U [Js moajep:KuBaeMbix paciunpeHuil. Caenyet obpamiatbh ocoboe BHHUMaHHe Ha TO, YTOOHI
LaHHble OblIM O0T(HOPMATHPOBAHBI KOPPEKTHO B COOTBETCTBHHU C THUIIOM JAHHOTO PaCLIMpeHHs.

CyuiecTByeT 1Ba croco6a KOAMPOBAHHUS MPOU3BOJIBHBEIX PACLIMPEHUH.

[TepBoi#t croco6 - ucnosnb3oBath cioBo ASNI, 3a KOTOPBIM CJIeNyeT COlepKaHHe pacllhpeHHUs B
¢dopmare, BocnpuHuMaeMoM (yHkiued ASN1_generate_nconf. Hanpumep:

1.2.3.4=critical,ASN1:UTF8String:Some random data
1.2.3.4=ASN1:SEQUENCE:seq sect
[seq_sect]

fieldl = UTF8:fieldl
field2 = UTF8:field2
BosmoxkHO Tak:ke ucrnosb3oBaTh cioBo DER n/s BKitoyeHusi GHHAPHBIX KOIHMPOBAHHBIX NAHHBIX
B Jil0OO€e paclIupeHue.
1.2.3.4=critical,DER:01:02:03:04
1.2.3.4=DER:01020304
3Hauenue, caenytouiee 3a DER — mectnanuartepuunsiét namn DER-konupoBku paciivpeHus.
JI1o60e paciivpeHre MOXHO 3anucaTb B 3TOH (popMe, UTOOBI MepeornpefesuThb MOBeAeHUe M0 YMOJ-
uyaHuio. Hanpumep:
basicConstraints=critical,DER:00:01:02:03

6.2.8.5 [IlpenynpexxneHue

Het rapanTtuu, uto KOHKpeTHasi peanusauus OyneT o6padaTbiBaTh Kaxkaoe KOHKPETHOE pacIlIu-
peHue. TakuMm o6pa3om, HHOTIA CYLIECTBYeT BO3MOXKHOCTb HMCIOJb30BaTh CEPTU(HUKATBHl B LeNAX,
3amnpelleHHbIX B MX pacLIMpPeHHsiX, MOTOMY UTO KOHKpeTHOe IpPUJIOKEHHE He paclo3HaeT UJU He
YUHUTBHIBaeT 3HaUeHUS] COOTBETCTBYIOLUIUX PACUIMPEHHUH.

Heo6xonumo ¢ ocTopoxxHOCTbI0 Hcnob3oBath oniudd DER n ASNI1. Ecau HeocTopoxHO HCTOb-
30BaTh 3TH ONLHUH, MOXKHO CO3[aTh COBEPLIEHHO HEKOPPEKTHbIE paCLIMpEHHUS.

6.2.8.6 Ilpumeuanus

Ecnn pacuivpeHre MHOTO3HAuHO, W TOJe «3Ha4eHHE» NOJKHO CONEpPXKaTh 3amsiATYIo, CJAedyeT
MCII0JIb30BaTh JJIMHHYIO (DOpMY, MHade 3amsiTasi MOXKeT ObiTb HelNpaBUJbHO MHTEPIIPETHPOBAHA KakK
paszmenuresb nojeld. Hanpumep:

subjectAltName=URI:ldap://somehost.com/CN=foo, OU=bar
BbI30BET OLINOKY, HO 9KBUBaJIeHTHas (popma:
subjectAltName=@subject_alt_section

[subject_alt section]
subjectAltName=URI:ldap://somehost.com/CN=foo, OU=bar
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BIIOJIHE KOPPEKTHA.
13-3a noBenenus 6ubauoreku OpenSSL conf ogHO ¥ TO XKe UMSI MOJIST MOXKET BCTPEUYaThCs TOJIbKO

ONIMH pa3 B CEKLHUU. DTO O3HAUAET, UTO:

subjectAltName=@alt_section
[alt_section]

email=steve@here
email=steve@there

pacriosHaeT TOJIbKO IMoCJeNHEeEe 3Ha4YeHHUeE. DT0 MOXKHO O6OI>1TH, HCII0JIb3YA q)OpMyZ

[alt_section]

email.l=steve@here
email .2=steve@there
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7 Hcnoap3oBaHue

7.1 @®opmar BbI30BA YTUJIUTHI

openssl KomaHga [oMUKK KOMaHAbI| [apryMeHTB KOMaHAbl| — OOLIMH (hOpMAT BbI30BA YTHJMUTEL

openssl [ list-standard-commands | list-message-digest-commands | list-cipher-commands |
list-cipher-algorithms | list-message-digest-algorithms | list-public-key-algorithms] — dopmat
BBI30Ba IMCEBIOKOMaH]

openssl no-XXX [Heo6s13aTesibHbIE ONUHUK| — MPOBEpPKa CYIIECTBOBAHUSI KOMAaH/bI

7.2 HcnonbsoBanue anroputmoB 'OCT

B OosblIMHCTBE ciy4yaeB SIBHOE yKa3aHHe alrOpUTMa He HYKHO, UCIOJb3yeMbId aJrOpPUTM aB-
TOMaTHYeCKH OIpelesiieTCss Ha OCHOBE HCIOJb3YeMOro KJoya.
Heo0xonumo siBHEIM 00pa3oM yKasblBaTh aJOPUTMbI NIPU UCIIOJNb30BAHUM KOMAaHI!

HeoOX0onUMO yKa3biBaTh mapametp -md_gostl2_256, -md_gost12_512 uau -md_gost94 (nocnenuuii
BapUaHT CJedyeT HCIO0Jb30BaTh TOJBKO MJisi 00ecriedyeHUss COBMECTHMMOCTH C MPeAbIAYIIHMH Bep-
CUSIMH); AJs1 Beiuucaenusi umutoscTaBkd mo TOCT P 34.12-2015/TOCT P 34.13-2015 Heo6xogumo
yKasblBaTh MapaMeTp -mac magma-mac uiad -mac kuznyechik-mac; nist BluncjeHUs HMHTOBCTABKH
no F'OCT 28147-89 (tonbko a/si obecredyeHHs] COBMECTUMOCTH C MPEAbIAYIIHNMH BEPCUSIMH) HE0O-
XOJIMMO YKa3blBaTh MapaMmeTp -mac gost-mac uau -mac gost-mac-12 (pasjiuuaroTcs UCIOJMb3yeMbIM
HabOpOM MapaMeTpPOB).

IMMO SIBHBIM 00pa3oM yKa3biBaTb ajaroputm gost2012_256, gost2012_512 uau gost2001 ¢ HyKHBEIM
Ha6opom napameTtpoB (anaroputm gost2001 caemyer Mcmonb30BaTh TOMBKO AJst 0OecreueHus: COBMe-
CTUMOCTH C TIPEIBbIAYIIHMH BEPCHSIMH).

PUTM CUMMETPHUYHOTO LIK(POBaHUsS -magma-ctr-acpkm, -magma-ctr-acpkm-omac, -kuznyechik-ctr-
acpkm, -kuznyechik-ctr-acpkm-omac usan -gost89 (nmocsnenHuit — TonbKO 1Js1 0GecrieyeHusi CoBMe-
ctuMocTH co crapeiMu CK3H).

7.3 Kuoud Ha anmapaTHBIX HOCUTEJSX

[Tonb3oBaTeib yTHAUTB openssl MOXeT BOCMOJb30BAThCS KJIOYaMH, HAXOASIIMMHCS Ha ammna-
paTHBIX HOCHUTEJNSAX, €CJIU UCIOJNb3yeMasi KOMaHaa UMeeT onuuilo keyform uiau aHasoruuHyio.

B Hacrosiiee Bpemsi nonanep:kuBaeTcs padota ¢ JIOOBIMU annapaTHbBIMH HOCHUTEJSIMH, TMOAJAEep-
x)upatomuMu uHtepdeiic PKCS#11 («Pytoken IIUII», «JaCarta» v UM MomoOHBIMHK), a TaKXke CO
CJeNyIOUHMMH annapaTHBIMA HOCHUTEJSAMHU:

— ycTpoHcTBO «PyTOKeH» ¢ XpaHeHHeM KJitoued B (DailJloBOM CUCTEMe TOKEHa;

— ycTpoiicBo «Bbloras.

B 6ynyiiem MoryT ObiTb 100aBJ€HBl MOAY/IHU MOALEPKKH U APYTHUX YCTPOHCTB.

[Tonnepxka TokeHoB PKCS#11 peannsoBaHa HemnmocpeICTBEHHO B dHXKMHe cryptocom, mns uc-
MO/Ib30BaHUS APYTHX THUIOB HOCHTeNEH HEOOXOMUMO YCTAaHOBUTD JOMOJHUTENbHBIH MOLY/b O AEPK-
KH COOTBETCTBYIOLLEr0 HOCHUTEJIS.
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7.3.1 HcnonbsoBanue annapaTtHbiX Hocutesed PKCS#11

PKCS#11 — 310 cTaHnapTU3HMpOBaHHBIM NpOrpaMMHbIE UHTepdelic B3aUMOAeHCTBUS C KPUIITO-
rpagpuuyecKMMHU ycTpoicTBaMu. [IpenmMyiiecTBo cTaHgapTU3auny 3akaodaercs B ToM, uto «Marllpo
Kpuntollaker» MoxeT ennHooO6pa3HO paboTaTh C JIOOBIM TaKUM YCTPOHCTOM, OJHAKO B CUCTEME
IOJ’)KHA OBITh yCTaHOBJeHa OubanoTeka, npenocrapasiomas uHteppeiic PKCS#11 nns xonkpeTtHo-
ro ycTpoicTBa (MOCTaBJISIETCS BMECTE C YCTPOHCTBOM), a aJisi Toro, uTobel « Marllpo Kpuntollaker»
Hawé 3Ty OMOJNHOTEKY, NOJMXKHA ObITh yCTaHOBJEHA NepeMeHHas oKpyxeHUss PKCS11_LIBNAME,
3HaYeHHeM KOTOPOH JOJIKeH ObITb MOJHBIH MYThb K 3TOW OGHUOJHOTEKE (OMYCTHMO YKa3blBaTh TOJBKO
KOPOTKOe UMSI OUOJUOTEKH, ecau OUOIHOTEeKa MOXKET ObITb HailileHa M0 CTaHAAPTHBIM aJrOpUTMaM
onepalMoHHO# cucteMbl). [ns yctpoiictBa «PyToken DLIIT» mepeMeHHYO OKPYKEHHS] MOXHO He
BBICTABJIATD.

Hns cospanusa kawoya Ha yerpoiictBe PKCS#11 HeobGxonumo KomaHae genpkey [o-
MOJIHUTEJIbHO YyKasaTb mnapametpol —outform ENGINE, -engine cryptocom u -pkeyopt
storage:PKCS11:keyid, rue keyid — uneHtTudukarop coznaBaemMoro KJjwya.

B ocranpHBIX KOMaHAax [/ UCMO/Nb30BaHUA Kiatoua Ha yctpoiictBe PKCS#11 Heob6xonumo no-
MOJIHUTEJIBHO YKasaTb napameTpbl —keyform ENGINE u -engine cryptocom, a B napamerpe
—-key BMeCTO MMeHH (paijia yKasaTb CTPOKY-HAeHTHU(HUKaTop PKCS11 :keyid.

7.3.2 Hcnonb3oBaHue annapaTHbIX HocuTesed «PyToken» u «Bbiora»

Jlns vucrnosnb3oBaHuMsl KJOUa Ha annapaTHOM HOCHUTeJse He0OXOAMMO AOMNOJHUTEbHO YKa3aTh Ma-
pametpel —keyform ENGINE u —engine cryptocom, a B mapameTpe —key BMeCTO UMeHHU (aul-
Jla yKa3blBaeTCsl CTPOKa-UAEHTU(UKATOP, UMeIoLlas CJAeAYIOIUN (hopMmarT:

RUTOKEN : uMsi—-xoumetHepal[ . P | — ucno/sb3yercs npyu XpaHeHUH KJtoded B (aiioBod cucTeMe
ycTpoicTBa «PyToKeH», 3nech umsa-koumetrinepa SIBJSI€TCS YACJIOM B NeCATUUYHOH UJU LIeCTHa-
NLATEePUYHOU 3aMUCH U UAEHTUPUUUPYeT (hala B (PalJOBOH CUCTEMe «DYTOKeHa», paCLIUpPeHHe
.P ucnosb3yercs TOMBKO MpPU CO3[aHUM KJOUEBOrO KOHTelHHepa W MpPeANUChIBAET 3aLIUTY KOH-
tetinepa PIN-konom.

VJUGA. {X|S} — ucno/b3yeTcs NpU XpaHeHUH KJiouel B ycTpoicTBe «Bplora», pacmrpenus .X u
.S WAEeHTU(ULUPYIOT KJtoU Ha ycTpoiicTBe: X — KJII0oY oOMeHa KJoYaMHu, S — KJII0U TOJMUCH.

7.4 Tlaponu Kak apryMeHTHI

HekoTopble KOMaHAbI MPUHUMAIOT TAPOJIM B Ka4eCTBE apryMeHTOB, KaK MPABUJIO, UCTIOJb3YS IS
BXOJITHOT'O W BBIXOIHOTO TMapoJiell COOTBETCTBEHHO OIIMHU -passin U -passout. ATH ONUKK MO3BOJSIOT
noJy4aTh MapoJu U3 pa3UuHbIX UCTOYHHUKOB. Kaxnas v3 3THX onuMi NpHHHMaeT OAUH apryMeHT,
(hopmaT KOTOPOTo MoKasaH Huxe. Ec/u apryMeHT He yKasaH, a MapoJib 3alpaliuBaeTcs, MoJjb30Ba-
TeJII0 TIpefliaraeTcst BBECTH MapoJib: Kak MPaBUJO, TAKOH MapoJsib BBOAUTCS C TeKYIlero TepMUHaJja
6e3 BbIBOAA HA 3KpaH.

®opmar apry- | Onucanue

MEeHTa

pass:napoJib [Taposib ykasbiBaeTcsi SsBHBIM 00pa3oM. [locko/ibKy Takoi mapoJsib BUAAT YTH-
JauThl (Hampumep, ytuauta ps nox Unix-nono6usie OC), aToT cnoco6 BBOxa
napoJsi cjlefyeT UCH0/b30BaTh TOJIBKO B TOM CJydae, eC/IM 0e301acHOCTb He
BaKHa.

[TopsinkoBbi#i Ne M3MeHeHUsI [Tognmuch JiMLa, OTBEeTCTBEHHOro 3a | JlaTa BHeceHMs U3MeHEHMS
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®opmar apry- | Onucanue

MeHTa

env:var CuuTaTh MapoJsib U3 nepemMeHHo# cpensl var. [lockonbKy cpena Apyrux mpo-
[1eCCOB Ha HEKOTOPBIX MJaTdopMax BHAHA (HampuUMep, pS TMOL HEKOTOPHIMH
Unix-nogo6ueimu OC), 3T0oT crnoco® BBOAa MapoJisi CJAedyeT HUCIOab30BaTh C
OCTOPOXKHOCTBIO.

file:pathname [TlepBas ctpoka ¢aiina ¢ umeHem pathname sBasieTcss maposem. Ecou ogHo

M TO e UMs (ailaa yKaspiBaeTCsl B KaueCcTBe apryMeHTa ONUUH -passin U -
passout, To J1g BXOAHOr0 napoJisi 6yaeT HCIo/b30BaHa NepBasi CTpoka ¢aiia,
a 1/ BBIXONHOTO — BTOpasi. HeoOs3aTebHO yKa3biBaTb MMEHHO Ha (hai.:
MOKHO, HarpruMep, YKa3blBaTh Ha YCTPOUCTBO WJIM MMEHOBAHHBIN KaHaJl.
fd:number [IpounTtath mapoJsib M3 OTKPHITOTO (haisia TeKYIIero mnpoiecca, 3agaHHOTro
UHCJIOBBIM [EeCKPUITOPOM number. DTO MOXXHO HCIOJIb30BaTh, HAaINpHUMeD,
4yTOOBI MepenaTh JaHHble 10 HEMMEHOBAHHOMY KaHaJgy.

stdin [Ipounrtars mapoJib co CTaHAAPTHOrO BBOJA.

Ecau maposib comepKUT pycckue OyKBBI, OH JNoJKeH OblThb TepenaH B kKonupoBke UTF-8. Kak
CJIe[ICTBHE, KOPPEKTHOE YKa3aHHe TAKOro MapoJis B KOMaHIHOH CTPOKEe WJH BBOJ €ro ¢ KJaBHATYPHI
BO3MOXKHBI TOJIBKO €CJii mporpaMma 3anyiieHa B jokand UTF-8.

7.5 OmnucaHue KOMaHI

YTtunura openssl mpemoctaBssieT IIMPOKUHA BbIOOP KOMaHA (CM. Bhille ymoTpeb/eHHe TOHSATHS
«KOMaHJIa» B (popmMaTe BbI30Ba YTHJIMTbI), MHOTHE U3 KOTOPBIX HUCIOJNb3YIOTCS C PA3JHUYHBIMH OMIIH-
SIMH U apryMeHTaMHd (CM. BBILLE «OIMIHH KOMAaH[bl» U «apPryMeHTBl KOMaH[IBI»).

[TceBnokomannbl list-standard-commands, list-message-digest-commands wu  list-cipher-
commands BBIBOASIT CIHCOK UMeH (IOCTPOYHO) CTAHAAPTHBIX KOMAHJ, CIIUCOK NOCTYIHBIX KOMaHI
X3UIMPOBAHUS U CIHUCOK JOCTYMHBIX KOMaH[ LIK(POB.

[TceBmokomanner list-cipher-algorithms u list-message-digest-algorithms BeIBOmsIT cmucok mo-
CTYIMHBIX a/JTOPUTMOB LIM(POB U AJATOPUTMOB X3LIHPOBAHHUS.

[IceBnokomanna list-public-key-algorithms BeIBOIUT crUCOK mopep:KUBaeMbIX aJrOPUTMOB C OT-
KPBITBIMU KJI0YaMH.

[TceBnokomannga no-XXX mpoBepsieT, IOCTyMHA JIM yKa3aHHas KomaHaa (BmMecto XXX yKa3biBa-
eTcsl Ha3BaHWe KOMaHMbl). Ec/ii KOMaH/Abl ¢ YKa3aHHBIM MMeHeM He CyIlecTBYeT, KoMaHaa no-XXX
Bo3Bpamaer 0 (ycrmex) v BeIBOZUT no-XXX; B NMPOTHBHOM CJydyae OHa BO3BpallaeT | U BBIBOIUT
XXX. B oboux cayuasix pedy/abTaT HampaBJsieTCs B CTAHAAPTHBIM BBIBOA U HUUEro He BBIBOAUTCS B
stderr. JlononHuTeIbHBIE KOMAHIHO-CTPOYHbIE APTYMEHTHI BCETAA UIHOPUPYIOTCS.

Komanpa no-XXX He MOXeT omnpefeuTb JOCTYMHOCTb MCEBAOKOMAH/, TaKUX Kak quit, a Takxe
caMo# KomaHabl no-XXX.

7.6 CranpapTHble KOMaH/bI

Komanna Onucanne

‘asnlparse Paz6op ASN.1-cTpyKTyp, MOHHMaeMbIX OUOIHOTEKON

‘ca; YnpaBJ/ieHre yI0CTOBEPSIOLIMM LEHTPOM

‘cms: Yrunura CMS (Cryptographic Message Syntax)

HOpHﬂKOBHﬁ Ne nsMeHeHus ITOHHHCb JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Komanpa Onucanue

crl: O6paboTka cnuckom oT3biBa ceptudukatoB (CRL)

‘crl2pkesT: Cospanue cneunanbHoro coo6uenusi gopmata PKCS#7 u3 CRL u cnucka

....................... cepTHHKATOR

dgst: Bblunc/ieHne X311-CyMMBbl

lerrstr PaciindgpoBka kopa omnoku

‘genpkey ['eHepauus 3aKpbITOro KJya.

genrsa: [enepauus 3akpeiToro kiawoda RSA

‘ocsp: YTunura oHJalH-NPOTOKOJA CTATYyCOB CEPTU(HUKATOB.

pkcsT; Pa6ota ¢ ¢opmatoM PKCS#7

pkcs§: Pa6ora ¢ gopmatoM PKCS#8

pkcsl2: Pa6ora ¢ ¢opmatom PKCS#12

pkey: YrpaBJ/ieHHe OTKPBITHIM U 3aKPBITBIM KJIOYOM.

pkeyparam YnpaBneHre napaMeTpoM ajJropuTMa OTKpPHITOro KJ/odva.

pkeyutl: YTunurta AJs BBINOJHEHHUS KPUITOTPapHUUECKHUX Orepauuid ¢ aJropuTMaMu

.................. JS—————

‘rand: ['eHepauusa nceBpocaydyaiHelx 6aliTOB

reg Pa6ota c 3asBKo# Ha mosyueHue ceptudukara gopmara X.509 (CSR)

is_client: Peanuzauus SSL/TLS-knuenTa o6iero HasHaueHHs, KOTOPbIH MOXET ycTa-

"""""""""" HOBUTb TPO3PauHOe COeIUMHEHHEe C yNaJeHHBIM CepBepoM, pabOTaLIUM I10
nporokoay SSL/TLS. KnueHT npenHasHaueH TOJMBKO MJsi TECTOBBIX LieJed H
NpefoCTaB/sieT TONbKO MPOCTEHIINH HHTep(elc ¢ pyIMMeHTapHOU (PyHKIIU-
OHAJIbHOCTbIO, XOTSI BHYTPU cebsi OH HCIOJb3YeT MPAKTUYECKH BCIO (DYHKIIU-
oHaJibHOCTb OubaHoTekn OpenSSL.

is_server: Peanuzauus SSL/TLS-cepBepa ob1iero Ha3HauyeHHs1, C KOTOPBIM MOTYT ObITb

"""""""""" YCTaHOBJIEHbl COeJMHEHUs ylaJeHHbIMH KJHEeHTaMM, paboTalolUMU 10 Mpo-
tokony SSL/TLS. CepBep npenHasHaueH TOJbKO IJIsi TECTOBHIX IleJed H
NPeNOCTaBJsAeT TONbKO MPOCTEHIINH HHTep(eHrc ¢ pyIMMEHTApHOH (PyHKIIU-
OHAJIbHOCTBIO, XOTSI BHYTPH ceOs OH HCIOJb3yeT MPAKTUYECKH BCIO (DYHKIIU-
oHa/bHOCTb O6uOmnoTekn OpenSSL. OH npenocTaB/sieT Kak CBOH cOOCTBeH-
HbIH, OPHEHTUPOBAHHBIH Ha padOTy B KOMaHIHOH CTPOKe MPOTOKOJ IJs Te-
ctupoBanusi pyHkuui SSL, Tak u nmpocreiiuunii http-cepsep.

's_time! M3mepurenb npoussogutesbHoct SSL.

‘cms: O6pa6oTka Mo4YTOBbIX co0bLIeHHH opmaTa CMS

'speed; Onpenenennie CKOpocTH paboThl aAropUTMa

spkaci Ytunura reHepauud u BoiBoga SPKAC (Signed Public Key and Challenge)

‘t s WucTpymeHT n71si paboThl ¢ MeTKamu BpeMeHH TSA (ksueHT/cepBep).

verify: [IpoBepka KoppeKTHOCTH cepTH(HKATOB (popmaTa X.509

version BeiBon uHdopmanuu o Bepcuu 6udanorekn OpenSSL

x509: Pa6ora ¢ ceprudukaramu dopmara X.509

7.6.1 KomaHga asnlparse

7.6.1.1 OnucaHuve KOMaHIbI

Komanna asnlparse — nuarHocthyeckast yTHAWTA, KOTopas MoxkeT MHTepnpeTHpoBaTb ASN.1-
CTPYKTYpbl. Ee Tak:ke MOXKHO HCNOJIb30BaTh [J/151 YTEHHUs] NAHHBIX, 3anucaHHbIX B GpopmaTte ASN.1.

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe

[TopsinkoBbi#i Ne M3MeHeHUsI
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7.6.1.2 ®opmaT BBOJA KOMaH/bI
openssl asnlparse [-inform PEM|DER] [-in filename] [-out filename] [-noout] [-offset number]

[-length number] [-i] [-oid filename] [-dump] [-dlimit num] [-strparse offset] [-genstr string]
[-genconf file]

7.6.1.3 Omnuuu KOMaHIbl

Onnuga Onucanue
-inform DER|PEM dopmat BxogHbIX naHHBIX. DER — nBowunbiii opmat nanHbelX, a PEM
(ymosnuaHue) — naHHBIE B KOAUPOBKe base64.

-in filename BXOIHOH (paks, CTaHAAPTHBIM BBOA MO yMOJYaHHIO

-out filename BBIXOJHOH (paii/1, B KOTOpHIH 3anucbiBaloTcs naHHble B DER-konuposke.
Ecsy aTa onuus oTCyTCTBYeT, He BBIBOAMUTCS HUKAKUX JAHHBIX. DTO 0OCO-
OeHHO MOoJIe3HO B COYETAHUU C omnuuel -strparse.

-noout OTMeHsieT BbIBOJ MHTEPIPETUPOBAHHON BEPCHH BXOMHOTO (haiisia

-offset number HavanbHoe cMelleHue MpU HUHTEPNpPeTAlMH, 0 YMOJUAHHUIO — HAuyaJjuo
(hanna

-length number KosnuectBo 6aiiToB, KOTOpble CJeNyeT UHTEPIPeTUPOBATh, MO yMOJ4a-

HUI0O — 10 KOHLA (paina.

-i BriBoZWUT naHHbIE C OTCTYNAMH, COOTBETCTBYIOIIUMHU «IJyOWHE» CTPYK-
TYp

-oid filename Daiin, conepxamuii gonosHutesbHsile OBJECT IDENTIFIER-b1 (OID-
bi). Popmar sToro (aiisa onucaH Hixe B paspede /.0.1.5:

-dump OTtob6parkaeT naHHble HEM3BECTHOTO THIA B LIECTHAALATEPUYHOM (popMa-
TE

-dlimit num AnanoruuHo —-dump, HO BBIIAIOTCS TOJBKO TEpBble yKasdaHHble nNum
6airT.

-strparse offset Wutepnperupyet okteThl, comepxkaiunecss B ASN.1-06bekTe, HaunWHas C

nosuuuu offset. ATy om0 MOXKHO UCMOIB30BATh HECKOJIBKO pas3, YTOOHI
NPOaHANU3HPOBATh BJIOXKEHHYIO CTPYKTYPY.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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KpUnTo
Onnug Onucauue
-genstr string, | Tenepupyet 3amudpoBaHHble JaHHBIE, OCHOBaHHBIE HA 3HaYeHHUsX string,
-genconf file file unn u ToM W ApPyrom ¢ HCMNOJb30BaHWEM CTaHAAPTHOro Qopmara,
BocnprHuMaemoro (yHkuued ASN1_generate_nconf. Eciu npucyrersy-
et TosibKo file, To 3HaueHue string 6epercs U3 ymMoJs4aTeNbHOH CEKLHHU C
MCII0JIb30BaHHEM HUMeHHU asnl. 3amudpoBaHHble NaHHbIE MPOMYCKAIOTCS
yepe3 uHTepnperatop ASNI U BbIBOASATCS, KaK BBIBOIMJINCH Obl JaHHBIE
U3 Qaiiaa, TakuM 06pa3oM, COep:KaHHe MOKeT OBITb NMPOCMOTPEHO U
3aMucaHo B (pais ¢ MOMOILBIO ONUMU out.
7.6.1.4 BoiBon

BeiBoz, Kak mpaBuJo,

COMEPKHUT CTPOKH, nogo00HbIE CJIeNYIOHM:

0:d=0 hl=4 1= 681 cons: SEQUENCE

229:d4=3
373:d=2
376:d=3
379:d=4 hl=2 1=
381:d=5 hl=2 1=
386:d=5 hl=2 1=
410:d=4
412:d=5 hl=2 1=
417:d=5
524:d=4 hl=2 1=

hl1=3 1= 141 prim: BIT STRING
hl=3 1= 162 cons: cont [ 3 ]
hl=3 1= 159 cons: SEQUENCE

29 cons: SEQUENCE
3 prim: OBJECT :X509v3 Subject Key Identifier
22 prim: OCTET STRING

hl=2 1= 112 cons: SEQUENCE

3 prim: OBJECT :X509v3 Authority Key Identifier

hl=2 1= 105 prim: OCTET STRING

12 cons: SEQUENCE

ITOT NpUMep - YaCTb CAMOIOANHKCAHHOrO cepTuduKara. Kaxnas cTpoka HauMHaeTcsl ¢ HauaJb-
HOTO CMelleHHUsI B JecATHUHOH cucTeMe cuuciaeHusi. d=XX ykaspiBaeT Tekyllytw rayouny. [ny6una
yBesuuuBaetrcsi B npepenax gwobdoro SET uan SEQUENCE. hl=XX ykasbiBaeT n/iuHy 3aroJioBka
(oxretnl tag u length) Tekymero tTuna. |=XX ykasblBaeT IJHHY OKTETOB COIEPKAHUS.

Mo2xHO HCMO0/1b30BaTh OMUMIO -i, YTOOBI BBIBOJ, UUTAJCS Jlerye

Heo6xonrnmo HekoTopoe 3HaHue ASN.1-cTpyKTypbl, 4TOOb HHTEPIPETHUPOBATH BHIBOL.

B stom npumepe BIT STRING npu nHavasbHOM cMelieHun 229 — 3TO OTKPBITBIH KJ0Y, COep-
X)amuiics B ceprudrkarte. OKTeTbl ero copep:kaHus OyayT comepKaTb MH(OPMALHIO 06 OTKPBITOM
katode. Ecin Bocnosib3oBaTbes onuuel -strparse 229, nonyuum:

0:d=0 hl=3 1= 137 cons: SEQUENCE

3:d=1 hl=3 1= 129 prim: INTEGER :E5D21E1F5C8D208EATA2166C
TFAF9F6BDF2059669C60876DDB70840F1AS5AAFAS59699FE471F379F1DD6A487E7D
5409AB6A88D4A9746E24B91D8CF55DB3521015460C8EDE44EES8A4189F7ATBET77D
6CD3A9AF2696F486855CF58BFOEDF2B4068058C7A947F52548DDF7E15E96B385F
86422BEAY064A3EE9E1158A56E4A6F47E5897

135:d=1 hl=2 1=

7.6.1.5 [Ilpumeuanus

3 prim: INTEGER :010001

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Ecau OID He siBnsieTcsi yacTbio BHyTpeHHeH Tabmauubl OpenSSL, oH OymeT mpencrtaBjeH B YHC-
JeHHOM Bune (Hampumep, 1.2.3.4). a1, nepenaHHbld B ONUHIO -0id, MO3BOJISIET BKJIOUHThL JO-
nonuutebHble OID-b1. Kaxnasi cTpoka cCOCTOMT M3 Tpex KOJIOHOK, B MEPBOH KOJIOHKE CONEPIKUTCS
OID B uucsenHo# ¢opme, 3a HUM JOJ/KeH cjleoBaTh npodes. Bropas KoJOHKa — «KOPOTKOE HMsl»,
KOTOpOe MpeacTaBJ/sieT co00H OIHO CJI0BO, 3a KOTOpbIM cjeayeT npobes. [locnenHss KoJoHKa —
OCTaTOK CTPOKH, MPEeACTaBJSIOINNA coboll «anrHHOe uMs». Komanna asnlparse BBIBOAHT AJIMHHOE
umsi. Hanpumep:

1.2.3.4 shortName A long name

7.6.1.6 Ilpumepsl

Hurepnpetuposats ¢aiin:

openssl asnlparse -in file.pem

Hurepnperuposath ¢aitn B DER-konuposke:

openssl asnlparse -inform DER -in file.der

['enepupoBath npoctyto cTpoky B KonupoBke UTF-8:

openssl asnlparse -genstr 'UTF8:Hello World’

['eHepupoBath 1 BbIBeCTH CTPOKYy B KonupoBke UTF-8, He BEIBOOIUTb MHTEPNpPETUPOBAHHBIN BbI-
BOJL:

openssl asnlparse —-genstr 'UTF8:Hello World’ -noout -out utf8.der

['eHepupoBath (aiis ¢ Ucrnonb3oBaHHUEM KOH(UTYPaLLUOHHOTO (aia:

openssl asnlparse —-genconf asnl.cnf -noout -out asnl.der

[Ipumep KoHuUTrypallMoHHOTO (aiina:

asnl=SEQUENCE:seq_ sect
[seqg sect]

fieldl=BOOL:TRUE
field2=EXP:0, UTF8:some random string

7.6.2 KomaHpa ca

7.6.2.1 Omnucadve KOMaHIbI

KomaHnna ca peanusyer npocTeHIIMH YAOCTOBepslOIIMHA LeHTp. Ee M0oXHO Hcno/sb3oBaTh AJs
MOANKCHIBAHUS 3asBOK Ha CepTU(UKATBl Pa3JUUHbIM 00pa3oM M [Jis TeHepaluu CIHUCKOB OT3bIBa
cepruukaroB (CRL). Komanna tak:ke monuep:krBaeT TeKCTOBYH 0asy NAaHHBIX BBIMYIIEHHBIX Cep-
TU(PUKATOB U UX CTaTyca.

7.6.2.2 dopmaT BBOIA KOMaH/IbI

openssl ca [-verbose] [-config filename] [-name section] [-gencrl] [-revoke file] [-status
serial] [-updatedb] [-crl_reason reason]| [-crl_hold instruction] [-crl_compromise time] [-
crl_CA_compromise time| [-crldays days] [-crlhours hours] [-crlexts section] [-startdate date]
[-enddate date] [-days arg] [-md arg]| [-policy arg] [-keyfile arg] [-keyform PEM|DER|ENGIME]

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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[-key arg]| [-passin arg] [-cert file] [-selfsign] [-in file] [-out file] [-notext] [-outdir dir] [-infiles] [-
spkac file] [-ss_cert file] [-preserveDN] [-noemailDN] [-batch] [-msie_hack] [-extensions section]
[-extfile section] [-engine id] [-subj arg] [-utf8] [-multivalue-rdn]

7.6.2.3 Onuuu KOMaHIbI

Onucanue oMU UK paS6I/ITO Ha pa3feJdbl 10 UX LeJeBOMY Ha3HAYE€HHIO.

7.6.2.3.1 Onuyuu obpabomku 3a180K U 8blNYCKA CepmMuUu@UKAmMos

Onuus

Omnucauue

-config filename

YKasbiBaeT, KaKOH KOH(PUTypalLlMOHHBIN (als cjeqyeT HCHOJIb30BATh.

-name section

YKasbiBaeT, Kakod pasfesn KOH(pUIypalHMOHHOro (paisia HCHoJb30BaTh
(uMeeT GOJIBILIMH MPUOPUTET, HEXKeJM 3HadeHue napamerpa default_ca
B paszesie ca (paina KOHQUTYpALHH).

-in filename

YKasbiBaeT BXOAHOH (hai/1, comepKalluil onHYy 3asiBKY Ha BblAauy CepTH-
(ukaTa, KOTOpPYIO C/IedyeT MOANUCATh MOANKUCHIO YAOCTOBEPSIOLLEro LeH-
Tpa.

-ss_cert filename

OHI/IH CaMOBaBGPEHHbII'/JI CepTI/I(pI/IKaT, KOTOprI'/JI cJeayeT MnoaAnnucaTtb IoA-
[MHUCBIO YAOCTOBeEpAOLIEro UeHTpa.

-spkac filename

Daiis, comepkKalMil OIUH MOAMHUCAHHBIA OTKPBITBIM KJ04 U challenge
B ¢opmate Netscape W 3HayeHUs [OMOJHUTEJbHBIX M0JIEH, Ha OCHOBe

JIy4eHHUS MH(OPMAaLUU N0 TpebyeMoMy (opMmary.

-infiles

Ecnu 3Ta onuus npucyTCTBYeT, OHA NOJKHA ObITb yKas3aHa MoCJeqHel,
BCE IOCJeAYIOUIMe APTyMEHThl CUMTAIOTC MMeHaMHu (palJoB, comepKa-
IIMX 3asiBKH Ha CepTU(PHUKATHI.

-out filename

BeixonHo# ¢ailn nasi ceprudukaros. [lo ymosnuaHuio — cTaHAApTHBIH
BoiBOL. MH(popmauus o ceprudukare Takxke OyneT BbiBeleHa B 3TOT
(aia.

-outdir directory

Beixonno#i karajsor nis cepthdukartoB. CepTHduKar OyneT 3alHcaH B
(pally1 ¢ UMeHeM, COCTOSILIUM M3 CepUHHOro HOMepa B LUeCTHaAllaTepHy-
HOM BHJE, C PaCUIMPeHHEeM .pem.

-cert file

Hwmsa daiina cepTudukaTta yaocToBepsollero LeHTpa.

-keyfile filename

Wwmsa datina, conepxallero 3akpbIThlil KU, ¢ TIOMOLIbIO KOTOPOTO CJe-
LyeT BblpabaTblBaThb MOANUCH NOJ CepTHU(hHUKATAMH.

-keyform
PEM|DER|ENGINE

OmnpenensieT popMaT faHHBIX B (haljie 3akpeiTOro Kiawda. [lo ymoauanuio
- PEM.

-key password

[Taposib n/1s 3amugpoBaHus 3aKpbITOro Kiawda. [Iocko/bKy B HEKOTOPBIX
OTepaLlHOHHBIX CHCTEMax apryMeHThl KOMaHAHOH CTPOKH BHAHBI (HAMpH-
mep, Unix-nogo6Hsie OC ¢ yTHIUTOH ps), 3Ty OMIHMIO CJELYeT UCIOJb-
30BaTh C OCTOPOXKHOCTBIO.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug

Onucauue

-selfsign

Onuus n/s nepeBbilycka cepTU(HUKATA YAOCTOBEPSIOLIEro LeHTpa. YKa-
3bIBa€T, UTO BBbIMyCKAeMbIH CepTU(HUKAT CJedyeT MOANHUCATh TeM KJIko-
YOM, Ha KOTOPOM ObLJIM MOJMHUCAHBI 3asBKH (KJIOU ONpeessieTcs ONuel
-keyfile). 3asiBKH, mognucaHHble IPYTUM KJHOYOM, UTHOpUpytoTcs. Ecau
yKasaHbl onuuu -spkac, -ss_cert uau -gencrl, onuus -selfsign urnopu-
pyercs.

B pesynbrate ncrnosnb3oBaHus onuuu -selfsign B 6ase maHHBIX cepTH(U-
KaTOB TIOSIBJISIETCS CAMOIOANUCAHHBIA CEePTH(UKAT, HCMOJb3YIOIHH TOT
’Ke CUETUMK CEepPUHHBIX HOMEpOB, UTO U JIpyrue cepTU(UKAThI, MOAMNHUCAH-
Hble C MOMOILBIO CAMOMNOANNCAHHOIO CepTH(HKATA.

-passin arg

YKasbiBaet, rue ConepKUTCs Maposib s Kaoda. JJist oJqydeHus 10mo-
HUTeJbHOH HH(OPMALKMK 0 (HopMaTy apryMeHTa arg cM. pasgues :/.4

-verbose

BEIBOOUT HONOJHUTENBbHYIO UH(POPMALIUIO O BBIMOJHSEMBIX ONepalusix

-notext

OTMeHsieT BBIBOJ TEKCTOBOH (hOpPMbI CePTHU(HUKATA B BBIXOAHOU (haidI.

-startdate date

[losBosisier siBHBIM 00pa3oM yKas3aThb [daTy BCTYyIJeHUS cepTU(dUKATa
B nefictBue. @opmar matel [TMMIIYUMMCC3 (kak B CTPyKType
ASN.1 UTCTime; 3 — BpeMeHHasi 30Ha).

-enddate date

[TosBosisieT sIBHBIM 006pa3oM yKasaTb JaTy OKOHYaHHS NEHCTBHS CepTH-
¢pukara. Popmar garet [TMMIJUYUMMCCS (xak B cTpykrype ASN.1
UTCTime; 3 — BpeMeHHasi 30Ha).

-days arg

Cpok neHcTBUS cepTU(UKATa B QHSIX.

-policy arg

DTa ONLHs OmpelessieT, Kakas <«IOJUTHKAa» YIOCTOBEpPSIOIIEro LEeHTpa
UcroJb3yeTcsi. ATo pasfes KOH(UrypalHoHHOro (aisa, KOTopblil onpe-
LleJisieT, KaKue IoJisl J0JI2KHbI ObITh 00513aTe/IbHBIMU HJIM COOTBETCTBOBATh
cepTU(HUKATy ynoCTOBepsioLLero LeHTpa. s noaydeHns NOMOJHHTE/b-

HOM MH(popMauuu cMm. pasuen i/.6.2.4;

-msie_hack

DTO OMUIUS COBMECTHMOCTH MJISl MOAJAEPKKHU pabOThl yIOCTOBEPSIOLIETO
eHTpa ¢ odeHb crapbiMd Bepcusimu Microsoit Internet Explorer. Tak
KaK HUCIOJIb30BAHHE POCCHHCKHUX KPHUIITOANTOPUTMOB C 3THUMHU CTapbIMH
BepcusiMU [E HeBO3MOXKHO, 3TOH oNLHKel M0Jab30BaThCS He CJedyerT.

-preserveDN

O6biyno mopsiok mogedt B Distinguished Name ceptudukara cosnana-
eT C TOPSiAKOM ToJied B COOTBETCTBYIOIIEM pa3jese MoJuTHkH. Korma
yCTaHOBJIEHA 3Ta OIIIMs, MOPSIOK IMOJEeH TaKOH »Ke, Kak B 3asBKe. DTO
NieJIaeTCsl B OCHOBHOM JIJISi COBMECTHMOCTH CO CTapbiMu Bepcusimu IE.

-noemailDN

Distinguished Name ceptucdukara moxet conepxatb noie EMAIL, ecau
TaKoe MoJjie MPUCYTCTBYeT B 3asiBKe, HO CUMTAETCS XOPOLIeH MOJUTHKOM
MPOCTO YKAa3blBaTb alpec JEKTPOHHOH MOYTHI B PACIIUPEHHU CEPTH(HU-
karta altName. Korna ycranoBsena ata onuus, nose EMAIL ynansercs
M3 TesJa cepTU(HUKATAa WU YCTaHABJHUBAETCS TOJBKO B MPUCYTCTBYHOLIMX
paciiupeHusax. s DOCTHXKEHHS 3TOTO »Ke pe3ysibTaTa MOMKHO TaKikKe
MCIOJIb30BaTh KJ0UeBOe cjoBo email_in_dn B KoH(UrypaunoHHom Qai-
JIe.

-batch

DTa OIIMsA yCTaHABJIHMBAET MaKeTHHIH (HEHHTepPaKTHUBHBIN) peXUM pabo-
Tel. B aTOM pexkrnMe He 3aaeTcsi HUKaKUX BOIPOCOB.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug

Onucauue

-extensions section

YKasbiBaeT, uTo NpH BBINYCKe cepTH(HKaTa HeoOXoauMo N00aBUTb pac-
LIMPEeHHUs], YKa3aHHble B COOTBETCTBYIOLIEM pasjeJse KOH(UTYypPaLUOHHOTO
(atina (omuus no ymosuanuto nisi X509_extensions, ecsau He HUCMOJbB3Y-
ercst onuus -extfile). Ecin B MomeHT BeIycKa cepTH(UKaTa B KOHpUTY-
pPaLMOHHOM (pafise OTCYTCTBYeT pasies pacllMpeHHi, co3[1aeTcsl CepTH-
¢ukat Bepcuu V1. Ecu pasnen paciuvupeHUi NpUCYTCTBYeT (maxke ecnu
OH MYyCT), co3/iaeTcsl cepTU(HKAT Bepcun V3.

-extfile file

[Ipountath paciivpeHus: cepTuUKaTa U3 AONOJHUTENBHOTO KOH(UTYpa-
LIMOHHOTO (paiisia (¢ UCIoIb30BaHHEM YMOJYATENBHOTO pa3jiesa, ecyd He
yKa3aHa TaK:Ke OMIHs -extensions).

-engine id

YKkasbiBaeT Ha 3arpyzkaemblil MOAYJ/b engine (Mo ero yHUKaJbHOH HJEH-
TU(PUKALMOHHOH CTPOKE) U BbI3BIBAET TOMBITKY HCIIOJNb30BaTh peasin3a-
LIUI0 KPUNITOrpauuecKux aJirOPUTMOB U3 3TOrO MOAYJIS.

-subj arg

3ameraer cofiepKaHue noJis subject name, yKa3aH-
Hoe B  3asgBke. Popmar aprymeHta arg  JAOJKeH  ObITb
/typeO=valueOQ/typel=valuel/type2=..., cUMBOJIBI MOTYT ObITb 3KpaHHU-
poBaHbl 3HAaKOM \(0OpaTHBIH cJI3111), MPoGesbl He MOMYCKaloTCH.

[Ipy ucnosb30BaHHWH COBMeCTHO ¢ omuued -utf8 momyckaercs ucmosib-
30BaTb B apryMmeHTte arg pycckue OykBbl. [l TOro, uToObl OHH KOp-
PeKTHO Momaja/iu B cepTH(HUKAT, B unix-nogobHsix OC no/xHa OBITH
yctaHoJseHa Jokaab utf-8, a B OC Windows — mepemeHHasi OKpyKeHHS
OPENSSL_WIN32_UTFS.

-utf8

DTa ONUUS YKa3blBaeT, YTO 3HAUEHUS TOJEH CJeflyeT HHTEPIPETHPOBATD
Kak cTpoku B KonupoBke UTF8, no ymosuaHuio oHW UHTEPIPETUPYIOTCS
B komupoBke ASCII. DTo mosBoJisieT, B YaCTHOCTH, CO3[aBaTh 3asiBKU C
PYCCOSI3BIUHBIMK 3HaUeHHUsIMHU Tosied Subject.

B OC Windows ecau 3HaueHus mnoJeid Subject BmUcChIBalOTCS Hemocpe-
CTBEHHO B (pails1 KOH(UTYpallMK, OHU HOJKHBI ObITb 3alKUCaHbl B KOIH-
poBke UTF-8, ecau ke oHu mepenatoTcsi B pailsl KOH(UTYpaUUH yepes
repeMeHHble OKPY»KeHHs, 3HaUeHHUs 3TUX NepeMeHHbIX JOJKHBI ObITh 3a-
nanbl B konupoBke CP866. MHTepakTuBHBEIN BBOA pycckux OykB B OC
Windows He mopnep:KuBaeTcs.

J1/1sl UHCIOIb30BAHHUSL 9TOH OMIMKU HEOOXOAUMO, YTOOB B CeKIUH [ ca |
(aita KoHpUrypauuu 61 ykazaH napametp string_mask = uti8only

-multivalue-rdn

DTa ONUUsA yKas3blBaeT, YTO apryMeHT OMUUHU -Subj HEOOXOOUMO HHTEp-
NpeTUpoBaTh ¢ NOJHOH nopaepxkoi MHorosHauHslx RDN. Ilpumep:
/DC=0rg/DC=0penSSL/DC=users/UID=123456+CN=John Doe

Ecau onuus -multi-rdn He ucnonbs3yercs, To 3Hauenue noast UID 6yner
123456+CN=John Doe.

7.6.2.3.2 Onyuu pabomer co cnuckamu om3aviea cepmugpukamos (CRL)

Onuug

Onucauue

-gencrl

DTa ONiUs TeHepUpyeT CIIHUCOK OT3blBa CEPTU(HUKATOB HA OCHOBE UH(OP-
MallUu U3 UHAEKCHOro (ainsa.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug

Onucauue

-crldays num

Cpok feHCTBHS CMUCKA OT3biBa CepTU(HKATA B NHAX. DTOT CPOK OT MO-
MeHTa BblllycKa OyzneT ykasaH B noJje nextUpdate cnucka oT3biBa cepTu-
(hHUKaTOB.

-crlhours num

Cpox neHCTBHUS CIMCKa OT3blBa CEPTHU(PUKATOB B Yacax.

-revoke filename

Daiin, comepxalluil cepTU(PUKAT, KOTOPbIH C/elyeT OTO3BaTh.

-status serial

BbIBOIHUT cTaTycC cepTH(HUKATA ¢ yKa3aHHBIM CepuiHbIM HOMepoM. CraTyc
MoxkeT ObiTh valid, revoked, expired, suspended.

-updatedb

O6HoB/sleT 6a3y AaHHBIX, yCTaHaBAMBas cTaTyc expired /s cepTuduU-
KaTOB, CPOK JEHCTBHUS KOTOPBIX HUCTEK.

-crl_reason reason

[IpuurHa oT3bIBa, Tie B KayecTBe 3HAUEHHs] apryMeHTa reason MOXeT
OBbITb:

unspecified - He ykaszaHa;

keyCompromise - KoMIpomeTalusi KJaroua Bjajesblia cepTudukara;
CACompromise - KOMIpOMeTalUs KJai04a yIO0CTOBEPSIOLIEro LeHTpPa;
affiliationChanged - cmeHa MO/KHOCTH BJajesblia cepTU(UKATA,
superseded - 3ameHa cepTUdHKaTa;

cessationOfOperation - mpekpalieHne NesiTeNbHOCTH;
certificateHold - BpemeHHBIN 0T3BIB cepTH(HKATA,

removeFromCRL - oTMeHa 0T3biBa paHee OTO3BAaHHOIO cepTU(UKATA.
KitoueBble cJji0Ba, yKa3blBaloOllMe MPUYMHBI OT3bIBA, HEUYBCTBUTEJbHbI
K perucTpy. YkasaHue J1000H NMPUUYMHBI OT3blBa NPHUIACT CePTUPUKATY
Bepcuto V2. Ha npaktuke npuunHa removeFromCRL (oTmeHa oT3biBa)
He CJHILKOM LIMPOKO YMOTpebJ/sieTcsi, MOTOMY 4YTO OHA HCIOJb3yeTCs
TOJBKO B cruckax Ttumna delta, koTopele celiuac He TOMAEPKUBAIOTCS.

-crl_hold instruction

DTa ONUHUsl yCTaHaBJHMBaeT NMpUuMHY oT3biBa B certificateHold (Bpemen-
HBI OT3BIB CepTU(HKATa) W 3HaueHWe apryMmeHTa instruction B uH-
CTPYKLHIO K BpeMeHHOMY OT3bIBy, KoTopas pnosxHa ObiTb OID. Xo-
TS MOXKHO HCMoJb30oBaTh J000H OID, 06BIYHO HCHOJB3YIOTCS TOJB-
Ko holdInstructionNone (ucnosb3oBaHHe KOTOPOTO He DPEKOMEHAOBAaHO
B RFC2459), holdInstructionCalllssuer unu holdInstructionReject.

-crl_compromise
time

DTa OMNIMs yCTaHaBJUBaeT NPUUUHY oT3biBa B keyCompromise (Kommpo-
MeTalys KJUa BJajesblia cepTU(PHUKATA), a BpeMsi KOMIIPOMeTAllUh — B
3HadyeHHe aprymeHTa time. 3HadueHue aprymeHTa time no/KHO ObITH yKa-
3aHo B (opmare GeneralizedTime, t.e. [TTTMMJIYUYMMCCS3 (rme
3 — BpeMeHHas 30Ha).

-crl_CA_compromise
time

To ke camoe, yto u -crl_compromise, ¢ TOH pasHULeH, YTO NpPUYMHA
OT3bIBa ycTaHaBsuBaercs B 3HaueHHe CACompromise.

-crlexts section

Paspnen koH(pUrypauroHHoro Qaia, copepKalii paclIipeH|s CHCKOB
OT3blBa CepTU(UKATOB, KOTOPbIE CJeNyeT BKJYUTb. Ecau B KOH(HUTY-
palMOHHOM (paiijie HET TaKOro pasjesa, co3gaeTcsl CIHUCOK Bepcuu V1,
€CJIM MPUCYTCTBYET (Ha)ke MyCTOH), CO3MaeTcsl CIUCOK BepcHH V2. Yka-
3aHHble paclIMpeHHus sIBASIOTCA pacupenusmu uMmeHHo CRL, a He ero
OTHEeJbHBIX BXOMOB (onmucaHuil ceptuduraros). CjaenyeT OTMETUTb, UTO
HeKoTopble TporpaMmbl (Hampumep, Netscape) He yMmelT pa6oTaTh CO
CMHUCKaMU OT3bIBA CEPTHU(UKATOB Bepcruu V2.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpUnTo

CENY.00009-05 34 03

39

7.6.2.3.3 Onyuu KoxdueypayuorHoeo gatira

Pasnen koH(puUrypaunoHHoro gaiaa, cogepxKalui onuMu AJ5 KOMaHAbl ca, HAaXOAUTCS CJelyIo-
MM 00pa3oM: ec/i B KOMaHAHOH CTPOKe yKa3aHa ONUMS -name, OHa YKas3blBaeT HYXKHBIH pasjie.
B nporuBHOM c/ydae HeoOXOAHMMBIM pasfes NoJKeH OblTh ykazaH B onuud default_ca paspena
ca KOH(UrypauHoHHOro (baiiya (MaM yMOJIYaTeNbHOTO pa3ziesa KoH(pHUrypanuoHHoro (aina). Kpome
default_ca, HermocpencTBeHHO K3 pasiesa ca CYMTBIBAIOTCS CJAeNyIOLIKe ONUKU: preserve, msie_hack,
3TO, BEPOSITHO, OMINOKA U MOXKET U3MEHHUTHCS B MOCJAEAYIOLIUX BEPCHUSIX.

MHorue onuuu KOHPUIYPALHOHHOTO (halijia WAEHTHYHbI OMIUSIM KOMaHIHOH cTpokd. Onuuu Ko-
MaH/HOH CTPOKH HMEIOT MPUOPUTET HaJ ONUHUSMU KOH(HUTrypauruoHHoro ¢aina. Ecau onuusa ykasaHna
KakK o0si3aTesbHasi, HEOOXOAUMO yKa3aTb JHOO 3Ty ONLUI0 B KOH(UIypallUOHHOM (aije, JUb0 ee
aHaJIoT B KOMaHAHOU CTPOKe (eCJId TaKOH aHaJjIor CYIIEeCTBYET).

Onnug Onucauue

oid_file DTa omuus ykasbiBaeT Ha (ais, comepxkaului pomosHUTeNbHble OID
(OBJECT IDENTIFIERS). Kaxnasi ctpoka haiisa nojkHa UMeEThb CJie-
AYIOIUK (popMar:
OID B uucseHHOM BHJE, MPoOes, KOPOTKOe UMS, Mpobesi, TJITUHHOE HMS.

oid_section OTa onuus yKas3blBaeT Ha pasjies KOH(pUrypauuoHHOro (aiina, comep-

x)auui pononHutenpHele OID. Kaxnasi ctpoka pasgena moskHa MMeThb
(dopmar:

kopoTkoe UMs OID=uucnennsii Bung OID.

B cnydae ncnosib3oBaHUSl 3TOH OMUMH KOPOTKOE U IJMHHOE HMeHa COB-
najfawor.

new_certs_dir

To xe, uTo U onuus KoMaHIHOH cTpokH -outdir. ¥YkasbiBaeT KartaJor, B
KOTOPBIH NOJIXKHBI ObITh MOMeLIeHbl HOBble cepTh(UKaTbl. O6si3aTenbHa.

certificate To e, uTo U onuMs KOMaHIHOW CTPOKHU -cert. YkaseiBaeT (hail/i, comep-
XKalui cepTuUKaT ynocrosepsirouero ueHtpa. O6si3aTenbHa.
private_key To e, uTo U onuus KoMaHIHOH cTPokH -keyfile. YkaseiBaeT chaiis, co-

NepKallii 3aKPBITBIA KJI0Y YI0CTOBepsitollero neHtpa. O6sizaTesbHa.

default_days

To ke, uTo W onuusg KOMaHAHOH cTpoKU -days. Cpok neHCTBUS cepTH-
(pukarta B AHSAX.

default_startdate

To ke, 4yTO W omuus KOMaHAHOH cTpokH -startdate. Jlata Havasna nmeit-
cTBUS cepTU(UKaTa. Ecaiu He ycTaHOBJEHA, UCIIO/Nb3YETCs TeKyllee Bpe-
M.

default_enddate

To ke, uTo ¥ onuKUsl KOMaHAHOH cTpokH -enddate. JlosmxHa ObITh YKa3aHa
au60 3Ta onuus, au6o onuus default_days (Mam ux KOMaHIHO-CTPOUYHBIE
SKBUBAJIEHTHI).

default_crl_hours
default_crl_days

To ke, yto u onuuu -crlhours u -crldays. Mcnosb3ytoTest ToNbKO B TOM
clydae, ecld He YKa3aHO HU OJHOH M3 COOTBETCTBYIOLIMX KOMaHIHO-
CTPOYHBIX onUMK. UTOoOBl CO30aTh CIHUCOK OT3blBA CEPTU(PHUKATOB, HEOO-
XOOUMO YKa3aTb XOTsl Obl OAHY M3 3THUX YeTbIPeX OMLHUH.

default_md To xe camoe, uto W onuus -md. AJTOPUTM X3IIMPOBAHHS, KOTOPBIH
Oynet ucrnosnb3oBaH. O6sizaTesbHAS.
database Hcnonbayembiil haiin TekcToBOM 6a3bl naHHBIX. OOsi3aTesibHasA. YKa3aH-

HBIH (palis 1OJI2KEeH CyLlecTBOBaThb, XOTSl CHauasa OH OyAeT MyCTbIM.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Onnug

Onucauue

unique_subject

Ecnu ykazaHo 3HayeHHe 3TOH OMUIMU yesS, TO OMHUCAHHUS CEPTHU(PHUKATOB
B 6a3e JaHHBIX JOJKHBI UMeTb YHUKaJsbHble moJss subject. Eciu ykasa-
HO 3HaueHHe No, HeCKOJbKO OMHUCAHUH aKTyaJbHBIX CEPTHU(PUKATOB MOTYT
UMeTb OJIHO U TO 2Ke 3HaueHHe 1oJs subject. 3HaueHMe MO yMOJUAHUIO —
yes IJis COBMECTUMOCTH co cTapbiMu (no 0.9.8) Bepcusimu KpuntoOuob-
auoteku OpenSSL. OnHako A/s ynpolleHHsl NMPoLenypbl MepeBblNycKa
cepTU(HKATa YIOCTOBEPSIONIETO LIEHTPA PEKOMEHIyeTCsl HMCMOJb30BaTh
3HaueHHe no, 0co6eHHO B KOMOWMHALMU C ONUHEHd KOMaHIHOW CTPOKH -
selfsign.

serial TexcroBbil (paiii, conepkalluil cCepuiHbBIA HOMep AJS51 CJAeAYIOLIero cep-
TU(pHUKaTa B LIecTHaguatepuyHoi ¢opme. Obs3aTesbHa. YKa3aHHBIU
(hally1 HOJKEeH CYLIeCTBOBATb U COAEPKATb KOPPEKTHBIM CEePUHUHBIH HO-
mep.

crlnumber TekcroBbll (haiis, comepKaluil HOMep 115 CAeAYIOLIEro ClHUCKa OT3blBa

cepTU(HUKATOB B IllIecTHaaUaTepuuHoit ¢opme. Homep Oyzner BKJOYeH B
CIIUCKH OT3bIBOB CEPTHU(PUKATOB TOJIbKO B TOM CJydae, €CJH 3TOT (pai.1
cyuectByeT. Ecan aToT (padia cyliecTByeT, OH HOJKEH COmepkKaThb Kop-
PEKTHBIM HOMEp CIIMCKa OT3blBA CEPTU(UKATOB.

xb09_extensions

To ke, 4yTo ¥ onuMsa KOMaHAHOH CTPOKH -extensions.

crl_extensions

To ke, uTo ¥ omuUMs KOMaHAHOH CTPOKH -crlexts.

preserve

To ke, 4yTo 1 onuusa KOMaHAHOH CTpPOKH -preserveDN

email_in_dn

To ke, yTo U onuus KomaHaHOH cTpokH -noemailDN. Ecsu BB X0TH-
te ynaautb noje EMAIL us distinguished name ceprudukara, npocto
yCTaHOBHUTE 3HAueHHe 3TOW OMIUH B no. Ecau onuus He ykaszaHa, I0
ymosuanuto nose EMAIL B distinguished name ceptugukara nossose-
HO.

msie_hack

To xe, uTo M onuMs KOMaHIHOU CTpoKH -msie_hack

policy

To e, uTo U onuus KOMaHIHOH cTpokH -policy. Ob6sa3arenpHa. CM. pas-

name_opt, cert_opt

OTH OMUIMU ONpenessiioT (opMaT BbIBOAA HH(POPMALUH O cepTU(UKATe
IPY 3ampoce MOATBEPXKAESHUS MOANUCBIBAHUS CePTU(HKATA OT M0Jb30Ba-
TeJisl. 31eChb MOT'YT UCIO0Jb30BAaThCs BCE OMLIMHU, MO AepKHUBaEMble OMLIUS-

4TO OMUMH no_signame ¥ no_sigdump »KeCTKO yCTaHOBJIEHBI U He MOTYT
OBITh OTKJIFOYEHBl (IIOTOMY YTO TOANHKCH TOJ CEPTU(HUKATOM HE MOMKET
OBITh BbIBEIEHA, T.K. B 3TOT MOMEHT CepTU(HUKAT ellle He TOANHNCAH).
Jns yno6¢TBa MOXKHO NMPUAATE 00€UM 3TUM onuusiM 3HadeHus ca_default
IJ1s1 TIOJTy4eHUs] IOCTOMHOr0 pesyJ/bTara.

Ecau o6e 3TH onuuu OTCYTCTBYIOT, HUCIOJb3yeTcs (opMaT HU3 CTapbixX
Bepcuil kpuntobuomrorekn OpenSSL. Mcenonb3oBanue craporo gopmarta
He pPeKOMEHIYeTCs, TIOTOMY YTO OH BBIBOIUT TOJIbKO T€ MOJsl, KOTOPBIE
yKasaHbl B pasfeJse MOJHUTHKH, HelMpaBUJIbHO paboTaeT CO CTPOKOBBIMU
TUNaM{ JIaHHBIX U He BbIBOIUT PaCIHPEHHS.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Onnug Onucauue

copy_extensions DTa onuus ONpenessieT, Kak cjaefyeT paboTaTh C paclIMPEHUSIMH B 3a-
fIBKax Ha Bblgauy cepTh(dukaTa. Eciu 3HaueHHe OMIMU YCTAHOBJIEHO B
none, WJM 3Ta OMIMsS BOOOIIe He yKasaHa, paCIIMPeHHs] UTHOPUPYIOTCS
¥ He mepeHocsTcsl B ceptudukar. Eciiu 3HaueHHe 3TOH OMIIUM yCTAaHOB-
JIEHO B COpY, BCe paclLIMpeHUsi, UMeIOLIHecs B 3asiBKE, KOTOPBIX €llle HeT
B cepTHU(HUKATe, TIepeHoCcsaTcs B cepTuduKar. Ecau 3HaueHHe 3TOH OMIUH
yCTaHOBJIEHO B copyall, To Bce paciivpeHusi U3 3asiBKH MEPEHOCATCS B
CepTH(UKAT: €CJIH paclIMpeHHe yxKe MPUCYTCTBYeT B cepTH(HUKATe, OHO
CHavaJia OTTyzna ynaJssietcs. [lepen mpruMeHeHHeM 3TOH OMIIUK CM. pasfeJ
7.6.2.9.

[1aBHOe mpHUMeHeHHe 3TOH OMIMM — TPEeIOCTAaBUTh BO3MOXKHOCTH Ile-
peHoca W3 3asBKM 3HAueHWH HEKOTOPbIX paCIIMPEeHHH, TaKUX Kak
subjectAltName.

7.6.2.4 dopwmart pasnesa MOJUTUKH

Pasnes MOMUTUKKM COCTOMT M3 Habopa TMepeMeHHBIX, COOTBeTCTBYMOUMX mnojsiM distinguished
name ceptucukara. Eciu 3HaueHHe nepeMeHHOH YCTaHOBJEHO B «match», To 3HauUeHUe NoJs JOKHO
COOTBETCTBOBATb TOMY K€ MOJIO B CepTH(HKATE YAOCTOBEPSIOILEro LieHTpa. Eciu 3HaueHHe ycTaHOB-
JIeHO B «supplied», moJsie MO/KHO MPUCYTCTBOBATh. Ec/M 3HAaueHWe yCTaHOBJEHO B «optional», mose
MOKeT MPUCYTCTBOBAThb. Bce mouisl, He YIIOMSIHYThIE B pa3jielie MOJIUTHKH, yaaastoTes 6e3 npenyrnpe-
XKIEeHHsl, eC/U TOJbKO He yKasaHa onuus -preserveDN, HO 3TOT cayuail MOXKHO paccMaTpuUBaTh Kak
OTKJIOHEHHe OT CTaHAapTHOro oopasa NeHCTBHUH.

7.6.2.5 ®opmar SPKAC

BXonHbBIMM TaHHBIMH [JIsl OMIUH KOMAHAHOH CTPOKH -spkac SIBASIIOTCS MOANHUCAHHBIA OTKPBITHIN
kaou u challenge ¢gopmara Netscape. O6biuHO 3TH naHHble cospatotes Tarom KEYGEN html-
(dopMbl, co3narollel HOBBIH 3aKpbIThIA Kaou. OnHako Bo3MoxkHO co3nath SPKAC ¢ momotibsio yTH-
JuTHl spkac.

datin, ykasplBaeMbl B KayecTBe apryMeHTa ONUHWH -spkac, MOJKeH comepxKaTh MepeMeHHYIO
SPKAC, 3nauenue kotopoii ycraHoBseHo B 3HaueHne SPKAC, a Takxke TpeGyemble KomnoHeHTs DN
B BUJe TMap "UMsi-3HaueHHe". Eciv BaM HY>KHO BKJIIOUUTb OIMH U TOT K€ KOMITOHEHT JBaXK[bl, Mepejl
HUM MOXHO yKa3aTb HOMep C TOYKOH.

Korna o6pabatsiBaercst popmat SPKAC, To BeiBox Gynet npousBoauthes aubo B gopmare DER,
ecsau ycTtaHoBseH (aar -out, 6o B (opmate PEM, ecau BbiBox mpousBomutcss Ha stdout wuau
ycTaHoBJseH (haar —outdir.

7.6.2.6 Ilpumepsl

IIpumeuaHue: 3TU PUMepPHI MPEANOJATAIOT, UYTO CTPYKTYypPa KaTajaoroB yAOCTOBEPSIOIIEro LeHTpa
y2Ke CO3/laHa U COOTBETCTBYIOIIHe (palJibl yKe CYLIeCTBYIOT. DTO 0OBIYHO BKJIOUAET CO3[JaHHE Cep-
TU(UKATa YIOCTOBEPSIOLIEr0 LEHTPA U 3aKPBITOTO KJloUua C MOMOIIbIO YTHJIUTH req, gaiaa Homepa
CepUHHOro (aksaa ¥ MyCcTOro MHAEKCHOro (aisa, ¥ pasMelleHHe UX B COOTBETCTBYIOLIUX KaTasorax.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Yro6bl MCMOMb30BATh HHXKEYKa3aHHbIH MpPUMep KOH(HUTYypalLHUOHHOTO (aiaa, HeoOXOAUMO CO-
3natb katasoru demoCA, demoCA/private u demoCA/newcerts. Ceprudukar ymocropepsiolle-
ro LeHTpa cJjenyet ckonupoBaTh B (hailnm demoCA/cacert.pem, a ero 3akpbIThiil KJIHOU — B (ai
demoCA/private/cakey.pem. Cienyet coznath daitn demoCA/serial, conepxkauuii, Hanpumep, «Ol»,

U nycToH MHAeKcHbIH ¢aili demoCA/index.txt.
[lonnucanue 3asiBKU Ha cepTU]PUKAT:
openssl ca -in reqg.pem -out newcert.pem

[lopnucanue 3a8BKM Ha cepTU(PHUKAT C UCIONb30BAHUEM PaCILIMPEHUH yI0CTOBEPSIOLIEro LeHTpa:

openssl ca -in req.pem -extensions v3_ca -out newcert.pem
CosnaHue crucKa OT3blBa CEPTHU(UKATOB:
openssl ca -gencrl -out crl.pem
[lonnuceiBaHWe HECKOJbKHUX 3as1BOK:
openssl ca -infiles reqgl.pem reqg2.pem redq3.pem
Ceprudukanus SPKAC dopmara Netscape:
openssl ca -spkac spkac.txt

O6paszen daiina SPKAC (crpoka SPKAC cokpalieHa aJjisi HarfisiiHOCTH):
SPKAC=MIGOMGAwWXDANBgkghkiG9w0OBAQEFAANLADBIAKEAN7PDhCeV/xIxUg8V70YRXK2A5

CN=Steve Test

emailAddress=stevelopenssl.org
0.0U=0penSSL Group
1.0U=Another Group

O6pasel; KOHPUTYpaLLHOHHOTO (haiiia ¢ COOTBETCTBYIOIIMMH pasfesnaMu AJs KOMaH/bl ca:

[ ca ]
default_ca

[ CA_default ]
dir

database
new_certs dir
certificate
serial

private_key

default_days

default_crl _days= 30

default_md

policy
email in dn

name_opt
cert_opt

copy_extensions

[ policy_any ]

= CA _default #

. /demoCA #
= $dir/index.txt #
= Sdir/newcerts #
= $dir/cacert.pem #
= $dir/serial #

S$dir/private/cakey.pem#

= 365 #

#
= md5 #
= policy_any #
= no #
= ca_default #
= ca_default #
= none #

The default ca section

top dir
index file.
new certs dir

The CA cert
serial no file
CA private key

how long to certify for
how long before next CRL
md to use

default policy
Don’t add the email into cert DN

Subject name display option
Certificate display option
Don’t copy extensions from request

[TopsinkoBbi#i Ne M3MeHeHUsI

H3MEeHeHue
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countryName = supplied
stateOrProvinceName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied
emailAddress = optional
7.6.2.7 daiabl

IIpumeuanue: PacnosoxeHue Bcex (paiioB MOXKeT ObITb H3MeHEHO JUOO0 B OMIUAX BpeMeHH
KOMIUJIUPOBaHUS, 100 B KOHPUTYpaUHOHHOM (haije, mepeMeHHbIX CPeiUd UJH OMUUSIX KOMaHIHON
CTPOKH. YKa3aHHble 3HAUEHUS SABJSIOTCS yMOJYaTebHBIMH.

. /demoCA - COJIOBHOM KaTaJjior' YOOCTOBEPSmMEro LIeHTpa
./demoCA/cacert .pem - cepTtudukraT yOOCTOBEPSAKIErO LEeHTpa
./demoCA/private/cakey.pem — 3aKpHTHE KIIOU YOOCTOBEpPSIOmMErO LEHTpa
./demoCA/serial - ®aiy cepuMHOro HoMmepa YIJ
./demoCA/serial.old — BoakamnHH# Qamryl CepUrMHOro Homepa YIJ
./demoCA/index. txt - ®aun TekcToBOM 6as3H gAaHHHX YII
./demoCA/index.txt.old - Boxanuu# $ann TEeKCTOBOM 6a3H OAaHHHX YI]
./demoCA/certs - Qaiin Onsa BHBOOA CepTHPUKATOB

./demoCA/ .rnd - uHopMalMs OJiS HMHULMANIK3AllUM [eHepaTopa

CJIyUYaWHHX uucesn YII

7.6.2.8 OrpaHnyeHus

WMunekcHblil haiisi TeKCTOBOM 0a3bl JaHHBIX — KPUTHUeCKasl 4acTb Mpollecca, U ecyau 3TOT (pai
MOBpeXJeH, ero MOXKeT 0Ka3aThCsl TPYIHO BOCCTAHOBUTH. TeopeTHMUeCKH BO3MOXKHO BOCCTAHOBUTD
UHIEKCHBIH (Daiis U3 BCcexX BBIMYILEHHBIX CEPTU(PUKATOB U TEKYIIEro CMHUCKa OT3blBa CePTHU(HUKATOB,
HO TaKOH ONLUM He CYyIleCTBYeT.

CpoficTBa Bepcuu V2 CIHCKOB OT3bIBA CEPTU(UKATOB, TaKMe KaK JAesbTa-CIIUCKH, cedyac He
MO EPKUBAOTCS

XOTSl OIHOBPEMEHHO MOXKeT ObITb BBEIeHO M 00pab0TaHO HECKOJBKO 3asiBOK, MOXKHO BKJIOYHTb
T0/1bk0 onH SPKAC ujiM camMonmoANucaHHbId cepTH(HUKAT.

7.6.2.9 Tlpenynpexnenus

KomaHza ca npuxoT/ivBa U HHOTA BefleT ce6si HepYKEeCTBEHHO M0 OTHOIIEHUIO K M0J1b30BATEJIIO.

Ytunura ca cHavyasa Oblyia HalkMcaHa B KayeCTBe TPUMepa TOro, Kak paboTaTh ¢ yIOCTOBEPSIOLIUM
neHtTpoM. OHa He MJAHUPOBaNacCh KaK MOJHO(DYHKLHOHAJNBHBIH yIOCTOBEPSIIOUIMHE LEHTP: OLHAKO
HEKOTOpble HCIOJIb3YIOT ee B 3TOM KauyecTBe.

KomaHnza ca mo cyTu npencrassieT co60i 0OQHOMOIb30BATENbCKYI0 KOMaHAY: HU Ha KaKue (akibl
He HakJaJblBatoTCst GJOKHPOBKU, U TMOMBITKH 3aMyCTUTh OoJiee ONHOHU KOMaHIbl Ca HA OIHOH U TOU
e 6a3e NAHHBIX MOTYT NPHUBECTH K HeNpenCcKa3yeMbIM pe3y/bTaTaM.

Onuuio copy_extensions cienyeT HCHOIb30BaThb C OCTOPOXKHOCTBIO. VHaue MoxkeT ObITb Ha-
pylleHa 6e30MacHOCTb cHcTeMbl. Hamnpumep, ecin 3asiBKa Ha cepTH(HUKAT COAEPXKUT pacliHpeHHe
basicConstraints ¢ CA:TRUE, 3Hauenue copy_extensions ycraHoB/seHo B copyall, a mosb3oBaTeb

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3TOr0 He 3aMeuaeT, KOTa CepTU(HUKAT NeMOHCTPUPYETCS, 9TO NPELOCTAaBUT 3alpallUBaolleMy Aei-
CTBUTEJIbHBIH CEPTU(UKAT yAOCTOBEPSIOLIETO LEHTPA.

ITOH CHUTyalMHd MOXKHO H30eKaTh, YCTAHOBHB OMNIHI0 copy_extensions B copy W BKJIOYMB
basicConstraints ¢ CA:FALSE B koudurypauvonsniii dausa. Torna, ecnn 3asgBKa OyneT comep:KaTb
paciupenue basicConstraints, oHo 6yneT MpOUrHOPHPOBAHO.

Takxe peKkoMeHAyeTCSl BKJ/HOUYATh B KOH(UIypPaLMOHHBIHA (paiyl 3HAYeHHUS NPYTHUX pacLIMpeHUH,
Takux Kak keyUsage, uToObl MpeqOTBPaTUTh aBTOMATHUECKUH NepeHOC 3HAaYeHUH 3THX paclIUpeHHH
B CEpPTU(HKAT U3 3aSBKH.

JlononHuTebHBIE OrPAHUYEHUS] MOXKHO BKJIIOUUTb B CaM CepTU(HUKAT yI0CTOBEPSIOLLEro LEeHTpa.
Hanpumep, ecau B cepTudUKaTe YI0CTOBEPSIOLIETO LIeHTPa yKa3aHo:

basicConstraints = CA:TRUE, pathlen:0

TO Haxke ecJiu OymeT BbIMYylleH noJb3oBaTebcKui ceptuduratr ¢ CA:TRUE, on 6yner Heneil-
CTBHUTEJIEH.

7.6.3 Komanpma cms

7.6.3.1 Onucanue KoMaHIbI

Komanna cms (Cryptographic message syntax) o6pabaTbiBaeT oYTOBble COOOLIEHHUsT B popmaTte
S/MIME B.3.1. Komanna MoxeT 3amnpoBbIBaTh, paclin(poBbIBaTh, MOAMUCHIBATE H MPOBEPSITH,
CXKHMaThb U PacKOAUPOBAThb TaKHe COOOILEHHS.

7.6.3.2 ®dopmat BBOAA KOMaHIbI

openssl cms [-encrypt] [-decrypt] [-sign] [-verify] [-cmsout] [-resign] [-data_create]
[-data_out] [-digest_create] [-digest_verify] [-compress] [-uncompress] [-EncryptedData_encrypt]
[-sign_receipt] [-verify_receipt receipt] [-in filename] [-inform SMIME|PEM|DER] [-rctform
SMIME|PEM|DER] [-out filename] [-outform SMIME|PEM|DER] [-stream [-indef] [-noindef]
[-content filename] [-text] [-noout] [-print] [-CAfile file] [-CApath dir] [-md digest] [-
[cipher]] [-nointern] [-no_signer_cert_verify] [-nocerts] [-noattr] [-nosmimecap] [-binary]
[-nodetach] [-certfile file] [-certsout file] [-signer file] [-recip file] [-keyid] [-receipt_request_all]
[-receipt_request_first] [-receipt_request_from emailaddress] [-receipt_request_to emailaddress]
[-receipt_request_print] [-secretkey key] [-secretkeyid id] [-econtent_type type] [-inkey file]
[-passin arg] [cert.pem...] [-to addr] [-from addr] [-subject subj] [cert.pem]...

7.6.3.3 Onuuu KOMaHIbI

CYLU,eCTBYIOT YETbIpPHAAUATb ONEPallMOHHbBIX OHI_LI/IP,I, ornpenendaromux THUII BBITIOJIHSIEMOM ornepa-
IHH. 3HaueHHe 0CTaJbHBIX ONUMH HU3MEHSIETCSI B COOTBETCTBUH C THUIIOM oriepauuyu.

Onuuga Onucanne
-encrypt 3amundpoBeiBaeT cooblleHre A/ YKa3aHHBIX cepTU(HUKATOB MoJyda-
Tesell. BxogHo#t ¢aiin — 3amndpoBbiBaeMoe coobuleHue. BoixonHo#

¢daitn — samndpoBaHHoe coobiuieHue B popmate MIME. PeanbHbilt
tun CMS — EnvelopedData.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Onnug

Onucauue

-decrypt

PacmndpoBbeiBaeT cooOlieHHe C HCIOJb30BaHUEM MPELOCTABJIEHHOTO
cepTudrKaTa ¥ 3akpbiToro kiwoua. Oxupaer 3amin@poBaHHOE MOY-
ToBoe coobuieHue B popmatre MIME B kauecTtBe BxomHOro (Qaiaa.
PacmugpoBanHoe coollieHre 3aMUCbIBA€TCS B BBIXOAHOH (hai.i.

-sign

[TonnuceiBaeT cooblieHKe ¢ UCMOJAb30BAHHEM NIPeJOCTaBJIEHHOIO Cep-
TU(UKATa U 3aKPHITOro KJtoua. BxogHol ¢ain — noanuceiBaemMoe co-
obuienue. [lonnucannoe coobieHue B popmate MIME 3anuceiBaercs
B BBIXOIHOU (paiJ.

-verify

[TpoBepsier moanuch mox coobuieHreM. OxupaeT MOAMUCAHHOE I0Y-
TOBOE COOOIlleHHe B KayecTBe BXOAHOro (paijia U BBIBOAWUT JAaHHbIE
o noanucu. [lopnepxuBawTCA Kak peKUM OTKPBITOrO TEKCTa, TaK U
HEeMNpO3paYHbId PeKUM.

-cmsout

B kauecTBe BxofHoro ¢aiina npuHumMaet coobuieHue U BoiBogutT PEM-
3akonupoBaHHyo CMS-cTpykTypy.

-resign

Jlo6aBsiseT K cOOOLIEHHIO OAHY UJU 00Jiee HOBBIX MOANUCEH.

-data_create

Cosnaer CMS tumna data.

-data_out

[Tonyyaer B KadectBe BXonHOro (aitma CMS Tuna data v BeIBOIUT
€ro comepxKumMoe.

-digest_create

Cosznaer CMS tuna DigestedData.

-digest_verify

[Tposepsier CMS tuna DigestedData u BeiBoguT ero comepxumoe.

-CoImmpress

Cosznaer CMS tuna CompressedData.

-uncompress

Packonupyer CMS tuna CompressedData u BEIBOTHUT ee conepkuMOe.

-EncryptedData_encrypt

3alugpoBbiBaeT MpPEfOCTaBJAEHHOE COAEPKHUMOe HCIMO/Ib30BAHHEM
NPe0CTaBJeHHOT0 CUMMETPHUUHOTO KJ/l04a M aJrOpUTMa C HUCIHOJb30-
BaHueM CMS rtuna EncryptedData u BoiBomut comepxxumoe. JlanHas
OMILUSA CJAYXKHUT UCKIIOUHUTENBHO JJIS TECTOBO-OTJAJ0YHBIX LeJeH, ee
MCII0JIb30BAHKE JIJIsl 3ALLUTHl PeasbHbIX AaHHBIX HEJOMYCTHUMO.

-sign_receipt

Co3maeT ¥ BBIBOOUT MOAIMHUCAHHYI KBUTAHILIMIO HA MPENOCTABJEHHOE
coobienre. BxonHoe coobuieHue A0MKHO COlepkKaTh 3aMPOC Ha MOJ-
MUCaHHYI0 KBUTAHIHMIO. Bo BceX oCTa/ibHBIX OTHOIIEHUSIX NaHHAasl KO-
MaHIa (YHKIIMOHAJbHO SKBUBAJEHTHA KOMaHe -sign.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-verify_receipt receipt

[IpoBepsieT moamucaHHyO KBUTaHUMIO U3 (ailna ¢ HUMeHeM, ompefe-
JIeHHbIM mapaMeTpoM receipt. BxogHoe cooOuleHHe 0OJIKHO conep-
’KaTh WCXONHBIM 3ampoc Ha KBHUTaHLMI0. Bo Bcex ocTasbHBIX OTHO-
LIEHUSIX NaHHasl KOMaHAa (PYHKIMOHAJbHO 3KBHUBAJEHTHA KOMaHIE -
verify.

-in filename BxonHoe cooOlieHue, KOTOpoe HeOOXONMMO 3allM(poBaTh HJU MOJA-
nucath, UM cooOlleHHe, KOTOpoe HeoOXOAMMO pacliM(poBaTb HJH
TIPOBEPHUTB.

-inform Onpenensier BxomHoH dopmat anas cTpykTypel CMS. 3Hauenue mno

SMIME|PEM|DER

ymomdyanuio — SMIME, B 3ToM ciyyae KomaHzaa oxKupaeT cooOiie-
nue B popmate S/MIME. Ecnu ykasano snauenne PEM wusau DER,
koMaHza oxupaetr CMS-ctpykrypy dpopmata PEM nau DER. Cefiuac
3TO BJIMSIET TOJNBKO Ha BXOAHOH popmaT CMS-cTpyKTypHl, €cau HHU-
Kakoii CMS-cTpyKTypel He BBOLUTCS (HAaMpHUMep, ¢ ONUHUSIMH -encrypt
WJIK -Sign), 3Ta OMIUsS He OKa3blBaeT HUKAKOTO BJIHUSTHHUS.

-rctiorm
SMIME|PEM|DER

Omnpenensier popMaT MONMUCAHHON KBUTAHLHUH JJISI UCIOJIb30BAHHUS C
onepanueii -receipt_verify.

-out filename

TekcT coob1ieHHs, KOTOPOe OblJIO paciin(PpPoBaHO, PACKOAUPOBAHO UJH
nposepeHo, Uax BbixogHass CMS-cTpykTypa, KoTopas Obli1a chopMu-
poBaHa.

-outform
SMIME|PEM|DER

Onpenensier BbixogHoH popmat CMS-cTpyKTypbl. 3HAUEHHE 110 YMOJI-
yanuto — SMIME, B aToM ciyuae KoMaHAa BBIBOOUT COOOIIeHHE B
popmare S/MIME. Ecnu ykasano 3Hauenne PEM unu DER, koman-
na BoiBomuT CMS-cTpykTypy cdopmata PEM umau DER. Ceituac 310
BJIMSIET TOJbKO Ha BbIXOAHOU (popmat CMS-CTPYKTYypHBI, €C/IH HUKAKOH
CMS-cTpyKTypbl He BBIBOAUTCS (Hanmpumep, ¢ onuusiMu -decrypt uiau
-verifyp), ata onuus He oka3biBaeT HUKAKOTrO BJIHUSHHUA.

-stream
-indef

Onuuu -stream u -indef sxBHBaJIeHTHBI U MPENOCTABJSIOT BO3MOXK-
HOCTb TOTOKOBOTO BBOIA/BbIBOIA MJis OTepalUil KOOUPOBaHHS. IDTO
no3BoJisieT 06pabdaThiBaTh JaHHbIe B OfMH MPOXOA 0€3 He0OXOIUMOCTH
[epKaTh BCe COAEPKHUMOE B MAMSATH, YTO B MOTEHLHAJEe JaeT BO3MOXK-
HOCTb 00pabaTbiBaTh O4YeHb OOJbllIHE MacCUBBI AaHHBIX. [loTOKOBBIN
BBOJI/BBIBOJI aBTOMAaTHYeCKU BKJIFOYAeTCs MJIsi MOAMHCAHUS COOOLIe-
Huii B popmate S/MIME c oTneseHHBIMH TaHHBIMH, €CJIH BBIXOTHOH
¢opmar — SMIME, nns Bcex oCTaslbHBIX OMepaluil B HACTOsILIEe
BPEMSI 110 YMOJIUAHHIO MOTOKOBBIH BBOJ/BBIBOJ OTKJIIOUEH.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue
-noindef OTKJII04aeT MOTOKOBBIH BBOJ/BBIBOJ TaM, Tle OH CO3[aJ Obl CJIOXKHOE

KonupoBaHue HeonpeneseHHor niauHbl (ASN.1 constructed encoding).
B nacrositiee BpeMmsi jaHHas onuus He pabortaer. B Gynyuiem notoko-
BBIF BBOJI/BBIBOJ OyIeT BKJIIOUATHCS M0 YMOJTYaHUIO BO BCEX COOTBET-
CTBYIOLIMX OfepauusxX, U 3Ta onuus OyIeT ero OTKJI0YaTh.

-content filename

YKkasbiBaet ¢aiis1, cofepKaliuil oTaeeHHble JaHHbIE, OCMBICJIEHHO HC-
M0JIb30BaTh TOJBKO BMecTe ¢ KomaHno# -verify. [Tone3na Tobko B TOM
caydae, ecau CMS-cTpyKTypa HCrosib3yeT (pOpMy OTHEJEeHHOH MOJ-
THACH, B KOTOPYIO He BKJIIOYEHO COlep:KaHHe COOOIIeHHS.

-text

dta onuus nob6asaset 3aronosku MIME, cooTBeTcTBYyMOIIME TUITY CO-
o6umenusi text/plain, K mpenocTaBjieHHOMY COOOIIEHHIO TIPU 3aLIU]-
pOBaHMU WM ToanuceiBaHuM. [lpu pacuumdpoBaHuM HUAKM NpoBepke
MOANUCH OHA OTOpachiBaeT TEKCTOBbIE 3aroJIOBKH: eCsd paclindpo-
BaHHOE WJU TpoBepeHHoe coobuleHHe He oTHocuTcss K MIME-tuny
text/plain, mporpamma BbliaeT OLIUOKY.

-noout

Hns  onepaunu -cmsout He BBIBOOIUT aHanuaupyemyro CMS-
CTPYKTYPY. DTO MOJE3HO B COUYETAHHHU C OMIMeH -print Wjau mpu mpo-
Bepke cuHTakcuca CMS-cTpyKTypHI.

-print

Jns onepauuu -cmsout BeIBOAUT Bce moJit CMS-cTpykTypel. DTO 10-
JIE3HO B OCHOBHOM JJIl TECTOBBIX LieJieH.

-CAfile file

Paiin, comepxallUi JOBepeHHble CePTU(HUKATHl YAOCTOBEPSIOLIMX
LIeHTPOB, UCIIOJb3YEeTCs TOJbKO C omnuuel -verify.

-CApath dir

Katasor, comepkamuii noBepeHHblE CepTU(UKATHl yIOCTOBEPSIOLUINX
[IEHTPOB, HCIOMNb3YeTCsl TOJNBKO C omuued -verify. DToT Karasor poJ-
JKeH ObITb CTAHAAPTHBIM KAaTaJorOM CepTU(PUKATOB, TO €CThb X3II-
CyMMa KaxKJ0ro 3HaueHHus moJs subject name (ucrosb3yercss KomaHaa
xb509 ¢ onuuedt -hash) nosxHa OBITH CBSI3aHA C KaXKIbIM CepTH(HUKA-
TOM, 111 GQOPMHUPOBAHHUS TAaKUX KATaJOrOB CJAYXKUT CKPUNT c_rehash.

-md digest

Anroputm naimkecta IJisSi UCMOJb30BAHHUS MPHU BbIPAGOTKE TMOAMHUCH.
Ecnu 3Ta onuus He ykasaHa, TO OyIeT UCIOJb30BaH YMOJIYaTENbHBIN
aJrOpUTM AakjxkecTta AJ8 Kiatoda noanucd. [Ipu BeipaboTke MOAMH-
cu no anaroputmam ['OCT wucnosnb3oBaHue NaHHOH OMUMH NPUBENET K
omuoKe.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-[cipher]

Anroputm 3ammdpoBaHus AaHHBIX. Mcmosib3yeTcss TOJNBKO BMeCTe C
onuusimMu -encrypt u -EncryptedData_create, npu wmudpoBanuu mno
anroput™MaM ['OCT csenyer ykasblBaTb OAMH M3 CJAEQYIOLIMX aJro-
pUTMOB: -magma-ctr-acpkm, -magma-ctr-acpkm-omac, -kuznyechik-
ctr-acpkm wuau -kuznyechik-ctr-acpkm-omac. [as coBmecTHMOCTH
co crappimu CK3M pomyckaercsi TakxkKe YyKas3blBaTb aJFOPUTM -
gost89. Auroputmbl -magma-ctr-acpkm-omac u -kuznyechik-ctr-
acpkm-omac JIOMOJIHUTEJNbHO K LIH(GPOBAHUIO 00eCreyruBalOT TaKKe
U UMHUTO3AIIUTY COOOLIEHHS.

-nointern

[Ipy npoBepke moanucH, Kak MNpPaBUJO, CePTU(PHUKAT MOAMNUCH HILLeT-
Csl Cpeir CepTU(HUKATOB, BKJIIOUEHHBIX B COOOILIEHHE (€C/TH TaKOBBIE
ectb). [Ipy yKaszaHuu 3ToH ONUUH cepTH(HUKAT HIIETCS TOJBKO CPelIu
cepTU(UKATOB, yKaszaHHBIX B onuuu -certiile. OnHako cepTH(UKaThI
B COOOLIEHMH MOTYT ObITb MCIOJNb30BaHbl KaK HeNOBEPEHHble CepPTH-
(pUKaTBl YIOCTOBEPSIOLIUX LEHTPOB.

-no_signer_cert_verily

[Ipy npoBepke mnonmucaHHOro cOOOLIEHUS He TMPOBEPSATb CEPTURHU-
KaT noanucd. JlaHHas Onuus CJAYKHUT UCKJIOUHUTENbHO /51 TeCTOBO-
OTJIaIOUHBIX LieJied, ee HUCMOJb30BaHHE TPU TPOBEPKe MOANUCH [Js
peasibHbIX JaHHBIX HELOMYCTHMO.

-nocerts

Kaxk mpaBusio, mpu MOANUCBIBAHHUK COOOLIEHUSI CepTU(UKAT MOAINHU-
CH BKJIIOuaetcss B coobuienre. C naHHOHU omuMel BKJIOUEHHE CEepPTH-
(uKata MoAmUcH B COOOIIEHHE HUCKIIUAeTCs. DTO YMEHbLIUT 00BbEM
MOATMCAHHOIO COOOLIeHHUsl, HO aapecaT [OJI)KeH HMeTb KOIHIO Cep-
TU(HUKATa TOAMUCH OTIIPABUTEJNsI HA CBOEM KOMIbloTepe (Hampumep,
nepefaHHYI0 TpU nomolnu onuuu -certfile).

-noattr

Kak npaBu./o, Korga cooblieH’e MOANHCAHO, B HEro BKJIOYaeTcsl Ha-
6op aTpuOyTOB, BKJOYAOLKN BpeMs MOANUCAHUS U MOAAepKHUBAaeMble
CUMMeTpPHUHble aAropuTMbl. [Ipu ykasaHuM 3TOH ONUMH Takue aTpu-
OyTbl He BKJIIOYAIOTCH B COOOLIEHHE.

-nosmimecap

HMckaroyaeT criucok NoAAEeP2KUBAEMbIX aJITOPUTMOB anI/I6YTOB noaIin-
CHU; ApyTrHe OIllHH, B HaCTHOCTH, BpEMsA INOANKCAHUA U THUII CoOAepxKa-
HHS, MO-MIPE2KHEMY BKJIIOUAIOTCA.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-binary

Kak mnpaBu/o, BxonHoe cooOlleHHe KOHBEPTHUPyeTCs B «KaHOHHUYe-
cKkuil» Qopmar, kotopbli ucnogbdyer CR u LF B kauecTBe 3Haka
nepeBofa CTPOKH, Kak Tpebyercs mo crneundukaund S/MIME. Tlpu
yKa3aHUM JaHHOH ONLMUM HUKAKOH MepeKOHBEPTALlUU He MPOUCXOIUT.
DTO MOJE3HO NpH Mnepefaye OMHAPHBIX NAHHBIX, KOTOpble He MOTYT
obiTb B MIME-dopmare.

[Tpu ucnonb3oBaHUM JaHHOW ONUKK COBMECTHO C OMNIMeH -sign mof-
NUCBbIBaeMble aHHble He BKJwuaTces B CMS-coobuieHne (Tak Ha3bl-
BaeMasl OT/leJIeHHasi TOATMHUCH), MOJe3HO MPH HEOOXOAUMOCTH XPaHUTh
MOJIMKCh OATEJbHO OT AAHHBIX. DTO MOBeJeHHe MOKHO OTMEHHUTb, UC-
nosib3yst onuuio -nodetach.

-nodetach

[Ipy nopnucbiBaHUU COOOLIEHUS UCTIOAb3YETCS HEMPO3PAUHBIH PEXKUM.
dta ¢dopma GoJsiee ycToHuMBa K Mepejaye Mo MOYTOBBIM KaHasaM, HO
ee He MOTYT MPOYECTb IOUYTOBblE KJWEHTHI, KOTOpPble He MOAIepKHBa-
ot S/MIME. Eciu 3ta onuus He yKaszaHa, UCIIOJIb3YeTCsl OTKPBITHIH
pexum noanucu ¢ multipart/signed MIME-Tumnowm.

Ecsiu vcnosb30BaTh 3TY OMIMIO COBMECTHO ¢ -sign -binary, moanucer-
BaeMble JaHHble OYAyT BKJIIOUEHBl B CMS-CTPYKTYPY.

-certfile file

[To3BosisieT ykaszaTb HomNoJNHHTe/bHble cepTHdUKaTh. [Ipn moanucer-
BAHUU COOOLIEHHUsI YKa3aHHble CePTU(PHUKATBl OYAYT BKJIOYEHBI B CO-
o6ueHue. [Ipu nmpoBepke MOANHUCH Cpeld HUX OYAYT UCKATbCS CEPTH-
¢ukatel noanucu. CepTUuduKaThl 10MKHB ObITh B (hopmaTe PEM.

-certsout file

Bce ceprudukatel, comepxauiyecss B COOOLIEHUH, 3aNKCHIBAIOTCS B
(aia.

-signer file

CepTuduKar MOAMUCH TMPU MOAMUCBIBAHUU WJH MePernofnUChiBAHUN
coo0leHUsl. DTa ONUUSA MOXKeT HCIO0Jb30BaTbC MHOTOKPATHO, €CJH
TpebyeTcs OoJsiee ofHOH moanucH. Ecau cooOuieHue npoBepsieTcs, TO
IpU YCIHELIHOH MpoBepKe CepTU(PUKATBI MOAMUCH OyayT 3alMUCaHbl B
3TOT (paudI.

-recip file

Ceptudukar nosydatesi Ipy pacliipoBaHUU COOOILEHHs. DTOT Cep-
TU(UKAT 10J2KEH COOTBETCTBOBATh OAHOMY M3 MoJjyyaTesed cooOllie-
HHS, B IPOTUBHOM CJlyyae MporpaMma BbIaeT OLIMOKY.

-keyid

Hcnonb3yer /s naeHTH(PUKALUK CepTU(DHUKATOB pacllupeHue CepTH-
¢ukara subject key identifier BMecTo UMeHM yHOCTOBEpSIIOIIETO IIeH-
Tpa W cepuiiHoro Homepa. [lpemocTtaBsieHHBIH cepTU(HUKAT HOJKEH
BKJIIoYaTh pacuuupenue subject key identifier. [Tonnep:xkuBaercs on-
LUAMHU -sign u -encrypt.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-receipt_request_all
-receipt_request_first

Jlisi onmuMH -sign BKJIOYaeT 3ampoc Ha MOAMUCAHHYI0 KBHTAHLHIO.
YKasblBaeT, 4TO 3aMpoChl JOJXKHBI ObITh MPELOCTaBIEHbl BCEMH MOJY-
YaTesNs MU WM MOJydaTeJNsiMU MepPBOTO yPOBHsI (HEMOCPeACTBEHHBIMH
ajpecaTaMu, a He TEMH, KTO NOJydaeT CooOlIeHHe Yepe3 CIHCOK pac-
coliku). MirHopupyercsi, ecsid ykasaHa onuusi -receipt_request_from.

-receipt_request_from
emailaddress

I[.HH (0280087051 —sign BKJIIOYaeT 3alpoC Ha TOAMHWCAHHYIO KBUTAHIHIO.
Tpe6yeT IpsAMOro yKasaHHusa 3JIEKTPOHHOI'O ajpeca, KOTOprﬁ JOJI2KEH
[IpeaoCTaBUTb KBUTAHIHH.

-receipt_request_to
emailaddress

Jo6aBsisieT mnpsiMoe yKa3aHue 3JEKTPOHHOTO ajpeca, Ha KOTOPBIH
IOJKHBl ObITb OTIPaBJIeHbl MOANMCAHHBIE KBHUTAHIMMU. IDTa OMIUSA
N0J2KHa ObITh yKa3aHa MpH 3anpalliiBaHUU MOANUCAHHON KBUTAHLIUH.

-receipt_request_print

Jnsa onuuu -verify BBIBOZMT comepKHMoe JIOOBIX 3aMpPOCOB HA MOJ-
MUCaHHble KBUTAHIUH.

-secretkey key

YKa3blBaeT CHUMMETPHUHBIA KJI0Y, KOTOPBIH CJEAyeT HCIOJb30BaTh.
DTOT KJI0U [0JKeH ObITh MPeNOCTaBJ/IeH B LIeCTHAALATEPHUHOM BHE
M COOTBETCTBOBATb HCIOJb3yeMOMYy anroputmy. [lognepkuBaercs om-
nusimu -EncryptedData_encrypt, -EncrryptedData_decrypt, -encrypt
and -decrypt. Korna ncnosb3ayercs ¢ onuusimu -encrypt uau -decrypt,
MPeI0CTABIEHHBIH KJIIOU UCTOJb3YeTCsl IS CBOPAUMBaHHUS UM PA3BO-
pauMBaHUS KJIOUa, HA KOTOPOM 3alIU(PPOBAHO CONEPKHUMOE, C HUCITOJb-
soBanueM Kiwoua AES B tune KEKRecipientInfo. Ilpu mudposanuu
no anroputmam [OCT naHHasi onuusi UCMOJIb30BATHCS He NOJIXKHA.

-secretkeyid id

Wnentudukarop k/awo4a /s NPeLOCTaBIeHHOTO CHMMETPUYHOTO KJIIO-
ua nns tuna KEKRecipientInfo. 9rta onuus momxHa mpucyTcTBOBaTH,
ecnu ¢ onuued -encrypt ucnosbsyercs omuus -secretkey. C omuu-
eit -decrypt upeHTH(PHUKATOP HUCTIONB3YETCs /Il HAXOXKIEeHHsT COOTBET-
CTBYIOLLLETO KJIIOUa; €CJIM OH He MpeloCTaB/eH, TOria NPOUCXOIUT MO-
nbiTKa pacuudposanus Bcex cTpyktyp tuna KEKRecipientInfo. Ilpu
mugppoBanuu no anroputmMam [OCT paHHas omuusi MCMOJMB30BATHCS
He J0JIXKHA.

-econtent_type type

yCTaHaBJAUBAET WHKAMCY/JIUPOBAHHBIA THUI CONEP:KAHUS B THII, yKa-
3aHHBbI MapaMmeTpoM type; ecsu He NPeLOCTaBJEH, UCMOJAb3yeTCs THII
Data. [lapamerp type moxkeT ObITh JIOOBIM BanugHbiM UMeHeM OID
KaK B TEKCTOBOM, TaK M B UHCJOBOM (popmare.

[TopsinkoBbi#i Ne M3MeHeHUsI
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Onnug Onucauue
-inkey file 3aKpBITBIH KJI0Y JJIS UCMOJIb30BAHHUS MPH MOAMNKCBIBAHUH WJM pac-

wrdposaHuu. Koy no/KeH MoAXOAUTh AJS COOTBETCTBYIOLLETo Cep-
TU¢ukata. Ecau sTta onuus He yKasaHa, 3aKpBITHIH KJ/IOU A0JXKEH
OBITh BKJIIOYEH B (hals cepTU(HUKATa, yKa3aHHbIN B napametpe file om-
UuH -recip uau -signer. [Ipn noanuceIBaHUM 3Ta ONLUS MOXKET OBITh
UCIIO/Ib30BAHA HEOAHOKPATHO AJ/151 YKAa3aHMS 110C/eJ0BATe/NbHbIX KJIIO-
yel.

-keyopt name:opt

Jns nopnucy v wMpoBaHUS 3T OMIMSA MOXKET UCII0JNb30BAThCS MHO-
TOKPAaTHO, YTOOBI TPUMEHSATH MOJb30BaTEbCKHUE TTApAMETPbI AJIs KJIFO-
Yya WU cepTU(UKATa, YKA3aHHOTO Npenbiayiied onuueid. OHa MOXKeT
Ucrosb3oBatbes as yetaHoBKH RSA-PSS nna monnucu, RSA-OAEP
nnst wr@poBaHUS WJM U M3MEeHEHHUs] MapaMeTpPoB MO YMOJYaHUIO
nast ECDH. K knwouam pgas anroputmoB 'OCT ata onuus Henpume-
HUMA.

-passin arg HcTouHUK maposis K 3aKPbITOMY KJIIOUYy. 32 NOTMOJHUTEJbHOH UH(OP-
Malueit o opmarte aprymeHTa cM. pasged 7.4
cert.pem... OnuH uiau 6ojee cepTU(UKATOB MoJydatened coobiieHusi. Mcmosb-

3yeTcs npH 3awuppoBanun coobuieHusi. CepTuUKaThl A0JKHbI ObITH
npeaBapyTeNbHO IPOBEPEHBl HA HEOTO3BAHHOCTD C IOMOLLbI0 KOMaH/bl
verify.

-to, -from, -subject

CooTBeTCTBYIOIINE 3ar0J0BKH cooOuieHHsi. OHU BKJIOYAKTCS B 3a-
mwrdpoBaHHoe cooblleHHe B He3alIW(PPOBAHHOM BHIEe, TaK 4YTO OHHU
MOTYT ObIThb BKJIIOUEHbl Bpy4HY10. [Ipy moamuceiBaHUM MHOTHE IMOY-
TOBble KJHEHTHI, nopaepxkuBatoiine S/MIME, npoBepsitoT, COOTBET-
CTBYeT JIM 3JeKTPOHHBIH azipec, YKa3aHHBIA B cepTU(UKATe MOAMNUCH,
3JIEKTPOHHOMY ajipecy, ykazaHHoMy B mnoJie From: address.

-purpose,
-ignore_critical,
-issuer_checks,
-crl_check,
-crl_check_all,
-policy_check,
-extended_crl,
-x509_strict,  -policy,
-verify_depth,
-check_ss_sig,
-use_deltas

YcraHaB/MBaeT pas3/dyHble ONLKK TPOBEPKH Liernodyku nosepusi. Cwm.

7.6.3.4 Ilpumeuanus

[TopsinkoBbi#i Ne M3MeHeHUsI
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[Ipn 3amudpoBaHuy cOOOLIEHUS He MPOU3BOAMTCS IpPOBepKa HEOTO3BAHHOCTH CEePTHU(PHUKATOB
noJyyareJsielf, MO3TOMY Iepejl BbIIOJHEHHEM Olepaluuu 3alMU(ppOBaHUA B 0053aTeJbHOM IOpsIIKe
cjenyeT IMPOBEPUTb KOPPEKTHOCTb M HEOTO3BAHHOCTb MCIOJb3yeMbIX CEPTHU(PHUKATOB C MOMOLILbIO
KoMaH[bl verify.

Coobuienne MIME-tuna no/kHO ObITh OTIpaBJieHO 6€3 MyCThIX CTPOK MEXKIy 3aroJIOBKaMH U
TeJIoM coo0leHus1. HekoTopele mouToBble MPOrpaMMbl aBTOMAaTHYECKH A00aBJISIOT MYCTYIO CTPOKY.
[lepenaua coobureHust npssMo B KomaHay sendmail uepe3 koHBelep — OIMH K3 CIOCOOOB AOCTHYb
KOPPEKTHOro opmara.

[lognuceiBaeMoe WK 3aliM(poBbIBaEMOe COOOIIEHHE NOJKHO BKJOYaTh Heobxoaumble MIME-
3arosioBKH, und MHorve S/MIME-K/HeHTb MOKaXKyT ero HeKOpPPeKTHO (ecsH BooOlle MOKaXKyT).
Bel MOXKeTe UCNo/1b30BaTh ONUMIO -text 1/ aBToMaTH4eCKoro 100aBJ/eHHUS TEKCTOBBIX 3ar0JIOBKOB.

«[lopnucannoe u 3amndpoBaHHOe» cooblleHHe — co0DllleHHe, KOTOpOoe cHauaJja Obl0 MoANKca-
HO, a MOTOM 3aLIK(POBAHO. DTOTO MOKHO AOOUTHCS, 3aLIU(PPOBBIBAS y2Ke MOANHUCAHHOE COOOIIEHHe

Onuuu -encrypt u -decrypt orpaxator o6eiuHoe ucnonb3oBaHue B S/MIME-kanentax. Crporo
rosopsi, oH1 obpabareiBalor CMS-ynakoBaHHble faHHble. g Apyrux ueseit vcnosbaytores CMS-
3aln(poBaHHbIE JAHHBIE.

Onuus -resign UCMosb3yeT X3II CYLIECTBYIOIIEro cooOlleHUs NpU 106aBaeHUH HOBOH MOAMHUCH.
DTO 03HAYaeT, 4TO XOTs Obl B OAHOH CYIIECTBYIOIIEH MOAMUCH JOJ2KEeH HCIO0Jb30BaThCS TOT 2Ke X3l
COOOILIeHHS], UK onepalus He OyneT BHIIIOJHEHA.

Onuuu -stream u -indef o6ecrneunBaOT 3KCEpPUMEHTANbHYIO MOAAEPKKY MOTOKOBOTO BBOAA/-
BeIBOfa. Pesysnbrar komupyercss B KonupoBky BER ¢ ucnosb3oBaHHeM CJ10)KHOMO KOAMPOBAHHUS C
HeornpeneJeHHOH NauHOM, a He B KonupoBky DER. IToTokoBbIé BBOA/BBIBON MOAIEPKHBAETCS MAJIs
ONnuUUU -encrypt, a Takxe /s ONUUM -Sign, eC/IU COAepKAaHHe He OTHAe/EHO OT MOAINMUCH.

[ToToKOBEIH BBOI/BBIBOA BCErja MCHOJb3YeTCs IS OMNLHUM -Sign ¢ OTAeNeHHBIMH NAHHBIMH, HO
MIOCKOJIbKY colepKHMoe He sBJjsieTcsl yacTbio CMS-cTpyKTyphl, OHO ocTaercsl B konuposke DER.

7.6.3.5 Konbl BbIXOnA

Onepaul/m BBITIOJIHEHA ITIOJTHOCTBIO

[Ipousona omubka npyu aHaarMde ONUUN KOMaH[bl

OnuH 13 BXOAHBIX (halJIOB He MOXKeT OBITb NPOYMTAH

Own6ka npu cosganun CMS-paitna nau urenun MIME-coo6uienus.

OwnbKa npu pacminpoBKe HJIU MPOBEPKE COOOILIEHHUS

Y | W N —| O

Coo01ieHre 66110 TPOBEPEHO, HO MPOMU30ILJIA OLTMOKA MPH 3aMUCH CePTU(HUKATOB MOAHUCH.

7.6.3.6 Tlpumeps

Cosnatb cooOblIeHHe, TOAMUCAHHOE B PEXKHUMe OTKPBITOI'O TEKCTa:
openssl cms -sign -in message.txt -text -out mail.msg
-signer mycert.pem -inkey mekey.pem
Cosnatb cooblieHHe, MOAMUCAHHOE B HEMPO3PaYHOM peKUMe:
openssl cms -sign -in message.txt -text -out mail.msg
-nodetach -signer mycert.pem -inkey mykey.pem
Co3nath MOANMCAHHOE COOOleHNe, BKAIOUUTh HECKONBKO JOTOJHUTENbHBIX CEPTU(PUKATOB:
openssl cms -sign -in in.txt -text -out mail.msg
-signer mycert.pem -inkey mykey.pem -certfile mycerts.pem

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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CosnaTh noanucaHHoe cooblleHue ¢ IByMs MOATMUCAMH, UCMONb3ys paciuupeHue key identifier:
openssl cms -sign -in message.txt -text -out mail.msg
-signer mycert.pem -signer othercert.pem -keyid
OtnpaButh nognucanHoe coodbienrne B OC Unix npsimo B sendmail, BK/0Yasi 3arosioBKU:
openssl cms -sign -in in.txt -text -signer mycert.pem
—-from steve@openssl.org -to someone@somewhere
-subject "Signed message" | sendmail someone@somewhere
[IpoBeputh cooOlieHUe, B caydyae yCHelIHOH NMPOBEPKU H3BJeUb CePTH(PUKAT MOAMUCH:
openssl cms -verify -in mail.msg -signer user.pem -out signedtext.txt
OtnpaButh 3awkMppoBaHHOE COOOIEHHE C UCTOAb30BAHUEM alroputMa «Marma» U UMHUTO3aLIH-
TOH:
openssl cms —-encrypt -in in.txt -from steve@openssl.org
-to someone@somewhere -subject "Encrypted message"
-magma-ctr-acpkm-omac user.pem -out mail.msg
[lopnucatb u 3awuppoBaTh cOOOILIEHHUE:
openssl cms -sign -in ml.txt -signer mycert.pem -inkey mykey.pem
-text | openssl cms -encrypt -out mail.msg
-from steve@Qopenssl.org -to someone@somewhere
-subject "Signed and Encrypted message" -magma-ctr-—acpkm user.pem
[Iprumeuanue: KoMaHaa 3alIM(pPOBaHUs He BKJOUYaeT ONUuIo -text, moTomy uTo 3alndpoBbIBae-
Moe coobiieHue yxe BkJawdaeT MIME-3aro/oBku.
Pacundposars coobiienue:
openssl cms —-decrypt -in mail.msg -recip mycert.pem -inkey key.pem
BeiBon ¢ynkuuu nonnuceiBanus Be6-dopm B Netscape siBasiercss PKCS#7-cTpyktypoit B dop-
MaTe C OTHeJeHHOH MOAMHUChbI0. Bl MoXKeTe MCMONB30BaTh 3Ty MPOrpaMMy M5 MPOBEPKH MOAMMUCH,
cBepHyB (line wrap) cTpyKTypy, 3akoqupoBaHHYI0 B base64, 1 OKpYKUB ee 3aro/JOBKaMHU:
—-BEGIN PKCS7—-
—-END PKCS7—-
¥ BOCIOJIb30BABIIUCh KOMAHI0M
openssl cms -verify -inform PEM -in signature.pem -content content.txt
Wnu ke BBl MOXKeTe NeKOAMPOBAThH MOAMUCH U3 KOAUPOBKH base64 M MCrosb30BaTh
openssl cms -verify -inform DER -in signature.der -content content.txt
Jlo6aBHUTb MOANUCH K CYLIECTBYIOLIEMY COOOILIEHUIO:
openssl cms -resign -in mail.msg -signer newsign.pem -out mail2.msg

7.6.4 Komaupma crl

7.6.4.1 OnucaHue KOMaHIbI

Komanna crl o6pabarbiBaer (haiisnbl CIMCKOB 0T3bIBa cepTHdUKatoB B (popmate DER nan PEM.

7.6.4.2 dopmar BBOIAa KOMaHIbI

openssl crl [-inform PEM|DER] [-outform PEM|DER][-text] [-in filename] [-out filename] [-
noout| [-hash] [-issuer] [-lastupdate] [-nextupdate] [-CAfile file] [-CApath dir] [-fingerprint]
[crlnumber] [-nameopt options]
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7.6.4.3 Onuuu KOMaHIbl

Onuug Onucanue
-inform DER|PEM YkaseiBaet BxogHoH ¢opmar. Popmar DER — crpykrypa CRL B DER-
konupoBke. PEM (ymomuanue) — Bepcus DER-popMbl B KomupoBke

base64 ¢ BepXHUM W HHXKHUM OTPAHHUUUTENSIMH.

-outform DER|PEM

YKasbiBaeT BbIXOAHOW (opmatr. Onuusi uMeeT Te Ke 3HAYeHHs, UTO H
onuud -inform.

-in filename

YKasbiBaeT CpanIJI C BXOJAHBIMM NaHHbIMH. Ecau omuust He YKa3aHa, OaH-
Hbl€ YUTAIOTCA CO CTAaHAAPTHOTO BBOMAA.

-out filename

YKasbiBaeT (i)aﬁﬂ JIJIST 3aMMCH BBIXOAHBIX NaHHBIX. Ecau onuus He YKa-
3aHa, JaHHble BbBIBOAATCA B CTaHﬂapTHbIﬁ BBIBOJ.

-text BeiBecTH CnUCOK OT3BIBA CEPTU(PHUKATOB B TEKCTOBOM BHE.

-noout He BBIBOAHTH KOAMPOBAHHYIO BEPCHUIO CITHCKA OT3bIBA CEPTU(PHUKATOB.

-hash BriBecTH X31I-CyMMYy 3HaueHHUS MoJisd issuer. Ty OMLUI0 MOXKHO HCMOJb-
30BaTh [JISl NIOMCKA CIIMCKOB OT3blBa CEPTHU(PUKATOB B KaTaJjore Mo MOJIO
issuer name.

-hash_old BeIBOAUT X31lI-3HaYeHUe MMEeHH U3[aTesisl CIIMCKA OTO3BaHHBIX CepTU(H-
KaTOB, HUCIOJIb3ysl YCTapeBLUUH aJrOPUTM, KOTOPBIH MCIIOJNb30BaJICS Bep-
cusamu OpenSSL no Bepcuu 1.0.0.

-issuer BeiBecTH MM BBITYCKAIOLLETO.

-lastupdate BriBecTr 3Hauenue mnoJs lastUpdate.

-nextupdate BriBectu 3Hauenue moss nextUpdate.

-CAfile file

[TpoBepuTh MOAMUCH MO CIIUCKOM OT3bIBa CEPTHU(UKATOB C MOUCKOM Cep-
TU(UKATa BBIMYCTUBIIEr0 YAOCTOBEPSIOLLEro LeHTpa B (aiiie

-CApath dir

[TpoBepUTh MOAMKUCH MOA CITUCKOM OT3bIBa CEPTH(HUKATOB C MOUCKOM Cep-
THU(UKATa BBIMYCTHBILETO YIOCTOBEPSIIOUIETO LIEHTPA B KaTaJjore. JTOT
KaTaJjior J0JKeH ObITh CTaHIAPTHBIM KaTaJoroM CepTH(HKATOB, TO €CTh
C KaXKIbIM CepTH(HUKATOM NOJKEH OBbITh CBSI3aH X3I 3HAUEHHS COOT-
BETCTBYIOIIEro moJist subject name (MoJiydeHHOr0 C MOMOIIbIO YTHIUTHI
x509 ¢ onuuelt -hash).

7.6.4.4 Ilpumeuanus

PEM-dopmat cnucka
HUYUTEJIH:

7.6.4.5 Tlpumepsr

[Ipeo6pasoBath aila
openssl crl -in
Output the text form
openssl crl -in

OT3bIBa CEPTU(PUKATOB UCMOJb3YyeT CJaelylolle BEPXHUN U HUXKHHUK orpa-

criucKa oT3biBa ceptudukaroB u3 popmara PEM B dopmar DER:
crl.pem -outform DER -out crl.der

of a DER encoded certificate:

crl.der -text -noout

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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7.6.5 Komanga crl2pkcs?7
7.6.5.1 Onucanue KOMaH/bl
Komanna crl2pkes7 npeBpaiiaer onuH uan 6osiee cepTU(HUKATOB U CIIHCOK OT3bIBa CepTH(HKA-

TOB (HeoOsizaTesieH) B BoIpoKIeHHYI0 PKCS#7-cTpyKTypy, comep:Kally TONbKO CepPTH(PUKATHI (He
cozepKallyio cooOIIeHH ).

7.6.5.2 dopmat BBOIA KOMaH/IbI

openssl crl2pkes7 [-inform PEM|DER] [-outform PEM|DER] [-in filename] [-out filename] [-
certfile filename] [-nocrl]

7.6.5.3 Onuuu KoMaHIbl

Onuug Onucaunue

-inform DER|PEM YKasbiBaeT BXOAHOH (popMaTr crnucka oT3biBa cepTUdHuKaToB. Popmar
DER — crpykrypa CRL B DER-komupoBke. PEM (ymosuanue) — Bep-
cusi DER-dopmbl B KonupoBke base64 ¢ BepXHUM M HUXKHHUM OTPaHUYH-
TEeJSAMHU.

-outform DER|PEM | YkaswiBaet BbixomgHo#l dopmat PKCS#7-ctpykrypel. @opmar DER —
crpykrypa CRL B DER-konupoBke. PEM (ymonuanue) — Bepcusi DER-
(dopmbl B KonupoBke base64 ¢ BepXHUM W HMKHHUM OTPAHUUYHUTENSIMU.
-in filename OTa Omuus onpenessieT BXOTHOH (halJ, U3 KOTOPOrO CJefyeT CUHTATh
CIIMCOK OT3blBa cepTH(dukatoB. Ecau 3Ta onuus He yKasaHa, CIHUCOK
OT3bIBA CEPTU(PHUKATOB CUMTHIBAETCS CO CTaHAAPTHOrO BBOJA.

-out filename dta onuus onpenessieT BbIXOAHOW (haiis, B KOTOPbIH 3amnuchiBaeTcs IO-
ayueHHass PKCS#7-ctpykrypa. Ecnu sta onuust He ykazana, PKCS#7-
CTPYKTypa BBIBOLUTCS Ha CTAaHAAPTHBIH BHIBOL.

-certfile filename OTa onuus onpefesser gai, copepxalluil oAUH UM OoJblie cepTU(hH-
kaToB B PEM-¢opwmare. Bee ceptugukartsl u3 atoro ¢aiina 6yayT BKJIIO-
yeHbl B PKCS#7-cTpykTypy. dTa onuus MoxKeT ObITh YKa3aHa HECKOJbKO
pas, ecJu HYXKHO CUHUTATbh CEPTU(UKATHI U3 HECKOJNbKHUX (DaHJIOB.

-nocrl Kak mpaBuJ/io, B BEIXOAHOH (Daillsl BKJIOYAETCS CIIUCOK OT3bIBA CEPTU(HU-
KaToB. Eciu yKasaHa naHHasi omuusi, CIMCOK OT3blBa CEPTU(PUKATOB He
CUMTBIBAETCS] U3 BXOJHBIX JAHHBIX U He BKJIIOUAETCS B BBIXOIHOW (paidJ.

7.6.5.4 Tlpumepsr

Cospnate PKCS#7-cTpykTypy U3 cepTU(HKATa U CIIUCKA OT3bIBA CEPTHU(UKATOB:

openssl crl2pkcs7 -in crl.pem -certfile cert.pem -out p7.pem

Cosnate PKCS#7-ctpyktypy B DER-(hopmaTe M3 HeCKONbKHX pa3HbIX CepTH(UKATOB, CIIUCOK
OT3bIBa CEPTHU(HUKATOB HE BKJIOYATh:

openssl crl2pkcs7 -nocrl -certfile newcert.pem -certfile
demoCA/cacert.pem -outform DER -out p7.der

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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7.6.5.5 Tlpumeuanus

Brixonnoti aiin npencrasaser coboil PKCS#7-cTpykrypy «signed data», He comepxariyto HHU-
KaKHUX TOANHKCEH, CoAepKALLYI0 TONBKO CEPTU(PUKATBI U ONLHUOHANBHBIM CIIMCOK OT3bIBA CepPTH(UKA-
TOB.

ATy YTHIUTY MOXKHO HCIOJ/b30BaThb [/ OTIPABKU CEPTU(PHUKATOB M CIIMCKOB OT3bIBA CEPTH(HU-
KaToB B Opay3epel B KaueCcTBe YaCTH Ipollecca BBoAa cepTU(HKaTa B OeHCTBHEe. DTO BKJIOYaeT
ornpaBky naHHbix MIME-tuna application/x-x509-user-cert.

Januble B PEM-(opmarte 6e3 BepxHero W HUXKHEro orpaHhuyuTesied MOXKHO HCIO0Jb30BaTh /151
YCTaHOBKH I10/1b30BaTe/NbCKUX cepTH(UKaTOB U cepTudrkaro YLl B Microsoft Internet Explorer ¢
nomotbio Active-X asementa Xenroll.

7.6.6 Komanga dgst

7.6.6.1 Omnucanue KOMaHIbI

Komanna no3BosisieT BBIUHCAUTD X3LI-CYMMY JJIsl IpeloCTaBaeHHOro (aiaa uiu (aiaos B LIecT-
HanuatepuyHoM Bufe. Takxke MOXeT ObITb HCIOJb30BaHA [J/51 BBIUMCJEHUS UMHUTOBCTABKH U (hop-
MHpPOBaHHUS U TOATBEPXKIEHHUs 3/1eKTpoHHOH noanucH (IIT).

Jns BeiuucaeHus xsuw-cyMMmbl no airoputmam ['OCT P 34.11 Heo6xonuMo yKasbiBaTb OIMLHKIO
-md_gost12_256, -md_gost12_512 uau -md_gost94 (mocsenHion TonbKo AJs obecreyeHHs COBMe-
CTUMOCTH C TIPEIBbIAYIIHMH BEPCHSMH).

Jlns Boiurcsenusi uMuToBcTaBku 1o anroputmy [OCT P 34.12-2015/TOCT P 34.13-2015 Heo6-
XOIMMO YKasblBaTb OMLMIO -mac magma-mac uau -mac kuznyechik-mac.

Ilnsi Beiuncsienust umutoBctaBku 1o anroputmy [OCT 28147-89 (Tosbko njsi obecriedeHUs: COB-
MeCTHUMOCTH co cTapbiMu Bepcusimu CK3M) Heob6xomnmo ykasbiBaTh omuuio -mac gost-mac-12 unau
-mac gost-mac (pasauyaroTcs HUCIoIb3yeMbIM HaGOPOM MapaMeTpoB).

7.6.6.2 dopmar BBOfAa KOMaHbI

openssl dgst [-md_gost12_256|-md_gost12_512|-md_gost94|-sha|-shal|-mdc2|-ripemd160|-sha224|-
sha256|-sha384|-shab12|-md2|-md4|-md5|-dssl] [-¢] [-d] [-hex] [-binary] [-r] [-non-fips-allow] [-
out filename] [-sign filename] [-keyform arg]| [-passin arg]| [-verify filename] [-prverify filename]
[-signature filename] [-hmac key] [-non-fips-allow] [-fips-fingerprint] [file...]

7.6.6.3 Onuuu KOMaHIbI

Onuga Onucanue

-md_gost12_256 Hcnonb3oBars anroputm xsmuposanus [OCT P 34.11-2012, 256 6ut
-md_gost12_512 Hcnonb3oBats anroputm xsmupoanus [OCT P 34.11-2012, 512 6ut
-md_gost94 HcnonbzoBats anroputm xsmuposanus [OCT P 34.11-94

-C BoiBecTH X31I-cyMMy B IBYX LH(POBBIX TPyMNax, pa3ieseHHbIX BepTH-

KaJbHOH UepTOH, aKTya/JbHa TOJBKO €CJH HCIOJb3yeTcs LiecTHaalaTe-
pUYHBIA (popMaT BHIBOAA.
-d BriBecT otnagounyto nHpopmauuio BIO.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Onnug Onucauue
-hex BeiBecT X31I-CYMMYy B BHJE LIECTHAALATEPUUYHOrO Hamma. DTO YyMOJ-
yaTe/IbHbIH BapUaHT [JIl «OOBIKHOBEHHOH» X3LI-CYMMBl, B OTJIHYHE OT
uudposoit moanucu. Cm. pasnen [Ipumeuanus.
-binary BeiBecTH X311-CyMMY HJIM NOANHCH B OMHApPHOM BHIE.

-r

BeiBonuT Xx311-3Ha4eHue B (popmaTte «coreutils», ucmonb3yeMom mporpam-
MaMu Ttuna shalsum.

-non-fips-allow

[To3BosisieT ucnonb3oBath He-FIPS anropuTmel X31mupoBaHUs B pekume
FIPS. Onuus He umeet Hukakoro addexra s He-FIPS pexunma.

-out filename

YKasaTb UM q)afma BbIBOJ4, 110 YMOJYaHHUIO — CTaHﬂapTHbIﬁ BBIBOJ.

-sign filename

BripaboTaTh LM(PPOBYIO MOANUCH, UCTIOAb3YSl 3aKPBITHIH KJI0U, COlepKa-
IIMHCS B yKasaHHOM (paiiJe.

-keyform arg

OnpenensieT popmat Kjwoua, KOTOPbIM CJelyeT MOANUCHIBATDL NAHIKeCT.
Komanna dgst mognepxkuBaet tosbko opmatel PEM u ENGINE.

-engine id Hcnonb3oBaTh 9HIKHUH ¢ HMeHeM id A/ BBEITIOJIHEHHS onepaluy (BKJIO-
yast XpaHUJIHILIE 3aKPLITOr0 KJoua). DTOT SHIKHH He UCTONb3YyeTCss Kak
MCTOUHHK aJTOPUTMOB X3IIMPOBAHUS, €CJU TOJbKO OH He yKa3aH B KOH-
(urypauroHHoM (aie.

-passin arg MecTo xpaHeHUSs MapoJs K 3aKPBITOMY KJ04y. 32 IOMOJHUTENbHOH HMH-

(opmaumeit o popmare aprymeHTta cM. pasgen i/ .4

-verify filename

[TpoBepuTb MOANHCH C UCNONB30BAHHEM OTKPBITOTO KJIIOUA, COAEprKalle-
rocsi B ykazaHHoM (aiine. Pesynbrar — au6o «Ilopnuch koppekTHa»,
an60 «[lopnuce HeKOppeKTHa».

-prverify filename

[IpoBepuTh MOAMUCH C UCNOJb30BAHUEM OTKPBITOrO KJi04a, ColepKalle-
rocsi B yKa3aHHOM (paiJe.

-signature filename

YKasatb (a1, Mof KOTOPbIM HEOOXOAHMO MPOBEPUTH MOATHCE.

-hmac key Co3naTh UMUTOBCTABKY Ha 6ase X3I-PYHKIHUH C UCIIOJb30BAHUEM KJIIO-
ya key.
-mac alg Cosznatb umutoBctaBky. Hasa anroputmoB 'OCT nonnep:xuBatoTcs cie-

AyIOlLIYe BapHaAHTHI:

hmac - umnTOBCTaBKa Ha 6a3e X3MI-PYHKLUHH, TpebyeT YKa3aHUs ajro-
puTMa x3mupoBaHus (onuus -md_...);

magma-mac - uMuToBcTaBka 1o asroputmy [OCT P 34.12-2015 wu
[OCT P 34.13-2015 ¢ nauHoi 6y0Ka 64 6uta («Marmar);
kuznyechik-mac - nmutoBctaska no aaroputmy OCT P 34.12-2015 u
[OCT P 34.13-2015 ¢ nauHoit 6/10Ka 256 6UT («Ky3Heuuk»);
gost-mac-12 - nmurtoscraBka no anaroputmy ['OCT 28147-89 ¢ Habopom
napametpoB id-tc26-gost-28147-param-Z;

gost-mac — nmutoBctaBka no anaroputmy ['OCT 28147-89 ¢ nHabopom
napametpos id-Gost28147-89-CryptoPro-A-ParamSet.

Kitouun 1 npyrie napamMeTpsl AJ1si KIMHTOBCTABKH CJlelyeT YCTaHABJIHUBATb
C MOMOLIbI0 MapameTpa -macopt.

-macopt nm:v

[Tepenath omuuu B ajropuTM HMHUTO3ALLKTHI, ONpeeJeHHbIH KIUoM -
mac. dasa anroputmoB 'OCT noppnep:kuBaOTCs CleyIOIIHe OMIIUH:

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

key:string — ompeznensieT KJ/04 aJropuTMa HMMHTO3ALIUTHl B BHIE
OyKBEHHO-LIU(PPOBOH CTPOKHU (IIPUMEHSETCS], €CJH KU CONEePKUT TOJb-
KO BBIBOJMMbIe CUMBOJIBI). J[JIMHA CTPOKH NOJI?KHA COOTBETCTBOBATb JIFO-
ObIM OIPaHUYEHUSIM aJrOpUTMa UMUTOBCTABKH, HAllpUMep, A5 aJATrOpUT-
Ma gost-mac oHa [0J/KHa ObITh POBHO 32 CHMBOJIA;

hexkey:string — onpenensieT KJOY ajJropuTMa MMHTO3ALIUTHl B ILIECT-
HaJlaTepuyHOM BHJe ([Be lecTHaalaTepuuHble uUdpol Ha Ga#t). Lau-
Ha KJ/Io4ya JOJKHa COOTBETCTBOBATH JIOOBIM OrpaHUYEHUSIM aJropuTMa
UMHUTOBCTABKH, HamlpuMep, AJs aJropuTMa gost-mac oHa moJKHa OBbITh
POBHO 32 CUMBOJI;

paramset:id — npeanucbiBaeT MCMONb30BaTh yKa3aHHBIH Habop mapa-
metpoB anroputma [OCT 28147-89 BmecTo ymosyateabHoro. Ha6op na-
pamMeTpoB MoXeT ObITh 3aiaH Kak uudpoBbiM OID, Tak ¥ CHUMBOJBHBIM
id. OTmeTtum, 4TO B Cc/ayd4ae SIBHOrO 3aJaHusl Habopa MapaMeTpoB aJro-
puTMBbI gost-mac u gost-mac-12 HUYeM ApyT OT Apyra He OTIUYAITCS;
size — 3a1aéT pasMep MMHTOBCTAaBKM B 0aHTax, AOMYCTHMO TOJBKO B
KOMOMHAIMKU ¢ -mac gost-mac u -mac gost-mac-12.

-sigopt nm:v [TonHocTblO aHasornuyHa -macopt, Ho MMeeT OOJBLIMKA MPUOPUTET.

file... Daiin nau paiabl, I8 KOTOPbIX HYXKHO BBIUMCJAUTH X3WI-CYMMbl. Eciu
He yKa3aHO HHU OflHOro (paii/ja, UCHOJb3yeTCsl CTAaHAAPTHBIA BBOA.

7.6.6.4 Ilpumeps

[logcuntaTh x31-3HaYeHHe (haiiaa B LIECTHAALLATEPUUHOM BHJE:
openssl dgst -md gostl2 256 -hex file.txt
[Tonnucate ¢aiti, ucnons3dys anroputm xswmrpoBanus [OCT P 34.11-2012 256 6ut ¢ BbIBOLOM
B (pals1 B IBOMYHOM BHJE
openssl dgst -gostl2 256 -sign privatekey.pem -out signature.sign file.txt
[IpoBepuTh moamnuch:
openssl dgst —-gostl2 256 -verify publickey.pem
-signature signature.sign file.txt
Beruncauts xam no aaroputmy ['OCT P 34.11-2012:
IJIUHBL 512 OUT:
openssl dgst -md _gostl2 512 openssl.cnf
IJUHBI 256 OHUT:
openssl dgst -md gostl2 256 openssl.cnf
BBIYKC/IHUTD UMUTOBCTABKY MO alroputmy «Marmar:
openssl dgst -mac magma-mac -macopt
key:12345678901234567890123456789012 dgst.dat

7.6.7 Komauna errstr

7.6.7.1 OnucaHue KOMaHIbl

MHorna npusioxeHue He 3arpyxaeT cooOlleHHe 00 OLIMOKe, U JOCTYNHBI TOJbKO UYHCJEHHbBIE
(opMBbl TaKMX COOOLIeHHH. MOXHO HCIO0/b30BaTh KOMaHAYy errstr 1/ BbIBOAA 3HAYeHHS LIeCTHA-

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-05 34 03 29

nuatepryHoro kopa. IllecTHamuatepuuHblil KOO — 3TO LIECTHAAllATEPUUHbIE LU(PBLI MOC/AEe BTOPOH
TOUYKHU C 3alsITOH.

7.6.7.2 @dopmat BBOIA KOMaH/bI

openssl errstr error_code

7.6.7.3 Ilpumep

Kon omu6xu:

27594 :error:2006D080:1ib(32) : func(109) :reason(128) :bss_file.c:107:
MOKeT ObITb BbIBEJEH C MOMOIIbIO:

openssl errstr 2006D080
KOTOpasi Co3faeT cooblieHne 00 omuoOKe:

error:2006D080:BIO routines:BIO new_file:no such file

7.6.8 Komanma genpkey

7.6.8.1 Omnucanue KOMaHIbI

Komanna genpkey co3naer 3akpbITBIH KJIHOY.

7.6.8.2 ®dopmat BBOAa KOMaH[HI

openssl genpkey [-out filename] [-outform PEM|DER|ENGINE] [-pass arg] [-cipher] [-engine id]
[-paramlfile file] [-algorithm alg] [-pkeyopt opt:value] [-genparam] [-text]

7.6.8.3 Onuuu KOMaHIbl

Onuus Onucanue

-out filename Wwms BeixonHoro (a#ina. Ecin aToT mapamerp He yKasaH, UCHOJb3yeT-
csi ctaHpaptHeld BeiBoA. Ecam ykaszan outform ENGINE, to B 3TOM
napaMeTpe mnepenaeTcss CTpPOKa-UAeHTU(PHUKATOP KJio4ya Ha anmnapaTHOM

-outform YkasbiBaeT BoixogHoW popmaT DER unu PEM. Ecau ykasaHo 3HaueHue
DER|PEM|ENGINE | ENGINE, to kstou 6yneT 3anucaH Ha anmapaTHBIN KJOUeBOH HOCHTEb,

-pass arg VICTOYHUK MapoJist 1S 3aKPBITOrO KJo4a. /i mosyyeHns J0MOoJHUTE b
HOU MH(opMaLuK 0 (opmaTe apryMeHTa arg cM. pasges /.4

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue

-cipher DTa omnuusi 3alKU(POBLIBAET 3aKPLIThIH KJIOU C MOMOIIbID YKa3aHHOTO
anroputMma. [ns 3amudpoBanusi kiawoda no aaroputmam ['OCT caeny-
€T yKasblBaTb OJWH M3 CJeNyILIUX aATOPUTMOB: -magma-ctr-acpkm, -
magma-ctr-acpkm-omac, -kuznyechik-ctr-acpkm wunu -kuznyechik-ctr-
acpkm-omac.

-engine id Ykaszanuve Mmopyas engine (Mo ero yHHUKaJbHOM HIEHTH(HUKALHUOHHOH
CTPOKE) 3aCTaBUT KOMaHAy genpkey MOMBITATbCS MOJYYUTb (PYHKIIHO-
Ha/JbHYIO CCBIIKY Ha YyKa3aHHbId MOAYJ/b, MHHULHANHU3UDPYS €ro, ec/u
He0o0XOAMMO. 3aTeM MOAYJb engine Oy#eT YCTAHOBJEH KaK yMoJdaTeJlb-
HBIM I BCeX OOCTYIHBIX aJrOpUTMOB. Ecsu 3Ta onmuus ucnosbsyercs,
OHa JIOJI2KHA yKa3blBaTbCs Mepe] BCeMH OCTAJbHBIMH OMLHUSAMH.

-algorithm alg aJTOPUTM OTKPBITOTO KJl04Ya, KOTOPBIH C/efyeT UCMOIb30BaTh, TAKON KaK
RSA, DSA or DH. Ecau 3Ta onuus ucnosb3yeTcsi, oHa J0JKHA yKa3bl-
BaThCs Mepen BceMU onuusmu -pkeyopt. Onuuu -paramfile u -algorighm
B3aMMHO HMCKJIIOUAIOT IPYT ApYyra.

-pkeyopt opt:value YcraHaBaMBaeT onuMio opt alaropuTMa OTKPBITOTO KJda B 3HayeHHUe
value. Tounbl#i Ha6oOp MOAAEPKHUBAEMBIX OMLUN 3aBUCUT OT UCIOJb3yeMO-

-genparam reHeprupyeT Habop mapameTpoB BMECTO 3aKpbITOro Kjwoda. Ecau arta on-
IUsI MCTOJIb3YeTCs, OHA JOJDKHA MPEeAlIecTBOBAaTh onmuusaMm -algorithm,
-paramfile unu -pkeyopt. DT1a onius He MOXKeT HUCIOJb30BAThCSA M5 aJl-

roputMoB ['OCT, oHa mpuMeHHMa TOJBKO K HEKOTOPBIM 3apyOexKHBIM
anroputMam (DH, DSA).

-paramfile filename | Hekoropbie 3apyfexHble aqroputmbl oTKpeITEIX Kiawoueid (DH, DSA) co-
3MAI0T 3aKPBITHIH KJIIOU Ha OCHOBe Habopa mapameTpoB. OHU MOTYT MOJ-
IepP>KUBAThCS C TIOMOLIBIO 3TOH onuMU. Ecau 3Ta onuus Mcmosbayercs,
MCIOJIb3YeMbIH aJrOPUTM OTKPBITOTO KJ/I0Ya OINpelessieTcsi mapamerpa-
MU. DTa ONLHs JOJKHA yKasblBaThcs Mepel onuusiMy -pkeyopt. Onuuu
-paramfile u -algorithm B3aumHO nckmOUalOT APYT ApYyTa.

-text BoiBonuT (B He3amn(ppoBaHHOM BHE) TEKCTOBOE MPEACTaBJIEHHE 3aKPHBI-
TOrO M OTKPHITOro KJwoueid u napamerpos BMmecte ¢ PEM- uau DER-

CTPYKTYPOH.

7.6.8.4 Onuuu cospauusa kawyeir [OCT

Onuuu, noauepKruBaeMble KaXKIbIM aJrOPUTMOM, a B TeHCTBUTEIbHOCTH U KaXKI0H peasiu3aluent
aJATOPUTMA, MOTYT OTJAWYaThcsl. B maHHOM pasmesie ykasaHbl onuuu ais cospanus kiawoudeid [OCT B
peanusanuu OpenSSL.

[Topnepxxkka TOCT P 34.10 no ymosuaHuio He BKJtOUueHa. YToObl BKJIOYUTh MOAAEPKKY ITOTO
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aJrOpUTMa, CJeflyeT 3arpy3uTb MOAYJb cryptocom B KoH(urypaunoHHoM ¢aiiie OpenSSL.
Hcnonb3oBanue ¢aitna napamerpoB aas anropurma ['OCT P 34.10 onunonansHo. Ilapamerpsr

MOTYT ObITb YKa3aHbl KaK HEMOCPeACTBEHHO BO BpeMsl CO3[aHMS KJo4el, TaK U BO BpeMs CO3JaHHUS
(ha#i1a mapamMeTpoB.

paramset:name

YxaseiBaet Ha6op napamerpoB [OCT P 34.10-2012 512 6ut u TOCT P 34.10-2012 256 6ut B co-
OTBETCTBUH C MeToAuueCcKUMU pekoMeHnauusamu TK26 nu6o nabop napamerpos 'OCT P 34.10-2001
B cooTrBeTcTBUH ¢ RFC 4357. HaGop mapameTpoB MoxKeT ObITh yKas3aH C HCMOJb30BaHHeM abope-

BHATYPHl, COKpallleHHoro Ha3BaHus uiu uuciaeHHoro OID. TlonnepxuBatoTcsi cienyrolire HaGOPbI
napamMeTpoB:

Hus TOCT P 34.10-2012 512 6ur:

Ha6op nmapamerpos | OID

A 1.2.643.7.1.2.1.2.1
B 1.2.643.7.1.2.1.2.2
C 1.2.643.7.1.2.1.2.3

Has TOCT P 34.10-2012 256 6urt:

Ha6op mapamerpos | OID

TCA 1.2.643.7.1.2.1.1.1
TCB 1.2.643.7.1.2.1.1.2
TCC 1.2.643.7.1.2.1.1.3
TCD 1.2.643.7.1.2.1.1.4

Cunenytouire Habopsl nmapametpos, npenHasHaueHHble 115 [OCT P 34.10-2012 256 6ut u TOCT
P 34.10-2001, ycrapeau u MoafepKHUBAIOTCS AJsi COBMECTUMOCTH C MPEAbIAYLIMUMH BEPCUIMMU:

Ha6op mapamerpos | OID

A 1.2.643.2.2.35.1
B 1.2.643.2.2.35.2
C 1.2.643.2.2.35.3
XA 1.2.643.2.2.36.0
XB 1.2.643.2.2.36.1

7.6.8.5 Tlpumeuanus

Hcnonb3oBanue KOMaHbl genpkey cuuTaercsi 6oJiee MNpearno4YTUTEJJbHbIM, YE€M HCIIOJb30BaHHE
YTHUJHUT, CBA3aHHBIX C KOHKPETHBIMHU aJATOpUTMaMH, TIOTOMY 4YTO C 3TOH KOMaHD,OIL/'I MO2KHO HCIIOJIb30-
BaTb NOTIOJHUTEJJAbHbIC ONIIIHUK aJTOPHUTMOB, a TaK2Ke aJIrOPHUTMbI U3 MOATrPYKaeMbIX MOlIy.IIGfI engine.

7.6.8.6 Ilpumepnl

Cosnatb 3akpbiThiil Katou anroputma [OCT P 34.10-2012 256 6ut ¢ Habopom napametpoB TCA:
openssl genpkey —-algorithm gost2012 256 -pkeyopt paramset:TCA -out key.pem
3amugpoBaTh Co3aBaeMbli 3aKPBITHIH KJI0Y, UCTOJb3ys alroputM «Marma» u naccdpasy hello:

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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openssl genpkey -algorithm gost2012 256 -pkeyopt paramset:TCA -out key.pem
-magma—-ctr—-acpkm -pass pass:hello

7.6.9 Komanma ocsp

7.6.9.1 OnucaHue KoMaHIbl

OCSP (oHJIaHH-TIPOTOKOJ CTaTyCOB CEPTHU(HUKATOB) MO3BOJISIET TPUIOKEHHUSIM ONpenessiTh (0To-
3BaHHOE) coCTosiHHe uaeHTH(duUIHpoBaHHoro ceptudukara (RFC 6960).

Komanpna oscp BoinosHseT MHorve obbiunble 3anaun OSCP. Ee M0kHO KMcno/ib30BaTh /151 BBIBOAA
3aMpocoB M OTBETOB Ha HHUX, CO3/laBaTb M mnocelnath 3arnpockl Ha OCSP-oTBeTuMk, a Takxke B
KayecTBe HeOOJIbIIOT0 0SCP-cepBepa.

7.6.9.2 dopmar BBOfAa KOMaHMBI

openssl ocsp [-out file] [-issuer file] [-cert file] [-serial n] [-signer file] [-signkey file] [-sign_other
file] [-no_certs] [-req_text] [-resp_text] [-text] [-reqout file] [-respout file] [-reqin file] [-respin file]
[-nonce] [-no_nonce] [-url URL] [-host host:n] [-path] [-CApath dir] [-CAfile file] [-no_alt_chains]
[-VAfile file] [-validity_period n] [-status_age n] [-noverify| [-verify_other file] [-trust_other] [-
no_intern] [-no_signature_verify] [-no_cert_verify] [-no_chain] [-no_cert_checks] [-no_explicit]
[-port num] [-index file] [-CA file] [-rsigner file] [-rkey file] [-rother file] [-resp_no_certs] [-nmin
n] [-ndays n] [-resp_key_id] [-nrequest n] [-md5|-shal]...]

7.6.9.3 Omnuuu KoOMaHIbl

7.6.9.3.1 Kauewmckue onyuu KomaHObl 0SCp

Onuus Onucanue

-out filename YKasbiBaeT UMs BbixonHoro (aisa. [To ymosuaHHIO BBIXOAHBIE NaHHBIE
HanpapJ/sIOTCS Ha CTaHAAPTHBIH BBIXO..

-issuer filename YkasbiBaeT haiis cepTHU(HUKATa yIOCTOBEPSIOUIETO LEHTPa, BBHITYCTUB-

lIero TMpoBepsieMblil cepTH(UKAT. IDTY OINUHI0 MOXKHO HCMOJNb30BaTh
Heckosibko pa3. CepTudukart, yKasaHHbIH B KauecTBe 3HAUEHHs OINLIMH,
noJiKeH ObiTh B (hopmate PEM.

-cert filename JobaBasieT K popMHUpyeMOMYy 3ampocy 3anpoc craryca cepTudukara, co-
nepxaterocs B paise filename. Mapopmauus 06 ynocroBepsitoiieM LeH-
Tpe OepeTcsl U3 MpeAbIAYIllel OMLUU iSSUer; ecjau HU OJHOU TaKOH ONLUH
He yKa3aHo, BbIBOAUTCSI cO0OIleHHe 00 olubKe.

-serial num To xe, uto u onuus cert, 3a UCKJIOUEHHEM TOrO, YTO K (POPMHUPYEMOMY
3anpocy nob6aBJsieTcsl 3arnpoc O CTaTyce cepTUdUKaTa C CEpUUHBIM HO-
MepoM, YKa3aHHBIM B KauecTBe 3HaueHHUsl onuuu num. CepuiiHblil HOMep
UHTEepPNpeTUPYeTCs KaK AeCATHUUHOE 11eJ10e YUCO0, eCU TOJNbKO OH He Ha-
uyrHaetcs ¢ 0x. MoxHO yKasblBaTb TakxKe OTpULATe/bHble LieJble UHUC/a
C TIOMOILIbIO 3HAKA «-» Tepell 3HaUeHHeM num.
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Onnug

Onucauue

-signer filename,
-signkey filename

[TonnuceiBaeT ocsp-3anpoc ¢ UCMOJAb30BAHHEM CepTU(HKATA, YKa3aHHOTO
B OMNLMHU signer, U 3aKPbITOro KJtoua, yKasaHHOro B onuuu signkey. Eciu
onuus signkey He ykaszaHa, 3aKpBITBIH KJIIOU CUMTBIBAETCS M3 TOTO XKe
(aina, yto U ceprudukar. Ecau He ykasaHa HU OfHA ONLMS, OCSp-
3anpoc He MOAIMUCHIBACTCS.

-sign_other filename

JlononHuTeNnbHblE CePTU(UKATHI, KOTOPblE CJefyeT BKJAYUTb B MOAMH-
CaHHBIN 3ampoc.

-nonce, -no_nomnce

Bkiouaer OCSP-pacmnpenne nonce B 3ampoc WM OTKJIHOYaeT H00aB-
JieHue 3Toro pacmupenusi. Kak npasuso, ecau OCSP-3anpoc BBogUTCS C
MCII0JIb30BAHHEM OTIIMHU respin, pacliupeHre nonce He BKJOYAETCs; yKa-
3bIBaHHE OILIMHU NONce yKasbiBaeT Ha HEOOXOAUMOCTh BKJIIOUEHHS PaCLIU-
penus nonce. Eciiu OCSP-3anpoc co3naetcs (¢ UCMosb30BaHHEM OMLIUH
cert u serial), pacinpenue nonce no6aBJisieTcss aBTOMaTHUECKH; yKa3a-
HHUEeM OMIMU no_nonce no6aBjeHHe PACIIMPEHHUSI NONCe OTMEHSETCH.

-req_text, -resp_text,
-text

BeiBonut TekcroBylo popmy OCSP-3anpoca, oTBeTa /M U TO U Apyroe
COOTBETCTBEHHO.

-reqout file, -respout
file

BeiBopuT 3ampoc crartyca ceptudukara uau orser B DER-konnposke B
daii.

-reqin file, -respin
file

CunteiBaer OCSP-3anpoc uau ¢aia orBera U3 ¢aiaa. ITH ONLUHU UIHO-
PUPYIOTCS, €CJIM APYTHMHU OMUMAMH TofpasyMeBaercs cosnanue OCSP-
3ampoca WM oTBeTa (HampuMep, MPUCYTCTBYIOT omuuu serial, cert uau
host).

-url responder_url

Onpenensier URL otBeTunka. MoryT ykaseiBaTbhecsi Kak URL, HauuHato-
muecss ¢ HTTP, tak u ¢ HTTPS (SSL/TLS).

-host hostname:port,
-path pathname

Ecan onumst host mpucyrcryet, To OCSP-3anpoc otnpassasercs Ha yka-
3aHHBIU port ykazanHoro hostname. path ykaswiBaer http-nmyte unu «/»
0 yMOJIYAHHUIO.

-timeout seconds

Bpemst oxunanusi coenuHenus: co cayx6oid OCSP B cekyHmax.

-CAfile file, -CApath
pathname

a1, comepxkalui cepTU(UKATB NOBEPEHHBIX YAOCTOBEPSIOMIUX LEeH-
tpoB. OHU UcToNB3YIOTCS A8 npoBepku noanucd Ha OCSP-oTBeTe.

-no_alt_chains

[TonpoGHoe onucaHue CMOTPU B pasfeJse ONUUHU verily 1aHHOTO PyKOBOM-
CTBa.

-verify_other file

Datin, copmepKallUi NOMOJHUTENbHBIE CEPTU(UKATBI, CPEIHd KOTOPBIX
cJenyeT UCKaTh cepTUduUKat, Ha KoTopoM noanucadH OCSP-oreet. Heko-
TOpble OTBETYMKH YAAJSIOT U3 OTBeTa CepTU(HUKAT MOAMUCUNKA; 3Ty OI-
LIMI0 MOXKHO MCII0JIb30BaTh, YTOOBI B TAKUX CJyudasix NpeloCTaBUTh HEOO-
XOAUMBIH CepTU(HUKAT.

-trust_other

cepTUdUKaThl, YKazaHHble B onuuu verify_certs, no/xkHbl ObITb SIBHBIM
00pa3oM yKasaHbl KaK J0BepeHHble, U HaJl HUMH He OylIeT NpOHU3BOAUT-
Csl HUKAKHX MOTOJHHUTENbHBIX MPOBEPOK. DTO TMOJE3HO B TeX CJayuasx,
KOTZla M0JIHasl LeNoYKa CePTU(HUKATA OTBETYUKA HEJOCTYIHA UJIU KOpHe-
BOU cepTH(UKAT He SIBJISETCS JNOBEPEHHBIM.

-VAfile file

Paiis, conepKalMil cepTU(PUKATEL OTBETUHUKOB, SIBHBIM 00pa3oM yKas3aH-
Hble KaK JloBepeHHble. DKBUBasNeHT onuuil verify_certs u -trust_other.

[TopsinkoBbi#i Ne M3MeHeHUsI
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Onnug Onucauue
-noverify He nbitatbes npoBepsTs noanuck nog OCSP-oTBeToM WM 3HaueHUS pac-
LIMpeHUs: nonce. DTa ONUMS, KaK MPaBUJO, HUCIOJAb3YyeTCs TOJNBKO /s
OTJIafIKH, TTOCKOJIbKY OHa OTKJIIoYaeT J1l00ylo NPOBEPKY cepTHU(HUKATa OT-
BETUHKA.
-no_intern Wrnopuposate ceptuduxatel, cogepxamuecss B OCSP-otBete, Bo BpeMs

MOUCKa cepTU(dHUKaTa, Ha KOTOPOM TOANUCAH naHHBIUA. [Ipu ykasaHuu
STOU OMUHUM CepTU(UKAT, HA KOTOPOM TOAMHUCAH AAHHBIH, NOJKEH ObITb
yKasaH ¢ MoMolbio onuuu -verify_certs unu -VAfile.

no_signature_verify

He nposepste noanuce B OCSP-oTBete. [Tockonbky 3Ta onuus no3poJs-
eT NIPUHUMATb OTBeTbl C HEKOPPEKTHBIMH MOANUCAMH, OHA, KaK IPaBUJIO,
MCIOJ/Ib3YeTCs] TOJBKO B LesIIX TeCTHPOBAHHS.

-no_cert_verify

Boo61ie He npoBepsATh cepTudukar, Ha Kotopom noanucad OCSP-otert.
[TockosbKy 3Ta onuusi mo3possieT noanucbiBaTb OCSP-oTBeT /106bIM
cepTU(UKATOM, ee CJedyeT HCIOJb30BaTb TOJIbKO B LEJSX TeCTHPOBa-
HHUS.

-no_chain He ncnosnb3oBath cepTU(UKATH B OTBETE B KayecCTBe AOMNOJHHUTEJbHbIX
HeJIOBEPEHHBIX CEPTU(UKATOB yIOCTOBEPSIOLIHUX LEHTPOB.
-no_explicit He nosepsite siBHO KopHeBoMYy CA, KOTOpPBIH HUCNOJb3YeTCs [Jis1 TPOBEPKH

nonnucu OCSP.

-no_cert_checks

He BBIMOJHATE HUKAKHUX [OMNOJNHUTE/bHBIX NPOBEPOK CepTH(HKATa, Ha
kotopoM noxanucad OCSP-oTBeT. T0 3HAUUT — He NPOBEPSITh, UMEeT JIH
NpaBO yKa3aHHbIH cepTU(UKAT NPefoCTaBAATb HEOOXOOUMYIO HH(pOpMa-
LIMIO 110 CTATYCY; B pe3yJbTaTe 3Ty OINLUIO C/eAYeT UCIO0JAb30BaTh TONBKO
B LIeJISIX TeCTHPOBaHMUS.

-validity_period

OTH OMNUMUU ONpelesioT 11ana3oH BpeMeHHU B CEeKyHAaX, KOTOpPbIH Oyner
BeiepxkuBaThes B OCSP-otBete. Kaxnbi#i oTBeT mo crarycy cepTudu-
KaTa BKJ04YaeT 3HadeHue moJsisg notBefore n onuuonanbHo — 3HaueHue
nonst notAfter. Tekylnee BpeMsi 10/2KHO TIONagaTh MeXKAY STUMHU ABYMS
BeJMUMHAMM, HO MHTEPBAJ MeXKAy HHUMH MOXKET ObITb BCEro HECKOJIb-
Ko cekyHa. Ha nmpaktrke yacet OCSP-0oTBeTUMKa U KJIHEHTOB MOTYT He
OBITh TOYHO CHHXPOHU3HWPOBAHBI M IPOBEPKa MOxKeT He ynatbcs. YTto-
Obl 3TOr0 M36eXKaTh, MOXKHO HCMOJb30BaTh omiuio -validity_period mas
ompesiesieHNs TIPUEeMJIEMOTO QHaNa3oHa OLIMOOK B CEeKyHAaX. 3HaueHHe
3TOU OMIMU MO YMONYaHUI0 — O MHHYT.

Ecau B oTBeT He BKJ/I0YeHO 3HaueHue mouisi notAfter, aTo o3nauaer, 4To
HOBasi MH(OpPMALUSA 110 CTATyCy yKe AoCTynHa. B aTom caydae nposepsi-
etcst Bospact noJjs notBefore, uTo6bl y6enuThes, UTO OH He CTaplile 4eM
age cexyHa. [lo ymonuaHui0O 3Ta HOMOJMHUTENbHAS MPOBEPKA He MPOBO-
IUTCS.

nsec, -status_age
age

-md>, -shal,
-sha25b6, -
ripemod160.

dta onuus onpeenseT aJrOPUTM X3LIHMPOBAHUSA [J5 HUCIOJNb30BAHHUS
MpU TeHepaluu HAeHTU(HKATOopa cepTH(UKATa yIOCTOBEPSIOLIEr0 LEH-
tpa. [lo ymomyanuio ucnosnbdyercss aaroputM SHAL.

[TopsinkoBbi#i Ne M3MeHeHUsI
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7.6.9.3.2 Cepseprole onuuu Komarobl 0cSp

Onuug Onucanue

-index indexfile indexfile — TekcTOBBIH MHIEKCHBIH (hal1 B (hopMaTe KOMaHAbl ca yTH-
muTel openss| (cM. paszen 7.6.2), conepaiuuii HHQOPMALHMIO O CTaTyCe
cepTU(PUKATOB.

Ecnu ykasana onuus index, KoMaHaa ocsp paboTaeT B pexKHMe OTBETUYH-
Ka (cepBepa), B MPOTHBHOM cCJjlydae — B peXHMe KJHeHTa. 3anpoc(bl),
KOTOpble 00pabaThiBaeT OTBETUHK, MOTYT JIHUOO OMpeNessiTbCsi B KOMaH/I-
HOH CTpPOKe (C MOMOIIbIO OMUMEH issuer W serial), JuGO CUUTBIBATHCS
u3 (aliya (C MOMOILIBIO ONMUHUH respin) WM C MOMOLIbIO BHEIIHUX OCSP-
KJHEHTOB (ecsid yKa3aHbl MOPT MK url).

Ecsu ykazaHa onuus index, Takke JOJ/KHBI IPUCYTCTBOBaTh omuu CA

U rsigner.

-CA file CepTuuKaT yIo0CTOBEPSIOLUIETO LIEHTPA, COOTBETCTBYIOMNUN HHPOPMALUH
06 oT3biBax B ¢aiiie indexfile.

-rsigner file Ceprucdukar, Ha KoTopoM cienyet noanuckiBate OCSP-oTBeTHI.

-rother file JononmHuTenbHBIE cepTU(UKATEI, KOTOpble ciaenyeT BK/IOYUTb B OCSP-
OTBET.

-resp_no_certs He Bkutouats HUKakux ceptudrkatoB B OCSP-otser.

-resp_key_id WUnentuduuuposath cepTU(dUKAT MNOANMUCUMKA C HcnoJb3oBaHueM [D

KJII0Ua, M0 YMOJYaHUIO0 — HMCII0JIb30BaTh 3HaYeHHue noJs subject. Mcmosb-
30BaTh 3TOT PexKUM He pekoMmeHayetcs, T.K. B RFC 6960 sBHO nponucano
UCII0JIb30BAHME HeCTaHAapTHOro s Poccuu anroputma X3LIHPOBAHUS.
-rkey file 3akpeIThlil K104 Ags noanucbiBaHuss OCSP-o0TBeTOB: ecsau 3Ta ONUHUsA
He TMPUCYTCTBYET, UCMONb3YyeTcs (pai, YKa3aHHBIH B KayecTBe 3HaYeHHUs
OILMHU rsigner.

-port portnum [Topt, ¢ KoToporo caenyet cuutbiBaTh OCSP-3anpockl. DTOT NMOPT TaKkKe
MOKeT ObITh yKa3aH ¢ MOMOLbo onuuu url.

-nrequest number OCSP-cepBep 3akOHYUT paboTy MO MOJyueHHHM number 3ampocoB, IO
YMOJIYaHUI0 — HEeOTPaHUUYEHHOr'0 KOJNHYeCTBa.

-nmin minutes, | KosryecTBo MUHYT WJM IHEH, KOrja NOCTYIMHA cBexkas WHpopMaLus o6

-ndays days oT3bIBax: ucrnosb3yercs B noJe nextUpdate. Eciu Hu onHa W3 3TUX on-

nui He ykasasa, noJse nextUpdate omyckaercs, uTo o3Hadaer, 4To CBe-
’)Kas uHGopmauys 00 OT3bIBaX AOCTYIHA HeMeIJIEHHO.

7.6.9.4 TIlposepka OCSP-oTBeTOB

OCSP-oTBeTHl caenyloT npasugaaM, ykasaHHeiM B RFC 6960.

M3nauanbHo onpenessietcss MectonosoxeHue ceptudukara OCSP-oTBetunka M npoepsieTcs
noanuch nox OCSP-3anpocoM ¢ Kcrnosnb3oBaHUEM OTKPHITOrO KJko4a U3 cepTH(HKATa OTBETYHKA.

3atem Ha OCSP-oTBeTuHKe MPOUCXOMUT OOBIYHAS MPOBepPKa CepTHU(HKATA C MOCTPOEHHEM Ile-
MOYKH cepTH(HUKATOB B Ipoliecce. MecToHaXOXIeHHe NOBEPEHHBIX CepTH(HUKATOB, HUCIOJNb3yeMbIX
JIS1 TIOCTPOEHHS LENOYKH, MOXKET ObITh onpeneseHo ¢ nomorubto onuuil CAfile u CApath, unn onn
OyoyT OTBICKMBATbCSl B CTaHAAPTHOM KartaJore cepThpukaToB OpenSSL.

Ecsu nepBuuHas nposepka He ypaetcs, npouecc npoepkr OCSP npekpaiaercs ¢ coobuieHneM

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
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00 ouuoOKe.

B npotuBHOM ciyuae ceptudukat BuimyctuBliero CA B 3ampoce cpaBHUBaeTCsl ¢ CepTU(OUKATOM
OCSP-otrBerunka: ecau oHu coBnagawort, npoepka OCSP cunrtaercs ycneuHo#.

B npotuBHOM ciyuae ceptudukar, BeinycTUBIINAN cepTudukat OCSP-oTBeTunka, cpaBHMBaeTCs
C CepTHU(UKATOM BBIMYCKAIOLIETO yIOCTOBEPSIOLIEro LIeHTpa B 3ampoce. Ecau OHM coBMajamoT U B
ceprudukare OCSP-orBeTunka npucytcrByer OCSPSigning extended key usage, nposepka OCSP
CYUTAETCS YCIIELIHOH.

B nmpoTuBHOM c/y4yae KOpHEBOH cepTU(HKAT yIOCTOBEPSIIOLIETO LEHTPA, BBIMYCTHBILETO CEPTHU-
¢ukar OCSP-oTBeTurKa, NpoBepsieTCs HA MPEAMET TOTO, SIBJSETCS JIM OH NOBEPEHHBIM JJIsi MOAIH-
ceiBanusl OCSP. Ecau na, To nposepka OCSP cuuTaercst ycremHoH.

Ecsy HUM oHa M3 3TUX NPOBEPOK He OKasblBaeTcsl ycreliHoH, npoepka OCSP He ynaercs.

[To cytu 310 03Hauaet, yto ecau ceptudurkar OCSP-oTBeTuHKa fBJSIETCS NOBEPEHHBIM HeETO-
CPeICTBEHHO Yy TOTO YAOCTOBEPSIOIIEr0 LEHTPA, O KOTOPOM OH IepenaeT MH(OPMALHI0 06 OT3bIBaX
(¥ KOpPEKTHO CKOH(UTYPHPOBaH), TO MPOBEPKA YAaeTcs.

Ecnin OCSP-otBeT4uK siByisieTcst «ry100abHBIM OTBETUYHKOM», KOTOPBIH MOXKET JaBaTb WH(popMa-
IIMI0 O MHOTHMX YOCTOBEpPSIOIIMX LEHTpaX U objafaeT COOCTBEHHOH LEMOUKOH cepTH(HKATOB, TO
ero KopHeBO# cepTuduKaT MoxkeT ObiTh noBepeHHbIM s OCSP-noxnucu. Hanpumep:

openssl x509 -in ocspCA.pem -addtrust OCSPSigning -out trustedCA.pem

Wnu ke cepTUdHUKAT caMOro oTBETUMKA MOXKeT ObITb SIBHBIM 00pa3oM O0ObSIBJIEH NOBEPEHHBIM C
nomotibio onuuu -VAfile.

7.6.9.5 Ilpumeuanus

Kak yxe Obll0 CKa3aHO, MHOTHe W3 NPOBEPOYHBIX OMUMUH MpeaHa3HAueHbl [/l TeCTOBBIX U OT-
JanouHbIX 1esed. Kak mpaBu/o, HY»KHO HCHoJb3oBaTh Tosbko onuuu -CApath, -CAfile u, ecau
oTBeTUUK — r06anbHbil VA, To -VAfile.

OCSP-cepBep moJie3eH TOJBKO MJIS TECTOBBIX M JAEMOHCTPALMOHHBIX LieJied: HAa CaMOM JeJie
OH He MOXKET MCII0Jb30BaThCsl B KadecTBe mnojHoueHHOro OCSP-oTBeTunka. OH COTEPAKHUT TOJBKO
ouyeHb npoctoil o6padoTunk HTTP-3anpocoB u mMoxet o6padateiBath ToabKO POST-hopmy OCSP-
3anpocoB. OH Takxe oOpabaTbiBaeT 3ampochl MOCJENOBATENbHO, YTO O3HAYAET, YTO OH HE MOXKET
OTBeuaTb Ha HOBble 3aNpocChl, MOKa He oOpaboTaeT TekyliHi. TekcTOBBIH (hopMaT MHAEKCHOTO (hai-
Jla OT3BIBOB CEPTHU(HUKATOB TaKKe Hed(D(PeKTHUBEH A/ GOMNbLUIMX KOJMUYECTB NAHHBIX 1O OT3bIBAM
CepTU(PUKATOB.

Bo3MoxxHO 3amyckaTb MpUJIOXKeHHe oCcSp B pexkuMe oTBeTurka yepe3 CGI-ckpunt ¢ ucnonb3osa-
HUEeM ONUHMU respin u respout.

7.6.9.6 Ilpumeps

Cosnate OCSP-3anpoc v 3anucatb ero B (hau:

tt openssl ocsp -issuer issuer.pem -cert cl.pem -cert c2.pem -reqout req.der

OtnpaButh 3anpoc Ha OCSP-oteerunk ¢ URL-agpecom http://ocsp.myhost.com/, coxpaHuTb
OTBeT B (paijie U BBIBECTHU €r0 B TEKCTOBOH (popme

openssl ocsp —-issuer issuer.pem -cert cl.pem -cert c2.pem -url
http://ocsp.myhost.com/ -resp_text -respout resp.der

[Ipountats OCSP-oTBeT 1 BbIBECTH B TEKCTOBOH (hopme:

openssl ocsp -respin resp.der -text
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OCSP-cepBep Ha nmopTe 8888 ucro/b3yeT CTaHAAPTHYIO KOH(PUTYPALUIO YAOCTOBEPSIIOIIEr0 LEeH-
B (hanJ1.

openssl ocsp -index demoCA/index.txt -port 8888 -rsigner rcert.pem
-CA demoCA/cacert.pem -text -out log.txt

Kak Bbillle, HO 3aKOHYUTH paboTy mnocJje 06pabOTKU OFHOrO 3ampoca:

openssl ocsp -index demoCA/index.txt -port 8888 -rsigner rcert.pem
-CA demoCA/cacert.pem -nrequest 1

3anpocuTb HH(POPMALMIO O CTaTyCe C HUCI0Jb30BAaHUEM BHYTPEHHE IeHEpPHPOBAHHOrO 3aMpoca:

openssl ocsp -index demoCA/index.txt -rsigner rcert.pem -CA
demoCA/cacert.pem -issuer demoCA/cacert.pem -serial 1

3anpocuTh UHPOPMALIMIO O CTATyCe C UCIOJb30BAaHUEM 3aIpoca, MPOUKUTAaHHOTrO U3 (hakisa, 3amu-
caTb OTBeT B APYrou Qami.

openssl ocsp -index demoCA/index.txt -rsigner rcert.pem -CA
demoCA/cacert.pem -reqgin req.der -respout resp.der

7.6.10 Komanna pkcs7

7.6.10.1 Onucanuve KOMaHIbI

Komanna pkes7 nmepeBonut datinel popmara PKCS#7 B dopmatsl DER unu PEM.

7.6.10.2 dopmar BBOfAa KOMaH[IbI

openssl pkes7 [-inform PEM|DER]| [-outform PEM|DER] [-in filename]| [-out filename] [-
print_certs] [-text] [-noout] [-engine id]

7.6.10.3 Onuuu KoMaHIbI

Onnug Onucauue

-inform DER|PEM YkasbiBaer BxopHo# ¢opmar. Popmar DER — crpykrypa dopmata
PKCS#7 Bepcuu 1.5 B DER-konupoke. PEM (ymosuanue) — Bepcus
DER-dopmer B KonnpoBKe base64 ¢ BepXHUM M HHXKHHUM OTPAHHUUHTEJIS-

MH.

-outform DER|PEM | YkasbiBaet BeixonHOU (opmat. ONliKs HMeeT Te xKe 3HaYeHHSs], UTO OIIHS
-inform.

-in filename YKasbiBaeT (ails ¢ BXOAHBIMM JaHHBIMH. Ecau sTa onuusa He yKasaHa,
JlaHHblEe CUHUTBHIBAIOTCS CO CTAHAAPTHOrO BBOJA.

-out filename YKasbiBaeT (pails1 AJ15 3aMKCH BBIXOAHBIX NaHHBIX. [lo ymosmuanuto nas-
Hble HaMNpaBJSIOTCS HA CTAHAAPTHBIA BBIBOJ.

-print_certs BeiBonUT BCce cepTU(PUKATBI U CIIHCKHU OT3bIBA CEPTU(PHUKATOB, COMEpKa-

mwuecs B Qailse. [lepen cepTudUKaTaMu BBIBOASTCA 3HaueHUS MoJeH
subject u issuer B ogHOCTpOYHOM (hopmare.

-text BeiBonuT nHpopMaLrio o cepTUpHUKaTaX MOJHOCTBIO, 4 HE TOJbKO 3Haye-
HUs Tosiel subject u issuer.
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Onnug Onucauue

-noout He BeiBoguTh 3amudpoanuyo Bepcuto PKCS#7-cTpyKTyphl (M cep-
TU(HUKATHI, €CJIU yKasaHa onuus -print_certs).

-engine id Bui6op sHmkMHA (10 yHHMKAJbHOH CTpoke id) NMpPHUBOOMT K TOMY, 4TO

pkcs7 OymeT MBITAaThCSA MOJYUUTb (PYHKIMOHAJNBHYIO CCHIJIKY Ha BbIOpaH-
HBIH SHIKHH, TAKUM 06pa3oM HHUIHUAJU3UPYS €ro, ecau 3T0 HeoOXOomu-
mo. [locse 3TOro sHIXKHUH yCTaHaBJAMBaeTCsl, KaK 3HAXKHH 0 yMoJya-
HUIO, U1 BCeX NOCTYMHBIX a/JTOPHUTMOB.

7.6.10.4 Tlpumepsl

[Tepeectu PKCS#7-daiin ns dpopmara PEM B popmar DER:

openssl pkcs7 -in file.pem -outform DER -out file.der
BriBecTH Bce cepTUdUKaThl, comepxKaliydecs B (paiJe:

openssl pkcs7 -in file.pem -print certs -out certs.pem

7.6.10.5 [Ilpumeuanus

PEM-dopmar PKCS#7-cTpyKTypel UCIONB3YeT CJeAYyIOLWUHA BUI BEPXHEro ¥ HHUXKHEro OrpaHHu-
YUTeJIeH:

JL1s1 COBMECTHMOCTH C HEKOTOPBIMH YIOCTOBEPSIOLMMH LIEHTPAMH OH TaKxKe MOAJAepPKHUBAET CJle-
OYIOLMKA BUJ BEPXHEro M HHUXKHEro OTPaHUYUTEJeH:

7.6.10.6 Orpanuuenus

He cyuectByeT onuuu, nossoJsiolleil BoiBecTH Bee noass PKCS#7-daiina.
Komanna PKCS#7 nonnepxxuaer tonbko PKCS#7 Bepcum 1.5, omucannyro B RFC2315. B
HacTosilllee BpeMsi OHa He Mojaep:KuBaeT, Hanpumep, HoBblH CMS, onucanueii B RFC2630.

7.6.11 Komanna pkcs8
7.6.11.1 Onucanuve KOMaH/bI
Komanna pkcs8 paboraer ¢ 3akpeiTeiMu Kitodamu popmata PKCS#8. Ona moxer paborath C

HesamudpoBaHHbIMHU Kiaouamu (popmata PKCS#8 PrivateKeylnfo u ¢ 3amundpoBaHHBIME Kil09aMH

¢dopmata EncryptedPrivateKeylnfo format ¢ pasnuuneimu anropurmamu dpopmata PKCS#5 (Bepcuu
1.5 u 2.0) u PKCS#12.

7.6.11.2 dopmar BBoga KOMaH[bl
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openssl pkcs8 [-topk8] [-inform PEM|DER] [-outform PEM|DER] [-in filename] [-passin arg]
[-out filename] [-passout arg] [-noiter]| [-nocrypt] [-nooct] [-embed] [-nsdb] [-v2 alg] [-v] alg]
[-engine id]

7.6.11.3 Onuuu KOMaHIbI

Onnug Onucauue

-topk8 Kak mnpaBuso, 3Ta KOMaHAa TMepeBOAUT 3aKpHITHIH KJtod Qopmarta
PKCS#8 B 3akphITHIH KJIOU TpagulMoHHOrO (opmarta. JlaHHas onuus
yKasblBaeT Ha OOpaTHYI CHUTYyallMIO: KOMaHAa CYUTHIBaeT KJ/IOY TPaiHu-
LIMOHHOTO (hopMaTta M BBIBOAMT KJi04 (popmata PKCS#S.

-inform DER|PEM YKka3biBaeT BXOAHOH (popmaT. Ecau B KauecTBe BXOAHBIX HAHHBIX OXKH-
naetcsi kaou popmara PKCS#8, nannas onuus ykasbiBaeT Ha PEM-
uan DER-Bepcuto. B npotuBHoM ciydae ucnonbdyercs PEM- uan DER-
(opmar KJ/oua TPaAULUOHHOTO (opmaTa.

-outform DER|PEM | YkasbiBaer BbixomHo# ¢opmar. Onuus UMeeT Te Ke 3HA4YeHHs, YTO U
onuus -inform.

-in filename YKasbiBaeT BXOAHOH (pai/1, U3 KOTOPOro cjeayeT CUMUTaTh KJjio4d. Eciau
3Ta OMNIUSA He yKa3aHa, KJII0U CUUTBIBAETCSl CO CTaHAApTHOro Bxona. Eciau
KJII04 3alir(poBaH, OyfeT 3ampolleHa naccgpasa.

-passin arg Hcrounuk napossi /s BxogHoro Qaiaa. I noaydyeHus: OOMNOJHUTENb-
HOU HH(poOpMaIKu 1Mo (Gopmary aprymeHrta arg cMm. pasmed i7.4.
-out filename YKa3biBaeT BBIXOAHOH (pailj, B KOTOPBIA cJenyeT 3anucaTb KJjwou. Ec-

JIM 3Ta ONLHUSA He yKasblBaeTcsl, KJ/IO0Y BBIBOAUTCS Ha CTaHAAPTHBIH BbI-
BoA. Ecau ykasaHbl Kakue-nu60 oniuu 3amudpoBaHusi, OyaeT 3amnpolie-
Ha naccdpasa. FMims BoixogHoro (aiiia He NOJMKHO COBMNAAATh C UMEHEM
BXOJIHOTO (haH.a.

-passout arg Hctounuk naposs /s BeIXogHoro (aina. s moaydeHus: 10NOJTHUTENb-
HOW MH(OpPMaLMK Mo GopMaTy apryMeHTa arg cM. pasged i7.4:
-nocrypt Kak npasuio, kiatoun popmata PKCS#8 sBasiorcss cTpykTypamu op-

mata PKCS#8 EncryptedPrivateKeylnifo, ncnonbsyonmu cooTBeTcTBYy-
IOLIUH aJrOPUTM IK(POBAHHUS, OCHOBAHHOTO Ha mapoJie. ATa ONuHus yKa-
3bIBA€T, UTO Ha BBOAE WJH BbIXOAE AOJKHA ObITb He3allH(ppoBaHHAs
cTpykrypa Qopmata PrivateKeylnfo. dTa onmus mosHocTbl0 OTMeHsiET
3alIupoBaHUe 3aKPLITHIX KJOYel, U ee CjedyeT HCIOJb30BaTh TOJb-
KO TNpH KpakHed HeoOxonuMocTH. HekoTopble mporpaMmbl HCIOJB3YIOT
He3alHU(PPOBAHHbIE 3AKPBIThIE KJIOYH.
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Onnug Onucauue

-v2 alg DTa OMuMs AaeT BO3MOXKXHOCTb MUCIOJb30BaHHUS aJropuTMoB Bepcuu 2.0.
dopmara PKCS#5. Kak npasusio, 3akpeithie Kiawoun Gopmata PKCS#8
3alIM(POBBIBAIOTCS HA MapoJie NP MOMOILM aJroputMa IojJ HasBa-
nuem pbeWithMDS5AndDES-CBC, wucnosbsytomum 56-6utHoe DES-
3alr(poBaHre, HO 3TO OBl CAMBIH MOLIHBIM a/TOPUTM LIM(PPOBAHUA,
KOTOpBHIH mopaepxkuBajcs Bepcueid 1.5 ¢opmata PKCS#8. JlanHas on-
LMs YKa3blBaeT Ha MCIOJb30BaHUe ajroputmoB Bepcuu 2.0, KoTopble
MOTYT HCIOJIb30BaTh JHOOOH aJropuT™M 3amndpoBaHusi, TakoH, kKak 168-
outHbH TpoliHOUH DES mam 128-6utHeiit RC2, Ho nmoka uTo He Bce mpo-
rpaMMmbl noafepxkuBaioT Bepcuto 2.0. Ecan Bbl paboTaeTe ¢ 3aKpbITBIMU
KJII04aMH TOJIbKO B paMKax Kpuntooubsauorekd OpenSSL, 3To He nMeeT
3HaueHHUs.

AprymeHT arg — asropuTM 3amu(poBaHUs, KOTOPBIH CJelyeT UCIOJb-
30BaTh, BO3MOXKHBIMH 3HaUeHUSIMHU sBJs0TCS des, des3 u rc2. PekomeH-
IyeTcs UCrosib3oBaTh des3.

-vl alg DTa ONLHUs yKasblBaeT, Kako# anroputm Bepcuu 1.5 dopmara PKCS#5
uau PKCS#12 caenyet ncnosnb3oBaTh.
-engine id YKasbiBaeT 3arpyKaemblii MOAYJb engine (MO ero yHUKa/JbHOH HAEHTH-

(MKaLMOHHOH CTPOKE) M BBI3bIBAET MOMBITKY HCIOJIb30BaTh Pean3aluio
KPUNTOrpauyecKUX ajJropuTMOB U3 3TOTO MOAYJIS.

7.6.11.4 Ilpumeuanus

3awmudposanHas ¢popma PKCS#8-daitnos B ¢popmare PEM ucnosbayer ciaenyromuil BUa Bepx-
HEro ¥ HHXKHEro orpaHHYuTesIeN:

3akpeIThle KJ04H, 3amudpoBanHble anroputmamu PKCS#5 Bepcun 2.0 ¢ BBICOKMM 3HaueHHEM
KOJIMUECTBA UTepaluil 6o/iee HaleKHbl, UeM KJIOUH, 3alIM(PPOBAHHbIE AJATOPUTMAMH TPAAHULUOHHBIX
SSLeay-coBmecTrMbIX (hopmaToB. [loaToMy ecin nonoMHUTENbHASI 6€30M1aCHOCTb CUNTAETCsl BaXKHOH,
cJeflyeT npeo6pa3oBbIBATh KJIOUH.

YmosuatenbHoe 3amu@poBaHUe BCEro JHLIb H6-OHTHOE, MOTOMY UTO 3TO 3alMdpoBaHME TOA-
IepKHUBAIOT caMble coBpeMeHHble peanusauuu PKCS#S8.

HekoTopble nporpammsl MoryT ucnosb3oBatb PKCS#12-anroputmMbl 3amndpoBaHus Ha napoJe ¢
3aKpbIThIMU KatouaMu popmata PKCS#8: onu 06pabdaThiBalOTCsl aBTOMAaTHYECKH, HO He CYIIEeCTBYeT
OMIUH I/ UX MOJYUYeHHUs.

Moxno 3anucate DER-3akomupoBaHHBIE 3alIM(poBaHHBIE 3aKpbiThle KJIOYH B opmare
PKCS#8, notomy uto uH(popMmalnus o 3amudpoBaHHH BKJ4eHa B ypoBeHb ASNI, B To Bpewms
KaK TPaAWLUOHHBIA opmaT BKJOUaeT ee Ha ypoBHe PEM.

7.6.11.5 Tlpumepsi
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[TepeBecTH 3aKpBITHIH KU U3 TpaaulHoHHOTO (Gopmata B gopmar PKCS#5 v2.0 ¢ momoribio
Tpo#Horo anaroputma DES:

openssl pkcs8 -in key.pem -topk8 -v2 des3 -out enckey.pem

[TepeBectu 3akpeiThd K104 B (hopmat PKCS#8, ncnonbsys anroputm, COBMECTUMBIH ¢ BepcHel
1.5 popmara PKCS#5:

openssl pkcs8 -in key.pem -topk8 -out enckey.pem

[lepeBectu 3akpbiThii Kawd B PKCS#8, ucnosnbsysi asroput, COBMECTHMBIH C (opMaTom
PKCS#12 (3DES):

openssl pkcs8 -in key.pem -topk8 -out enckey.pem -v1 PBE-SHA1-3DES

[TpountaTs He3damnppoBaHHBIN 3aKpbIThIH K04 popmata PKCS#8 B DER-konuposke:

openssl pkcs8 -inform DER -nocrypt -in key.der -out key.pem

[lepeBecTu 3aKpBITHIN K04 U3 Jo6oro ¢popmata PKCS#8 B TpanuuuoHHbil hopmat:

openssl pkcs8 -in pk8.pem -out key.pem

7.6.12 Komanna pkcsl2

7.6.12.1 OnucaHue KoOMaHIbl

Komanna pkesl2 nosBosisier co3naBath U HHTepripeTHpoBath (aiinel hopmata PKCS#12 (uHorna
HasbiBaeMble (aiamu popmata PFX). Paiiner hopmara PKCS#12 ucnonb3yioTess ass mnepeHoca
MeXJy KOMIbIOTePaMHU 3aKPBITHIX KJI0Yeld U COOTBETCTBYIOUIMX UM CEPTU(HUKATOB.

7.6.12.2 dopmat BBOAA KOMaH[bl

openssl pkesl2 [-export] [-chain] [-inkey filename] [-certfile filename] [-name name] [-caname
name] [-in filename] [-out filename] [-noout] [-nomacver] [-nocerts] [-clcerts] [-cacerts] [-nokeys]
[-info] [-magma-ctr-acpkm | -magma-ctr-acpkm-omac | -kuznyechik-ctr-acpkm | -kuznyechik-ctr-
acpkm-omac | -gost89 | -nodes] [-noiter] [-maciter | -nomaciter | -nomac] [-twopass] [-descert]
[-certpbe cipher| [-keypbe cipher]| [-macalg digest] [-keyex| [-keysig] [-password arg] [-passin
arg| [-passout arg| [-CAfile file] [-CApath dir] [-CSP name]

7.6.12.3 Onuuu KOMaHIbI

Y naHHOH KOMaHAbl MMeeTCs MHOXKeCTBO ONLHH, 3HauyeHHe HEeKOTOPbIX 3aBUCUT OT TOro, COo-
3naetcs UaM UHTepripetupyetcs ¢aia popmara PKCS#12. [To ymosnuanuio cuutaercs, uto Qaia
uHTepnperupyercs. MoxHo co3nate ¢aitn popmata PKCS#12, ucnonbsys onuuio -export (cM. HHU-
xKe).

7.6.12.3.1 Onyuu unmepnpemuposarnus gatiros

Onuuga Onucanune
-in filename Onpenensier uMsa uHTeprnpetupyemoro daiia dopmara PKCS#12. Tlo
yMOJYaHHI0 (halJ CYUTBHIBAETCS CO CTAHIAPTHOTO BBOJA
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Onnug

Onucauue

-out filename

Daiin 1 3anUcH cepTUPHUKATOB U 3aKPLITHIX KJOUEH, 0 yMOJIUaHUIO -
CTaHJApTHBIA BbIBOA. Bcé 3anuceiBaetcs B (popmate PEM

-password
-passin arg

arg,

YKasblBaeT, rje CONEPKUTCS MapoJsib IJsi BXOAHOTro (aiaa (T.e. daiia
¢dopmata PKCS#12). lnst nosyueHusi DONOJHUTETbHON HHPOPMALUHU 1O

-passout arg

HcTounrk napoJis A/ 3aliu@poBbIBaHUS JIOObIX MOJYYEHHBIX 3aKPBITBIX
kaoued. [l nosydeHHs JONOJHHTENbHOH HH(pOpMaLHWK N0 (popmary

-noout OTMeHsieT BBIBOL KJiued W cepTH(HKATOB (oqHakKo OymeT MmpoBepeHa
KOPPEKTHOCTb BXOIHOTO (haiijia U BO3MOXKHOCTb €r0 PACIaKOBKH)

-clcerts BLIBOIUT TOMBKO KJIHEHTCKHE CepTH(UKaThl (He BBIBOTUT CEPTHU(HKATHI
Y1)

-cacerts BoiBomuT TosbKO cepTHUKATH Y1l (He BBIBOIUT KJIMEHTCKHE CEPTH(U-
KaThl)

-nocerts OTMeHsieT BBIBOJ J1IOOBIX CePTHU(UKATOB

-nokeys OTMeHsieT BBIBOL 3aKPBIThIX KJ/l04el

-info BBIBOOUT MOMONHHTENBHYIO HH(DOPMALHKIO O CTPYKType (ailia ¢gopmara

PKCS#12, ncnosb30BaHHBIX aATOPUTMAX U KOJHUUECTBE UTepaLuil

-magma-ctr-acpkm
-magma-ctr-acpkm-
omac, -kuznyechik-
ctr-acpkm, -
kuznyechik-ctr-
acpkm-omac

Hcnonb3oBaTh ofpuH u3 anroputmos, omnpenenéHusix B [OCT P 34.12-
2015, nnst 3amm@poBaHKs 3aKPHITEIX KJHOYeH Mepel BbIBOAOM (IIPH HM-
NOpTe KJUel A/ POCCUHUCKUX KPUNTOrpaUueCcKUX aJIrOPUTMOB CJedy-
€T MCIOJb30BaTh UMEHHO 3TH aJTOPUTMBI IIH(POBAHHSA)

-des HcnonbzoBats anroputm DES nnsa mmdpoBaHus 3akpbIThX K/odell me-
pell BBIBOLOM

-des3 Hcnonb3oBats anroputm TpoiiHoM DES nna mudpoBaHus 3aKphITBIX
KJIIoYed nepeq BblBoAOM. Mcnosb3yeTcs no yMon4aHHIO

-idea HcnonbsoBats anroput™ IDEA ni1s mnppoBaHus 3aKpeITHIX KJOUeH Me-
pell BBIBOLOM

-aesl28, -aesl92, - | Hcnosb3oBatb anroput™ AES /s mudpoBaHus 3aKpbITHIX KJIOYeH IMe-

aes256 pell BBIBOAOM

-camellial28, - | Ucnosab3oBath anroputmbel Camellia pns mudpoBaHus 3aKPBITBIX KJIHO-

camellial92, - | 4el mepen BbIBOAOM

camellia256

-nodes BbIBOIUTb 3aKpbIThle KJIOUYM B He3alM(PPOBAHHOM BHIE

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Onnug Onucauue
-nomacver He npoBepsATb 11€JJIOCTHOCTH KOHTekHHepa
-twopass 3amnpaiuBaTh y M0Jb30BaTe/sl OTAEJNbHbIE TTAPOJIH AJis KOHTPOJIS LIEJOCT-
HOCTH W JJisl paciiudpoBaHHsI

7.6.12.3.2 Onyuu cosdarnus ¢atiros

Onuuga

Onucanue

-export

YkaseiBaer, uto ¢aiia popmata PKCS#12 6ynet co3naH, a He HHTepIpe-
THPOBaH

-out filename

YKasbiBaeT uMs co3naBaemoro ¢aiaa popmara PKCS#12. ITo ymonya-
HUIO WUCIIO/Ib3YeTCsl CTAaHIAPTHBIH BBIBOJL

-in filename

YKasbiBaeT UMsl BXONHOTrO (paijia, U3 KOTOPOTO CJedyeT CUHUTATh CepPTH-
(UKaTBl W 3aKPBIThlE KJOUM, MO YMOJYAHHIO HCIOJb3YyeTCs CTaHAApT-
HbIH BXon. OHU Bce noskHBI ObITh B (popmate PEM. [lopsinok 3HaueHus
He MMeeT, HO NOJI)KEH MPUCYTCTBOBAaTb ONMH 3aKPBITBIH KJIOY U COOT-
BETCTBYIOILIUH eMy cepTH(hHKAT. Ecau MpUCYTCTBYIOT NOMOJHUTEbHBIE
cepTU(HUKATBl, OHU TakxkKe OynyT BKJOUeHbl B (paia popmata PKCS#12

-inkey filename

dafis, U3 KOTOPOro CUMUTHIBAETCS 3aKPbIThIH Kiiou. Ecau sta onuus He
YKa3aHa, 3aKPbIThIA KJI0U J0J2KEH MPUCYTCTBOBATh BO BXOAHOM (paiiie

-name friendlyname

YKa3plBaeT «IpPYKeCTBEHHOe UMS» 118 CepTH(PHUKATa U 3aKPLITOr0 KJIO-
ya. O6BIYHO 3TO UM yKas3blBaeTCsl B BBINAJAIOLIMX CIHCKAX MPHUJIOXKe-
HUH, UMIIOPTUPYIOLUX (Al

-certfile filename

HMA cpaﬁﬂa, U3 KOTOPOTO CJjeayeT CUUTAaTb AOMOJHUTEJ/JbHbIE CepTI/IqJI/IKa-
Thbl

-caname
friendlyname

YKasblBaeT «JpyKecTBeHHOe UMS» JJIsl APYTHUX CepTU(HUKAToB. dTa OIl-
1Sl MOXKeT ObITb MCII0JIb30BaHA HECKOJIBKO pa3, YTOOB! ONpeNesUTh HMe-
Ha BCeX CepTU(MKATOB B MOpsiKe UX nosiBieHUsl. Netscape urHopupyer
Ipy>KeCTBeHHble UMeHa ApPYyTux ceprtudukarto, a MSIE ux nokaseiBaer

-password arg,
-passout arg

YKasbIBaeT, rjie COAEp:KUTCS MapoJb AJs BBIXOAHOrO (aksa (T.e. aiia
popmara PKCS#12). lns nonyueHus AOMOJIHHTENbHON HH(DOPMALKMH 110

-passin password

HctoyHuk naposis nJsl pacliM(poBbIBAHUS U BBOAA 3aKPBITBIX KJIOYeH.
L7151 mosyuyeHUs1 NOMOJHUTEJNbHON HMH(MOPMaLUU 1Mo (opMary aprymeHTa

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue
-chain Ecnu aTa onuusi ykaszaHa, nesaeTcsl MOMbITKA BKJIOUYHTH BCIO LIEMOYKY

cepTU(UKATOB [Jis M0Jb30BAaTENbCKOrO cepTudukara. [ns noucka cep-
TU(UKATOB UCIOJ/b3yeTCsl CTaHAAPTHOe XpaHUJ/HMILe cepTU(dUKaToB Y LI.
Ecnu HaliTH Bce HeoOXOAMMble CePTU(UKATHLI HE YAaeTcs, 3TO CUUTAETCS
(paTasbHON OLIMOKOH

-keypbe alg, -certpbe
alg

OTH ONUUHU MO3BOJSIOT BbIOPaTh aJrOPUTM, UCMOJNb3yeMbIH A/ 3alud-
pOBaHHs 3aKPBITOro KJoua U ceprudukatos. [1pu skecnopre Karouel poc-
CUHCKUX KpunTorpaduyeckux aaroputmoB Cjenyer ykasaTb B KayecTBe
napamerpa alg oguH M3 anropuTMoB -magma-ctr-acpkm, -magma-ctr-
acpkm-omac, -kuznyechik-ctr-acpkm nmu -kuznyechik-ctr-acpkm-omac.
Jns coBmectumocTu co ctapeimu CK3W nomyckaeTcsi ykasbiBaTh ajro-
put™M gost89.

-keyex|-keysig

YKasbiBaer, cjaeqyeT JH UCI0Ib30BaTh 3aKPLITHIN KJI0U 1/ 0OMeHa KJIfo-
YaM{d WJM TOJBbKO [J/51 MOANMCHIBAHUSA. DTa OMNUUS UHTepIpeTHpyeTcs
tobko MS Internet Explorer u nomo6usiMu npusoxenusiMmu MS. Omn-
uus -keysig ykasblBaeT, 4TO KJ/0U MOXKHO HCIIO/Jb30BaThb TOJbKO /IS
nonnucu. Kiioun, ucrnosbayemble TONBKO AJS MOAMUCH, MOXKHO HCIOJb-
30BaThb B IMOAMHUCBIBAHWU coobiieHuil gopmara S/textbackslash MIME,
KOHTpoJibHON moanucu Active X u B ayTeHTHpUKanuu SSL-KIMeHTa, X0-
TSl M3-3a OMUOKH B Kome Tosbko Internet Explorer HaunmHas c Bepcuu
5.0 monzmepKHBaeT HCIOJIb30BAHHE KJIOUEH TOJNBKO MAJS TMOAMHUCH MJIsi
ayTeHTU(UKaUUU SSL-kaueHTa

-macalg digest

YKasbiBaeT aJqropUTM AaliKecTa, UCIIOAb3yeMOTo /51 KOHTPOJIS LeJI0CT-
HOCTH KOHTeHHepa. [Ipu skcropTe KjoUeld pOCCHHUCKUX KpUMITOTpaduue-
CKHX aJITOPUTMOB cjefyeT ykazatb md_gost12_512, md_gost12_256 uau
md_gost94 (mocsienHUE TOJNBKO B PeXKMME COBMECTHMOCTH CO CTapbIMH

-nomaciter, -noiter

YcTaHaBAMBAIOT YMCJAO UTepPAlWH MPU BBIUMCJEHHUH KONA ayTeHTH(HKa-
UM U KJoUa WU(PPOBAaHUS B 3HaueHHe 1. DTU OMUMU CJelyeT HCIOJb-
30BaTh TOJIBKO B TOM CJlydae, €CJIM Bbl XOTHTE CO34aTb (halJibl, COBMe-
ctumble ¢ Internet Explorer 4.0

-maciter YcTaHaBIMBAET UMC/IO MTepalUil TPU BBIUKMCJEHHH KOla ayTeHTH(HKa-
MU B yMoJuartejbHoe 3HaueHue (2048). Onuus BKJOUYEHA 1Jisi COBMe-
CTUMOCTH ¢ mpensiayiiumMu Bepcusimu OpenSSL.

-nomac Cospnath KoHTelHep 6e3 KOHTPOJS 1eJOCTHOCTH

-CAfile file Daiin, comepxKallMi CepTU(PHUKATH NOBEPEHHBIX YAOCTOBEPSIOLIMX LIEH-

TPOB

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-CApath dir Kartasor, comepxaiuii cepTU(UKAThl [TOBEPEHHBIX YI0CTOBEPSIIOIINUX
IEHTPOB. DTOT KaTaJsor NOJ/KeH ObIThb CTaHIAPTHBIM KaTaJlorOM CEpTH-
(pUKaTOB, TO €CTh C KaXKAbIM CepTU(PUKATOM NOJKHA ObITh CBSi3aHa X3II-
cymma modist subject name

-CSP name 3anucbiBaeT 3HaueHue mapamerpa name B (opmare Microsoft CSP

-twopass 3anpalliBaeT y M0Jb30BaTe s OTAeNbHbIe TAPOJH AJIS KOHTPOJS LeJ0CT-
HOCTH W /151 3alIM(poBaHus: OOJbIIAS YaCTh NPUIOKEHUH BCeraa npem-
moJjiaraeT, YTO OHM COBMANAIOT, TAK UTO 3Ta OMLHUS JIHIIAET UX BO3MOXK-
HOCTH TpouecTb co3naBaeMblil dhakisn popmata PKCS#12

7.6.12.4 Tlpumeuanus

XoTs1 y 9TOH KOMaHAbI CyIleCcTByeT 0OJblIOe KOJHYECTBO OMUUH, GOJBIIMHCTBO U3 HUX HCIOJb-
3yeTcsi oueHb penko. Jlas uHTepnperanuu (daina dopmatra PKCS#12 noctaToyHo HCmosb30BaTh
TOJIBKO OMUMH -in U -out, MJS CO3MaHHUS - TaKKe ONUUM -export u -name.

Ecau He ykazaHa HM ofiHa W3 onuuil -clcerts, -cacerts uau -nocerts, Bce cepTuHUKATH OyayT
BbIBEJIeHBl B TOPsIIKE, B KOTOPOM OHH HaXoAsTcs BO BXOAHBIX (paisaax dopmata PKCS#12. Her ra-
PaHTHH, UTO MEPBBIH NMPUCYTCTBYIOLIMH CEPTU(PHUKAT COOTBETCTBYET 3aKPbITOMY KJody. Hekoropble
NpUJI0KEHUS], TpeOyIollre 3aKPbITEIH K04 U cepTU(UKAT, NpeanoJaratT, 4YTo NepBblil cepTU(HUKAT
B (baiiyie COOTBETCTBYET 3aKPbITOMY KJ/IOYY, I03TOMY APYrOH MOPSIIOK CepTU(PHUKATOB MOXKeT CTaThb
npo6semoi. DTy mpobyemMy pelaer onuus -clcerts, BhIBoAsIIash TOJbKO CepTU(UKAT, COOTBETCTBY-
IOLKNA 3aKpeITOMY Katouy. Ecan tTpebyiores cepTudukarsl Y1, X MOXKHO BBIBECTH B OTAEJbHBIH
(haiia, vcnosb3ys onuuu -nokeys u -cacerts, 4ToObl BBIBECTH TOJNBKO cepTHdUKaAThl Y L1,

AnroputMmel -keypbe u -certpbe mo3BosisifoT yKa3aTb KOHKPETHbIE aJITOPUTMBI 1J1s1 3alIU(POBaHHUs
3aKpbIThIX KJ/o4ed u ceptudrkatos. B «Marllpo Kpunrollaker» B 9TOM KauecTBe [0J2KEH HCIOJb30-
BaTbCS OMH U3 airoputMoB, onpenenéHubix B [OCT P 34.12-2015:34.12-2015: -magma-ctr-acpkm,
-magma-ctr-acpkm-omac, -kuznyechik-ctr-acpkm wuau -kuznyechik-ctr-acpkm-omac. Has cosme-
ctumoctH co crapeimu CK3W nonyckaercs ykasbiBaTb anroputm gost89.

7.6.12.5 OcobeHHOCTH pabOTHl C KJAOUYaMH POCCUHUCKUX KPUNTOrpauyecKUx ajropuTMOB

[Tpu skcmopre KJIOUEH POCCHHUCKHUX KPUMTOTPApUUECKUX aJrOpPUTMOB IJs IIM(PPOBAHUS U KOH-
TPOJISi 11eJIOCTHOCTH JAaHHbIX KoHTeilHepa PKCS#12 crnenyeT Hcnosnb3oBaTh TOJMBKO aJTOPUTMBI
[OCT. Ilostomy B o06s13aTe/bHOM MOpPsiiKE AOJKHBI ObITb YKa3aHbl ONiuM -keypbe u -macalg,
PO 3TOM B OMUHMH -keypbe mo/KHO ObITh YKa3aHO OJHO M3 3HaUeHWH -magma-ctr-acpkm, -magma-
ctr-acpkm-omac, -kuznyechik-ctr-acpkm uau -kuznyechik-ctr-acpkm-omac, a B onuuu -macalg -
3Hauenue md_gost12_256 nau md_gostl2_512. Eciu nonosnHuTeNbHO yKa3biBaeTcsl onuus -certpbe,
MpeANUChIBAIOLIAs LIU(PPOBATb HE TOJIbKO 3aKPBIThIE KJIIOUYH, HO U CEPTU(UKATHI, B ITOH ONLIUU TaKXKe
cJenyeT yKasblBaTb OJHO M3 3HaueHW# -magma-ctr-acpkm, -magma-ctr-acpkm-omac, -kuznyechik-
ctr-acpkm wunu -kuznyechik-ctr-acpkm-omac.

[Tpu umnopre k/ao4Yel POCCHHCKUX KPUNTOrpaUuecKUX ajJropuTMOB CJeAyeT yKas3blBaTh JH-
60 omHy W3 omuui -magma-ctr-acpkm, -magma-ctr-acpkm-omac, -kuznyechik-ctr-acpkm wau -
kuznyechik-ctr-acpkm-omac (wudpoBats ¢ain 3akpoitoro kiawda anaropurmom [OCT P 34.12-
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2015), nub6o onuuto -nodes (He mudpoBaTh (ais 3aKpbITOro KJwua). KMcrnosb3oBaHue opyrux aJ-
TOPUTMOB LWIH(PPOBaHUA (pai/a 3aKPLITOrO KJKOUa He NOMYCKaeTCs.

7.6.12.6 Cosmectumoctb ¢ «Marllpo Kpunrollaker 3.0»

B CK3HU «Marllpo Kpunrollaker» Bepcun 3.0 He momaep:KUBaJUCh aJrOpPUTMbl LIU(POBAHUS
[OCT P 34.12-2015, nostomy npu ¢popmupoBanuu koHteliHepoB PKCS#12, koToprie 6ynyT o6paba-
teiBaThCsl Bepcrell 3.0 CK3U «Marllpo Kpunrollaker», Heobxonumo napametpy —keypbe U, ec/iu
HCIoJb3yeTcsi, —certpbe ykasblBaTb 3HaueHHe gost89.

7.6.12.7 Cosmectumoctb ¢ CK3W npyrux npousBonutesen

[Tpu umnopre konrteiiHepoB PKCS#12, copmupoBaHHBIX KPUNTOCPEACTBAMU OPYTHUX TMPOH3-
BOAMTEJIEH, HUKAKUX [OMOJHUTEJNbHBIX AEHCTBUH Kak mnpaBujo He Tpebyercs. Ecaum koHTeliHep
6pl1 co3naH crapoi Bepcueln CK3M, moxkeT moTpe6oBaTbCsl BBICTABUTH NEPEMEHHYIO OKPYKEHUS

Konreiinepst PKCS#12, cosnannbsie «Marllpo Kpunrollaker 4.0» ¢ HacTpoiikamu mo ymoJsga-
HHIO, HOPMaJIbHO 4uTalTcsl Kpunrocpeactsamu komnanuu «HMHpoTeKC», a BOoT mpogykTel Komma-
uuu «Kpunro-Ilpo» npouurars ux He cmoryT. s ¢dopMHpoOBaHUS KOHTeHHepa, COBMECTUMOrO C
«Kpunrollpo CSP», HYKHO yCTaHOBUTb NepeMeHHYI0 OKpyxKeHHsi CRYPTOPRO_PK_WRAP (3Haue-
HUEe MepeMeHHOH MOXKeT ObITb JIIOOBIM).

7.6.12.8 CoBmecTtumocTb co crapbimu CK3U

CK3HM «Marllpo Kpunrollaker» 4.0 peanusyer co3paHue U TMPOBEPKY KOAA ayTeHTU(PUKALUH
koHTeliHepoB PKCS#12 ¢ kiouyaMu poCCHHCKHUX KPUNTOrpaUyecKUX ajropUTMOB B COOTBETCTBHU
¢ MeTonnyecKUMH peKOMeHJAaUUAMU TexHUUecKoro KoMuTeTa Mo craHaaprusauuu «Kpunrorpadu-
yeckas 3amuta uHdopmauun» (TK 26). Hekotopsie no cux nop ucnosbdyembie CK3U 6bu paspa-
60TaHbl 0 TIPUHATHUS YKa3aHHBIX PeKOMeHIAalUH U BbIpa0aThIBAIOT KO ayTeHTHU(HUKALUHN 110 IPyro-
My anaroputmy. [loatomy KoHteliHep, co3manHbeld «Marllpo Kpunrollaker 4.0», He OyzmeT unrtatbcs
takumu CK3U u Hao60poT.

s toro, yto6sl «MarlIpo Kpunrollaker 4.0» cmor o6pabotats koHTelinep PKCS#12, chopmu-
poBaHHbIl cTapbiMd CK3WM, Hy»KHO yCTaHOBUTb MepeMeHHY OKpyKeHUsi LEGACY_GOST_PKCS12
(3HaueHHe MepeMeHHOH MOXKET ObITb JIOOBIM).

Hns toro, uto6nl cpenctBamu «Marllpo Kpunrtollaker 4.0» cosmatb konteiinep PKCS#12,
KOTOpBIH Moryid 66l mpouyuTath ctapble CK3M, Hy»KHO BBICTaBUTH TPU TepeMeHHBIE OKPYKEHHUS:
GOST_PBE_HMAC=md_gost94
CRYPT PARAMS=id-Gost28147-89-CryptoPro-A-ParamSet
LEGACY GOST_PKCS12 B mOU3BOJIbLHOE 3HAUEHUE
U TIPU BBINIOJHEHUHU KOMaHAbl pkcsl2 -export napamerpy —-macalg cjienyeT yKa3aTb 3HaueHHUe
md_gost94, a napamerpy —keypbe - 3HayeHue gost89

7.6.12.9 Ilpumepsl

Wurepnperuposats aiin popmara PKCS#12 u BeiBecTH ero B Qailii:
openssl pkcsl2 -in file.pl2 -out file.pem -magma-ctr-acpkm

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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BriBecTH TOJMBKO KJIHEHTCKHe cepTU(PUKATBl B (A

openssl pkcsl2 -in file.pl2 -clcerts -out file.pem

He 3amun@poBriBaTh 3aKpbITHIH KJ0Y:

openssl pkcsl2 -in file.pl2 -out file.pem -nodes

BriBectu nH(popmauuio o ¢paiae popmara PKCS#H12:

openssl pkcsl2 -in file.pl2 -info -noout

Cosnatb taiin popmata PKCS#12:

openssl pkcsl2 -export -in file.pem -out file.pl2 -name <<My
Certificate>> -keypbe magma-ctr-acpkm -macalg md_gostl2 256

BKJ/1I0YUTE 1OMOJMHUTEbHbIE CEPTU(HUKATHL:

openssl pkcsl2 -export -in file.pem -out file.pl2 -name <<My
Certificate>> -keypbe magma-ctr-acpkm -macalg md_gostl2 256 -certfile
othercerts.pem

7.6.13 Komanga pkey

7.6.13.1 Onucanue KoMaHIbI

Komanpna npenHasHaueHa 17151 paboThl ¢ 3aKPHITBIMU U OTKPBITBIMHU KJtouaMH. VX MOXKHO npeo6-
pPa3oBbIBATb B pPa3/IM4Hble KOAMPOBKHU U BBIBOAUTb UX KOMIIOHEHTHI.

7.6.13.2 dopmat BBOIA KOMaHMbI
openssl pkey [-inform PEM|DER|ENGINE] [-outform PEM|DER] [-in filename]| [-passin arg]

[-out filename| [-passout arg]| [-cipher]| [-text] [-text_pub] [-noout] [-pubin] [-pubout] [-engine
cryptocom]

7.6.13.3 Onuuu KOMaHIbI

Onnug Onucauue

-inform YxasbiBaeT BxogHyto KonupoBky DER unnu PEM. Ecau ykaszana -inform
DER|PEM|ENGINE | ENGINE, ko4 OyneT mpoudTaH ¢ amnmnapaTHOTO KJOYEBOTO HOCHTEJI,
YKa3aHHOro B napamerpe -in.

-outform DER|PEM | YkasbiBaetr BeixonHywo KouupoBky DER wnu PEM.

-in filename YKka3biBaeT BXOAHOH (pails, U3 KOTOPOTO CJefyeT CUMTaTh KJwu. Ecmau
3Ta OMUHUS He yKas3aHa, KJI04Y CUMTHIBAETCS CO CTaHAapTHOro BBoaa. Ec-
JIU KJI10Y 3ali(poBaH, NocJe BBeleHUs KOMaHAbl MOc/aenyeT 3anpoc Ha
naposib AJs pacuiudpoBku. Ecau -inform nmeer snayenne ENGINE, B
napameTtpe -in H0JKeH OBbITh MepefaH HAEHTHU(PUKATOp KJjlda Ha ammna-
pPaTHOM KJIFOUEBOM HOCHTEJIE.

-passin arg HcTounuk mapoJsi s BXOAHOrO (haija. 3a AOMOJHUTENbHOH HH(pOpMA-

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-out filename

YKasbiBaeT BbIXOAHON (haiis, B KOTOPBIH CJeflyeT 3anuchiBaTh KJawo4. Ecau
3Ta ONUMS He YKa3aHa, KJ/I0Y BBIBOAUTCS B CTaHAAPTHBIMA BbIBOA. Ecau
yKasaHbl Kakue-JM00 ONUUM 3alU(pPOBaHUS, M0CJe BBEAEHUS KOMaH/bI
nocJenyeT 3anpoc Ha napoJsb Ajs pacluudpoBku. MMs BeixogHoro ¢aiina
He JOJI)KHO COBINajaTb ¢ UMEHeM BXOAHOro (aiJa.

-passout password

HcTouHuk napoJsi Ajs BbIXOAHOTO (aiya. 3a AONONHUTENbHOU HH(Op-

-cipher OTHU ONUMH 3alIU(PPOBLIBAIOT 3aKPBITHIH KJIOY C MOMOILbIO YKa3aHHOTO
anroputma. Moxet ObITb YKa3aHo J1000e HauMeHOBaHHUe alropuTMa, Ko-
Topoe npuHUMaeT QpyHKuus EVP_get_cipherbyname(), nanpumep, des3.

-text BeIBOOUT pa3/vuHble KOMIIOHEHTbl OTKPBITOrO MJIH 3aKPBITOrO KJ4a OT-
KPBITBIM TE€KCTOM B JIOTIOJIHEHHE K 3aKOAMPOBAHHOH BEPCHH.

-text_pub Ecnn 06pabaTbiBalOTCA M 3aKPBITHI M OTKPBITBIH KJIHOU, BBIBOAUT KOM-
TIOHEHTBI TOJbKO OTKPBITOT'O KJIOUa.

-noout 3anpellaeT BbIBOJ 3aKOAUPOBAHHON BEPCHH KJIIOUa.

-pubin [To ymosyaHuto U3 BxonHoro gaiaa cYuThiBaeTCs 3aKPbIThIH Kitod. Eciu
yKasaHa JaHHas OILHS, U3 BXOAHOTO (paiya CYUTBIBAETCH OTKPBITHIH
KJII0Y.

-pubout [lo ymonuanuio BBIBOOIUTCS 3aKpbITBIM Kitod. Eciy ykasaHa naHHas on-

1A, 6yﬂ,€T BbIBE€H OTKprTbIﬁ KJ04. dTa Onuus yCTaHABJHWBAETCHA aB-
TOMAaTH4YE€CKH, €CJIHU Ha BXOH I10A4aeTCH OTKprTbIﬁ KJIIOY.

-engine cryptocom

TOT mapameTp HeO6XOﬂI/IMO YKa3blBaTb, €CJIM KJIOU YUTAETCHd C alllla-
PaTHOTO KJ/IIOUEBOI'O HOCHUTEJIA.

7.6.13.4 Ilpuwmepnl

Ynanuth naccpasy U3 3aKpBITOTO KJioya:

openssl pkey -in key.pem -out keyout.pem

3amundpoBaTh 3aKPBITEIH KJOU Ha maccgpase, ucrnonabdys anroputm [OCT 28147-89:
openssl pkey -in key.pem -des3 -out keyout.pem
[Ipeo6pasoBaTh 3akpbIThi K4 U3 KogupoBkd PEM B DER:

openssl pkey -in key.pem -outform DER -out keyout.der
BbiBeCcTH KOMIIOHEHTBI 3aKPbITOr0 KJl0Ya B CTaHAAPTHBLIA BBIBOA:
openssl pkey -in key.pem -text -noout

BeiBecTH OTKpBITBIE KOMIIOHEHTBI 3aKPBITOrO KJio4a B CTAHAAPTHBIH BBIBOA!
openssl pkey -in key.pem -text\_pub -noout

[IpocTo BbIBECTH OTKPBITYIO YaCThb 3aKPLITOrO KJ/4a B (pai:

[TopsinkoBbi#i Ne M3MeHeHUsI
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openssl pkey -in key.pem -pubout -out pubkey.pem

7.6.14 KomaHga pkeyparam

7.6.14.1 OmnucaHue KOMaHIbI

Komanna pkeyparam oGpaGaTeiBaeT mapameTpbl KiaodeBbiX nap. X Mo:kHO mpeo6pa3oBbIBaTh B
pasyiMuyHble KOAUPOBKHU U BBIBOAUTb UX KOMIIOHEHTHl. XpaHeHHe NapaMeTpPOB KJIOYeBBIX Nap B (ail-
JlaX TIONIePXKUBAETCs TOJNBKO MJisi HEKOTOPBIX 3apy6exHbix airoputmos (DH, DSA), k anropurmam
['OCT »ta KomMaHAa HempHMeHUMa.

7.6.14.2 dopmat BBOAA KOMaH[bl

openssl pkeyparam [-in filename]| [-out filename] [-text] [-noout] [-engine id]

7.6.14.3 Onuuu KOMaHIbI

Onuuga

Onucanue

-in filename

YKasblBaeT UMs BBOJHOTI'O (paﬁna, U3 KOTOPOro cJjenyeT CHUThIBATHL Ila-
paMeTphI. Ecnu a3ta OInysda He YyKa3aHa, MNapaMeTpbl CUHUTBIBAIOTCA CO
CTaHAapTHOT'O BBOOA.

-out filename

YKa3biBaeT UMl BBIBOLHOrO (paisa, B KOTOPBIH CJjelyeT 3anucbiBaTh Ma-
pameTpbl. Ecin aTa onuusi He yKasaHa, mapamMeTpbl BbIBOASITCS B CTaH-
JNAPTHBIH BBIBOI.

-text BbIBOZUT nmapaMeTpel OTKPBITBIM TEKCTOM B JOMNOJHEHHe K 3aKOAHPOBAH-
HOU BEpCHH.

-noout 3anpelaeT BbIBOJ, 3aKOJUPOBAHHOH BEePCHUH MapaMeTpOB.

-engine id Ykaszanuve Mopyas engine (Mo ero yHHKaJbHOM HIEHTH(HUKALHUOHHOH

CTPOKE) 3acTaBJ/seT KOMaHIy pkeyparam MOMBITAaTbCS MOJYYHUTh (PYHK-
LIMOHAJIbHYI0 CCBIJIKY Ha yYKa3aHHBIH MOAYJb, IPH HEOOXOAMMOCTH HHH-
MaNHU3Upysl ero. 3aTeM MOAYJb OyAeT yCTAHOBJEH B KauecTBe yMoJjya-
TeJIbHOTO [J/151 BCeX JOCTYIMHBIX aJrOPUTMOB.

7.6.14.4 Tlpumep

BeiBecTH TEKCTOBYIO BEpCHIO MapaMeTpOB:

openssl pkeyparam

7.6.14.5 [Ilpumeuanus

-in param.pem -text

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Y sroit KoMaHaBl HeT onuui -inform uau -outform, nmoTomy uTo MOAAEPKHUBAETCS TOJNBKO KOMAM-
poBka PEM, tak kak tun kJawouda onpepensiercs PEM-3arosoBkamu.
7.6.15 Komannga pkeyutl

7.6.15.1 Onucanue KOMaHIbI
Komanny pkeyutl MOXXHO MCIOJIb30BaTh [Js1 BBIMOJHEHHS] PA3JUYHbIX OMEpalUid Hal OTKPBITHIM
KJII0YOM TIPH TIOMOILM yKa3aHHOro ajaroputMa. Komanma mpenoctaBjisieT HOCTYT K HHU3KOYPOBHEBBIM

API, HUCIIOJb30BaHHe KOTOPbIX B MPUJIOKEHUU Tpe6yeT 9KCIEPTHU3bl KOPPEKTHOCTHU BCTPaWBaHHUA,
[TIO3TOMY 3Ty KOMaHAY CJeayeT HMCII0Jb30BATb TOJBKO B OTJAAOYHBIX HJHW AHUATHOCTHUUECKHUX LEJsX.

7.6.15.2 dopmar BBOIA KOMaH/bI

openssl pkeyutl [-in file] [-out file] [-sigfile file] [-inkey file] [-keyform PEM|DER] [-passin
arg| [-peerkey file] [-peerform PEM|DER] [-pubin] [-certin] [-rev] [-sign] [-verify] [-verifyrecover]
[-encrypt] [-decrypt] [-derive] [-pkeyopt opt:value] [-hexdump] [-asnlparse| [-engine id]

7.6.15.3 Onuuu KOMaHIbI

Onnus Onucauue

-in filename YKasbiBaeT UMsi BBOIHOTO (paijia, ©3 KOTOPOTO CJelyeT CUWTHIBATh NaH-
Hble. Ecsin 3Ta onuus He ykas3aHa, JaHHble CYMTBIBAIOTCS CO CTaHAAPT-
HOTO BBOJA.

-out filename YKasbiBaeT UMSs BBIBOAHOTO (paisia, B KOTOPbIH CJefyeT 3aMuChiBaTh AaH-

Hele. Ilo YMOJHaHHUIO OJAHHbIE€ BBIBOASATCA B CTaHﬂapTHbIﬁ BbIBO.

-inkey file BxonHo# Kno4yeBOH (ais, Mo yMOJYaHHUIO 3TO AOJKeH ObITh (haila 3a-
KPBITOTO KJI0Ya.

-keyform PEM|DER | ®opmar kmoua PEM, DER uau ENGINE.

-passin arg WcTouHuk maposis nJist BXogHOro ¢aisaa. 3a IOMOJHUTENbHONH HH(bOpMa-

-peerkey file daiin KarOUa MapTHepPa M0 B3aUMOIEHCTBHIO, UCIOIb3YETCs B OMepalusxX
COIVIACOBAHMS KJ/IIOUeld U BBIpaOOTKH OOLIEro ceKpera.

-peerform dopmar kawoya naptHepa mno B3aumonedictsuio PEM, DER wuau
PEM|DER ENGINE.
HOpHﬂKOBHﬁ Ne nsMeHeHus ITOHHHCb JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Onnug Onucauue

-engine id Ykaszanuve Mopyas engine (Mo ero YHHKaJbHOH HIEHTH(HUKALHOHHOH
CTpOKe) 3acTaBjisieT koMmaHay pkeyutl momeitaTbest MONyUUTh (DYHKIU-
OHaJIbHYIO CCBHIJIKY Ha YKa3aHHBIH MOAYJ/b, TP HEOOXOAUMOCTH UHHUIUA-
JU3UPYs ero. 3aTeM MOAYJb OyleT yCTaHOBJIEH B KayecTBe yMOJ4YaTeJlb-
HOTO JJIs BCeX JOCTYIHBIX aJrOPHUTMOB.

-pubin Bxonnolt (haitn — OTKPBITBIA KJIIOY.

-certin Bxonno#t (aitn — cepTudukar, cogepKaliui OTKPBITBIH KJIIOU.

-rev O6pautaet nopsinok BxogHoro 6ydepa. ATo MoJe3HO 1Js HEKOTOPbIX 6U6-
auoTek (takux, Kak CryptoAPI), kotopsie npencrasasior 6ydep B dop-
mare little endian.

-sign [lopnucbiBaeT BXOAHbIE OaHHble W BBIBOAWUT IOANHCAHHBIA pe3yJbTarT.
Jln1s1 BBINOJIHEHHS NAHHOH omnepauuu TpeOyeTcsl 3aKPBIThIA KJIHOY.

-verily [IpoBepsier moanuch Mo yKa3aHHBIMH JAHHBIMH U BBIBOLMUT Pe3yJbTaThl

IPOBEPKH.

-verifyrecover

HpOBepHeT BXOJHbBIE NAaHHbI€ WU BBIBOAUT HCXOAHbIE€ NAHHLBIE.

-encrypt 3awmugpoBbiBaeT BXOJHbIE JaHHbIE C UCIOJAb30BAHUEM OTKPBITOIO KJIOUaA.

-decrypt PacuugpoBbiBaeT BXOAHbIE NaHHbIE C UCMOJb30BAHUEM 3aKPBITOTO KJIIO-
ya.

-derive HM3Biekaer 00U ceKpeT ¢ MCNOJAb30BaHHEM KJ/IOUYa NMapTHepa 10 B3au-
MOJIEUCTBHUIO.

-hexdump BEIBOOUT 1IeCTHAALATePUUHbIH JaMI BBIXOAHBIX JAHHBIX.

-asnlparse Pasbupaer ASN.1-cTpyKTypy BBIXOOHBIX AaHHBIX. DTO MOJE3HO B COUYeTa-

HUU ¢ omniuued -verifyrecover, korna nognuceiBaetcss ASN.1-cTpyKTypa.

7.6.15.4 Tlpumeuanus

Jnsi pasnuyHBIX aJATOPUTMOB W HX MPHUJIOKEHUH TONAEPKUBAIOTCS pas3J/UuHble Habopbl omnepa-
uuit u onuuid. Asnroputm 'OCT P 34.10 nonnepxxuBaet onepauuu encrypt, decrypt, sign, verify,

verifyrecover u derive.

7.6.15.5 Tlpumepsl

HOILHI/ICEITb OaHHbIE C HMCIIOJIb30OBAHHUEM 3aKPLITOTO KJIH04a:

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

IlaTa BHECEHHA M3MEHEHHSA
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openssl pkeyutl -sign -in file -inkey key.pem -out sig
BeiBecTH moamnucaHHble gaHHble (¢ ucnosb3oBaHueM Kiawoda [OCT)

openssl pkeyutl -verifyrecover -in sig -inkey key.pem
[IpoBepuTh moamnuch

openssl pkeyutl -verify -in file -sigfile sig -inkey key.pem
CcdhopmupoBaTh 3HaueHHe OOLIEro CceKpera:

openssl pkeyutl -derive -inkey key.pem -peerkey pubkey.pem -out secret

7.6.16 Komauga rand

7.6.16.1 Omnucanue KOMaHIbI

Komanna rand BBIBOAMT oTnpelesieHHOE KOJHUECTBO (yKa3aHHOe B MapaMeTpe nNum) MCeBIO-
cJaydyalHbiX OalT.

7.6.16.2 dopmaT BBOIA KOMaHIbI

openssl rand [-out file] [-base64] [-hex] num

7.6.16.3 Onuuu KoOMaHIbI

Onuus Onucanue

-out file 3anucoiBaeT B (paks ¢ umeHeM lile, a He B cTaHIAPTHBIH BBIBOA
-base64 BrinosiHseT KoQUpOBaHKEe BBIXONHBIX NAaHHBIX B (popmaTe base64

-hex [IpencraBsisieT BBIXOMHBIE NaHHBIE B BHJE IIECTHAALLATEPUUHOH CTPOKH

7.6.17 KomaHpma req

7.6.17.1 OnucaHue KOMaHIbl

KomaHna req B OCHOBHOM HCIHOJIb3YeTCs I/l CO3AaHUSl U 00paboOTKU 3asBOK Ha cepTU(HUKa-
Tol (popmata PKCS#10. Ona takke MoXKeT CO34aBaThb CAMOIMOANHUCAHHbIE CEPTU(UKATHI, KOTOPbIE
MOXKHO HCIOJIb30BaTh, HAMPUMep, B KauecTBe KOPHEBBIX CEPTHU(UKATOB YAOCTOBEPSIIOILINUX LIEHTPOB.

Buaumanue. [Ipu ncnonp3oBanuu «Marllpo Kpuntollaker» 4.0 komaHny req yTHJIUTB openssl
MOXKHO HCIOJIb30BaTh [Jsl co3NaHusl Kiawoued. Ho ciaenyer umeTb B BHAY, UTO 3Ta KOMaHAa 3amu-
ceiBaeT KJoun Toibko B PKCS#8-koHTeliHephl. JIa1s1 co3naHus KJOUeH, KOTOPble 3alUChIBAIOTCS B
amnmnapaTHble YCTPOHUCTBA, CJelyeT UCIMOJIb30BaTh KOMaHLy genpkey. 3asBKH Ha PETHCTPALHUIO KJIO-
yel, CO3[aHHBIX C TOMOIIbI0 KOMaHAbI genpkey, CO3MalOTCS C TOMOLIbIO KOMaHIbl req YTHJIUTHI
openssl.

7.6.17.2 dopmat BBOLA KOMaH[bl

openssl req [-inform PEM|DER] [-outform PEM|DER] [-in filename] [-passin arg] [-out filename]

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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[-passout arg| [-text] [-pubkey]| [-noout]| [-verify] [-modulus] [-new] [-newkey alg:file] [-nodes]
[-key filename] [-keyform PEM|DER|ENGINE] [-keyout filename]| [-keygen_engine id] [-[digest]]
[-config filename] [-subject] [-subj arg] [-multivalue-rdn] [-x509] [-days n] [-set_serial n] [-asnl-
kludge] [-newhdr] [-extensions section] [-reqexts section] [-utf8] [-nameopt] [-reqopt] [-batch]

[-verbose] [-engine id]

7.6.17.3 Onuuu KOMaHIbI

Omnuusga

Omnucaunue

-inform DER|PEM

Onpenensier BxomHod (opmar. Onuus DER wucnosbsyer ASN.1 DER-
3akonupoBaHHylo ¢Gopmy, coBMectumyto ¢ PKCS#10. ®opma PEM —
(opmar no ymosmyanuio: oHa coctouT U3 DER-¢opmbl, 3akonrpoBaHHOH
B base64, ¢ 10MOJHUTENbHBIMH BEPXHUM M HHXKHHUM OTPAaHUUYHTE/SIMHU.

-outform DER|PEM

OnpenensieT BHIXOAHOH (hopMart, OMIKS HMeeT Te Ke 3HaueHHs, 4TO U
onuug -inform.

-in filename Onpenensier BXOAHOH (ails, U3 KOTOPOTO CJeAyeT CUUTBIBATH 3asBKY.
Ecau 312 onuus He ykasaHa, 3asiBKa CUHMTHIBAeTCS CO CTAHAAPTHOIO BXO-
na. 3asiBKa CUUTHIBAETCS TOJBKO B TOM CJIydae, eCJid He YKa3aHbl ONLHUH
cosnaHus (-new u -newkey).

-passin arg WcTounuk mapoJsi Ajis BXOAHOTO (paiaa. 3a AOMOJHUTENbHON HH(pOpMa-

uueil o opmare aprymenra arg cM. pasges /.4

-out filename

YKasblBaeT UM$ BBIXOIHOTO (paiijia 115 3alHCH pe3y/nbTaToOB BbINOJHEHHS
KoMaHabl. [lo ymo/muaHuio HCmosb3yeTcst CTaHAAPTHBIA BBIBOLL.

-passout arg

HcToyHuK mapoJisi AJsi BBIXOAHOTO (paiya. 3a JOMOJHUTENbHOH HHGOP-
Malueit o opmare aprymeHTa arg cM. pasged /.4

-text BbiBOoAUT 3a51BKY B TEKCTOBOM BHJIE.

-subject BeiBonuT 3HaueHue moJsist subject 3asgBKH (MK cepTH(dHUKaTa, eCJU yKa-
3aHa omnuus -x509)

-pubkey BEIBOIUT OTKPBITBIH KJlHOU.

-noout DTa onuus MpeloTBpallaeT BbIBOJ 3aKOAHPOBAHHOH BEpCHU 3aSBKH.

-modulus DTa OMNuHUs BBIBOAUT 3HAUEHHE MONYJs OTKPBITOrO KJIOua, ComepxKalie-
rocsi B 3asiBKe.

-verify [TpoBepsieT moanuch noa 3asiBKOH.

-new DTa ONUMA CO3[aeT HOBYIO 3asBKy Ha cepTudukat. OHa 3anpalinBaer y

MoJIb30BaTeNsl 3HaYeHHUs1 COOTBETCTBYIOLIMX MoJel. KoHkpeTHble 3ampa-
lIKMBaeMble T0JI5l, @ TAKXKe UX MaKCUMaJibHble U MUHHMaJibHble pa3Mephbl
OTNpenesIIIoTCd B KOH(PUTYpallMOHHOM (aije, KaK U JoOble 3anpalinBa-
eMble paCLIUPeHUSs.

Ecnu onuus -key He ykasaHa, naHHasi OMIUSI CO3aCT HOBBIH 3aKPBITHIH
kaou RSA, ucnosb3yst HGOpMaLKIO, COepKallylocsi B KOHPHUTypalH-
OHHOM (paie.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue
-newkey alg DTa ONuMs CO3/laeT HOBYIO 3asBKY Ha CePTHU(HKAT U HOBBIH 3aKPBITHIH

KJo4. AprymeHt alg MoxkeT UMeTh Heckosbko ¢opm. [las anroputma
[OCT P 34.10 Bo3moxHBI caenytolire hopMbl:

anreopumm:paiin

Hcnonb3oBanue aprymenTa a/nroputm:lfilename cosnaer ko4 anropurma
[OCT P 34.10 (rpebyer koH(HTrypupoBaHHs MOAyJs engine cryptocom
B KOH(UTYpaLHOHHOM (paiise).

arcopumm (mapaMeTpbl yKasblBalOTCsl B ONUHUH -pkeyopt)

Eciu ykasate Tosmbko anroputMm gost2012_256, gost2012_512 wuawm
gost2001, caenyer ykasaTb Habop mapameTpoB B omniuu -pkeyopt, Ha-
npumep, -pkeyopt paramset:X. I[logmepxkuBatoTcs cienyiomine HabOpPbI
napameTpOB:
— nasa gost2012_512: A, B, C;
— nasa gost2012_256:
— TCA, TCB, TCC, TCD
- A, B, C, XA, XB (Tosbko njs obecrieyeHusi COBMECTHMOCTH
C MpeAbIIYLUIUMH BEPCUSIMHU)
— gost2001
- A, B, C, XA, XB (tosbko ajs obecreuyeHUsi COBMECTUMOCTH
C MpeAbIIYLIUMH BEPCHIMH)

-pkeyopt opt:value

YcTaHaB/IMBaeT OMIUIO aJropuTMa OTKPBITOrO KJjioda B 3HaueHue value.
Tounblil Habop MoAAEPKHUBAEMBIX OMUUH 3aBUCHUT OT UCIOJb3yeMOro aJj-
TOPUTMa OTKPBITOTO KJIOUa U ero peanusauud. [logpobHocTH cMm. B pas-

-key filename

YKasbiBaeT (aij, U3 KOTOPOro CJefyeT CUUTATh 3aKPBIThIH KJIIOU.

-keyform
PEM|DER|ENGINE

dopmar 3aKpHITOro KJi04a, YKa3aHHOTO B KauyecTBe apryMeHTa OIMLHH
-key. ITo ymomnuanuto PEM.

-keyout filename

YKasbiBaeT aiis, B KOTOPHIA CjefyeT 3anucaTb CO3[AAHHBIA 3aKpPbIThIH
k4. Ecau sta onuus He ykaszaHa, Ucnosb3yercs (paij, yKasaHHbIH B
KOH(UTrypallMOHHOM (paiiJe.

-nodes Ecau sTa onuus ykasaHa, TO eC/M CO3[aeTCs 3aKPBITHIA KJ/IOY, OH He
3alnA(pOoBbIBAETCS.
-[digest] YKasblBaeT ajrOpUTM X3IUHPOBAHHUSA, C MIOMOLLBIO KOTOPOro cjaefyeT Mof-

nucaThb 3asBKy. B caydyae ucnonb3oBanus anroputrma noanucu [OCT P
34.10 B xauecTBe anropuTMa naumkecrta Bcerga ucnoabdyercs GOST R
34.11, yto 6Bl HU OBLJIO YKa3aHO B JaHHOH OMIIMH, MO3TOMY MPU HCIOJb-
3oBaHuu anroputmMoB 'OCT paHHyIO OMIMI0O MOXKHO He YKa3blBaTh.

-config filename

ITO TO03BOJISIET yKa3aThb a/JbTePHATHBHBIH KOH(UTYPALHUOHHBIA (ai.
JlanHass onuus uMeeT OGOJbILIHHA MPUOPUTET, ueM HMs (aija, 3anaH-
HO€ MpPHM KOMIMJALUMH WJIM HMMs, yKa3aHHOe B IepPeMEHHOH Cpeibl
OPENSSL_CONF.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue
-subj arg YcraHaBiuBaeT 3HaueHHWe moJist subject n/1s HOBOM 3asiBKM MM 3aMella-

eT 3HaueHHe ITOro moJs npu obpaboTke 3asBku. PopmaT aprymeHTa arg
nomkeH Obith /typeO=valueO/typel=valuel/type2=..., cuMBOJIBI MOTYT
OBITh SKPaHHUPOBaHbl 3HAKOM \(0OpaTHBIN cJj31), pobesibl He AOMycKa-
I0TCS.

[Ipy ucnosb30BaHHWU COBMeCTHO ¢ omuued -uti8 momyckaercs ucmosb-
30BaThb B apryMmeHTe arg pycckue OykBbl. [lss Toro, 4to6bl OHH KOp-
PeKTHO Momagaju B 3asiBKY, B unix-mopo6Heix OC moskHa ObITbH ycTa-

HoBseHa Jokanb uti-8, a B OC Windows — mepemeHHasi OKpyKeHHS
OPENSSL_WIN32_UTFS8.

-multivalue-rdn

DTa ONUMSA yKas3blBaeT, YTO apryMeHT OMUUHU -subj HE0OXOOUMO HHTep-
NPeTUPOBATh ¢ NOJHON noaaepxkkoi MHorosHauHblx RDN. Ilpumep:
/DC=0rg/DC=0penSSL/DC=users/UID=123456+CN=John Doe

Ecnu onuus -multi-rdn He ucnosabayercs, To 3HaueHue noJsi UID 6yzner
123456+CN=John Doe.

-x509

DTa ONuMs CO3/1aeT CAMOIOANUCAHHBIN CepTU(PUKAT BMECTO 3as1BKH. JTO
0OBIYHO MCIOJb3yeTCs [J51 CO3AaHUs TeCTOBOTO CEPTHU(UKATA HJIU CaMO-
NOJMUCAHHOIO0 KOPHEBOro CepTU(HUKAaTa ya0CTOBepsoLlero LeHTpa. Pac-
ILIUpeHusi, N0OaBJ/sieMble B CEPTU(HUKAT (€C/TH TaKOBbIE €CTh) YKa3bIBAIOT-
csl B KOH(UrypalHoHHOM (aiise. Ecau He yKasaHO APYroro ¢ NOMOLIbIO
onuuu set_serial, B kauecTBe cepuiiHoro Homepa 6ynet ykasas O.

-days n

Ecnu ykazana onuus -x509, maHHasi omiusi yKa3blBaeT CPOK JIeHCTBHUS
ceprudukara B gHsx. [lo ymonuanuto 30 nHei.

-set_serial n

CepuiiHbIH HOMep AJS BBIITYCKaeMOI'0 CaMOIOANHUCAHHOIO CepTH(HUKATa.
Moxkert ObITb YKa3aH Kak JeCATHYHAs BEeJHWYMHA, WK KaK LIecTHaaLare-
puuHas ¢ npegukcoM Ox. YKasblBaTb OTpUllaTe/bHble CepUiHbBIE HOMepa
MOXHO, HO HE PEKOMEHIYeTCs.

-extensions section
-reqexts section

OTH OMNLUMU yKa3blBAOT aJbTePHATUBHbIE CEKIMM /51 BKJIOYEHHS pac-
IUpeHud B cepTUdUKaT (ecau ykaszaHa onuusi -xH09) uau B 3asBKY.
DTO MO3BOJISIET UCIMOJIb30BATh HECKOJIbKO PA3/UYHbIX CEKLHUH B OJHOM H
TOM K€ KOH(QUT'ypaLHOHHOM (paiijie IJsi CO3MaHUs 3asBOK C Pa3JIUUHBIMH
11eJIeBbIMHA Ha3HaYeHHUSIMH.

-utf8

DTa ONLHUS yKa3blBaeT, UTO 3HAYEHUs I0JeH cjeflyeT HHTePIPeTUPOBATh
Kak cTpoku B KomupoBke UTF8, no ymosuaHuio oHW UHTEPIPETUPYIOTCS
B komupoBke ASCII. DTo mosBoJjisieT, B YaCTHOCTH, CO3[aBaTh 3asiBKU C
PYCCOSI3BIYHBIMU 3HAUeHHUsIMHU Tosiel Subject.

B OC Windows ecsu 3HaueHusi nojieid Subject BnuchiBatoTCsS HEMOCpen-
CTBEHHO B (pailsl KOH(UTYypallMK, OHU HOJKHBI ObITb 3alMCaHbl B KOIH-
poBke UTF-8, ecau ke oHu mepenatoTcsi B pallsl KOH(GUTYpALMH yepes
repeMeHHble OKPYXKeHHsl, 3HaUeHHUs] 3TUX MePeMeHHbIX NOJKHBI ObITh 3a-
naHel B KonupoBke CP866. MHuTepakTuBHbIH BBO# pycckux 6ykB B OC
Windows He momaepKHBaeTcs.

J1y1sl MHCTIO/Ib30BaHHUS 3TOH OMLMH HEOOXOAUMO, YTOOBI B CEKIUH [ req |
(aiina KoHpUrypaluu Ol yKaszaH napametp string_mask = uti8only

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-nameopt option Onuus ykKasblBaeT, KaK IOJKHBl BBIBOAMTBLCS 3HaueHHs moJeid subject
v issuer. AprymMeHTOM MOXeT ObITb OJHA OIIKS WJIK HECKOJbKO, pasje-
JIEHHBIX 3ansThiMH. /11 YCTAHOBKM HECKOJbKHX ONLHMH MOXHO TaKXe
HEeCKOJIbKO pa3 MCI0JIb30BaTh CBUTY -nameopt. s momosHUTebHOH

-reqopt option Onuwus ynpaB/asieT (GOpMaToM BbIBOAA, WCMOJb3yeMbIM C OMUHeH -text.
AprymMeHTOM MOXKeT ObITb ONHA OMIUS HJM HECKOJBbKO, pasieseHHBIX
3ansiTblMU. s IOMOJMHUTENbHOH HH(pOPMALlMK CM. OMHUCAHHe OMUHUH -

-asnl-kludge [To ymosmuaHuio KoMaHza req BBIBOOUT 3asiBKH, He cofepxkalliue aTpuoy-
ToB, B KoppekTHoM ¢opmate PKCS#10. Ho HekoTopble ymocToBepsito-
I[Me [eHTPbl MPUHHUMAIOT TOJBKO 3asiBKH, He colepxkaline aTpubyTos, B
HEKOPPEKTHOM (opmaTe. DTa ONLHKSA CO3[aeT TAKOH HEKOPPEKTHbIH (hop-
Mar.

Tounee atpubytsl B 3asiBke ¢opmara PKCS#10 onpenenensl Kak atpu-
6yt SET OF. OHu He sBaAIOTCS ONUHWOHANbHBIMM, MO3TOMY, €CJH aT-
puOyTHl B 3asiBKe OTCYTCTBYIOT, OHH JOJIKHbl ObITb 3aKOIHMPOBaHBI Kak
nyctoit SET OF. 9ta HekoppekTHasi (hopmMa He BKJ/IOYAeT TAKOH MyCTOH
SET OF, a koppekTHasi (hopmMa BKJ/10YaeT.

CriefyeT OTMETHUTb, UTO OYeHb HEMHOTHE YIOCTOBEPSIOLIHe LEHTPbl Tpe-
OYIOT UCIOJNb30BAHUS aHHOH OMLMH.

-no-asnl-kludge Onuus, npotuBonosoxHas -asnl-kludge.

-newhdr Jo6asasier cnioBo NEW B BepxHuil W HMxHMI orpaHuuntesu B PEM-
(atine 3a8BKH. DTO HEOOXOAUMO JJIS HEKOTOPBLIX Mporpamm (cepTrhuKa-
uvoHHBIH cepBep Netscape) U HEKOTOPBHIX YIOCTOBEPSIOLIUX LEHTPOB.

-batch HeuHTepaKTHBHBIA PeXKUM.
-verbose BbiBecTH [OMOMHUTENBbHYI0 HH(DOPMALIHIO O MPOU3BOAMMBIX OINepalUsiX.
-engine id BBIOOP HIXKHHA (MO ero yHUKa/JbHOH CTPOKe id) MPUBOAUT K TOMY, 4TO

req fesaeT MOMNBITKY MOJYUYUThb (DYHKLHOHAJIbBHYIO CChIJIKY HA BbIOPAHHBIH
SHIKHH, TaKMM 00pa3oM WHHULMAJIU3HUPYSl €ro, ecad 3TO HeoOXOAUMO.
[locsne aTOro 3HHIXKHH yCTaHaBJIMBaeTCs, KaK SHIKMH N0 YMOJYaHHUIO,
IJ151 BCeX NOCTYIHBIX aJTOPUTMOB.

-keygen_engine id YKasbiBaeT 3arpykaemblil MOAYJb engine (Mo ero yHUKa/JbHOH HAEHTH-
(PMKAIMOHHON CTPOKe), KOTOPBIH OymeT HCIOJNb30BaThCs JJISI ONepalui
CO3[aHHUS KJIOYeH.

7.6.17.4 ®Dopmart KOH(DUTYpaLLMOHHOTO (haia

Onuuu KoH(pUrypaluu yKasblBalOTCS B pasjese req KoHpUrypanuoHHoro daiaa. Kak u B mobom
KOH(UT'YpalLlUOHHOM (paiisie, ecud Hekas BeJHUHHA He yKa3aHa B KOHKPETHOM pasfesie (Hampumep,
paszesie req) TO OHa HMIIETCs TAKXKe B HAya/JbHOM HEMOMMEHOBAaHHOM paslesie HJH B pasjese Mo
YMOJIYAHHIO.

JlocTynHble onuuu nMogpoOHO OMUCAHBI HUXKE.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

input_password
output_password

[Taposn nnis BXogHOro (haiiia 3aKpbITOro KJroda (ecjqu TaKOBOH MPHUCYT-
CTBYeT) W JJISl BBIXOAHOTO (paiijia 3aKpBITOrO Kiioua (ecsqu TaKOBOH co-
3naetcs). OnuuyM KOMaHIHOM CTPOKH passin W passout UMerT GOJbIINH
NIPUOPUTET, YeM ONUMWH, YKAa3aHHble B KOH(PUTypaLHOHHOM (panJe.

default_bits

DTa onuHus OrnpelessieT yMoadaTesbHbI pa3mep KJwoua B Outax. Ec-
JU OMIMS He yKaszaHa, ucnogb3yercs 512. Onuus mpuMeHsieTCs, ecJu
B KOMaHJHOH CTPOKe yKaszaHa onuus -new. Onuus KOMaHIHOH CTPOKH
-newkey vMeeT GOJBILINHA MPUOPUTET.

default_keyfile

DTO yMosyaTesibHOE WMs JJIsl BBIXOMHOTO (haia 3aKpbITOro Kitwoua. Ec-
JIM 3Ta OMNUUS He yKasaHa, KU 3aMMChIBAeTCs B CTAHIAPTHBIH BBIXOL.
Onuusi KOMaHAHOM CTPOKH -keyout nMeeT GOJbILIUKA MPUOPUTET.

oid_file OTa onuua ykasbiBaeT Ha (ais, comepxkawui pomosHUTesnbHble OID
(OBJECT IDENTIFIERS). Kaxknast cTpoka haiiyia 10oKHa UMEThb CJie-
AYOLWHUA popmar:
OID B uncseHHOM BHJE, MPoOes, KOPOTKOe UMSl, Mpobesi, TJITUHHOE HMS.
oid_section dTa onuMsl yKas3blBaeT Ha pasjies KOH(PUrypauuoHHOro (aiisa, comep-

XKawui nononnutesbHble OID. Kaxknas cTpoka pasgena n0JKHA UMETh
dopmar:

kopoTkoe uMs OID=uucnennsii Bun OID.

B cnydae ncnosib3oBaHUsl 3TOH OMUMH KOPOTKOE U IJIMHHOE MMeHa COB-
najgamoT.

encrypt_key

Ecau ata onuus ycraHoB/ieHa B 0, To co3maBaeMbii 3aKPBITBIA KJI0Y He
3amrdpoBbIBaeTCS. DTa OMIHKS SKBUBaJE€HTHA OMIHU KOMaHIHOH CTPOKH
-nodes.

default_md

Onuusi 06s3aTesqbHO AOJKHA OBITb yKa3aHa, HO HCIOJNb3YeTCs TOJBKO
B TOM CJydyae, €C/M KJII0Y yIOCTOBEPSIOLIEr0 LeHTPa MMeeT ajlrOpHuTM,
TMO3BOJISIIOLIUH MCMOJb30BATh pasHble aJropuTMbl xsuupoBaHus (RSA).
3HaueHHe ONLHKM NpeacTaB/seT co00H Ha3BaHUe aJrOPUTMa X3IIMPOBA-
HH$1, UCIIOJIb3YeMOT0 1Jis1 MOAMHCH CepTU(HUKATOB (B MPOTHBHOM Ciydae
OHO MOXKET OBbITh JIHOOBIM).

string_mask

DTa ONUHUs MAacKUPyeT UCMOJb30BAHHE HEKOTOPBIX THIIOB CTPOK B HEKO-
TOPBIX TOJMSAX.

CyliecTByeT HECKOJbKO BO3MOXKHBIX 3HAUeHHH NAHHOH OMIUH. 3Haue-
Hue default (oHo xe mo ymosuanuio) wucnosab3yer PrintableStrings,
T61Strings u BMPStrings. Ilpu ykazanuu 3Hauenus pkix OymyT wuc-
noJb3oBatbcsi Tosbko PrintableStrings and BMPStrings B cootset-
ctBuu ¢ PKIX pekomennanueir B RFC2459. Ecin ykaseiBaeTcst 3HaueHHe
uti8only, ncnoabaytores Tombko UTF8Strings: ato pekomenpauns PKIX
B RFC2459 nocne 2003 r. Hakonen, 3HaueHwe nombstr ucrosbsyer
TosbKo PrintableStrings u T61Strings: HekoTopble MporpaMMbl BCTpeua-
toT 3atpynHenus ¢ BMPStrings and UTF8Strings, oco6enno Netscape.
JLnsi mopiepKKKU KUPUJIJIKIBL B TIONAX CePTU(PHKATA HEOOXOIUMO YKa3bl-
BaTb JH0O0 3HaueHue pkix (Torma ¢opmupyemblie 3asBKH OyIYT UCIOJb-
30BaTh TOT K€ HAa0Op CTPOKOBBIX THIIOB, YTO W 3asBKH, CO3[aBaeMble
Active-X anementom Xenroll B Windows), mu6o utf8only

[TopsinkoBbi#i Ne M3MeHeHUsI
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Onnug Onucauue

req_extensions YKasbiBaeT pasnesn KOH(MUTypalHOHHOro (aiaa, comep:Kallhil CIHCOK
paclIMpeHui, KOTopble He0OOXOAUMO N00aBUThb B 3a5BKY Ha CEpPTU(HUKAT.
KomaHnHO-CTpOUYHBIH CBUTY -reqexts WMeeT GOJbIINN TPHOPHUTET.
xb09_extensions YkasbiBaeT pasznen KOH(UTypaUuHOHHOro aisaa, comepxkKallrdi CHHUCOK
pacIIMpeHHH, KOTOpble HeOOXOOUMO N00aBHUTb B CepTH(HUKAT, CO3[aH-
HBIH ¢ wucnogb3oBaHueM onuuu -x509. KomaHAHO-CTPOUHBIH CBHUTY -
extensions umeeT OOJBIUIMH PUOPUTET.

prompt Ecau sta omuus MMeeT 3HaueHHWe No, OTKJIOYaeTCs 3arpalliBaHMe I0-
Jiell cepTU(HUKATa U MPOCTO CUUTHIBAET 3HAUEHHS MOJEH TMPSIMO C KOH-
(urypauunonHoro Qaiaa. Kpome toro, usmMeHsiercs oxkunaeMbeld gopmar
pasnesoB distinguished_name u attributes.

uti8 OTa ONLHUS yKa3blBaeT, UTO 3HAYEHUs I0JeH cjeflyeT HHTePIPeTUPOBATh
Kak cTpoku B KomupoBke UTF8, no ymosuaHuio oHW UHTEPIPETUPYIOTCS
B komupoBke ASCII. DTo o3HauaeT, 4TO 3HaYeHHUs MOJEH, CUUTAHHbIE C
TepPMHHaJMa UJIH U3 KOH(UTYpaUHOHHOTO (haiina, 10MKHbl ObITh KOPPEKT-
HeiMu UTF-8 cTpokamu.

attributes YKasbiBaeT pasaes KOH(OUIYPaLHMOHHOTO (paiia, comepKalui aTpudyThl
3asiBKH: ero Qopmar coBmagaer ¢ Qopmatom distinguished_name.
Kak mnpaBusmo, oHu comepxkatr tunel challengePassword — uau
unstructuredName. B Hacrosiiiee BpeMsi OHH UTHOPUPYIOTCS YTUAHUTAMU
OpenSSL, BHIMOJMHSIIKMME TMOAMUCBIBAHHE 3asiBKM, HO HEKOTOpBIE
YIOCTOBEPSIOIINE HEHTPBl MOTYT TpeboBaTh WX HAJIUYHS.
distinguished_name | YkaswiBaeT pasgen KOH(UrypauuoHHOro (aknia, comepKalui TMoJs
cTpykTypsl distinguished name, KoTopele cienyeT 3anpamuBaTh MpU CO-

7.6.17.5 Dopmar paznenoB KoHpurypauuonHoro atina distinguished name u attribute

CyliecTBYIOT 1Ba pa3inyHbiX (opmara njs pasdpesnoB distinguished name u attribute. Ecau on-
uus prompt ycTaHOBJIeHa B 3HaUeHHe N0, 3TH pasfesibl MPOCTO CONEp:KAT HAUMEHOBAHUSA U 3HAUEHUS
NoJied, Hanpumep

CN=Ivanov Ivan Ivanovich OU=Company emailAddress=someone@somewhere.org

DTO TO03BOJISIET BHEIIHUM MporpaMMaM (HampuMep, mporpammam ¢ rpaduuyeckuM HHTepdeHdcoMm)
co3naBath (pais-mabgoH CO BCEMU HA3BAaHUSIMH U 3HaYeHHSIMH TOJEH U MPOCTO MepefaBaTh 3TOT
¢aiin komanze req. [Ipumep Takoro poga KoH(UIypaLHOHHOTO (aiia cConepKUTCs B paszele .

Wnu ke, ecau onuus prompt He yKasaHa WJM He yCTaHOBJIeHA B N0, (palJy comepKUT UHGpopMma-
M0 0 3ampocax noJieid. OHa COCTOUT U3 CTPOK BUIA:

fieldName="prompt"

fieldName_default="3HaueHue NOOJIA IO YMOJIUAHUK"
fieldName_min= 2

fieldName_max= 4

3nech fieldName — HaumeHoBaHHe HcmoJsb3yeMoro mnoJs, Hamnpumep, commonName uan CN.
Crpoka cuMBOJIOB "prompt" HCMOJb3yeTCs AJs 3aMpoca K IM0Jb30BATENI0 BBECTH COOTBETCTBYIO-
myo uHpopmanuio. Ecau nonb3oBaTesib HUUEro He BBOAUT, UCIOJb3yeTCs yMOJ4YaTebHOE 3HAaUeHHe
noss. Ecau M ymosuatesbHOro 3HayeHHs He yKas3aHo, noJse onyckaercsi. [losie MoxeT ObITh omylile-
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HO U B TOM CJlyyae, ecsld BeJIMUMHA 110 YMOJYaHHUIO MPUCYTCTBYET, HO M0JIb30BaTe/b POCTO BBEIET
CUMBOJ .

KonnuecTBO BBeNeHHBIX CHMBOJIOB HOJKHO ObiThb B mpenenax fieldName_min and
fieldName_max: moryt Takxke OBITb HOTOJHHTE/bHbIE OTPAHHUYEHHS B 3aBUCHMOCTH OT paccMaT-
prBaeMoro noJjsi (Hampumep, 3HaueHue noJist countryName MoxkeT OBITb TOJbKO NBYXOYKBEHHBIM H
COOTBeTCTBOBaTh THMy PrintableString)

HexkoTtopsle nosisi (Hampumep, organizationName) moryT ncrnosb3oBaThesi B cTpykType DN Gosib-
Ile OfHOrO pasa. IJTO MpeAcTaBJseT co00H MpobseMy, MOTOMY YTO KOH(UI'YpalHOHHblE (DaHJbl
He pacro3HalT OJHO U TO Ke UMSs, BCTpedaiouleecss ABaxKAbl. UToObl n3bexaTb 3TOH MPoOJEMBI,
ecau fieldName comepXuT HeCKOJIbKO CHMBOJIOB, 33 KOTOPBIMM CJIEIyeT TO4YKa, OHH OYAyT Mpo-
urHopupoBaHbl. [losTomy, Hampumep, BTOpoe moJsie organizationName MoxkeT ObITb BBEIEHO Kak
l.organizationName.

KoppekTHble pa3pelieHHble HAUMEHOBAHHS TOJEH MOTYT ObITh JIOOBIMM KOPOTKHMH HJH [JIHH-
HeiMu uMeHamud OID. Ounu xomnusupytores B OpenSSL u Bk/04arOT OOGBIUHBIE BEJHUHHBI, Ta-
ke Kak commonName, countryName, localityName, organizationName, organizationUnitName,
stateOrProvinceName. JlonmosHuTeibHO BBefieHbl Takxke emailAddress, name, surname, givenName
initials u dnQualifier.

Hononuutensueie OID MoryT ObITh OmpesesieHbl C MOMOILBIO ONUKWHA KOH(HUTYpaLHOHHOTO (haii-
ga oid_file u oid_section. Jlio6ble nomosHHUTeNbHBIE TONST 0OpabaTBIBAIOTCS KAaK CTPOKHU THIA
DirectoryString.

7.6.17.6 Ilpumepnl

[IpocMoTpeTh ¥ MPOBEepPUTH 3asiBKY Ha CcepTU(HUKAT:
openssl req -in req.pem -text -verify -noout
['eHepupoBatTh 3asiBKYy Ha cepTH(PUKAT C IBHBIM yKa3aHWEM KJI0ua:
openssl req -new -key key.pem -out req.pem
To xe camoe, HO ¢ reHepauuei KJjwya:
openssl req -newkey gost2012 256:TCA -keyout key.pem -out req.pem
Co3naTh CaMOIOANMUCAHHBIA KOPHEBOH cepTH(UKAT:
openssl req -x509 -newkey gost2012 256:TCA -keyout key.pem -out
req.pem
[Tpumep aiina, koTopblil ykasbiBaercs B onuuu oid_file:
1.2.3.4 shortName A longer Name
1.2.3.6 otherName Other longer Name

[Ipumep pasmena KoH(HUrypanMoHHOTo (haiaa, KOTOpbIH ykKasbiBaeTcss B onuuu oid_section ¢
MCII0JIb30BAHHEM [IePEeMEeHHOr0 paclIMpPeHHs:

testoidl=1.2.3.5
testoid2=${testoidl}.6

O6pasel KoH(pUrypalMoHHOro (haiina, obecrneyuBaollero BeIBO, 3aNPOCOB 3HAUEHUH TOJeH:
[ req ]
default_bits = 1024
default_keyfile privkey.pem
distinguished_name req_distinguished_name

attributes = req_attributes
x509 extensions = v3_ca
[TopsinkoBbi#i Ne n3MeHeHUs [Tonnuchk JuL@, OTBETCTBEHHOro 3a | JlaTa BHeCEHHs H3MeHeHHs
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dirstring type = nobmp

[ req distinguished name
countryName

countryName_ default
countryName min
countryName_max

localityName
organizationalUnitName

commonName
commonName max

emailAddress
emailAddress_max

[ req attributes ]
challengePassword
challengePassword min
challengePassword_max

[ v3_ca ]

subjectKeyIdentifier=hash

1
= Country Name (2 letter code)
AU
2
=2

= Locality Name (eg, city)

= Organizational Unit Name (eg,

= Common Name (eg, YOUR name)
= 64

= Email Address
= 40

= A challenge password
4
= 20

authorityKeyIdentifier=keyid:always, issuer:always
basicConstraints = CA:true

O6pasel; KOHPUIypaLMOHHOTO (pafiia ¢ YyKa3aHHbIMM 3HaYeHUSIMU MOJIeH:

[ req ]
default bits =
default keyfile =
distinguished_name =
attributes
prompt
output_password

[ req distinguished name
C =
ST
L
(@) =
ou =
CN =
emailAddress =

[ req attributes ]
challengePassword

1024

keyfile.pem

req distinguished_name
req attributes

no

= mypass

1

GB

Test State or Province
Test Locality
Organization Name
Organizational Unit Name
Common Name
test@email.address

= A challenge password

section)

[TopsinkoBbi#i Ne M3MeHeHUsI

H3MEeHeHue
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7.6.17.7 Tlpumeuanus

Kak npaBuso, BepxHUH U HUKHUE orpaHuuutesu B gopmate PEM Brirasaar xak:

HekotopeiM mnporpamMmam (HampuMmep, HEKOTOPbIM BEpPCHSIM CepPTU(DUKAIMOHHOTO CcepBepa
Netscape) Heo6XonuM APYTOH BUA OTpaHUUYHTESEH:

Takue orpaHHYMTENIM CO3MAIOTCS TPH HUCMOJIb30BaHUM OMIKH -newhdr, HO B 06paTHYI CTOPOHY
oHH coBMecTHMbl. Obe (hopMbl MPH BBOJE MPUHHUMAIOTCS MPO3PAUHO.

3asBKH Ha cepTudukathl, co3naBaemble B Microsoft IE Active-X anementom Xenroll, BKatoua-
10T B ceOs noOaBJeHHble pacliMpeHusi, B ToM uuciae pacuivpeHune KeyUsage, koTtopoe omnpepnensiet
THI KJjo4da (TOJbKO MOAMKCh MJH OOILIero HasHauyeHHs) ¥ Bce pomnoaHuTesbHbie OID, BBeaeHHBIE
ckpurnitoM B pacunpennn extendedKeyUsage.

7.6.17.8 Iunarsocrtuka

YacTo BBIBOAATCS CJeAYIOLIHE COOOLIEHUS:

Using configuration from /some/path/openssl.cnf

Unable to load config info

Uepes HeKOTOpOE BpeMsi BbIBOAUTCS:

unable to find ’distinguished_name’ in config

problems making Certificate Request

[lepBoe cooblieHne — KJOueBoe: He oOHapyxKeH KoH(UTypauuoHHbIH ¢aia! Hekoropwie orme-
pauuu (Takue KakK MPOCMOTP 3asiBKU Ha CepTH(UKAT) He TPeOyT KOH(PHUTypalHOHHOTO (akJa,
MI03TOMY €ro MCIoJb30BaHHe HeoOsi3aTebHO. Ho co3naHue cepTU(HUKATOB UK 3as9BOK TpeOyeT KOH-
(urypauroHHoro ¢aiaa. ITo MOXKHO CYMTATh OLIMOKOM.

Eue onHO 03anauuBalolee cooOlLeHHe:

Attributes:

a0:00

AT1o coolblleHne BBIBOTUTCS, Korma HUKakux attributes He ykasaHo, a 3asiBKa BKJIOUaeT KOp-
pektHyto nyctyio ctpyktypy SET OF (DER-dopma kotopoit Beirasaut kak 0xa0 0x00). Ecau Bhl
BUJIUTE TOJBKO:

Attributes:

3nauurt, ctpykrypa SET OF oTcyTcTByeT M KOAHMPOBKA TeXHHUECKH HEKOPPEKTHA (HO HOMYCTH-
Ma). Ilasi mosrydeHHUs1 NOTOJMHUTEIbHONH MH(GOPMAUK CM. OomucaHue onuuu -asnl-kludge.

7.6.17.9 IlepemeHHble cpenbl

[lepemennass OPENSSL_CONF, ecau OHa oOnpefesieHa, MO3BOJSET OMNpPeNesNUTb PacHoJioKeHHe
JIOTIOJTHUTEJIBHOTO KOH(PUTypaluOHHOTO (aiia. Onuus KOMaHAHOH CTPOKH -config umeeT GOJbLINH
npuoputeT. [/ COBMeCTUMOCTHU NepeMeHHas cpeiabl SSLEAY CONF MoOXeT HCIIOJNb30BaTbCH MAJ5
TOW Xe LleJIU, HO €€ HUCII0/b30BaHHEe He PEKOMEHIYeTCs.
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7.6.18 Komanga s_client

7.6.18.1 Onucanue KoOMaHIbI

Komanna s_client peanusyer 6azoBbiil KaueHT SSL/TLS, KoTopbIi MOAKJ/IOUAETCS K YAaJeHHOMY
KOMIIbIOTepy ¢ ucnosb3oBanreM SSL/TLS. 1o oyeHb mosie3Hbli TUATHOCTUYECKHUH HHCTPYMEHT MJist
SSL-cepBepos.

7.6.18.2 dopmat BBOIA KOMaHIbI

openssl s_client [-connect host:port] [-servername name| [-verify depth] [-verify_return_error]
[-cert filename| [-certform DER|PEM] [-key filename] [-keyform DER|PEM|ENGINE] [-pass
arg| [-CApath directory] [-CAfile filename] [-no_alt_chains] [-reconnect] [-pause| [-showcerts]
[-debug] [-msg] [-nbio_test] [-state] [-nbio] [-crlf] [-ign_eof] [-no_ign_eof] [-quiet] [-ssI2] [-ssI3]
[-tls1] [-no_ssI2] [-no_ssl3] [-no_tlsl] [-no_tls1_1] [-no_tIs1_2] [-fallback_scsv] [-bugs] [-cipher
cipherlist] [-serverpref] [-starttls protocol] [-engine id] [-tlsextdebug] [-no_ticket] [-sess_out
filename] [-sess_in filename] [-serverinfo types] [-status] [-nextprotoneg protocols]

7.6.18.3 Onuuu KOMaHIbI

Onuug Onucaunue

-connect host:port YKasbiBaeT ajgpec cepBepa, ¢ KOTOPBIM HY>KHO YCTaHOBUTb COeIHMHEHHE,
M OMUHOHAaAbHO NopT. Ecau He yKazaHo Apyroe, ne/aeTcs MOMbITKA yCTa-
HOBUTb CBSI3b C JIOKAJbHBIM XOCTOM, NopT 4433.

-servername name YcranaBauBaer pacuiupeHue TLS SNI (Server Name Indication) B co-
obuenun ClientHello.

-cert certname YKkasbiBaeT cepTU(HUKAT, KOTOPHIH CJelyeT UCIO/Ib30BaTh, €CJH TAaKOBOH
3anpauuBaercsi cepeepoM. [lo ymosuaHUIO cepTH(HUKAT He HUCIOJNb3YeT-
csl.

-certform format ®opmat ucnosnbsyemoro ceprudukara: DER nnu PEM. Ilo ymonuanuto
PEM.

-key keyfile 3aKkpbITBHIH KJIIOU, KOTOPBIM CJleyeT MUCMO0Jb30BaTh. Ecau He ykasaH, Oy-
JeT HUCIMO0Jb30BaThCs (Paly cepTU(HUKATA.

-keyform format ®opmart 3akpeitoro kiawoda: PEM, DER uau ENGINE. Ilo ymonuanuio
PEM.

-pass arg McTouHuK maposist 1151 3aKPBITOTO KJto4da. [l mosydeHusi JOMOJTHUTE N b-
HOM MH(popMaluK 0 (opmaTte apryMeHTa arg cM. pasued 7.4

-verify depth Hcnonbsyemas raybuHa Bepudukanuu. Onuus onpenesseT MakCHMaJsb-

HYI0 IUIMHY LeNOYKH CepTU(HUKATOB U BKJKOUAET NPOBEPKY CEPBEPHOro
cepTudukara. B Hacrosiliee BpeMs onepauus NPOBepKH NPOLOJKAETCS
U TocJe MosiBJAeHHUs cooOlleHHH 00 OlMOKaxX, 4ToObl JHAarHOCTHPOBATH
Bce npobJsieMbl B Lienoyke cepTU(UKaTOB. B KauecTBe nob6oyHOro apdek-
Ta COeIMHEeHHe He OOpbIBaeTCsl B Cjyvae, eClH CepBepHBId cepTU(UKAT
OyneT NMPU3HAH HEKOPPEKTHBIM.

-verify_return_error | Bo3Bpauiaer omu6ky Bepu(UKALUH BMECTO TPOAOIKEHHUS PabOTHI.
OO6BIUHO 3TO MPUBOAUT K NPEKpallleHHI0 COeIUHEeHHS ¢ (haTalbHOHU OLIUG-
KOH.
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Onnug

Onucauue

-CApath directory

KaraJior, KoTopbl#l ciefiyeT HCIOJ/b30BaTh AJis1 IPOBEPKHU CEPBEPHOrO Cep-
TU(UKaTa. DTOT KaTajor NOJKeH ObiTh B «X3lI-(hopMaTe», CM. pasied
3TOr0 KaTtaJora Takxke UCIOJb3yITCs AJs OCTPOEHHUS LeNoYKH /15 po-
BEPKH KJHMEHTCKOTo cepThu(HKaTa.

-CAfile file daiin, comepkalluil NOBepeHHble CEePTHU(PHUKATHI, KOTOPblE CJeIyeT HC-
MOJb30BaTh MPH ayTeHTU(UKALMK CepBepa U BO BPEMS MOMBITOK MOCTPO-
UTb LIEMOYKY KJIHUEHTCKUX CepTHU(PHUKATOB.

-purpose, YcraHaB/IMBaeT pas3JiMuHbIE OMUMH MPOBEPKH LEMOYKH CEPTH(HKATOB.

-ignore_critical,
-issuer_checks,
-crl_check,
-crl_check_all,
-policy_check,
-extended_crl,
-x509_strict,
-policy,
-check_ss_sig,
-no_alt_chains

Ilns 6osiee nmetasbHOM MH(pOpPMAUMK CMOTPH onuuio verify n3 pykoBop-
CTBa 10J1b30BATEIS.

-reconnect

YKasbIBaeT, uTo HEOOXOAUMO CBSI3bIBATHCS C OHUM H TEM 2Ke CEPBEPOM O
pas ¢ OIHUM U TeM Ke ceCCHOHHBIM [D. DTy onuuio MoKHO UCTO/Ab30BATh
NPy TeCTUPOBAHHUU K3LIHPOBAHHUS CECCHU.

-pause

YcraHaB/aMBaeT ONHOCEKYHAHYIO May3y MeXKAy KakKIblM BbI30BOM (PYHK-
i read u write.

-showecerts

BeIBOOUT BCIO 11€MOUKY CepTU(PUKATOB, MPUCAaHHYI0 cepBepoM. Kak mnpa-
BUJIO, BBIBOAUTCS TOJBKO CaM CepTH(HUKAT cepBepa.

-prexit

BeiBonuT HH(MOpPMALMIO O CECCUM MPH 3aBepllieHHUH paboThbl MPOrpaMMbl.
[Tpu ucrnosnb3oBaHWK 3TOH ONLMK MONBITKA BBIBELEHHS HH(OPMALUH O
CecCHH MpeANpUHUMAETCsl BCerja, Jake ecJd YCTAaHOBUTb COeIUHEHHE
He ypaercs. DTa OMUMSA MOJe3Ha, MOTOMY YTO HCMOJb3yeMbld KPHUITO-
Habop MOxKeT OBbITb [epecorjacoBaH WUJM COeAUHeHHe MOXKET OblTb He
YyCTaHOBJIEHO M3-3a TOr0, YTO TpebyeTcs cepTU(UKAT KAUEHTA UJH TaKO-
BOM 3ampalliiBaeTcs MocJe MOoNbITKKM 00paTUThes K onpenenenHomy URL.
[Tpumeuanue: pesynbTaT paGoThl 3TOH OMIMM He BCerja sIBJseTCs TOY-
HBIM, IOTOMY 4TO COelMHEeHHe, BO3MOXKHO, TaK U He Y1aCTCsl YCTAHOBUTb.

-state

Brisogut coctosiHust SSL-ceccum.

-debug

BelBoIUT nmoppoOHYy0 OTJaLOuHYH HH(OPMALHIO, BKJ/IOUYAIOLLYIO LIeCT-
HaJLlaTepPUYHBbIH IaMIl BCero Tpapuka.

-msg

BbIBOILI/IT BCe COO6LLL€HI/IH [IPOTOKOJIA C IIeCTHaAUaTepUYHbIM JaMIIOM.

-nbio_test

Tectupyer He6JOKHPYIOLINK BBOI-BBIBOJ

-nbio

BkJtoyaet HeGJOKUPYIOUIMH BBOI-BbIBOJ

-crlf

OTa Oonuus NepeBOAUT CHMBOJ KOHLIA CTPOKM ¢ TepmuHasna B CR+LF,
KaK TpeOyIOT HEKOTOpble CepBephl.

-ign_eof

[lopaBasieT 3akpbiTHe coeMHEHUS MTPU 0OHAPYKEHWH KOHLA (paiaa cTaH-
LapTHOTO BBOJA. BKJ/toyaeTcs Mo yMOJYaHMIO, €CJIM yKas3aHa ONUUs -
quiet.

[TopsinkoBbi#i Ne M3MeHeHUsI
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Onnug Onucauue

-quiet [TonaBsisieT BBIBOA cecCHOHHOH MH(OpPMaLMK U UH(OPMALHUU O CepTHU(H-
kare. Kak crnenctsue, oTK/04aeT aelicTBHe onuuu — -ign_eof.

-no_ign_eof 3akpbIBaeT coelMHeHHe NMpU OOHapyKeHUM KOHLA (haisa CTaHAapTHOro
BBOJA, /laKe eC/JM yKasaHa onuus -quiet.

-psk_identity Hcnonbsyer PSK (Pre-Shared Key) upentuduxarop identity, korma wc-

identity noJb3yetcsi kpunrona6op PSK.

-psk key Hcnonbayer kaou PSK key, korma ucnosb3yercs kpuntona6op PSK.

Kaou ykaseiBaeTcsi, Kak liecTHaAllaTepuyHoe yucao O6e3 npedukca 0x,
Hanpumep, -psk la2b3c4d.

-ssl2, -ssl3, -tlsl,
-tls1_1, -tls1_2,
-no_ssl2, -no_ssl3,
-no_tlsl, -no_tlsl_1,

DTH ONUMH TPeOYIOT HJM 3ampellalT HUCI0Jb30BaHHe yKa3aHHBIX MPo-
tokosoB SSL uau TLS. Ilo ymosmuanuio npu yCcTaHOBJEHHH COEAWHEHHUS
ucrnosib3yercs: TOKuil (version-flexible) meTon, KoTopelil M03BOJISIET BhI-
OpaTh MaKCHMaJbHYI0 B3aUMHO TOAJEPKHUBAEMYI0 BEPCHUIO.

-no_tls1_2
-fallback_scsv [Tocwinaer TLS_FALLBACK_SCSV B coo6iienuu ClientHello.
-bugs B pacnpoctpanenHbix peanusauusix SSL u TLS ecTh HecKosnbKo U3BeCT-

HBIX OIMOOK. YKazaHWe 3TOH OMUHUHU BKJOUaeT pa3HOOOpa3Hble METObI
ux obxona.

-cipher cipherlist

DTa onuus No3BoJsieT MOAU(PHUIUPOBATL CIIUCOK AOMYCTUMBIX KPUITOHA-
60poB, OTNpaBJ/sieMblil K1UeHTOM. XOTSl cepBep omnpenesisieT, KaKoH KpuIl-
TOHa0Op CJeNyeT UCMOJb30BaTh, OH 00513aH HCII0/b30BaTh MEPBbIH MOM-
JIepKHUBaeMbI KPUIITOHAOOP M3 OTMPABJEHHOIO0 KJIUEHTOM CIIHCKA.

-serverpref

HMcnosb3yeT npeanodteHusi WHppPoB, BbIOPAaHHBIE CEPBEPOM; UCITONb3YeT-
cd ToJibko st SSLV2.

-starttls protocol

OTmpaBJsisieT MPOTOKOJBHO-CIIeNU(UUHOe cooblieHHe (COOOLIeHHUsT) s
nepeksouenust B TLS st kommyHukauuu. Apryment protocol - kirode-
BO€e CJIOBO [I/1 COOTBETCTBYIOLLEro NpoToKosa. B HacTosilee BpeMs Mof-
Llep>KUBAIOTCS TOJBKO KJoueBble cjoBa smtp, pop3, imap, Itp u xmpp.

-tlsextdebug

[leuataer pacwnpenuss TLS, nosyuyeHHBle OT cepBepa, B lLiecTHajllaTe-
pPUYHOM BHJIE.

-no_ticket

OTk/ro4yaer noauepKky ceccHoHHbIX THKeToB Mo RFC4507bis.

-sess_out filename

3anucbiBaer SSL-ceccuto B aita filename output SSL session to
filename

-sess_in sess.pem

3arpyxaetr SSL-ceccuto u3 ¢aiina. KaveHT nomeitaetcss BO30OHOBHTH
CoeIMHEHHe, KOTOpOoe OBII0 BO BPeMsl 3TOH CECCHH.

-engine id

YKasbIBaeT 3arpyxaemblii MOLy/b engine (o ero yHHKaJbHOU HIEHTHU-
(pMKALMOHHOH CTPOKe) U BBI3bIBAET INOIMBITKY HUCIOJAb30BaTh peasnn3alnio
KPUNTOrpauyecKux ajJropuTMOB U3 3TOTO MOAYJIS.

-serverinfo types

Cnucok tunoB pacupenuil TLS (uucna mexny O u 65535), pasneseH-
HBIX CHMBOJIOM 3ansiTod. Kaxkabli TN paciinpeHusi GyneT OTIpaBJeH,
Kak nyctoe pacmnpenue TLS B coobuennn ClientHello. OtBet cepsepa
(ecin Oynet) OymeT 3aKOOMPOBaH M 0TOoOpaxkeH, Kak ¢aitn PEM.

-status

3anpalinBaer cTaTyc cepTuduKaTa ¢ cepBepa

[TopsinkoBbi#i Ne M3MeHeHUsI
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Onnug Onucauue
-nextprotoneg 3anyckaer TLS pacmupenusi Next Protocol Negotiation u mosBossier
protocols yKa3aTb CIIUCOK UMEH MPOTOKOJIOB, Pa3leseHHbIX 3aMsTOH, KOTOpble KJIH-

eHT J0JIKeH O0ObSIBHUTb, KaK TOJepXKUBamllrecsi. B Hauase storo cruc-
Ka JOJIKHBl ObITh HauboJiee BocTpeGOBaHHBIE MPOTOKOJbI. VMeHa mpo-
TOKOJIOB yKasbiBaloTcsi B koaupoBke ASCII, nampumep, "http/1.1"unu
"spdy/3". TlycTo# crnucok TPOTOKOJOB 00pabaTbiBAeTCs CIeLHaTbHbIM
06pa3oM U MPUBOAUT K TOMY, UTO KJHEHT 3asBJsieT MOAAEPKKY paclinpe-
uusi TLS, Ho cpasy nocsie nonyuenusi coobuienus ServerHello Bmecte co
CITUCKOM MPOTOKOJIOB, MOJAEPKHUBAEMBIX CEPBEPOM, MTPOU3OHAET Pa3phiB
COeIMHEHHUS.

7.6.18.4 KomaH[bl, BEIBOAWMbBIE NTPU YCTAHOBJIEHHOM COeIMHEHUH

Ecau ycranosseHo coenrHeHue ¢ SSL-cepBepoM, TO BEIBOAATCS BCe NaHHbIE, MOJyUYeHHbIE C Cep-
Bepa, U BCe HaXKaTHs Ha KJaBULIM OyAyT NepenaHbl Ha cepBep. [Ipyu WHTepaKTUBHOM HCIOJb30BaHUH
(uTo 03HauaeT, 4YTO He OBIIM yKas3aHbl HU OMIMSA -quiet, HU omuwus -ign_eof) To ceccus GymeT mepe-
corjacoBaHa, ec/d CTpPOKa HauuHaeTcs ¢ R, a ecsu cTpoka HauuHaetcs ¢ Q, UM JOCTUTHYT KOHeLl
(haiina, coenrHeHne OyIeT 3aKpHITO.

7.6.18.5 Ilpumeuanus

Komanna s_client moxket npumeHsTbes A/ oTaaaku SSL-cepBepom. [lsis ycTaHOBJIEHHS COENH-
HeHus1 ¢ SSL HTTP-cepepom 06b14HO McIOJb3yeTCs] KOMaHAA:

openssl s_client -connect servername:443 (npotokos https wucmosb3yer mopT
443). Eciv coefMHeHHe YCTaHOBJIEHO YCIEIIHO, MOXKHO aaTh http-komanny, Hanpumep, "GET /7 —
3anpoc BeO-CTPAHULLBL.

Ecau «pykonoxkatue» HeyHLauHO, 3TOMY MOXKeT OBITb HECKOJbKO BO3MOXKHBIX MPHUYHH, €CJH HH-
4ero 04YeBH/IHOTO, BPOJE OTCYTCTBHUSI KJIMEHTCKOTO cCepTH(HKATa, MOXKHO TONPOo6OBATh UCIO/Nb30BaATh
onuuu -bugs, -ssl2, -ssl3, -tlsl, -no_ssl2, -no_ssl3, -no_tlsl B Tom cayuae, ecnu omubka Ha cep-
Bepe. OcobeHHO BBl MOXKeTe MOUrpaTh ¢ 3TUMU OMUUSIMH Nepej OTIPaBKOH Oar-pernopra B CIIHCOK
pacceikn OpenSSL.

Yacto BcTpeyatomas npobJema Mpy MOMNBITKE 3aCTaBUTh paboTaTh KJIMEHTCKHe CepTU(PUKATB —
BeO-KJIHEHT KaJjyeTcs, 4YTO y Hero HeT CepTH(HUKATOB, MM BBIAAET MYCTOH CHHMCOK /s BeIOOpA.
AT0, Kak NpaBUJ/O, NPOUCXOAUT MOTOMY, YTO CepBep He OTIpaBJ/sieT Ha3BaHHEe YIOCTOBEPSIOLIErO
LIeHTpa KJHEeHTa B CBOEM CIIHCKe «[IPHEMJIEMbIX YAOCTOBEPSIOMINX LIEHTPOB», KOT/la OH 3ampaliuBaeT
ceprudukar. Ilpu ncnonb3oBaHuu nporpammbl s_client MOXXHO MPOCMOTPETb U MPOBEPUTH CIIHCOK
NpUeMJIeMbIX yI0CTOBEPSIOLINX IeHTPoB. Ho HekoTOpEle cepBephl 3ampallvBaloOT KJAHEHTCKYIO ayTeH-
TU(UKALMIO TONBKO rocse 3anpoca onpenaesneHHoro URL. UTo6bl mosy4uTh COUCOK B 3TOM Cayuae,
He0OXOMMO BOCIIOJIb30BaThCs OMIHMel -prexit W oTmpaBuTh http-3ampoc cooTBeTCTBYIOIIEH CTpPaHHU-
1458

Ecnn cepTuduKar ykasaH B KOMaHIHOH CTPOKe C HCIOJNb30BaHHEM OMUUM -cert, oH He OymeT
MCIOJIb30BAThCS, €CIH TOJbKO CepBep CIellhajlbHO He 3alpOCHUT KJAHEeHTCKHH cepTudukar. Takum
o6pasoM, MPOCTOe BKJAIOUEHHE KJIUEHTCKOro cepTU(HKATa B KOMAHIHYIO CTPOKY He sIBJISIeTCs TapaH-
THeH, 4To cepTU(UKAT paboTaerT.
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Ec/1 BO3HMKAIOT TPYAHOCTH NIPU IPOCMOTPE CEPBEPHOro CepTU(HKATA, CJeyeT BOCIONb30BATHCS
onuuel -showcerts, 4ToOb TPOCMOTPETH BCIO LIEMOYKY CEPTHUPHUKATOB.

7.6.19 KomaHjga s_server

7.6.19.1 OnucaHue KomMaHIbl

Komanna s_server peanusyer SSL/TLS-cepBep ofmiero Ha3HaueHHsi, KOTOPBIH OTBedaeT Ha

3alpocCbl Ha YCTaHOBJIEHHWE CO€OIWHEHHUS Ha ONpeneJeHHOM IopTe C HCIOJb30BaHHEM IIPOTOKOJIA
SSL/TLS.

7.6.19.2 dopmat BBOJA KOMaHIbI

openssl s_server [-accept port] [-context id] [-verify depth] [-Verify depth] [-crl_check]
[-crl_check_all]  [-cert filename] [-certform  DER|PEM] [-key  keyfile] [-keyform
DER|PEM|ENGINE]

[-pass arg| [-dcert filename] [-dcertform DER|PEM] [-dkey keyfile] [-dkeyform
DER|PEM|ENGINE]

[-dpass arg| [-dhparam filename] [-nbio] [-nbio_test] [-crlf] [-debug] [-msg] [-state]

[-CApath directory] [-CAfile filename] [-no_alt_chains] [-nocert] [-cipher cipherlist] [-serverpref]
[-quiet] [-no_tmp_rsa] [-ssl2] [-ssI3] [-tls1] [-no_ssl2] [-no_ssI3] [-no_tlsl] [-no_dhe] [-bugs]
[-hack] [-www] [-WWW] [-HTTP] [-engine id] [-tlsextdebug] [-no_ticket] [-id_prefix arg]
[-serverinfo file] [-no_resumption_on_reneg] [-status] [-status_verbose]

[-status_timeout nsec]| [-status_url url] [-nextprotoneg protocols]

7.6.19.3 Onuuu KoOMaHIbl

Onuug Onucanue

-accept port TCP-noprt, KoTOpbIH C/eayeT NPOCAYIIMBATh B 0KUAAHUU 3aMIPOCOB
Ha coefirHeHHUs. Ecan He ykasaH, ucnosb3yetcs nopt 4433.

-context id YcranaBiuBaeT uaeHTU(pUKaTop KoHTekcTa SSL. B kauectse 3Ha-

yeHUsl MoxeT ObITb Jo6as cTpoka. Ecau sta onuus He yKasaHa,
UCIIO/Ib3yeTCsl 3HaYeHHe M0 YMOJYaHHUIO.

-cert certname CepTudukar, KOTOpPbIH C/elyeT UCMONb30BaTh. BOJBIIMHCTBO cep-
BEPHBIX KPUNTOHAOOPOB TPeOYIOT HCIOJb30BAHUS CEPTU(PHUKATOB,
HO HEeKOTOpble TPeOYIT CepTHU(PHUKAT C ONpefeseHHbIM BHIOM OT-
KpBITOrO KJtoua. Eciu He ykaszaHo, ucnoJib3yercss uMs (paiina

server.pem.

-certform format ®opmat ucnosnsdyemoro ceprudurara: DER nau PEM. Tlo ymon-
yanuio PEM.

-key keyfile 3aKpBITBIN KJI0Y, KOTOPBIH CJeIyeT UCTONb30BaTh. Ecau 3Ta onuus
He yKasaHa, UCTosb3yeTcsl (haily cepTUdUKaTa.

-keyform format ®dopmat ucnosbsyemoro 3akpeitoro kiawouda: PEM, DER wuau
ENGINE. ITo ymoauanuio PEM.

-pass arg HcTounuk maposis 3akpblToro Kiwoua. [l mosyueHHs: NOMOJHHU-

TebHOH MH(OpMaunK o GopMare apryMeHTa arg cM. pasges i/ .4
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Onnug

Onucauue

-dcert filename,
-dkey keyname

YKasblBaeT NOMOJHUTENbHBIA CepTU(UKAT U 3aKPLITHIH KJIIOU, KO-
TOpble BedyT ceOd Tak ke, KaK CepTU(UKAT U 3aKPBITHIA KJIIOY,
yKa3aHHble B OnuHUsAX -cert u -key, 3a UCKJ/I0YeHHEM TOTO, UTO €CJIH
3TH ONUMH He YKa3aHbl, HUKAKUX yMOJYaTeJNbHbIX NOMNOJHUTE/b-
HBbIX cepTH(UKAaTa U KJio4ya He Hcrosb3yercs. Kak ykasaHo Bbl-
11e, HEKOTOpble KPUIITOHAOOPE! TPEOYIOT CepTU(UKAT, cColepKalLUN
KJI04 onpefeseHHoro tuna. [lostomy ecau cepep yxe paboraer
C CepTU(UKATOM APYroro TUMA, eMy HeOOXOAHWM [OMOJHHUTENbHbIN
cepTU(HUKAT AJS YCTAHOBJEHHS COeNHEHHS.

-dcertform format,
-dkeyform format,
-dpassarg

dopmaT COOTBETCTBEHHO [OMOJHHUTEJNbHBIX CepTH(HKATa, 3aKpbl-
TOTO KJI04Ya U naccgpassl.

-nocert

Ecsu ykasaHa 3Ta onuus, HUKaKoO# cepTU(UKAT He MCIOJb3yeTcs.
IT0 00YyCJ/I0B/IMBaET BO3MOXKHOCTb UCIONb30BAHUS TOJbKO aHOHHM-
HBIX KPUNTOHA60pOB (cefiyac To/abKO aHOHHMHBIX DH).

-dhparam filename

YkasbiBaeT Ha ¢aitn napamerpoB DH, xoTopwiéi caenyeT HCHOJb-
30BaTh. JpemepHble DH-kpuntoHabopel co3naoT Ka0OUH, HUCOJb-
sytouine Habop DH-nmapamerpoB. Ecan He ykazaHo NpOTHBHOTO,
JleJlaeTCsl MOMBbITKA 3arpy3uTh MnapameTpsl U3 (padsa cepTUdUKaTa
cepsepa. Ecau 370 He ynaercs, To OyaeT UCMOJIb30BaH CTaTHYECKUH
Habop mapameTpoOB, XKECTKO BCTPOEHHBIH B KOJ KOMaHIbl S_Server.
Hans anroputrmoB 'OCT 3ToT napameTp He HUCMOJb3YeTCS.

-no_dhe

Ecnu ycraHoBieHa 3ta onuus, HHUKakux DH-napamerpoB 3arpy-
’KeHO He OyHeT, uTO MpPaKTHYeCKH OTKJo4aeT 3demepHble DH-
KPUIITOHAOODBI.

-verify depth,
-Verify depth

Hcnonbayemasi rny6una Bepuduxkauuu. Onuus onpepesseT Mak-
CHMaJIbHYI0 IJIMHY LENOYKH CepTHU(UKATOB KJHEHTa U 3aCTaBJseT
cepBep 3aMpPOCHUTh KJAHEHTCKUH cepTudukar. Onuus -verify 3ampa-
IIMBaeT CepTU(HUKAT, HO KJIHUEHT He 00si3aH €ro OTHPaBJATb, B TO
BpeMsl KaK TpH yKa3aHUH onuuu -Verify kiueHT 06si3aH mpepocra-
BUTb CePTU(UKAT, UJIK MPOU30HIET OLIHOKA.

-crl_check,
-crl_check_all

[IpoBepsieT, UTO MpenOCTaBAEHHBIH KJIHEHTOM CepTU(UKAT He Obla
oTo3BaH BbAaBIIKMM ero YLI. CrHcOK 0TO3BaHHBIX CepTHU(UKATOB
npukpenssercs K gaiay ceptudukara. [Ipu nenonb3oBanuy onuuu
-crl_check_all mpoBepsitoTcst Bce CMUCKH OTO3BAHHBIX CepPTU(PHKA-
ToB Bcex Y1l B menouxke.

-CApath directory

Karasior, KOTOpbIH cJielyeT HCIOJb30BAaTh [J51 TPOBEPKH KJIH-
E€HTCKOro cepTUdHUKaTa. IDTOT KaTajor HO0JKeH OblTh B «X3II-

(dopmanuu. CepTr(UKaTbl U3 3TOrO KaTaJjlora Takxke MCIOoJb3yTCS
1715l IOCTPOEHHUS LIeNOYKH JJisl IPOBEPKH CEPBEPHOTO cepTU(HUKaTa.
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-CAlfile file daiin, conepKallMil 10BepeHHble CepTU(UKATH, KOTOpble CJeayeT

UCII0/Ib30BATh NPU ayTeHTU(PHUKALKH KJIUEHTa U BO BpeMsl MOMBITOK
TIOCTPOUTD LIENOYKY CEPBEPHBIX CepTU(PHUKATOB. DTOT CIIUCOK TaK-
JKe HCIIOJIb3yeTCsl B CIIUCKe NpPUeMJIeMbIX KJIMEeHTCKUX CepTH(HKa-
TOB yIOCTOBEPSIOLMX LIEHTPOB, KOTOPBIK MepefaeTcss KAUEHTY MpH
3amnpoce cepTuukara.

-no_alt_chains

s 6onee meranbHOM MH(OPMAMK CM. CTpaHULy verify pykoBon-
CTBa MO0JIb30BATEJIS.

-state BeiBonut cocrosinusi SSL-ceccuu.

-debug BeiBecTr moapoOHY0 OT/afO0UHYI HH(POPMALMIO, BKJIOUAIOLLYIO
IeCTHAALAaTepUUHbIH JaMm Bcero Tpaguka.

-msg BriBecTr Bce c000lleHHsl TPOTOKOMA C II€CTHAALATEPUUHBIM AaM-
TIOM.

-nbio_test Tectupyetr HeOJOKUPYIOLUIMH BBOJ-BbIBOJ

-nbio BkJjtouaeT HeOMOKUPYIOLUIHMK BBOJ-BbIBOL

-crlf DTa ONUUs MepeBOAMT CHMBOJ KOHLIA CTPOKH C TepMHHaska B
CR+LF, kak TpeOyloT HEKOTOpbIE CEPBEPHI.

-quiet [lopaBasieT BEIBOJ CeCCHOHHOH MH(OPMAUUH U HH(POPMALUU O Cep-

TU(UKaTe.

-psk_hint hint

Hcnonb3oBath nonackasky hint npentudukaropa PSK npu ucnosb-
30BaHuM KpunroHatopa PSK.

-psk key Hcnonb3oBars PSK kirou key mpu ucrnosb3oBaHWK KpUNTOHa60pa
PSK. Kintou ykasbiBaeTcs B BUJe LI€CTHAALATEPUUHOr0 yucaa 6e3
npedukca 0x, Hanpumep, -psk la2b3c4d.

-ssl2, -ssl3, ITH onuuu TPeOYIT WM 3alpellaloT UCMONb30BaHHE YKa3aHHbIX

-tlsl, -tlsl_1, -tlsl_2,
-no_ssl2, -no_ssl3,
-no_tlsl, -no_tlsl_1,

npotokosnoB SSL wuaum TLS. Tlo ymosauaHuio npu ycTaHOBJEHHUH
coelMHEeHUs Ucrosb3yeTcs ruokuii (version-flexible) meton, Koto-
pBIE TI03BOJISIET BBIOPATh MaKCHMaJbHYK B3aUMHO MOJJep:KHBae-

-no_tls1_2 MYI0 BEPCHIO.

-bugs B pacnpoctpanennsix peanusaunsx SSL u TLS ectp Heckosbko
M3BECTHBIX OLIMOOK. YKa3aHHe 3TOH ONUUMU BKJOUaeT pazHoobpas-
Hble MeTOAbl UX 00X0Aa.

-hack DTa onius BKJIOUYaeT JaJbHeHIIHe MeTOAbl 00X0/1a OIIHOOK B HEKO-

TOpBIX paHHUX peanusauusax SSL ¢upmbl Netscape.

-cipher cipherlist

OTa ONUHUA N03BOJIsIeT MOAU(ULIUPOBATD CIIUCOK AONYCTHUMBIX KPHII-
TOHabopoOB, HcCMoJb3yeMblil cepBepoM. Korpa KiueHT oTnpasisieT
CITUCOK MOJJeP>KUBAEMbIX KPUIITOHAOOPOB, HCIOJb3yeTcsl MepBbIi
KPHUNTOHA00P U3 CIHCKA, BK/IIOUEHHbIH B COOTBETCTBYIOLIUH CIIHCOK
cepBepa. [IocKo/IbKY KJIMEHT yKa3blBaeT KPUIITOHAOOPHl B MOpPsAKe
NpeiNoYTeHH s, OPSIA0K KPUIITOHAOOPOB cepBepa HeBakeH.

-serverpref Mcrnonb3oBaTh aJroputM IIHQPOBaHHUS, MPEANOUTHTEIbHBIH /5
cepBepa

-tlsextdebug [leyaTaeT comep:kumoe pacuiupennii TLS, mosmyueHHBIX OT cepBepa,
B LIECTHAALIATePUUYHOM BHUJIE.

-no_ticket OTKJI04YaeT MOAJEPKKY cecCHOHHBIX THKeToB o RFC4507bis.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug

Onucauue

-WWWwW

OTnpaBJsieT cTaTycHOe cooblleHe KJIUeHTY NIPH YCTaHOBJIEHUH CO-
eInHeHHUs. DTO cooblIeHHe BKI0YaeT 60JbllIoe KOJUUeCTBO HH(OP-
Maluuyd 00 HCIONb3yeMBIX KPUNTOHa0OpaxX M PassHYHbIX Mapamer-
pax ceccud. BuiBogutrcs B HTML-¢popmate, Tak 4TO 3Ta onuus,
KaK MPaBUJIO, UCIOJB3yeTCsl ¢ BeO-Opaysepamu.

-WWW

Idmynupyet mnpoctoil BebG-cepBep. CTpaHHIBI OymyT 3arpyKartb-
Csl OTHOCHTEJIbHO TEeKYILero KaTaJjora, HarmpuMmep, ecjy 3ampaliu-
Baercsi URL https://myhost/page.html, 6ymer 3arpyxen daiin
./page.html.

-HTTP

OMynupyeT mpocTodl Beb-cepBep. CrTpaHHLbl OyAyT 3arpyKarb-
Csl OTHOCHUTEJIbHO TeKYILero Karajora, Harnpumep, ec/au 3amnpaliu-
Baetcss URL https://myhost/page.html, Gymer sarpyxken daia
./page.html. [Ipennonaraercs, uto 3arpykeHHble (halJbl ConepKar
nosnHbl U KoppeKTHeIH HTML-oTBeT (cTpokH, siBAsIOLIMecs ya-

cTbio cTpoK U 3arosoBkoB HTTP-oTBeta, no/KHbl 3aKaHUHWBATbCS
CRLF).

-engine id

BBIOOp SHIKKHA (110 €ro YHHUKaJbHOH CTpoKe id) MPUBOAMT K TOMY,
4TO S_Server aeJsaet MONbITKY MOJYyUYUTh (PYHKLIHOHANBHYIO CCBHIJIKY
Ha BbIOpDaHHBIH 3HIXKHH, TaKUM 00pa3oM HHHULHANHA3UPYS €ro, ec-
J1 3T0 HeoO6xomuMo. [locse aTOro sHIKHMH yCTaHaBJ/IMBaeTCs, KaK
SHKHH [0 YMOJIYAHHUIO, [/ BCeX AOCTYIHBIX aJTOPUTMOB.

-id_prefix arg

Cospnaer upentuduxaropsl SSL/TLS ceccuil, HaunHamougecs c
arg. JTO B OCHOBHOM TOJIE3HO JJIi TECTUPOBAHHUS J10OOTo
SSL/TLS-kona (Hampumep, MPOKCH), KOTOPbIH KeJaeT UMeTb JeJ10
CO MHOXKECTBOM CepBEepOB, KOTNA KaXKAblH U3 HUX MOXKeT r'eHepH-
pOBaTh YHUKAJbHBIH Habop (range) ceCCHOHHBIX UIEHTH(PUKATOPOB
(HanmpuMep, C onpeaeseHHBIM MPe(MUKCOM).

-serverinfo file

daiin, comepxkamui onuH UK 6osee 60koB PEM nannbix. Kax-
neii PEM 6710k noJi>keH comep:kaTh 3aKOAUPOBAHHOE pacllUpeHne
TLS ServerHello (2 6aiita Tuna, 2 6alTa AJMHa, 3aTeM CJenLy-
FOT GaUThl JAHHBIX PACIIMPEHHUs] YKa3aHHOU AJWHBI). Eciu KianeHT
ornpaBJsier myctoe pacuiupenue TLS ClientHello ykaszannoro Ttu-
ma, TO B OTBeT OyJeT OTIpPaBJEHO COOTBETCTBYIOIlEe pacllipeHUe
ServerHello.

-no_resumption_on_reneg

YcraHnaBauBaet ¢Jar

SSL_OP_NO_SESSION_RESUMPTION_ON_RENEGOTIATION

-status

BkJouaer momjep:KKy 3ampoca Ha craTyc ceprudukara (Takxke
usBecTHbI Kak OCSP stapling)

-status_verbose

Bkulouaet mopiepKKy 3anpoca Ha CTaTyc cepTH(HUKaTa (TakxkKe U3-
BecTHbIH Kak OCSP stapling) u neuaraer noxpo6usiit OCSP otger.

-status_timeout nsec

YcranaBnuBaet Bpemsi oxxunanus orBeta OCSP B nsec cexyH.

-status_url url

YcranaBauBaet pesepBHblfi URL orBetunika OCSP, kotopslii 6yznet
MCII0JIb30BATLCS B TOM CJIy4yae, eC/Id OH OTCYTCTBYeT B CepBEPHOM
cepTudukare. bes 310l onuuK Npu OTCYyTCTBUM ajpeca OTBETUHKA
B CepBEpHOM cepTHU(HKaTe OyIeT BbIJAHO cOOOLIeHHe 00 OLIMOKe.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-nextprotoneg protocols Bkuaouaer TLS pacmupenuss Next Protocol Negotiation u mo3so-
JsieT yKas3aTb CIIHUCOK MMeH IPOTOKOJIOB, pa3jie/leHHbIX 3HAKOM 3a-
nsiTod. B Hauase 3TOrO Ccrnucka AOJMKHBI ObITh HauboJiee BOCTpeHo-
BaHHBIE TIPOTOKOJIbI. FIMeHa MPOTOKOJIOB YKA3BIBAIOTCS B KONHPOBKE
ASCII, nanpumep, "http/1.1"umu "spdy/3".

7.6.19.4 KomaHzbl, Hcno/b3yeMble TIPH YCTAHOBJEHHOM COeTUHEHHH

Ecsnu ycraHoBseH 3ampoc Ha coenuHeHue ¢ SSL-K/JIMEHTOM M He MCMOJb30BaHA ONLHUS -WWW
uan -WWW, To, Kak npaBuJ/io, BBIBOASATCS BCe NAHHBbIE, NTOJNyYeHHble OT KJWEHTa, U BCe HaXKaTHs
KJIaBULLI OyoyT MepefiaHbl KJAHUEHTY.

Tak:xe pacrnosHaloTcs onpefesneHHble ONHOOYKBEHHBbIE KOMAH[bl, BBIIOJHSIOLIME CIelHa/bHble
onepauuu. OHU Mepednc/ieHbl HUXKe:

q 3aBeplinTh Tekyllee SSL-coenuHeHHe, HO IPUHUMATb HOBblE COETUHEHMUS.

Q 3aBepinth TeKyliee SSL-coennHeHre U 3aKOHUNUTH paboTYy.

r [lepecornacoBate SSL-ceccuio.

R IlepecornacoBars SSL-ceccuio 1 3anpocuTh KIHEHTCKUH cepTU(HUKAT.

P OrnpaButb HeKOTOPHIH OTKpPbITHIH TekeT mo underlying TCP-coenvHeHu0: 3TO 10/KHO 3aCTaBUTh
KJIMeHTa MpepBaTh COeMHEHHEe U3-3a HapylIeHHs MPOTOKOJa.

S BeiBecTu HH(pOpMaLHKIO O CTaTyce K3IIa CECCHH.

7.6.19.5 Ilpumeuanus

Komanny s_server MOXXHO HCNO/b30BaThb AJs1 OTJaAKH SSL-kaneHToB. UT0OBI NPUHATH 3aMPOCHI
Ha CoeMHeHHUs1 OT BeO-Opay3epoB, MOXKHO, HallpUMep, UCIONb30BaTb KOMaHIy

openssl s_server -accept 443 -www

XoTsl yKasaHHe IMyCTOro CIHUCKa CepTHU(PHUKATOB YAOCTOBEPSIOIIUX LEHTPOB IIPH 3alpoce KJH-
€HTCKOr0 cepTH(HKAaTa, CTPOro TrOBOPS, SIBJSIOTCS HapylleHHeM IPOToKoJa, GosablHHCTBO SSL-
KJIMEHTOB MHTEPIPETHUPYIOT 3TO KaK TO, YTO NPHUEMJEMBIM SBJISETCS CEPTU(PHUKAT J1I000ro yA0CTOBe-
psoLLero LeHTpa. DTO MOJe3HO AJs OTJIAL0YHBIX LieJel.

[TapameTpbl ceccUM MOXKHO BbIBECTH C MOMOLILbI0 KOMaHAH! sess_id.

7.6.20 Komanpa s_time

7.6.20.1 Omnucanve KOMaHIbI

Komanna s_time peanusyer yuubepcaiabHblih SSL/TLS-K/MeHT, KOTOPbIH ycTaHABJIHWBAET COENU-
HeHHWe ¢ ynaseHHbIM xocToM ¢ momorbio SSL/TLS. Ona MoxeT 3anmpocHTb CTpaHHIy C cepBepa
M BKJIOYAeT BpPeMsl, 3a KOTOpoe OblIM TepelNaHbl MoJe3Hble NaHHbBIE, B CBOM M3MEHEHHS BpPeMEeHH.
OHa mopcYMTHIBAeT KOJUYECTBO COENMHEHWH B 3aJaHHBIH MHTEPBaJ BpeMeHH, 06beM MepelaHHBIX
JaHHBbIX (€CJIM OHHU €CTb), YU BHIUHCJ/SET CpelHee BpeMsi, 3aTpaueHHOe Ha OJHO COeTUHEHHeE.

7.6.20.2 dopmar BBOAAa KOMaHIbI

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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openssl s_time [-connect host:port] [-www page| [-cert filename| [-key filename| [-CApath
directory] [-CAfile filename]| [-reuse] [-new] [-verify depth] [-nbio] [-time seconds] [-ssI2] [-ssl3]
[-bugs] [-cipher cipherlist]

7.6.20.3 Onuuu KoOMaHIbI

Onnug Onucauue
-connect host:port YKa3blBaeT XOCT U ONLMOHAJNBHBIA MOPT [Jis COeUHEHUS
-WWW page YKasbplBaeT CTpPaHMIY, KOTOPYI HeOOXOAMMO 3arpysuTb C cepBepa Io

metony GET. 3nauenue / 3arpyxkaet crpanuuy index.htm[l]. Ecau stot
napameTp He yKas3aH, KOMaHja S_time BbIMOJHSET TOJBKO XIHAILIEHK /s
ycTaHOBKUM SSL-coenuHeHUs, HO He TepefaeT MoJsie3Hble AaHHbIE.

-cert certname Hcnonbsyemblil ceptucukar, ecau ero tpedyer cepsep. [lo ymomuanuio
cepTHdUKaT He ucnogabsyercs. Palla nomxken 6b1Tb B PEM-dopmarte.

-key keyfile Hcnonbsyembiil 3akpeiThii Kitou. Ecnn He ykasaH, OyneT HCIO/Nb30BaH
3aKpBITHIH K04 U3 (aina ceptudukarta. Pain nomxen 6biTb B PEM-
(dopmare.

-verify depth Hcnonb3yemasi riy6uHa Bepu(pHKaLUKA. DTa OMIUS ONpenesseT MAKCH-

MaJbHYI0 [JIMHY LeNoukd CepTU(PHUKATOB M BKJOUAeT MPOBEPKY cep-
BEpHBbIX cepTH(HUKaTOB. B HacTosilllee BpeMmsi omnepauus BepUpHUKaLUU
NPOAOJIKAETCS TOcJ/e OWMUOOK, TaK UTO BCE CJIOXKHOCTH IPHU IIPOBEpKe
LeNOYKHU CepTU(PUKATOB MOXKHO yBUAEThb. [lononmHUTeNbHBIH 3((eKT: co-
eIMHeHHe HUKOrJaa He 000pBeTCSl M3-3a HeylayHOH MPOBEPKH CepBEPHOTO
cepTUdUKaTa.

CApath directory Karasor noBepeHHBIX cepTH(HUKATOB, UCMONb3YEMBIX NIPH MPOBEPKE Cep-
TU(UKaTa cepBepa. DTOT KaTasor AOJKeH ObITh B "X3ul-hopmate”. s
GoJsiee netanqbHOM MH(popManuu cMmotpute pasnen verify. Onuus Taxkxke
MCIOJIb3YeTCs MPU TIOCTPOEHUH [IeMOUKH KJIWEHTCKUX CepTH(HKATOB.

-CAfile file dDaiis noBepeHHbIX CepTHU(UKATOB, UCMOJNb3yeMbIX MPHU MPOBEPKE CEpPTH-
(rKaTa cepBepa U MOMBITKE MOCTPOUTH LENOYKY KJIHEHTCKOTO CepTH(HU-
Kata.

-new [To3BoJisieT Mcmob30BaTh MPH MPOBEPKE 3aTPAYMBAEMOT0 BPEMEHH HOBBIH

ID ceccun IIpHh Kaxa0M COE€NUHEHUH. Ecau He YKa3aHbl HHU OIIIHA -New,
HHU OIlMA -reuse, OHHU obe 1o YMOJMYAHHUIO CUUTAIOTCA BKJIIOYEHHBIMHU H
BBITIOJTHAIOTCA 10 O4Uepenu.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Onnug Onucauue

-reuse BrinosiHseT NpoBepKy 3aTpauvBaeMOro BPeMeHH C HCIOJb30BaHUEM OfI-
Horo U Toro e ID ceccHH; 3TO MOXKHO HCIIOJIb30BATh B KaueCTBe MPOBep-
KW TOro, paboTaeT JId K3IIHpOBaHHe cecCHH. Ecyiv He yKasaHbl HU OMLHKS
-new, HHU OTIUS -reuse, OHU 00e M0 YMOJUAaHUIO CUHUTAIOTCS BKJIOYEHHBI-
MU U BBITIOJHSIOTCS 110 OYEPEH.

-nbio Bkuouaer Hebnokupytouui 1/0.

-ssl2, -ssl3 OTH ONUMUHU OTKJIOUYAIOT UCIOJb30BaHUE OINpeJeseHHbIX MPOTOKO0JI0B SSL
unu TLS. Ilo ymosuaHMio HayasbHBIH XeHAIIEHK HCIOJNb3YyeT METO,
KOTOPbIH MOJI?KeH ObITh COBMECTHM CO BCEMH CepBepaMU U IMO3BOJAThH
UM HCIOJb30BaTh B KauecTBe NOMYCTUMBIX mpoTokosabl SSL v3, SSL v2
unn TLS. Komanna nss1 uamepeHus 3aTpaueHHOTO BpeMeHH He Tak Oora-
Ta OMUHSMH AJs BKJIOYEHHS U BBIKJIOUEHHs MPOTOKOJIOB, KaK KOMaHIa
s_client, ¥ MOXeT He MOAKJ/IOUHTBLCS KO BCEM CepBepaM.

K coxkanenuio, cyliecTByeT MHOXKECTBO YCTAPEBLIMX MJIH HCTIIOPUEHHBIX,
HO IEHCTBYIOLIMX CEPBEPOB, KOTOPbIE HE MOTYT CIPABHUTLCS C ITHMH Me-
TOLAMHU, U COeflMHEHHe C HUMM YCTaHOBUTb He yraeTcs. Hekoropsle cep-
Bepbl paboTalT TOJMBKO B TOM cjyuae, ecau npoTokoa TLS oTk./iodeH c
TIOMOLIBIO OMUKH -Ssl3; npyrue cepBepbl MOAAEPXKHUBAIOT TOJBKO SSL v2,
M UM MOXKeT noTpe6oBaTbest onmuus -ssl2.

-bugs B peanuzauusax SSL u TLS ecTb HECKONBKO U3BECTHBIX OLIMOOK. YKa3a-
HHe 3TOH OMIMHU BKJIOUYAET pa3JHUuHble MYyTH 06X0[a 3THX OLIMOOK.

-chipher cipherlist [To3BosisieT MOTU(HUIIUPOBATD CIUCOK WIH(POB, MPUCAAHHBIX KJIUEHTOM.
XoTs cepBep omnpenessieT, KaKOH KPUNTOHA00p HCIMOJb3yeTCs, OH J0J-
JKeH BbIOpaTh MePBBIN MOAAEPKUBAEMbIX KD U3 CIMHUCKA, TPUCAAHHOTO
KaueHToM. [lsig Gosiee netanbHON MHGOPMALUK CMOTPH KOoMaHIy cipher.

-time length YKkasbiBaet, Kak J0J4r0 (B CeKyHAax) KomMaHna s_time mo/kHa ycTaHaB-
JUBaTb COEJIMHEHUS U OMNLMOHAJBHO — IepefaBaTb M0Je3Hble JaHHBIE C
cepBepa. CKopocTh paboThl cepBepa U KJIMEHTA, a TaKKe CKOPOCTb CBSI3H
OTpeleNsiioT, CKOJbKO COelMHEHHH MOXeT yCTaHOBUTh KoMaHIa s_time.

7.6.20.4 TIlpumeuanus

MoxXHO Hcno/b30BaTh KOMaHAy S_time n/19 usaMepeHus: ckopocTH padoTsl SSL-coenrnHenus. Yro-
6b1 nmopkaouutbesi K HTTP-cepBepy mo mportokoay SSL # mofyduTh CTpaHULY MO YMOJYaHHIO,
0OBIUHO HCIONb3YeTCs KOMaH/a

openssl s_time -connect servername:443 -www / -CApath yourdir
-CAfile yourfile.pem -cipher commoncipher [-ssl13]

(mpotokos https ucmosnbsyer mopt 443). «commoncipher» — 3To mwHdp, Ha KOTOPBIH corsalia-
IOTCSl ¥ KJIUEHT, U CepBep.

Ecau "pyKonoxxaTue "BBIIONHUTD He YIAETCsl, STOMY MOTYT ObITh HECKOJIbKO BO3MOXKHBIX MPUYHH.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Ecay HeT HUYero cTo/ib OYEBUAHOIO, KaK OTCYTCTBHE KJMEHTCKOro CepTH(HUKAaTa, MOXKHO Monpobo-
BaTh HCIIOJB30BaTh OMUWHU -bugs, -ssl2, -ssl3 Ha cuayuaii, ecin omKMOKa MPOUCXOMUT Ha CepBepe.
Oco6eHHO BaXKHO TMPOBEPUTH ITH OILMUH Tepel TeM, KaK OTMPaB/sATb cooblleHrne 06 owHMOKax B
cnucok paccelikd OpenSSL.

Yacras npob/ema npu MOMNbITKaX 3aCTaBUTh paboTaTh KJAHEHTCKHE CepTHU(UKATBI COCTOUT B TOM,
4TO BeO-KJMEHT XKaJjyeTcs, YTO Y Hero HeT CepTU(UKATOB, UM BBIJAET MYCTOH CIHUCOK BbiOOpa. Kak
NPaBUJIO, 3TO MPOUCXOAUT, IOTOMY YTO CepBep INPH 3ampoce cepTU(PHUKaTa He BKJIOYAET CepTU(PUKAT
YL, Ha KOTOpPOM MOAMHUCAH KJIUEHTCKUH cepTHU(UKAT, B CBOH «CIHUCOK AOMYCTUMbBIX CEPTHU(HUKATOB
YLl». DTOT CHNMCOK MOXKHO TPOCMOTPETb U IMPOBEPUTb C MOMOIIbID KoMmaHAbl s_client. OnHako,
HeKOTOpble cepBepbl TPeOYIOT KJIHEHTCKOH ayTeHTH(HKALKK TOJBKO MOCJe TOro, Kak 3ampolleH
onpeneseHHbld URL. B aToM ciyuyae, 4ToObl OYyYUTh CIIHCOK, HEOOXOAUMO UCI0/1b30BATh KOMAaHILY
s_client ¢ onuwuelt -prexit u ornpaBuTh http-zampoc Ha cOOTBETCTBYIOILYIO CTPAHUILY.

Ecau ceprudukar ykasaH B KOMaHIHOH CTPOKe C MOMOLIbI ONUUM -cert, oH OyneT UCNOJb30-
BaTbCs TOJMBKO B TOM CJlyuae, eC/Ju cepBep fBHbIM 00pa3oM TpebyeT KJAMeHCKUH cepThduKar. Takum
00pa3oM, NMPOCTOoe BKJIOUEHHE KJUEHTCKOTO cepTH(HKaTa B KOMAaHIHYIO CTPOKY He [aeT rapaHTHH,
4TO cepTU(HUKAT OyaeT paboTarh.

7.6.21 Komanpna speed

7.6.21.1 Omnuca"nuve KOMaHIbI

dra KOMaHIa HCIIOJb3YyeTCH, YTOOBI TeCTHPOBATb CKOPOCTb KpI/IHTOI‘paq)I/ILIeCKI/IX aJITOPUTMOB.

7.6.21.2 dopmat BBOAA KOMaH[bl
openssl speed [-engine id] -evp alg

7.6.21.3 Onuuu KOMaHIb!

Onnug Onucauue

-engine id [Tpu ykazanuu Mopyss engine (mo ero yHHKaJbHOH cTpoke id) KomaHza
speed mombITaeTcsl MOJMY4YUTh (PYHKLHOHAJBHYIO CCHIIKY Ha YKa3aHHBIU
MOJLYJ/lb, MHUIIMAJTU3UPYS €ro, ecJM HeOOXOAUMO. 3aTeM ITOT MOLYJb Oy-
JIeT YCTAHOBJIEH KaK YMOJYATeNbHBIH /ISl BCEX UMEIOIIHUXCsl aJrOPUTMOB.

-evp alg M3mepsieT ckopocTb paboOThl aJrOpUTMOB 3aludpoBaHus (-magma-
ctr-acpkm, -magma-ctr-acpkm-omac, magma-mgm, -kuznyechik-
ctr-acpkm, -kuznyechik-ctr-acpkm-omac, kuznyechik-mgm,

gost89, gost89-cnt, gost89-cnt-12, gost89-cbc) wuam  xsmupoBaHus
(md_gost12_512, md_gost12_256, md_gost94).

[Tpumeuanue: anroputmMel magma-mgm u kuznyechik-mgm wucnosbay-
I0TCSl TOJIbKO B mpoTokoJe TLS 1.3.
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7.6.22 KomaHna ts

7.6.22.1 OnucaHue KOMaHIbI

Komanna ts — 3To 6a30Boe KJHEHT-CepBEPHOE MPHUJIOXKeHHe CiyxKObl MeTok Bpemenu (CMB),
coorBercTBytoulee RFC 3161. Ciyx6a MeTOK BpeMeHH MOxKeT ObiTh uacThio peanusaunu PKI. Ee
3ajflaya — MpefoCTaB/ATh JOJATOCPOUHblE CBUIETEbCTBA CYLIeCTBOBAHUS ONpefieseHHbIX NJaHHBIX 10
OIpeflesIeHHOr0 BpeMeHH. BoT KpaTkoe onucaHue NMPOTOKOJA:

1. Knuent CMB BbluMcsieT 3HaYeHHWe OQHOHAINpPABJEHHOH X3W-(QYHKUUK IJs (aiiia JaHHBIX U
ornpaBJsier xam B CMB.

2. CMB npucoenuHsieT TeKyLLYI0 1Ty U BpeMs K MOJy4YeHHOMY X311y, TOAMUCBIBAET BCE BMECTe
M OTIIPaBJ/sieT MOJY4YeHHbIH MapKep MeTKH BpeMeHH o0paTHO KJaueHTy. Co3naHHeM 3TOro Mapkepa
CMB ynocTtoBepsieT cyllecTBOBaHHE UCXOAHOTO (paiija AaHHBIX BO BpeMsl CO3[aHHUS OTBeETA.

3. Knuentr CMB nosiyuaeT oTBeT MeTKH BPeMeHHU W MpPOBepsieT MOANUCH Noj HUM. Kpome Toro,
KJIMEHT MpPOBepsieT, COBNAafaeT JU 3HaYeHHe X3lla, colepxKallleecsi B OTBeTe, CO 3HaUeHHeM, OTIIPaB-
JgeHHsiM B CMB.

CymectByeT onuH 60k DER-KogupoBaHHBIX TaHHBIX MPOTOKOJA, OMPe/eJIeHHbIN A/ TPaHCIOP-
THUpPOBaHUS MeTKH BpeMeHH B CMB, u ofuH /151 OTIIpaBKH OTBeTa METKH BpeMeHH 0OpPaTHO KJHEHTY.
Komanzna ts umeeT Tpu OCHOBHble (DYHKLMH: CO3[aHHE 3arpoca HAa MeTKYy BpeMeHHW Ha OCHOBAaHUHU
(baliyla JaHHBIX, CO3/aHHe MapKepa MeTKH BpeMeHM Ha OCHOBaHMHM 3ampoca M MpoBepKa TOro, cooT-
BETCTBYET JIH MapKep KOHKPETHOMY 3arpocy WM (pakay AaHHBIX.

[Toka He monmnep:KuBaeTcs aBToMaTH4eckasi oTrpaBka 3anpocoB/mMapkepoB o HTTP unu TCP,
kak npennaraercst B RFC 3161. [Tosnb3oBaTeut qoKHBI OTTIPABJISATE 3aMPOCHl MO {tp UM 3JeKTpoH-
HO¥ ToyrTe.

7.6.22.2 dopmar BBOAA KOMaH[bl

openssl ts -query [-config configfile] [-data file_to_hash] [-digest digest_bytes] [-md_gost12_256]-
md_gost12_512|-md_gost94|-md2|-md4|-md5|-shal|-shal|-mdc2|-ripemd160]...] [-policy object_id]
[-no_nonce] [-cert] [-in request.tsq] [-out request.tsq] [-text]

openssl ts -reply [-config configfile] [-section tsa_section] [-query- file request.tsq] [-passin
arg| [-signer tsa_cert.pem] [-inkey private.pem]| [-chain certs_file.pem]| [-policy object_id] [-in
response.tsr] [-token_in] [-out response.tsr] [-token_out] [-text] [-engine id]

openssl ts -verify [-data file_to_hash] [-digest digest_bytes] [-query- file request.tsq] [-in
response.tsr] [-token_in] [-CApath trusted_cert_path] [-CAfile trusted_certs.pem] [-untrusted
cert_file.pem]|

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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KpUnTo

7.6.22.3 Onuuu KOMaHIbI

7.6.22.3.1 CosdaHue 3anpoca Ha memKy 8pemeHu

Mo02XHO HMCIO/b30BaTh OIIIIMIO -query nJid CO3oaHUs W BbiBOJAA 3allpoCa Ha METKY BpPEeMEHHU CO
cjeayIomruMH OlNMUUsAMUA:

Onnus

Onucauue

-config configfile

®aiin KOH(DUTypalUK, KOTOPBIH CefyeT UCIONb30BaTh. JTa OMIUS HMe-
et npeumyiectso nepen nepemenHodt cpensl OPENSSL_CONF. C onuu-
ell -query ucnoJbayercs TosbkKo cekuuss OID koHnpurypauuonsoro ai-
na. (Heobs3arenbHas omnius)

-data file_to_hash

®aiin naHHBIX, A/ KOTOPOTO HY>KHO CO3[aTh 3aMpoc Ha METKY BPeMeHH.
Ecnu He ykasaH HM napametp -data, Hu nmapametp -digest, mo ymosuanuto
HcrnoJsib3yeTcsi ctanaaptHeid Bxon. (Heobs3atesnbHas onuust)

-digest digest_bytes

MoXHO yKasaTb HEMOCPeACTBEHHO X3II COOOIIEeHHs, He yYKasbiBasi (ai
NaHHbIX. X3l J0JKeH ObITb yKas3aH B ILIeCTHaAllaTepUuyHOM Qopmare,
11Ba 3HaKa Ha 0alT, 6alThl MOT'YT ObITb pasjesieHbl JBOETOYUSIMHU (HATPHU-
mep, 1A:F6:01:... unu 1AF601...). KonnyecTBo 6alTOB NOJIKHO COOTBET-
CTBOBAaTb MCIOJb3yeMOMY aaroputmy xsu-pyHkund. (HeobsizaTenbHas
OTLIKSA)

-md_gost12_256|-
md_gost12_512|-
md_gost94|-md2|-
md4|-md>b|
-sha|-shal|-mdc2|
-ripemd160)]...

AJropuTM X3IIMPOBaHHS, KOTOPBHIH OymeT MpUMeHsTbcs K (halay aaH-
HBIX; TONJEPKUBAIOTCS BCe aJTOPUTMBbI, MOAJAEpPKHUBAaeMble KOMaHIOH
openssl dgst. Ilo ymosnuanuto ucnosbadyercs SHA-1, nostomy mpu pa-
6ote ¢ aaroputmamu ['OCT naHHy10 OMUMIO YKa3biBaTh HEOOXOAHUMO.

-policy object_id

Pernament CMB, B cOOTBETCTBHH C KOTOPBIM KJHMEHT OXKHJIAeT CO3Ma-
HHS OTBeTa MeTOK BpeMeHH. MoxHO ncnosb3oBaTh uau Hotauuo OID c
TOYKaMH, U1 HanmeHoBaHusi OID, onpeneseHHble B KOH(UTYPALIKOHHOM
¢aine. Ecin HUKakol persameHT He 3anpoiueH, CMB wucnosnb3yer cBo#
yMmoJuatesbHbld periameHT. (Heo6s3aTenpHas onuus)

-no_nonce

Ecsn 312 onuus ykasaHa, B 3alpoce He YKa3blBaeTcsl paclIMpeHHe nomnce.
B npoTuBHOM cJ/yyae B 3anpoc BKJUaeTcs: 64-0UTHOe MCceBAOCTyYalHOe
pacwupeHye nonce. PekoMeHayeTCs MCNOJb30BATh NONCe AJS 3aLLUTHI
MPOTHB B3JI0Ma MyTeM 3aMelleHus opuruHana. (HeobsizaTesnbHasi omusi)

-cert

Knuent oxupaer, uto CMB BKJIOUYUT B OTBET CEpPTU(PHUKAT MOAMUCH.
(Heo6si3aTenbHast onius)

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-in request.tsq

DTa onuMs YKasblBaeT CO3/JaHHBIH paHee 3amMpoc HA METKY BpPeMEHH B
konupoBke DER, koropwiii 6yner 3anucan B BbIXogHOH (aiin. [losnesHo,
ec/1 HeoOX0IUMO MTPOCMOTPETh COAEPKUMOe 3anpoca B popMaTe OTKPHI-
toro tekcra. (HeoGsi3aTesibHast omius)

-out request.tsq

Wwms BeixopHOro (haiisna, B KOTOpPBIM 3anuceiBaeTcs 3anpoc. [lo ymomya-
HUI0 — cTaHIapTHeIH BeiBOA. (HeobGsizatesnbHast omius)

-text

Ecnu 3Ta onuus ykasaHa, B BbIXOAHOH (palsl BBIBOASTCS JaHHble HE B
DER-konupoBke, a B ¢hopmarte oTkpeiToro Tekcra. (Heob6s3arenvHasi omn-
1HsT)

7.6.22.3.2 Cosdanue omsema memku s8pemenu

OTtBer meTkd BpeMeHu (TimeStampResp) cocTouT M3 cratyca oTBeTa M COOCTBEHHO Mapkepa
meTkd BpemeHH (Contentlnfo), ecnu TakoBo#l ycremiHo cosgad. Jljisi co3naHusi 0TBeTa METKH Bpe-
MEHH WJIM MapKepa MeTKH BpeMeHM Ha OCHOBAHHH 3arpoca M BbIBOAA OTBeTa/MapKepa OTKPHITHIM
TEKCTOM HCIoJb3yeTcs KomaHaa -reply. Eciu He ykasana omuusi -token_out, pe3ysbratoMm paboThl
NIaHHOM OMUMH Bcerna siBjsieTcss oTBeT MeTKH BpeMmeHH (TimeStampResp), B mpoTuBHOM ciydyae —
mapkep MeTkH BpemeHu (Contentlnfo).

Onnusg

Onucauue

-config configfile

®aiin KoH(UTypaLKH, KOTOPBIH CJIeAyeT HCIOIb30BaTh. DTa OMIUS HMe-
et npernmyuectBo nepen nepemeHHo# cpensl OPENSSL_CONF. Onuca-

TeJIbHasl OTIIIHSA)

-section tsa_section

HanmeHoBaHUMe ceKUHH KOH(UTrypauHoHHOTrO (pai/aa, comepxalleil ycra-
HOBKH /151 CO3[laHusl oTBeTa. Ec/M 3Ta onuHus He yKasaHa, UCIOJb3YeT-

(Heobs13aTesibHas onmus)

-queryfile request.tsq

Wwmsa daiina, conepxauero DER-3akonupoBaHHbIll 3anpoc Ha METKY Bpe-
meHH. (HeoGsizatenbHasi omiius)

-passin password_src

YKasplBaeT, Iie COAEPXKUTCA NapoJib A/ 3aKpbITOro kKiwoua. s nogay-
YeHUs] NOMNOJHHUTeNbHOH HH(pOpMaUMU MO (opMaTy aprymeHTra arg cM.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-signer tsa_cert.pem | Ceptudukar nognucu CMD B PEM-konuposke. CepTudukar nognucu
CMB nomxeH comepxaTb poBHO ofHO pacuuupenue extended key usage,
CBsi3aHHOe ¢ HUM, a uMeHHO timeStamping. Pacmmpenue extended key
usage Takke JOJMXKHO ObITb KPUTHYECKUM, HHaue cepTU(HUKAT OyneT oT-
BepruyT. MMeeT mpeumyllecTBO Haja MepeMeHHOH KOH(UIYpPaLHOHHOTO
¢aitna signer_cert. (Heo6si3atenbHas onuus)

-inkey private.pem 3akpeiTeiil Katou noanucu CMD B konuposke PEM. Mmeer npenmyiie-
CTBO HaJ MepeMeHHOH KoHQUrypaluoHHoro ¢aiaa signer_key. (Heo6s-
3aTeJsibHasi OIILIMS)

-chain certs_file.pem | Ha6op ceprucdukatoB B PEM-konupoBke, KOTOpblii OydeT MOJHOCTBIO
BKJIIOUEH B OTBeT BMecTe ¢ cepTudukarom noamucu CMB, ecau 3ampoc
cosnaBaJcs ¢ onuuer -cert. [lpennosnaraercs, uto 3TOT (a1 COREPKHUT
eN0YKy cepTHU(hHUKATOB /s NpoBepKu ceptudukata noamucu CMB, ot
ceprucukara YL, BbimyctuBiiero ceprudukar nognucu CMB, u BbI-
mwe. Onuus -reply He co3pmaer LENOYKy CepTHU(PUKATOB aBTOMATHUECKH.
(HeoGsizatenbHasi omius)

-policy object_id YMosuaTesNbHBIH perjJaMeHT CO3JIaHHs OTBeTa, eC/d KJIHEeHT He yKasaJ
SIBHBIM 00pa3oM KoHKpeTHbIH persameHT CMB. OID moxeT ObITb YKa3aH
C TMOMOII1bI0 TOUEUHOH HOTALMH WM UMeHH. MMeer mpenmyluecTBo me-
pen onuued koHpurypauuoHHoro daina default_policy. (Heobs3aresnb-
Hasl OIILHs)

-in response.tsr YKasplBaeT paHee CO3[aHHBIH OTBET METKH BpeMeHH HJHW MapKep MerT-
KW BpeMeHH (ec/M yka3aHa Takxke omnuus -token_in) B DER-konuposke,
KOTOpbIH OyneT 3amnucaH B BBIXOAHOH (paits. IDTta onuus He TpebyeT 3a-
npoca, OHa MoJie3Ha, HalNpUMep, ecJu HeoOXOAMMO MPOCMOTPETh COMEp-
’KaHye OTBeTa WJIM MapKepa MJH eCJM HYKHO H3BJieub MapKep MeTKH
BpeMeHH U3 oTBeTa. Ecsii BXOAHBIM (palijioM sIBJsieTCs MapKep, a BBIXOM-
HbIM - OTBET METKH BpeMeHM, K MapKepy H00aB/sieTcsl yMoJuaTe/bHbIH
«rapaHTHpoBaHHbIH» cTaryc. (Heobs3aTenpHas onuus)

-token_in DTOT ¢Jar MoxkeT OBbITb HCIOJb30BaH BMecTe ¢ ONUMeH -in U yKa-
3bIBa€T, 4YTO BXOAHBIMU NAaHHBIMH SIBJISIETCS MapKep METKH BpPEMeHH
(ContentInfo), a He orBer meTku Bpemenu (TimeStampResp). (Heobs-
3aTeJsibHasi OILIHS)

-out response.tsr OTBet 3anuceiBaeTcs B 3T0T (aila. Popmat U conepKaHue Qaiia 3aBu-
CHUT OT Apyrux omuui (cum. -text, -token_out). ¥YmonuaHue - craHnapTHbIH
BoixoJ. (HeoOsi3aTesnbHast omniust)

-token_out BbiXxomHBIMKM JaHHBIMH siBJsieTcs: Mapkep MeTKH BpemeHH (Contentlnfo),
a He otBeT MeTkH BpeMeHu (TimeStampResp). (Heob6s3arenbHas onuus)

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue
-text Ecau 3ta onuusi ykasaHa, BBIBOA MPOHU3BOIUTCS OTKPBITHIM TEKCTOM, a
e B DER-konupoBke. (Heobs13aTebHasi omniusi)

-engine id YkaszaHue sHIKHUHA(MIO €ro YHHKaJbHOH HMIEHTHU(PUKALMOHHOH CTPOKE)
3acTaBJ/isieT KOMaHay ts MOMBITaThCS MOJYYHUTh (DYHKIIMOHAJIbHYIO CChIJI-
Ky Ha YyKa3aHHbIH MOAY/b, MPH HEOOXOAMMOCTH HMHUIHMAJU3UDPYSI €ro.
3ateM SHIXKHUH OyIeT YCTaHOBJEH B KaueCTBE YMOJIUATEIbHOTO AJsI BCEX
JOCTYIIHBIX aJrOpUTMOB. YMoJauaHue — builtin. (Heo6si3atenbnas om-
1 HsT)

7.6.22.3.3 [lposepka omsema memKu 8pemenu

Onuus -verily ucrnosnb3yercs IJisi IPOBEPKHU TOTO, AEHCTBUTENEH JIU OTBET METKH BPEMEHH HJIH
MapkKep MeTKH BPEMEeHH, U COOTBETCTBYET JIM OH KOHKPETHOMY 3alpoCy MeTKH BpPeMeHH WJH (paiay
naHHbiX. Onuus -verify He ucnosb3yeT (paila KOHPUTYpPALIKH.

Onuus Onucanue

-data file_to_hash CJiemyeT NpPOBEPUTb, COOTBETCTBYeT JH OTBET HJIH Mapkep Qaiay
file_to_hash. ®@aiin xsmupyercss anropuTMom X31-PyHKIUH, YKa3aHHOM
B Mapkepe. Ecain ata onuus ykasaHa, Hesb3sl yKasblBaTb onuuu -digest
u -queryfile. (Heo6si3atesnbHasi omius)

-digest digest_bytes | CsenyeT mpoBepuTb, COOTBETCTBYET JIM OTBET HJM MapKep X3y, yKa-
3aHHOMY B 3Tod onuud. KosuuecTBO 6aHTOB NOKHO COOTBETCTBOBATH
aJITOPUTMY X3MI-(YHKIHUH, YKa3aHHOMY B Mapkepe. Ecsii ata onuus yka-
3aHa, Hesb3sl yKasbiBaTh onuuu -digest u -queryfile. (Heobs3aTenpHas
OTIILHST)

-queryfile request.tsq | Mcxonnbiii 3anpoc metku Bpemenn B DER-konupoBke. Ecan ata onuus
yKa3aHa, HeJb3s yKasbiBaTb onuuu -data u -digest. (Heobsi3aTesnbHas
OTILIHSA)

-in response.tsr OTBeT MeTKM BpeMeHH, KOTOpPBHIH HeoOXomuMo MpoBepuTb, B DER-
KonupoBke. (O06si3aTesibHasT OMIHS)

-token_in ITOT (psiar MokKeT ObITb HUCIOJNB30BAH BMECTe C OMIHUeH -in U yKa3bIBaeT,
UTO BXOAHBIMHM NaHHBIMH SIBJISIETCSI MapKep METKH BPeMEHH B KOIHPOB-
ke DER (Contentlnfo), a e orBer merku Bpemenu (TimeStampResp).
(Heobs13aTesibHast omnmus)

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue
-CApath HanmeHoBaHUe KaTaJora, comep:kallero 10BepeHHble cepTU(hUKATEI KOp-
trusted_cert_path HEBBIX YAOCTOBEPSIOIIUX LEHTPOB KjaueHTa. s moJiyueHUs] NOMOJHU-

TeJIbHOH UH(OPMALIMK CM. TTOXO0XKYIO OMIMI0 KoMaHAbl verify (cM. pasmen

(HeobsizatenbHasi omius)

-CAfile HanmeHoBaHue daiina, comepxaliero Habop A0BEpPeHHbIX CAMOIOAMUCAH-
trusted_certs.pem HBIX CepTU(HKATOB yn0CTOBepsiloLMX LeHTpoB B PEM-konuposke. [ns
MOJy4yeHHUs! NOMOJHUTENbHOH HH(OPMALUK CM. NOXO0XKYI0 ONLHI0 KOMaH-

nel verify (cM. pasmen i7.6.23). Heo6xonumo ykasaTb JIMGO 3Ty OINLMIO,

au6o onuuio -CApath. (Heob6sizatesnbHasi omius)

-untrusted Habop nonosHUTeNbHBIX HeNOBepeHHbIX cepTU(dukatoB B PEM-
cert_file.pem KOJHMPOBKE, KOTOpble MOT'YT MOHAN0OUTBCS /151 CO3/1aHHUs LIeNIOYKH CepTH-
(ukartoB 15 npoBepkH ceptudukara nognuck CMB. ot pailla nomxen
comepxkath cepruduxar nognucu CMB u Bce cepTuduKaThl Mpomexy-
TOYHBIX YAOCTOBEPSIOIINX LEHTPOB, €CJAU TOJbKO OHHU YK€ He BKJIIOUEHBI
B OTBeT.

7.6.22.4 Onuun KoHQUTypaLHOHHOTO (haiina

Onuuu -query u -reply UCrosb3yOT KOHPUTYPALUOHHBIH (pai/1, onpeneseHHbIH TepeMeHHOH cpe-
net OPENSSL_CONF. Onuusa -query HcroJsb3yeT TOJMbKO CeKlMI0 cUMBosndyeckux umeH OID wu
MoxeT paborath U 6e3 Hee. Ho onuuu -reply ans pa6oTbl KOH(UTYpAaUHOHHBIH (DA HEOOXOAUM.

Ecsiv B KOMaHIHOH CTPOKe MPUCYTCTBYET OMNLMS, SKBUBAJEHTHAs TepeMeHHOH KOH(MHUTYpalHoH-
Horo (ai/a, onuusi KOMaHAHOH CTPOKHM BCerfa MMeeT MPEeUMYLIeCTBO Hal YCTAHOBKAMHU KOH(UTY-
pauMoHHOro (hauJaa.

Onuus Onucanue
tsa section, | To raBHas CeKIHs, OHA OMpefesieT UMs APYTOH CEeKIHUH, coaepKallen
default_tsa BCE OIIHUH, COMYTCTBYIOLIHE OMUHUH -reply. Dta ymMosadyaTebHas CEKLHUS

MOXKeT ObITb MepeyKasaHa OMNiuel KoMaHIHOH cTpoku -section. (Heo6s-
3aTeJibHast OMIHS)

oid_file Onucanue cM. B paszene:7.6.2. (Heo6a3arenbHas onuus)
oid_section Onucanue cM. B paszene:7.6.2. (Heo6a3arenbHas onuus)
serial Wwmsa caiina, comepkallero 1ecTHaALLATEPUUHBIH CePUHHBIA HOMEp Io-

CJIe[Hero CO3/laHHOTO OTBeTa MEeTKH BPeMeHH. DTOT HOMep C KaXK[AblM
OTBETOM YyBesHuMBaeTcs Ha 1. Ecau Bo Bpemsl co3maHus oTBeTa TakoH
(paii1 He CylecTBYeT, CO3aeTcsl HOBBIH (pailyl ¢ cepuiHbBIM HOMepoM 1.
(Ob6s13aTenbHast OMIHUS)

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue

crypto_device YkasbiBaeT MonyJb engine 6ubnnorekn OpenSSL, KoTopbl#t 6yner ycra-
HOBJIEH B KayecTBe YMOJIYaTeJbHOrO /51 BCeX AOCTYIHBIX aJTOPUTMOB.
YMmomuaresnpbHoe 3HaueHwe — builtin, MoxkHO ykaszaTb JH0OBIE ApPYTHE

monynu, nopnep:kuaemble OpenSSL (nampumep, chil unu the Ncipher
HSM). (Heo6si3aTeibHast OMius)

signer_cert Ceprudukar noanucu CMB B PEM-konuposke. To e, 4uTo onuus Ko-
MaHIHOH cTpokH -signer. (Heo6si3aTesnbHast onuus)

certs daiin, conepxkaluii Habop ceprudukaros B PEM-konupoBke, KoTopble
HeoOXOMMO BKJIOYUTb B OTBeT. TO ke, UTO OMUHUS KOMaHAHOH CTPOKH
-chain. (Heo6si3aTesnbHasi omiust)

signer_key 3akpeiteiil Kaou CMB B PEM-konuposke. To ke, 4To onuus KOMaHIHOH
ctpokH -inkey. (HeobGsizatesbHasi omiius)

default_policy PernameHT 1711 MCMOJMB30BAHHUS MO YMOJYaHMIO, KOTJa 3ampoc He yKa-
3bIBa€T HUKAaKUX persiaMeHToB. To ke, YTO OMNIMsS KOMaHIHOH CTPOKH
-policy. (HeobsizatesnbHasi omius)

other_policies CrnMcoK perjaMeHTOB, pasfesleHHbIX 3amlsiTod, KOTOpble TaKKe MOTYT
ObiTh mpuHATEHE CMB, U Hcnosb3yloTess TONBKO B TOM CJaydae, ecju 3a-
MpocC MpsIMO yKa3biBaeT ofiuH u3 HUX. (HeobGsi3aresbHass omusi)

digests Crnucok aaropuTMoB Hakmkecta, Kotopele npuHumaer CMB. Heo6xonu-
MO yKa3aTb M0 KpaiHei Mepe onuH aaroputm. (OO6sizaTesibHAsH OMILMS)

accuracy TounocTb ncToyHMka BpemeHH CMB B cekyHIaX, MHJJIHCEKYHIAX H
MukpocekyHnax. Hampumep, secs:1, millisecs:500, microsecs:100. Ecau
OIMH M3 KOMIIOHEHTOB OTCYTCTBYET, COOTBETCTBYIOLIEE T10JI€ 3aNOJHSET-
csi HysneBbIM 3HaueHHeM. (HeoGsi3aTesibHast oniusi)

clock_precision_digits| YkaseiBaeT MakcuMa/jbHOE KOJHUECTBO LHU(P, MPEACTABJASIOMINX AOJIO
CeKYH[Ibl, KOTOpble He0OXOIMMO BKJIIOUNUTh B METKY BpeMeHH. Hynu crpa-
Ba OT INOCJIefHeH 3Hayalled LU(PBl CJaefyeT YAAAATb U3 YKa3aHUs Bpe-
MEeHH, M03TOMY TaM Ha CaMOM JieJie MOXKET 0Ka3aThCsl MeHbllle (P, UITH
naxe BooOlle He YKasaHbl 10 ceKyHIbl. MakcuMasnbHOe 3HaueHHe —
6, ymonuatesbHoe — 0. (HeoGsi3aTesibHast oniusi)

ordering Ecnu 3HaueHWe 3TOH ONMUMU yes, OTBeTHI, co3naHHble 3Toi CMB, Bcerna
MOXKHO 3aKas3aTh, Jaxe ec/ld BpeMeHHOe pasjhude Mexay ABYMSl OTBe-
TaM{d MeHbllle CYMMbl HUX TOUHOCTeH. YMoJ/uaTesbHOE 3HAueHHWe — no.
(Heo6si3aTenbHas omnius)
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Onnug Onucauue
tsa_name 3HaueHue 3TOH OMIHUK CJelyeT yCTaHABJMBATH B yes, eCJH He0OXOAUMO
BKJIouath subject name ceptuduxkara CMB B nose TSA name (Haume-
HoBanne CMB) B oTBeT. ¥YMosuatesbHoe 3HadeHne — no. (HeobGsizaTeb-
Hasi OMILMS)

ess_cert_id_chain O6wektn SignedData, cosmannbie CMB, Bcerna comepxat wWaeHTH-
(puKatop cepTudHUKaTa MOANUCH B moanucaHHoM atpubyrte (cm. RFC
2634.) Ecnu 3HaueHuWe 3TOH OMUMH YCTAHOBJEHO B yes, U €CJH yKa-
3aHa WM TepeMeHHasi certs, uau onuus -chain, To HIEHTU(PUKATOPDI
CepTU(HUKATOB LIeNU TakKe OYAYT BKJIOUEHBbl B TMOAMUCAHHBIA aTpUOyT
SigningCertificate. Ecain 3HaueHne 310l nepeMeHHOH yCTaHOBJIEHO B NO,
TO BKJIIOUAETCS TOJbKO MIEHTU(DUKATOP CepTU(HUKATA MOAMUCH. YMOJIUa-
TeJbHOe 3HaueHHe — no. (Heobs3atenbHas omnuus)

7.6.22.5 [IlepemeHHble cpenibl

[lepemennas cpenst OPENSSL_CONF comepxuT nyTh K KoH(pUTrypaunoHHOMY aiay. Ecau
yKa3aHa OMIUs KOMaHAHOU CTPOKH -config, 3Ta onuus umeet npeumyiectso Hag OPENSSL_CONF.

7.6.22.6 Ilpumepsl

Bce mnpumepe!, nprBeieHHble B JaHHOM pasjese, MpeanosaraioT, 4YTO MepeMeHHas Cpebl
OPENSSL_CONF ykasbiBaeT Ha neHCTBUTeNbHBIH KOH(UI'YpaUUOHHBIH (Daiis, Hanpumep, B 3TOM
KauecTBe TOAXOIUT THIIOBOH KOH(UIypalMOHHbIH (aka openssl/apps/openssl.cnf.

7.6.22.6.1 3anpoc memxu spemeru

Cosnatb 3ampoc Ha MeTKy BpeMeHH s designl.txt ¢ momombio SHA-1 6e3 pacuupenus nonce,
6e3 ykazaHusl perjaMeHTa U 6e3 BKJ/IOYEHUS CePTU(PUKATOB B OTBET:
openssl ts —-query -data designl.txt -no_nonce -out designl.tsqg

Cospnath MofoOHbIM 3aMIpoC Ha MeTKy BpeMeHH, SIBHO yKasblBasl HaHIKeCT COOOLIeHHS:
openssl ts —-query -digest b7e5d3£93198b38379852f2c04e78d73abdd0£f4b
-no_nonce -out designl.tsqg

BriBecTH conepKUMoe MpefblAYLIero 3anpoca OTKPbITBIM TEKCTOM:
openssl ts —-query -in designl.tsqg -text

Co3pathb 3ampoc MeTKH BpeMeHH, BKoudaomui nainmxect MD-5 daiina design2.txt, ¢ 3anpocom
cepTu(HUKaTa TMOANKCH U PaCIIHpPeHUs nonce, ykasaHueM HAeHTH(HKaTOpa periaMeHTa (CuuTaercs,
uTo HaumMeHoBaHHUe tsa_policyl ykazano B cekuuu OID koH]urypaunoHsoro ¢aia):
openssl ts —-query -data design2.txt -md5 -policy tsa_policyl
—-cert -out design2.tsq

7.6.22.6.2 Omeem memxu epemeHru
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[lepen co3nanueM oTBeTa METKU BpeMeHHU clefiyeT co3iaTh cepTudukat nognucu CMB, conep:xa-
mui KpuTtHueckoe pacinpenue extended key usage co 3Hauenunem timeStamping u 6e3 Kakux-au60
Apyrux pacmupeHul key usage. UToObl co30aTh COOTBETCTBYIOIIMN CEPTU(PHUKAT, MOXKHO NOOABHUTD
cTpoky extendedKeyUsage = critical,timeStamping B CeKUHIO M0Jb30BATENbCKUX CEPTHU(HUKATOB
BeJleHHble B JAHHOM pasfeJ/ie IpUMephl MPearoaararnT, 4To cepTH®nKaf“yifédﬁéﬁﬁqﬁ%ﬁné'@aﬁﬂe
cacert.pem, cepTU(UKAT MOANKCH, NOATIMCAHHBIH Ha cacert.pem — B (ake tsacert.pem, 3aKpbITbIH
kiaou CMB — B (atine tsakey.pem.

Co3naTh OTBET METKH BpeMeHH Ha 3ampoc:

openssl ts -reply —queryfile designl.tsq -inkey tsakey.pem \

-signer tsacert.pem -out designl.tsr

Ecau ucnosb3oBath yCTaHOBKH KOH(DUIYPAaLMOHHOTO (paiiya, MOXKHO HAMUCAThb TOJBKO:

openssl ts -reply —-queryfile designl.tsq -out designl.tsr

PacneuaTtaTh 0TBeT MeTKH BpPeMEHHU Ha CTaHAAPTHBIM BbIXOA B yaobouuTaeMoM (opmare:

openssl ts -reply -in designl.tsr -text

Co3nath Mapkep MeTKH BpeMeHH BMECTO OTBeTa METKHU BPEMeHH:

openssl ts -reply —-queryfile designl.tsq -out designl token.der -token out

PacneuaTaTh Mapkep MeTKH BpeMeHUW Ha CTAHAAPTHBIA BBIXOA B ynoOouHMTaeMoM (opmare

openssl ts -reply -in designl token.der -token in -text -token out

M3Byieub Mapkep MeTKH BpeMeHH M3 OTBeTa:

openssl ts -reply -in designl.tsr -out designl_ token.der -token_out

Jo6aBuTh UH(pOPMALIMIO O CTaTyce "BbIIAHO"K MapKepy MeTKHU BpeMeHH, CO3/1aB TaKUM 06pa3oM
KODPEeKTHBIA OTBET

openssl ts -reply -in designl token.der -token in -out designl.tsr

7.6.22.6.3 [lposepxa memku epemenu

[IpoBepuTh, COOTBETCTBYET JIM OTBET METKH BpPEMEHH 3aMpocy:
openssl ts -verify —-queryfile designl.tsqg -in designl.tsr
—-CAfile cacert.pem -untrusted tsacert.pem
[IpoBepuTh OTBET METKU BpeMeHH, COAepPKAIIUH 1eN0oUKYy CepTH(HUKATOB:
openssl ts -verify -queryfile design2.tsqg -in design2.tsr
-CAfile cacert.pem
[IpoBepuTh, COOTBETCTBYET JIK MapKep METKH BpeMEHH HUCXOAHOMY (palyy NAHHBIX:
openssl ts -verify -data design2.txt -in design2.tsr -CAfile cacert.pem
[IpoBepuTh, COOTBETCTBYET /I MapKep METKH BpeMEeHH NAaHIKeCTy COOOLIEHHUS:
openssl ts -verify -digest b7e5d3£93198b38379852f2c04e78d73abdd0£f4b
-in design2.tsr -CAfile cacert.pem
JlononHuTeNbHbIE TPUMEPB MOXKHO HAaHTH TakxkKe B KaTaJjore test.

7.6.23 Komanna verify

7.6.23.1 OmnucaHue KOMaHIbI

Komanna verily npoBepsieT Lenouku cepTU(HUKATOB.
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7.6.23.2 dopmat BBOA KOMaH[bl

openssl verify [-CApath directory] [-CAfile file] [-purpose purpose]| [-policy arg] [-ignore_critical]
[-attime timestamp] [-check_ss_sig] [-crlfile file] [-crl_download] [-crl_check] [-crl_check_all] [-
policy_check] [-explicit_policy] [-inhibit_any] [-inhibit_map] [-x509_strict] [-extended_crl]
[-use_deltas] [-policy_print] [-no_alt_chains] [-untrusted file] [-help] [-issuer_checks] [-trusted
file] [-verbose] [-] [certificates]

7.6.23.3 Onuuu KOMaHIbI

Onuug Onucauue

-CApath directory KaraJsior noBepeHHbIX cepTH(rKaTOB. CepTH(HKATBI 10/KHBl HUMeTb HMe-
Ha ¢opmara: hash.0 nau UMeTb CUMBOJIMYECKHE CCBIJIKH HA HUX B TaKOM
x)e (opmarte (3mech «hash» — xsmMpoBaHHOe 3HauyeHue moJisi subject

ABTOMATH4Y€CKHU CO3JaeT CHUMBOJIMYECKHE CCbIJIKM Ha KaTtaJior CepTI/IqDI/I-

KaToB.

-CAfile file ®aiin noBepeHHBIX cepTH(dUKaTOB. Pail MoxXKeT cogepKaTb GoJblie Of-
Horo ceptuukara B PEM-¢popmaTe, KOHKaTeHHPOBAHHBIX BMeCTe.

-trusted file Paiin KopHeBBIX (moBepeHHBIX) cepTuduKatoB CA. daiin MoxeT comep-

»KaTb HecKoJbKo cepTudukaroB B PEM ¢opmate, coeqMHEHHBIX BMeCTe.
CoBMecTHO ¢ onuueil -trusted mosBoJsisieT pazHecTH Mo pasHbIM (haiaam
KOpHeBble U HeKopHeBble cepTHduKatel CA. He moxeT ncrnosb3oBaThes
Bmecte ¢ onuusimu -CAfile u -CApath.

-untrusted file daiin HecamononnucaHHbIX cepTHdUkaToB CA. dtoT alli MoXKeT co-
nepxatb 6oJbile ogHOro ceprudukata. CoBMecTHO ¢ omiued -trusted
N103BOJIIET PA3HECTH MO pas3HbIM (haljaM KOpHeBble U HEKOpPHEBble cep-
tTudukatsel CA. He moxet ucnonbsoBatbest BMecte ¢ onuusamu -CAfile u
-CApath.

-attime timestamp BrinosiHsieT mpoBepKy, UCMONb3ys BpeMsi, yKazaHHoe B timestamp, a He
TeKyllee CUCTeMHOoe BpeMd. timestamp — 3TO 4MCJ/I0, YKa3blBAILLAS KO-
audectBo cekyHn, HaurnHas ¢ 01.01.1970 (Bpemsi UNIX).

-check_ss_sig BrinosiHseT mpoBepKy MOAMUCeH MOA CaMOMOANHUCAHHBIMU cepTH(UKaTa-
mu. [lo ymosmyaHuio Takas mpoBepka He BBIMOJHSETCS, TaK KaK OT TOf-
MEeHbl CaMONOJNUCAHHOr0 CepTU(UKATa OHA He 3allUIIaeT.

-crlfile file daiis, comepKalllil OOMH WM GoJjiee CIHUCOK OT3biBa CePTH(HHKATOB (B
¢popmare PEM), nsist 3arpyskH.

-crl_download [IpousBonut momnbITKy 3arpysku CRL (crmucka oTO3BaHHBIX cepTH(HKA-
TOB) 1J1s1 JAHHOTO CepTH(UKATA.

-crl_check_all BrinosiHsieT NpoBepKy Ha OTCYTCTBHE B COOTBETCTBYIOLIEM CITUCKE OT3bI-

Ba BCeX CepTI/IqDI/IKaTOB U3 LEeNOYKH NOBEpHUA. HpI/I IIpOBEPKE peaJJbHbIX
CepTI/I(pHKaTOB 9Ty OIIHIO CJEeAYET YKa3blBdATb O6H33T€JIbHO, BbI3OB KO-
MaH/bI verify 6e3 YKa3aHHus 3TOH ONIMUH BO3MOXKEH TOJIbKO B TECTOBBIX
U OTJIaAOYHbIX LeJdX.
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Onnug Onucauue
-crl_check BrinosiHseT MpoBepKy Ha OTCYTCTBHE MPOBEPSIEMOTO CepTH(HKATa B CO-

OTBETCTBYIOLIEM CIHUCKe OT3blBa. DTy OMNLHIO [IONYCTHMO HCII0JNb30BaTh
BMecTO onuuu -crl_check_all, eciu npoBepsieMbl#t cepTU(HUKAT BHIMYIIEH
HeNoCpelCTBEHHO KOPHeBLIM Y LI MM ecTb HEOTO3BAHHOCTb CepPTH(HUKA-
TOB NPOMeXXyTOUHBbIX ¥ Il KOHTposMpyeTcss KaKUM-1H060 UHBIM 00Pa3oM.

-purpose purpose

HasHaueHune ceptucukarta. bes stoil onuuMy HUKaKOH LlenoyeyHoH mpo-
BEPKH He BbIMOJIHSIETCS. B HacTosillee BpeMsi BO3MOXKHBI CJEAYIOLIHE
3HadyeHHus1 3Tod onuuu: sslclient, sslserver, nssslserver, smimesign,

smimeencrypt. [ss nosy4yeHHs NOMNOJHUTENBbHON HH(pOPMALMUHU CM. pas-
neni7.6.23.4;

-help

BriBonuT coobuieHue 06 HUCIIONb30BAHUU.

-verbose

BoiBogut JOOMOJITHUTEJbHY IO I/IHq:)OpMaU,I/I}O O BLITIOJIHAEMBIX OIlepalusx.

-issuer_checks

BBIBOIUT AMarHOCTUKY, CBSI3aHHYIO C TIOMCKOM cepTh(UKaTa, Ha KOTOPOM
3aBepeH oOpabaTbiBaeMblil cepTH(HKAT. DTa NUArHOCTHKA MOKa3blBaeT,
roueMy KaKIbli M3 pacCMOTPEHHBbIX cepTU(HUKATOB OTBeprHyT. OmHaKo
camo 1o cebe MPUCYTCTBUE COOOIIEHUH 00 0TKa3e He 03HAYaAeT, UTO UTO-
TO He TaK — BO BpeMsl OOBIUHOI'O Mpolecca NPOBEPKU MOXKET MPOU30HTH
HECKOJIbKO OTKa30B.

-policy arg Bkustouaet 06paboTKy MOJMUTUK U Ho0aBJsieT arg B user-initial-policy-set
(cm. RFC5280). IMonntrka arg moxeT ObITh UMeHeM 00bekTa uau OID
B LU(POBOH hopMe. DTOT apryMeHT MOXKeT yKa3blBaThCsl HECKOJBKO pas.

-policy_check Bkstouaet npoBepKy COOTBETCTBHS CEPTHU(PHUKATOB MOJUTHKE, YKAa3aHHOH
B CepTH(pHKATE YyIOCTOBEPSIOLIETrO LEeHTpa

-explicit_policy Tpebyer siBHOrO yKa3aHHUsl MOJUTUKH

-inhibit_any YcranaBiuBaeT nepeMeHHylo policy B 3Hauenue inhibit-any-policy (cwm.
RFC 3280 u np.).

-inhibit_map YcranaBnuBaeT nepemeHHylo policy B 3Hauenue inhibit-policy-mapping

(em. RFC 3280 u np.).

-no_alt_chains

[Ipy nmocTpoeHUH 1eNOUKH cepTU(UKATOB €CJM TepBasi MOCTPOeHHast Le-
MoYKa OKa3blBaeTcsl HelloBepeHHOH, To openssl OyneT npopo/mKaTh MOUCK
aJbTEePHATUBHOM 11eMOYKH noBepusi. C 3TOH omllMel TaKoe MOBedeHUe T10-
[aBJisieTcs TakKUM 00pa3oM, UTO MpPoBepsieTCs TOJIbKO NepBasi HalAeHHast
nenouka. Mcrnosnp3oBaHue NaHHOH ONUMHU MPUBENET K TOMY, YTO IMOBeJe-
HHe openssl GymeT cOOTBETCTBOBAThH €ro Gosiee CTapbiM BEpPCHSIM.

-policy_print

BrIBOAUT OMarHOCTHKY, CBS3aHHYIO ¢ MPoBepKou policy

-ignore_critical

WUrHopupyeT mpu TpoBepKe cepTH(PHKATa HEeU3BECTHbIE paCIIUPEHHUS
X509v3, nomeueHHble KaK KPUTHUHBIE.

-x509_strict

Crporasi mpoBepka COOTBeTCTBUS cepTH(dUKaTOB popmaty x509

-extended_crl

[TosBoJisieT MCIOJIL30BAaTh JOITIOJTHUTEJIbHbI€ BO3MOXKHOCTHU CIIMCKOB OT-
3bIBa CepTI/I(bI/IKaTOB, TaKre KaK KOCBEHHbI€ CIIMCKH OT3blBa W aJibT€pHA-
THBHBIE KJIIOUH IIOAINHWCH CIIMCKOB OT3bIBA.

-use_deltas

Bxkirouaet OOAACP2KKY OEJbTa-CIIMCKOB OT3bIBA CepTI/I(bI/IKaTOB.

OTMmeuaet moc/enHIOK0 oNlMi0. Bee aprymMeHTsl, caenyiomye 3a 3TOH oIl-
LMeH, cuuTaloTcs aijaMu cepTU(UKATOB. DTO MOJE3HO, eCad UMs Mep-
Boro (ha#i/sia cepTU(UKATOB HaUMHAeTCs ¢ - .

[TopsinkoBbi#i Ne M3MeHeHUsI
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Onnug Onucauue

certificates Onun uau 6osblie cepTU(PUKATOB, KOTOPble HEOOXOAUMO NMPoBepUTh. Ec-
JIM He yKa3aHo HU OJHOTO UMEHM cepTU(HKaTa, AesaeTcs MONbITKA CUU-
TaTb CepTHU(UKAT CO CTaHAAPTHOro Bxoja. Bce cepTH(HUKATBl HOMKHEI
ObiTb B (popmate PEM.

7.6.23.4 Onepauusi NpoBepKH

Komanpa verify ucrnosbayer Te ke ¢yHKUHH, uTo H internal SSL and S/MIME verification,
TaKUM 00pa3oM 3TO OMHMCAaHUE MPUMEHSETCS TAKXKe U K YIOMSHYTBIM OINepaLHsiM.

CyliecTByeT OfHO TPUHLUIIHAIbHOE OTJIHUHE ONepalMi MPOBEPKU, KOTOPbIE BHIMOJIHSIET KOMaHa
verily, oT Bcex ocTajbHBIX ONepaLri MPOBEPKH: BCerga, Korga 3TO BO3MOXKHO, JeJlaeTcsl MOMBITKA
MPONO/IKUTE paboTy, B TO BpeMsi KaK OOBIUHO ONepalus NPOBEPKH MpepbiBaeTCs MpU MEPBOH ke
omn6Ke. DTO MO3BOJSET ONPENEIUTh BCe MPOOJIEMbl B LETNIOUKe CEPTU(HUKATOB.

Omnepanusi MPOBEPKH COCTOUT U3 Pslla OTAEJNbHBIX IIaroB.

CHayaJjla CTPOMTCS LeMNouKa CepTHU(HUKATOB OT YKa3aHHOro cepTH(HKaTa N0 KOPHEBOTO CEPTHU-
(uKaTa yInOCTOBepSIOLlero LeHTpa. Ec/u Hesb3si MOCTPOUTb LEMNOYKY IOJHOCTBIO, 3TO SIBJSETCS
omn6KoH. Llermoyka cTpPOUTCS C MOMOLIBIO MOWUCKA cepTU(UKATa, HA KOTOPOM IOAMHUCAH paccMart-
pruBaeMblil cepTU(HUKAT. Ecan oOHapyKeH caMONOANMCAHHBIN CepTU(HKAT, OH CUNTAETCsS KOPHEBBIM
CepTU(PHUKATOM yIOCTOBEPSIOLIETO LEHTPA.

Cam mporecc «IOUCK CepTU(HUKATa, HA KOTOPOM TMOANMCAH NaHHbIH cepTH(UKAT» BKJIHOYAET PSif
maroB. B Bepcusix OpenSSL no 0.9.5a mepBbiii cepTudukaTt, noje subject name koroporo co-
OTBETCTBOBAJIO IOJIIO {SSUer paccMaTpUBaeMOro CepTHU(HUKAaTa, CUUTAJNCT HUCKOMBIM CEPTH(HUKATOM.
B OpenSSL Bepcun 0.9.6. n nosnHee Bce cepruukatel, noje subject name KOTOporo cooTBeT-
CTBYET TIOJII0 iSsuer paccMaTpUBAeMOro cepTU(HKAaTa, MOABEPraoTCs NajJbHeNIIeMy UCCAeI0BAHUIO.
W neHTH(HKAaLMOHHbIE KOMIIOHEHTBI KJI0Ua paccMaTpUBaeMoro cepTuduKaTa (ecqd TaKOBble eCTb)
JIOJI?KHBI COBMAAaTh C COOTBETCTBYIOLIMMHU KOMIIOHEHTaMH HUCKOMOTO cepTH(UKaTa, KpOMe TOro, pac-
mupenre keyUsage ncKoMOro ceprudukara (ec/au TaKoBOe eCTh) NOJIKHO MO3BOJSTH MOAMNUCHIBATDH
CepPTU(HUKATHI.

Vckomelil cepTuuKaT mpexie BCEro MIIETCS B CIHCKE HENOBEPEHHBIX CEPTU(HUKATOB, M €CJIH
OH TaM He Ha#leH, NaJbHEHIINH MOUCK BENeTCs B CIHCKe JOBEPEHHBbIX cepTH(HKaToB. KopHeBoi
ceprudukar YL Bcerma uilercss B CHHMCKe NOBEpEHHBIX CePTU(PHUKATOB; €CaIU CepTHU(HKAT, KOTO-
Pl Hal0 MPOBEPUTD, SIBJSIETCS KOPHEBBIM CEPTH(HUKATOM, TO B CIIMCKE J0BEPEHHBIX CEPTHU(HUKATOB
HeoOXOIUMO HalTH ero TOUHYIO KOTHIO.

Bropoi#i mar — npoBepka paclIMpeHUH KaxKI0ro HeJOBEPEHHOrO cepTH(HKAaTa Ha COOTBETCTBHUE
YyKa3aHHOMY Has3HadeHH0. Ecam onmuus -purpose He ykasaHa, Takasi pOBepKa He MPOBOAUTCSH. YKa-
3aHHBIH WM «JIUCTOBOM» (leaf) cepTudukar mo/mxeH BK/AOUATh paclIMpeHHs, COBMECTHMbIE C yKa-
3aHHBIM Ha3HaueHHUeM, U BCe OCTaJjibHble CepTHU(PUKATH TaKxkKe NOJKHbBI ObITh 1€HCTBUTENbHBIMU Cep-
TU(pHUKAaTaMH yIOCTOBepSIOUINX IeHTpoB. Kakne nmeHHO paciuivpenus tpedyeTcs, 1eTaJbHO OMUCAHO

TpeTuil war — nNpoBepUTb YCTAaHOBKHU JIOBEPUS] KOPHEBOMY CePTU(HUKATY yAOCTOBEPSIOLIETO LIeH-
Tpa. KopHeBoii cepTudUKaT N0JKEH UMETb YCTAHOBJEHHOE OBepHe IJIi JaHHOro HasHaueHus. s
COBMECTMMOCTH ¢ npeablaynMu BepcusiMmu SSLeay u OpenSSL ceprudrkar 6e3 ycTaHOBOK 0BepHs
CUMTaeTCs JOBEPEeHHBbIM /I BCeX Ha3HauyeHUH.

[Tocnenuuii mwar — npoBepKa CPOKOB AEHCTBUS cepTH(HUKATOB M3 Henodku. Cpok medcTBUS
cepTU(UKATOB MPOBEPSIETCS UCXOJsl U3 TEKYIEro CUCTeMHOro BpeMeHH u naT notBefore u notAfter
B cepThu(dukare. B 370 ke BpeMs MpoBepslOTCS MOAMUCH NOJ CepTU(PUKATAMHU.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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KpUnTo

Ecsy Bce 1aru BHINOJHAIOTCS YCHELHO, CePTU(PHUKAT CUUTAETCS KOPPEKTHBIM. Ec/in Kakoi-To U3
ILIar0B BBIMOJHUTb He yaeTcs, CepTU(UKAT HEKOPPEKTEH.

7.6.23.5 JlnarHoctuka

Ecsu npoBepKy cepTHdHUKaTa BBIOJHUTD HE YIAETCs, TeHEPUPYIOTCS COOOIEeHHS, KOTOPble MOTYT
03aJaunThb noJsib3oBatess. OOWUH BUL coobuieHUst 06 oLHOKe:

server.pem: /C=AU/ST=Queensland/O=CryptSoft Pty Ltd/CN=Test CA (1024 bit)

error 24 at 1 depth lookup:invalid CA certificate

[TepBasi cTpoka comepKUT Ha3BaHHeE MPOBEPSEMOro cepTU(HKATA, 32 KOTOPBIM CJelyeT coleprKa-
Hue moJisi subject name storo ceprudukarta. Bropas cTpoka comepKUT HOMep U TyOMHY OLIMOKH.
[ny6uHa — 3To HOMep cepTH(HKaTa B LeMOUKe, BbI3BABLIETO OLIMOKY, MPHYeM caM MpOBepsieMbli
ceptuduxar umeet raybuny 0, cepTudukar, Ha KOTOPOM IMOAMNKUCAH MPOBepsieMbl - ryOUHY 1 U Tak

najee. 3aKaHYMBAETCS CTPOKA BBIBOJOM TEKCTOBOW BEPCHH HOMepa OLIUOKH.

Huke npuBeneH AJMHHBIA CITMCOK KOMOB OMINOOK U COOTBETCTBYIOUIUX coobiieHnH. CrHUCOK Tak-
JKe BKJIIoUaeT HauMeHOBaHUe KoJa, onpee/ieHHOe B 3arojioBoyHoM (aiae x509_vfy.h. Hekotopsle
U3 KOJOB OLIMOKH OINpefiesieHbl, HO HUKOI/la He BO3HHUKAIOT; OHU ONHUCAaHbl KAK «HEHUCIIO/Nb3yEMBbIE».

HomepKop omn6ku Pacmmdgposka IlosicHenus
omuo:
KU
0 X509_V_OK ok Onepauus BeIMOJNHEHA yCIell-
HO
2 X509_V_ERR_UNABLE_TO_GET | unable to get issuer | He ynaercs nailiTu ceptudu-
_ISSUER_CERT certificate KaT, Ha KOTOPOM TIOIIHCAH
IaHHBIH: 3TO MPOUCXOMAHUT, ec-
JIU OTCYTCTBYeT CepTU(HKAT,
Ha KOTOpPOM MOAINHCAH JaH-
HBIH.
3 X509_V_ERR_UNABLE_TO_GET | unable to get certificate | He o6napyxeH cnucok ot-
_CRL CRL 3biBa cepTUduKaToB. He wuc-
TMOJIb3YeTCs.
5 X509_V_ERR_UNABLE_TO_ unable  to  decrypt | [lonnuchk mom cnuckoMm OT3bI-
DECRYPT_CRL_SIGNATURE CRL’s signature Ba CepTHU(HKATOB He YHaeTcs
pacwugposats. He ncnonbsy-
eTcs.
6 X509_V_ERR_UNABLE_TO_ unable to decode issuer | OTKpBITBIH KJTI0U B
DECODE_ISSUER_PUBLIC_KEY | public key SubjectPublicKeylnfo cepru-
(uKaTa He HakleH.
7 X509_V_ERR_CERT_ certificate signature | Ilonnuce nox cepTUduUKaToM
SIGNATURE_FAILURE failure HeKOppeKTHa
8 X509_V_ERR_CRL_ CRL signature failure [Tonnmuce nox CnUCKOM OT3BI-
SIGNATURE_FAILURE Ba CepTU(PHUKATOB HEKOPPEKT-
Ha. He ncnonb3yercs
9 X509_V_ERR_CERT_NOT_YET_ | certificate is not yet | CepTuduxar emie He BCTYNHII
VALID valid B nedictBue: nara notBefore
ellle He HACTYIHUJIA.
HOpHILKOBbIﬁ Ne nsMeHeHus HO,UJ'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHue
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HomepKon omn6ku Pacmugposka INosicHenuns
omuor
KU
10 X509_V_ERR_CERT_HAS_ certificate has expired | Cpox pnefictBusa cepTuduka-
EXPIRED Ta 3aKoHuMJCcs: nara notAfter
y2Ke TpoIlJa.
11 X509_V_ERR_CRL_NOT_YET_ | CRL is not yet valid CpoK JIeHCTBHS CIHCKA OT3bI-
VALID BOB CEPTU(UKATOB ellle He Ha-
yascsi. He ucnonbayercs
12 X509_V_ERR_CRL_HAS_ CRL has expired Cpok nelcTBUS CIIUCKA OT3bI-
EXPIRED Ba CepTU(HKATOB 3aKOHYMJI-
csi. He ucnonbsyercs
13 X509_V_ERR_ERROR_IN_CERT_| format error in | [Tose cepTudukara notBefore
NOT_BEFORE_FIELD certificate’s notBefore | comepKuUT HEKOppeKTHOe Bpe-
field Msi
14 X509_V_ERR_ERROR_IN_CERT_| format error in | [Tose ceptudukara notAfter
NOT_AFTER_FIELD certificate’s  notAfter | comepXuUT HeKOppeKTHOe Bpe-
field Msi
15 X509_V_ERR_ERROR_IN_CRL format error in CRL’s | [lose cmucka or3eiBa cepru-
_LAST_UPDATE_FIELD lastUpdate field ¢ukaro lastUpdate comep-
JKUT HeKoppeKTHoe Bpemsi. He
HCIIO0JIb3YeTCs
16 X509_V_ERR_ERROR_IN_CRL format error in CRL’s | [lone crnucka or3biBa cepTH-
_NEXT_UPDATE_FIELD nextUpdate field ¢ukatoB nextUpdate comep-
JKUT HEKOppeKTHoe BpeMsi. He
UCII0J/Ib3YyeTCs
17 X509_V_ERR_OUT_OF_MEM out of memory [Ipousomna omwubka npu pac-
npeeseHUH MaMATH. ITOro
HHMKOT/Ia He JOJI?KHO TPOUCXO-
JIUTh.
18 X509_V_ERR_DEPTH_ZERO self signed certificate [TpoBepsiemblt  cepTUdHUKAT
_SELF_SIGNED_CERT SBJISIETCS  CaMOIMOANHUCAHHBIM
U He OOHapyKeH B CIIHCKe
JIOBEPEHHBIX CEPTHU(PUKATOB.
19 X509_V_ERR_SELF_SIGNED self signed certificate in | MoxeT ObITb cocTaBJsieHa Iie-
_CERT_IN_CHAIN certificate chain MoYKa M3 HellOBEPEHHBIX Cep-
TU(PHUKATOB, HO KOPHEBOH cep-
TU(HUKAT HA JAHHOM KOMIIbIO-
Tepe He OOHapy»KeH.
20 X509_V_ERR_UNABLE_TO_GET | unable to get local | Cepruguxar, Ha KOTOpOM
_ISSUER_CERT_LOCALLY issuer certificate Mo MUCaH cepTH(HKAT,

HalileHHbBIH Ha JaHHOM KOM-
nbloTepe, He OOHapyXKeH. JTO
0OBIYHO 03HAYaeT, YTO CIIUCOK
JOBEPEHHbIX  CepTHU(HUKATOB
He TI0JIOH.

[TopsinkoBbi#i Ne M3MeHeHUsI

H3MEeHeHue

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a

IlaTa BHECEHHA M3MEHEHHSA
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HomepKon omn6ku
omuo*+
KU

Pacmugposka

Iloacuenusa

21 X509_V_ERR_UNABLE_TO_
VERIFY_LEAF_SIGNATURE

first certificate

unable to verify the

Hu opgua mnomnuch He Mo-
)KeT OBbITb IPOBEPEHa, MOTO-
My UTO LeNo4yka COHEepPKHUT
TOJIBKO OIMH CepTHU(HUKAT, He
SIBJISIIOLLIMECST  CaMOTIOAIHCaH-
HBIM.

22 X509_V_ERR_CERT_CHAIN_

TOO_LONG

certificate chain

long

too

JauHa uenouku cepTU(U-
KaTOB TMPEBOCXOAUT YyKasaH-
HYI MaKCHUMaJIbHYIO TJIyOUHY.
Hewncnonbayemas.

23 X509_V_ERR_CERT_REVOKED

certificate revoked

CepTtudukar OblJI OTO3BaH.
He ucnonbayercs

24 X509_V_ERR_INVALID_CA

invalid CA certificate

Ceprucgukar yIA0CTOBEPSI-
IOllero  LeHTpa HeneUCTBHU-
TeseH. JIub6o 3TO He cep-
THU(QUKAT  YIOCTOBEPSIOLLIErO
HeHTpa, Jaub60 ero pacuiu-
peHHS  He  COOTBETCTBYIOT
YKa3aHHOMY Ha3Ha4yeHHUIO.

25 X509_V_ERR_PATH_LENGTH_

EXCEEDED

exceeded

path length constraint

Bennunna napamerpa the
basicConstraints pathlength
TpeBBIILIEHA.

26 X509_V_ERR_INVALID_

PURPOSE

purpose

unsupported certificate

YKasaHHBIH cepTU(UKAT He
MOXKeT OBbITb MCII0JIb30BAH 110
YKa3aHHOMY Ha3Ha4YeHHIO.

27 X509_V_ERR_CERT_
UNTRUSTED

certificate not trusted

KopHneBo#i ceprudukar yno-
CTOBEPSIOLIEro LEeHTPa He OT-
MeyeH KakK [OBEpeHHBIH M7
YKa3aHHOTO Ha3HaueHHUs.

28 X509_V_ERR_CERT_REJECTED

certificate rejected

KopneBoil cepTudukat oTMe-
YeH KakK OTBEpPrHyThlH s
YKa3aHHOTO Ha3HaueHUs.

29 X509_V_ERR_SUBJECT_ISSUER

_MISMATCH

subject issuer mismatch

Ceprucukar, Ha KOTOpPOM
NPEION0KHUTENbHO OBl
MOATHCAH npoBepsieMbl i
ceptudukar, OblI  OTBepr-
HYT, MOTOMY 4YTO 3HaueHHe
nossi subject name He co-
OTBETCTBOBAJIO 3HAYEeHUIO
noss  issuer name  1po-
BepsIeMOT0 cepTudUKara.

BBIBOOUTCH TOJBKO B TOM
cjydae, eCJM yKa3aHa OILUS
-issuer_checks.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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KH
30 X509_V_ERR_AKID_SKID_ authority and subject | Ceprucukar, Ha KoTOpoM

MISMATCH

key identifier mismatch

NPeATIO0JNOKHUTEIbHO OBLI
MOATHCAH npoBepsieMblii
cepTU(HUKaT, OblJ OTBEPTHYT,
MOTOMY 4YTO HAEHTU(PHUKATOP
subject  key  mpucyTcTBYy-
€T W He COOTBETCTBYET
authority  key  identifier
NPOBEPSIEMOro  CepTU(UKATA.
BeiBogUTCA TOJMBKO B TOM
caydae, ec/aM yKasaHa OILUA
-issuer_checks.

31 X509_V_ERR_AKID_ISSUER
_SERIAL_MISMATCH

authority and

issuer
serial number mismatch

CepTtudukar, Ha KOTOPOM
NPeANoJ0KHUTENBHO OBl
MOAIHCAH npoBepsieMblii
ceptudukar, OblJI  OTBepr-

HYT, MOTOMY 4YTO 3Ha4yeHHUs
nmosied issuer name u serial
number  MPUCYTCTBYIOT U
He  COOTBETCTBYIOT  TOJIIO
authority  key  identifier
of the -current -certificate.
BoiBoguTCs  TOMBKO B TOM
cjydae, €CJM yKa3aHa OIIUS
-issuer_checks.

32 X509_V_ERR_KEYUSAGE_
NO_CERTSIGN

key usage does not
include certificate
signing

Ceprucukar, Ha KOTOpPOM
NPEATIOJNOKHUTEIbHO OBLI
MOAIHCAH NpoBepsieMbl i
cepTU(HUKaT, OblJ OTBEPTHYT,
MOTOMY 4YTO €ro pacllipeHHe
keyUsage He  mo3BoJsieT
MO MHUCHIBATh CEPTU(PUKATHL.

20 X509_V_ERR_APPLICATION_
VERIFICATION

failure

application verification

Ownbka, crneuudpuuHas A7
npuoxeHus. He ucnonbsyet-
csl.

7.6.24
7.6.24.1

Komanna version

Onuca"nue KOMaH/IbI

Komanna version ncnoJsib3yercs nJs BbiBoga uH(popMmauuu o Bepcun OpenSSL.

7.6.24.2 dopmat BBOIA KOMaH]IbI

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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openssl version [-a] [-v] [-b] [-o] [-f] [-p] [-d]

7.6.24.3 Onuuu KOMaHIbl

Onuug Onucaunue

-a Bcest nHopmanus, To xKe caMoe, YTO BBICTaBUTb BCe OCTaJsibHble (J1aru

-v Tekyuas Bepcusi OpenSSL

-b Jara Bbinycka Tekyueir Bepcuu OpenSSL

-0 WNudopmanus 06 onuuax: pasaduHble ONLUUHU, ¢ KOTOPHIMU cobpaHa 61O-
JHOTeKa

-1 ®dsary KOMNUIALKH

-p [Inatdopma, nns Kotopoit cobpana O6UOIUOTEKA

-d bazoBelll Katasor, B KOTOPbIH NPOU3BeleHa YCTAaHOBKA OUOJHUOTEKU

7.6.24.4 Tlpumeuanus

BriBon KomaHbl openssl version -a 06BIYHO HCMONb3yeTCsl B COOOIIEHUSIX 00 OIIMOKaX.

7.6.25 Komanga x509

7.6.25.1 Onucanue KOMaHIbl

Komanna x509 — MHoroueseBasi yTuanta st paboTel ¢ ceptudukatamMu. Ee MOXXHO HCMONb30-
BaTb IJIs1 BbIBOJA HH(OpPMALUK O cepTH(HKATe, Tpeobpa3oBaHusl CepTU(UKATOB B pas3jnuHble Qop-
Mbl, MOJAIMKCHIBAHHUS 3a5BOK Ha CepTH(HUKAThl B KayecTBe «MHHU-YLl» U perakTHpOBaHHs HACTPOEK
N0BepHUst cepTUdUKaTa.

7.6.25.2 dopmat BBOIA KOMaH]bI

openssl  xb509 [-inform  DER|PEM|NET] [-outform  DER|PEM|NET] [-keyform
DER|PEM|ENGINE] [-CAform DER|PEM] [-CAkeyform DER|PEM|ENGINE] [-in filename]
[-out filename] [-serial] [-hash] [-subject_hash] [-issuer_hash] [-ocspid] [-subject] [-issuer]
[-nameopt option]| [-email] [-ocsp_uri] [-startdate] [-enddate] [-purpose] [-dates] [-checkend
num| [-modulus] [-pubkey] [-fingerprint] [-alias] [-noout] [-trustout] [-clrtrust] [-clrreject]
[-addtrust arg] [-addreject arg] [-setalias arg] [-days arg] [-set_serial n] [-signkey filename]
[-passin arg] [-x509toreq] [-req] [-CA filename] [-CAkey filename]| [-CAcreateserial] [-CAserial
filename| [-force_pubkey key] [-text] [-certopt option] [-C] [-md_gostl2_256|-md_gost12_512|-
md_gost94|-md2|-md5|-shal|-mdc2] [-clrext] [-extfile filename] [-extensions section] [-engine
id]

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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7.6.25.3 Onucauue onuui

[locko/bKY y 3TOH KOMaHIbl MHOTO ONLMH, UX OMHUCAHHE Pa3OMTO Ha HECKOJBKO pa3nesioB.

7.6.25.3.1 Onuyuu 8800a, 8616000 u 000 HAZHAUEHUS

Onnug Onucauue

-inform Onpenensier BxonHoH ¢opmat. Kak npaBusio, KOMaHia 0XHUIaeT CepTH-

DER|PEM|NET ¢ukar popmara X509, HO 3TO MOXKET M3MEHHTbLCS, €CJH TPUCYTCTBY-
I0OT Ipyrue omnuuu, Hamnpumep, -req. Popmar DER — DER-komnpoBka
ceprudukara, a ¢popmatr PEM — DER-dopma B kKomupoBke base64 c
100aBJI€HHBIMM BEPXHUM W HUXKHUM orpaHuuutensamu. Omnuus NET —
Hernpo3pauHblid (hopmat cepBepa Netscape, celyac He peKOMeHOBAHHBIH
K MPUMeHEeHHIO

-outform Onpenensier BoixopHo# (opmat. OmNIMs HMeeT Te Ke 3HAUeHHUs, UTO U

DER|PEM|NET onuus -inform.

-in filename Onpenensier UMsi BXOAHOTO (paiijia, U3 KOTOPOTO CJeAyeT CUUTAThb cep-

TU¢uUKaT. Ecay 3Ta omuua He ykasdaHa, CepTHU(HUKAT CUUTBIBAETCS CO
CTaHAAPTHOTrO BXOAA.

-out filename

Omnpenensier ums BeixonHoro (a#ina. Ecin 3Ta omuus He yKasaHa, BbI-
XOIHBIE NAHHBbIe BBIBOASITCA HA CTAHAAPTHBIA BBIBOM.

-md_gost12_256,
-md_gost12_512,
-md_gost94, -md2,
-md>b, -shal, -mdc2

Hcnonb3yer ykasaHHbIH X3LI-alropuTM. BiuseT Ha onuuu MOAMHUCH H
BbIBOJIa Ha 3KpaH, KOTOPblE HCIIOJIb3YIOT aJrOPUTMBl X3LIMPOBAHHUSA, Ta-
ke kak -fingerprint, -signkey u —CA. Ecnu onuus He ykasaHa, ToO
ucrosb3yercs: aaroputm SHAL.

-engine id

Bribop sHmKMHA (MO €ro YHHKaJbHOU CTpoKe id) MPUBOAUT K TOMY, UTO
x509 nesaeT MOMBITKY MOJYYHUTh (PYHKLHOHANBHYIO CCHIJIKY Ha BbIOpaH-
HBIH 3HJIKHH, TAKUM 00pa3oM UHHULHUAJIU3UPYS €ro, ecjau 3TO HeoOXOou-
Mo. [locse 3TOro sHHXKHH ycTaHaBJAMBaeTCs, KaK 3HAXKHH 0 yMoJya-
HUIO, [JI BCeX NOCTYMHBIX a/JTOPUTMOB.

7.6.25.3.2 Onyuu npocmompa cepmupukamos

HpI/IMe‘-IaHI/IeZ O H -alias u -purpose TakkKe [ABJIAITCA ONUUAMHU IIPOCMOTPA, HO ONTUCBLIBAIOTCH

Onuuga

Onucanue

-text

BeiBonuT cepTU(HKAT AJS NMPOCMOTPa B TeKCTOBOM BHAe. [lo/HBIH BbI-
BOJl COIEPKHUT OTKPBITBIH KJI0U, aJTOPUTMbI TIOANUCH, COfepKaHHe MoJeH
subject name u issuer name, cepuiiHBIE HOMep, BCe MPUCYTCTBYIOLINE
pacllIMpeHHs U BCe HAaCTPOWKH NOBEpHUS.

-certopt option

Perynupyet ¢opMat BbIBO#A MPU UCIMOJIb30BAHUH OMIUH -text. AprymeHT
option MoxeT ObITb OAHOH OMIMEH WK MHOXKECTBOM OINLMH, pasieseH-
HbIX 3ansiThiMU. [/l yCTAaHOBKH 3HaYeHHUs PAa3JUUHBIX OMUMUH CBUTY -
certopt Takke MOXKeT HCIOJb30BAThCsl HECKOJBKO pa3. 3a MOMOJHUTENb-
HOH MHpopMalmei cM. pasmen:/.6.25.3.6;

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Onnug Onucauue

-noout DTa OmMuus MpefoTBpallaeT BbIBOJ 3aKOIUPOBAHHOH BEPCHH 3a5BKH.

-pubkey BoiBonut 650k SubjectPublicKeylnfo B ¢popmate PEM

-modulus DTa OMNIHUs BBIBOAUT 3HAUEHHE MOMYJs OTKPBITOrO KJroua, comepKalie-
rocsl B cepTUQUKaTe.

-serial BeIBOIUT cepuiHBIE HOMep cepTU(HUKaTa

-subject_hash BriBoguT «x311» 3HaueHusi moJsi subject name cepruduxara. Mcmosb-

gyetcsi B OpenSSL nna cosmaHus ykasartessi, MO3BOJISIIOLIETO HCKAThb
cepTH(UKATHl B KaTaJjore 1o 3HayeHuIo moJs subject name.

-issuer_hash BBEIBOIUT «X31lI» 3HAUEHHUS MOJis issuer name cepTUdHUKaTa.

-ocspid BeiBogut OCSP-upeHTH(pHKaTOp (X3 MMEHH CyObeKTa M OTKPBITOTO
KJroua).

-hash CunoHuM omnuuu -hash nns obecneueHus 0OpPaTHOH COBMECTHMOCTH.

-subject_hash_old BeiBonut “x31m” MMeHH cyObeKTa cepTH(UKaTa, UCIOJb3ysl CTapblid aJj-
FOPUTM, KOTOpbIH npuMeHsiacs B OpenSSL no Bepcun 1.0.0.

-issuer_hash_old BeiBonuT “x31m” MMeHHW u3natesisi cepTU(UKATA, UCMOJb3ysl CTapblid aJji-
TOPUTM, KOTOpbIH npuMeHsiacs B OpenSSL no Bepcun 1.0.0.

-subject BriBonuT 3HadeHue mousist subject name.

-issuer BeIBOonUT 3Ha4yeHMe MoJisl issuer name.

-nameopt option Onuusi ykaseiBaeT, KaK JOJIKHBI BBIBOAMTbCS 3HAUeHHs moJied subject

W issuer. ApryMeHTOM MOXKeT ObITb OJHA ONIMS MJM HECKONbKO, pasje-
JIEHHBIX 3anATBIMH. J[JI yCTAHOBKM HECKOJbKHUX OMLHMH MOMKHO TaKxKe
HECKOJIbKO Pa3 HCIOo/Mb30BaTh CBMTY -nameopt. JlJs mosydeHus momoJ-
HUTEeJIbHOH MH(pOpPMALKMU cM. pasien i/.6.25.3.5:

-email BriBonuT anpec(a) 371€KTPOHHON MOYTHI, €CJH TaKOBblE YKa3aHHI.

-ocsp_uri BeiBoput URI, Ha koTopeiil cienyet otnpasasatb OCSP-3anpocsl mo npo-
BepKe CTaTyca AaHHOro cepTHU(HUKaTa

-startdate BblBonuT naTy Hauasa cpoka elicTBHs cepTh¢uKara notBefore.

-enddate BLIBOIUT naTy OKOHUaHHUsSI CpoKa NelcTBHUs cepThU(HKaTta notAfter.

-dates BeIBOOUT maThl Hayasa U OKOHUAHMS CpPOKa AeHCTBHUs cepTU(HUKATA.

-checkend arg [TpoBepsieT, 3aKOHYHUTCSI /I CPOK NEHCTBHUSI cepTHU(HKATA B TeueHHe KO-

JIMUeCTBA CEKYH/[, ONpefleleHHOro apryMmeHToM arg. Ecau na, BeiBoauT 1,
ecJii HeT, BeIBOOUT O

-fingerprint BeiBonut x31-cymmy DER-3akonupoBaHHOH Bepcuu Bcero cepTudukara
(cM. pasneni’.6.25.5).
-C DTa OIS BHIBOOUT cepTU(HUKAT B BUle (aiia Ha si3bike C.

7.6.25.3.3 Hacmpoiiku dosepus

[loxxanyiicra, yuTuTe, 4TO 3TH OMNLMUHU B HACTOsilee BpeMs SIBJASIOTCS IKCIEPHUMEHTAJbHBIMH U
MOTYT U3MEHHUTbCS.

JloBepeHHBIN cepTU(PHUKAT — 3TO OOBIUHBIM cepTHU(HUKAT, K KOTOPOMY noOaBJieHa HeKOoTopas [0-
MOJNIHUTEbHAs HH(OPMALIKs, TaKas Kak paspelleHHble UM 3alpellleHHble Ha3HayeHUs cepTUu(UKaTa
U €ro «aj1acy.

OOBbIUHO NpU MOATBEPKIEHUHU cepTH(UKATa XOTS Obl OAUH CepTU(HUKAT B LleNOUKe N0JIKEeH ObIThb
«Jl0BepeHHbIM». [lo yMo/uaHHI0 HOBEpeHHbIH cepTU(UKAT A0JKEH XPAaHUTbCS Ha JIOKaJbHOM KOM-

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
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nbloTepe U MPeACTaB/sATh COO0H KOPHEBOH cepTU(HUKAT yAOCTOBepsollero LeHTpa. Jlobas uemnoyka
cepTU(HUKATOB, 3aKaHYUBAIOLIAACA STUM CEPTU(UKATOM, MPU TAKHUX YCJOBUSX TOAWUTCS IS JIFOOBIX

LeJieH.

B Hacrosiiiee BpeMs HAaCTPOHKH HOBEPHS HCIONB3YIOTCS TOJBKO I/ KOPHEBBIX CEPTH(HKATOB
YIOCTOBepsOMX LeHTpoB. OHU MpenocTaBasioT 60jee THOKHH KOHTPOJb Hajl Ha3HAUEHHSIMH KOp-
HEBOT'O CepTH(UKATa yIOCTOBepsIOLIero LeHTpa. Hanpumep, Takol cepTudUKaT MOXKeT ObITbH JOBe-
PEHHBIM Il UCMOJIb30BaHUsI SSL-KaueHTOM, HO He SSL-cepBepoM.

Bynymue Bepcun OpenSSL 6ynyT pacrno3HaBaTb HaCTPOHKU HOBEpPHUS JIIOOBIX CepTU(UKATOB, He
TOJIBKO CepPTH(HUKATOB yIOCTOBEPSIOIIEr0 LEHTPA.

Onuuga

Omnucanue

-trustout

dta onuus 3actaBiaseT yTuauty x009 co3nath noBepeHHBIH cepTH(UKAT
B KadyecTBe BBIXONHBIX NAHHBIX. B KayecTBe BXONHBIX NAHHBIX MOXET
ObITh KaK OOBIYHBIH cepTH(HUKAT, TaK U JOBEPEHHBIH, HO 10 YMOJUAHHIO
BBIXOIHBIMU JI@HHBIMH $IBJIsieTCSl OOBIUHBIH cepTH(HKAT, U BCe HACTPOU-
KW noBepusi otépaceiBaioTcsi. C UCMONb30BaHUEM 3TOH OMIIUM CO3L2eTCs
NoBepeHHbIH cepTudukar. JloBepeHHbIH cepTU(PUKAT CO3/aeTcsl aBTOMa-
THUECKHU, €CJU MOAU(DULHUPYIOTCS KaKhe-TH00 HACTPOHKH JOBEpHS.

-setalias arg

YcranaBauBaeT anuac cepThuHKara. DTO MO3BOJSET CChlIAThCS HA Cep-
TU(UKAT N0 anuacy, HanpuMep, «ceptucukar MBaHosa».

-alias BeiBopuT anuac cepTudukara, ecaud TaKOBOH CYILECTBYeT.
-clrtrust Ouwiraer Bce MO03BOJIEHHBIE HUJIH JIOBEPEeHHble HAa3HaueHHUsl cepTUdUKara.
-clrreject Ouuiaer Bce 3amnpelleHHble WJIH OTBEPrHYThle HAa3HAuUeHHUsl cepTU(HKA-

Ta.

-addtrust arg

Jlo6aBsisieT noBepeHHOe Ha3HayeHHe cepTH(UKaTa. 31eCh MOMKET ObITb
MCIOJIb30BAHO JI0OOe HAaUMeHOBaHHWe 00beKTa, HO B HACToOsillee Bpe-
Ms1 MUCToJib3yeTcsl ToJbKO clientAuth (Mcnonb3oBanue ¢ SSL-kaneHTOM),
serverAuth (ucnosb3oBanue ¢ SSL-cepsepom) u emailProtection (asex-
TpoHHas noyta ¢opmara S/MIME). IIpyrue OpenSSL-npunoxenusi Mo-
TYT OINpeessiTh JOMOJHUTENbHblE Ha3HAUEHHUS.

-addreject arg

JobaBJsieT 3anpeleHHOe Ha3HadyeHHe cepTUdHUKaTa. Onuus NpUHUMAeT
Te 2Ke 3HayeHus1, yTo U onums -addtrust.

-purpose

DTa ONLHUS BbINOJNHSET TECTUPOBAHHE PACIIMPEHHUH CepTU(PHUKATOB U BHI-
BOAUT pe3ynabTathl. /s mosydeHUs AONOJHUTENbHOH HMH(OPMALHUH CM.

7.6.25.3.4 Onyuu noonucanus cepmugukamos

Komanna x509 MoxeT HCMosb30BaThCs AJs MOANMUCAHUS CEPTU(PUKATOB U 3asABOK; TaKUM 00pa-
30M, OHa MOXKET BeCTH ce0s1 KaK «MHUHHU-Y L1».

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-signkey filename DTa Oonuus CO3[aeT CaMOMOANHUCAHHBIH (DA MpU MOMOLIM YKa3aHHOTO
3aKPBITOr0 KJII0Ya.

Ecau BxonHOW (ails siBasieTcss cepTU(UKATOM, OMNLUS YCTAHABJIUBAET
3HaueHMe T0JIsl iSsuer name paBHBIM 3HaueHHIO moJisi subject name (T.e.
JieJlaeT ero CaMOIOANHCAHHBIM), 3aMeHsieT OTKPBITBIN KJI0Y Ha yKa3aH-
HbIH M MeHsleT OaThl Hayajga M KOHLA cpoka paedictBus. [lata Hauasa
IeUCTBUSA YCTaHABJMBAeTCA B TeKyllee BpeMs, a JaTa KOHLA NeHCTBUSA
yCTaHaBJMBAETCs BO BpeMs, ompefiesieHHoe oniueil -days. Bee pacuupe-
HUS cepTU(UKATA COXPAHSIOTCS, eCd He yKasaHa omuus -clrext.

Ecau BxonHo# ¢haiin siBasieTcsi 3asiBKOW Ha cepTHU(UKAT, TO CO3MAeTCs
CaMOIOANUCAHHBIA CepTU(PUKAT, UCNOJb3YIOUHNHA YKa3aHHBIA 3aKPBITHIH
KJIIOU M 3HaueHHe moJis subject name U3 3asBKH.

-passin arg YKasblBaeT, rjie ColepKUTCs MapoJib st Kiawua. JJisi oydeHus 10moJ-
HUTEJbHOH HH(OpMaLUK 1Mo (HopMaTy apryMeHTa arg cM. paspaed 7.4
-clrext Ynansier Bce pacliMpeHHst W3 cepTH(HUKATa. DTa OIMIKs HCIOJb3YeTCs,

KOrja CepTH(HKAT CO3MaeTcsi U3 Npyroro ceptudukaTa (Hampumep, C
nomorblo onuuu -signkey uau -CA). Ecam ata onuus He ykasaHa, Bce
pacIIMpeHns COXPAHSIOTCS.

-keyform form YkasviBaet gopmar (PEM, DER unu ENGINE) ¢aiina 3akpbiToro kito-
Ya, UCMOJb3yeMOro B onuuu -signkey. Ymonuanue — PEM

-days arg YkaseiBaeT cpok aedcTBHs ceptudukara. [To ymomuanuio 30 gHei.

-x509toreq npeBpailaeT cepTudHUKaT B 3asiBKy. Onuus -signkey ucrnosbsyercs aJs
nepenayu TpeGyeMOro 3aKpLITOrO KJUa.

-req [To ymonyaHHI0 B KauecTBe BXONHBIX NAHHBIX OXKHIAeTCsl CepTU(HUKAT.

Ecsnu ykasana naHHasi onuus, BMeCTO CepTH(PHKATa OXKHUIAETCS 3asBKa
Ha CepTU(UKAT.

-set_serial n YKa3bIBaeT UCMOJIb3yeMbli CEPUHHBIA HOMep. DTa OIMIUS MOXKET HCIOJb-
3oBaTbcs ¢ onuusaMu -signkey uan -CA. Ecau ucnosbsyercss BMecTe ¢
onuuert -CA, to Qa#in cepuiiHoro Homepa (OmpefeseHHBIH OMUUAMH -
CAserial unun -CAcreateserial) He ucnosb3yercs.

CepHiiHBIH HOMED MOXKeT OBbITb NeCATUYHBIM HJIH IeCTHAAATePUIHBIM (C
npedukrcoM 0x). YKasblBaTh OTpHIATeNbHbIE CEpUHHbIE HOMEPA MOXKHO,
HO He peKOMeHAyeTcsl.

-CA filename YKa3biBaeT cepTU(HUKAT yAOCTOBEPSIOLIETO UEHTPA, KOTOPbIH CJAeNyeT rc-
M0J1b30BaTh /ISl MOANMCHIBaHUsA. Korna ykaseiBaeTcsi 3Ta OMIUs, KOMaH-
na x509 paboraer kak «MuHH-Y1l». [lpu ykazaHuu 3TOH OnmuuM BXO.-
HOH (paii/1 MOAMUCHIBAETCS HA YKAa3aHHOM cepTH(UKaTe yI0CTOBepsiolle-
TO LIEHTPA, TO €CThb IOJIe iSSuer name BXOAHOTO (haksa ycTaHaBJIUBAETCS
B 3HaueHHe moJjs subject name ykasanHoro ceprudukara YL, ¢popmu-
pyetcss uudpoBasi MOANUCH MMOA BXOAHBIM (DAaHJOM C HCIOJb30BaAaHHEM
3aKPBITOTO KJII0Ua, COOTBETCTBYIOLIETO YKa3aHHOMY cepTudukatry ¥ L1.
dta omnuus, Kak MpaBuJio, yKasblBaeTcsi BMecTe C omniuel -req. bes yka-
3aHUSl OMLMU -req BXOOHBIM (paljoM siBJsieTCs CepTU(PUKAT, KOTOPbIH
HeoOXOIMMO ClleJIaTh CAMOIOATHUCAHHBIM.

-CAform form YkaswiBaet ¢opmat (PEM unu DER) daiina ceprudukara, yKazaHHOTO
B onuuu -CAkey. ¥Ymonmuanue — PEM

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue

-CAkey filename YKasbiBaeT 3aKpbITBIH KJ/IOU, COOTBETCTBYWOLIUH ceptudukary YL, Ha
KOTOPOM CJleflyeT MOANUCHIBATh BXOAHOH cepTUdHUKaT. Ecau aTa onuus He
yKa3aHa, CUMTAETCS, UTO 3aKPBITHIM KJ/0U BKJOYEH B pais cepTUdUKaTa
Y1I.

-CAkeyform form YkasviBaet gopmar (PEM, DER unu ENGINE) ¢aiina 3akpoiToro kito-
ya, ucrnosbsyemoro B onuuu -CAkey. ¥Ymonmuanue — PEM

-CAserial filename YcraHnaBauBaeT, Kakod (ais cepuiiHoro Homepa YLl caenyer ucnosnbso-
BaTh.

Ecnu ykasbiBaercs onuusi -CA npu MOANUCHIBAHWH cepTU(HKATa, OHA
UCIIOJIb3yeT CepUHHBIA HOMep, yKa3aHHBIH B (aiae. TOT (alya COCTOUT
U3 ONHOH CTPOKH, colepxKalleil yeTHoe KOJMYECTBO IlIeCTHaALlaTepHUy-
Hbeix Lu@p. [locne Kaxxaoro npuMeHeHUs 3TOHW ONUMUHU CEPUMHBIA HOMep
YyBEJIHWUYMBAETCS HAa €MHUIly U CHOBA 3aIlIMCBIBAETCS B 3TOT (paudI.
YMosuaTesbHOE 3HaYeHHe UMeHH (hafija COCTOUT U3 UMeHH (pailia cepTH-
¢pukara YL (B3sroro 6e3 pacuiupenus) ¢ paciuupenuem .srl. Hanpumep,
ecad ¢aiin ceprudukara YL HaspiBaeTcs mycacert.pem, oxxuaaeTcs cy-
eCcTBYOIUH (Paka cepuiiHOro Homepa mycacert.srl.

-CAcreateserial [Ipu ykazanuu 3Tod omuuu, ecau paia cepuitHoro HoMmepa YLl He cy-
IIeCTBYeT, OH co3faercs. Paln OyneT comep:kaTb cepuiiHblii Homep 02,
a MOANHUCAHHBIHA cepTU(HUKAT MoNyYUT cepuiiHblil Homep 1. Kak npasuio,
ecnn ykasana onuus -CA u ¢aiiia cepuiiHOro Homepa He CYILECTBYeT,
3TO SIBJISETCS OLIMOKOH.

-extfile filename daiin, comepkalllvil pacliMpeHUs] CepTU(UKATOB, KOTOpbIE CJedyeT HC-
noJb30BaTh. Ec/n He yKasaH, K cepTU(UKATy He N00aBJseTCss HUKAKUX
pacuIupeHuH.

-extensions section pasznes KoH(pHrypauuoHHoro aisna, M3 KoToporo cjenyer H00aBJATb
pacuivpenuss B cepThduKaTbl. Ecan ata onuus He yKasaHa, pacluupe-
HUSI TOJIKHBI JTMOO CONEepKaTbCsi B HEMIOMMEHOBAHHOM (yMOJIYaTeIbHOM )
paszedsie, MO0 yMoJ4YaTe/bHBIH pasfes J0JKeH COLepKaTb NepeMeHHYI0
“extensions”, comep:kalllyl0 HaUMeHOBaHHE COOTBETCTBYIOLLEr0 pasjeJa.
-force_pubkey key [Ipu cospanuu cepTH(dUKaTa MOMECTHTb B HEro OTKPBITHIH KJIOU key
BMeCTO KJ/l04a, B3ITOr0 M3 cepTH(UKaTa WJM 3ampoca Ha cepTU(HUKAT.
DTa ONuMA MoJe3Ha NpPH CO3[aHHH CepTU(HUKATOB, KOrga ajrOpUTM He
MOXKeT MOATUCHIBATEL 3anpockl, Hanpumep, DH. ®@opmar key moxet 6bITh
yKas3aH ¢ mnoMoulpio onuuu -keyform.

7.6.25.3.5 Onuuu umenosanus

KomaHnHO-CTpOUYHBIH CBUTY nameopt onpenessieT, Kak BBIBOAATCH moJsi subject name u issuer
name. Ecau HU ofHOro cBHMTYa nameopt He yKas3aHO, HUCIOJb3YeTCS YMOJUYATeJbHbIH «OAHOCTPOU-
HBIH» (hopMaT, COBMeCTUMBIH ¢ mpenbiayminMu BepcusiMu OpenSSL. Kaxnasi onuus nogpo6HO omnu-
CaHa BHM3Y, Mepel KaxKIOH OMlIMeH MOXKeT CTOSITb «-» IJIsl ee OTKJoueHHUs. Kak mpaBu/io, Ucmosb-
3YIOTCSl TOJIKO TMEpPBbIe YeThIpe.
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Onnug Onucauue

compat Hcnonb3oBath cTapbiii popMat. DTO IKBUBAJEHTHO OTCYTCTBHIO YyKa-
3aHHUSA ONMUMH UMEHOBAHHS.

RFC2253 BeiBoguT MMeHa, coBMecTHMBble ¢ omnpeneseHHbIM B RFC2253 skBu-

BaJleHTOM onuui esc_2253, esc_ctrl, esc_msb, utf8, dump_nostr,
dump_unknown, dump_der, sep_comma_plus, dn_rev u sname.

oneline OnHocTpouHbld (opmaTt, 6osee untabenbHbiid, uem RFC2253. dkBu-
BaJIEHTHO OMNpeesieHHI0 onuui esc_2253, esc_ctrl, esc_msb, utf§,
dump_nostr, dump_der, use_quote, sep_comma_plus_space, space_eq

U sname.

multiline MHorocTpounbiii  opMat. DKBUBAJEHTEH ONpeleeHHI0  ONUHUH
esc_ctrl, esc_msb, sep_multiline, space_eq, Iname u align.

esc_2253 DKpPaHUPOBATDb «CIelnaNbHble» CUMBOJE, Tpebyemble RFC2253 B mo-

Jie, To ecTb ,+<>;. Kpome Toro, # skpaHupyeTcsi B HauaJje CTPOKH, a
npobes — B HayaJjle UK B KOHIE CTPOKH.

esc_ctrl DKpaHUPOBAaTh KOHTPOJbHbIE CHMBOJBI, T.e. cuMBosabl ¢ ASCII-
3HadeHusiMH, MeHblIUMH 0x20 (npobe.), U cumBog ynanenus (0x7f).
OHH 3KpaHUPYIOTCS C UCIOJb30BaHUeM omnpeneseHHol B RFC2253 Ho-
trauund \XX notation (rme XX — nBe mIeCTHaAUATEPUUYHBIX LHU(PBHI,
MpeCTaBJSIONIMEe 3HAUEHHe CUMBOJIA).

esc_msb DKpaHUPOBATh CHMBOJIBI C HeHYJeBbIM crapmiuM (most significant)
outoM, To ecTb cuMBOJbI, ASCII-3HaueHus1 KOTOpBEIX MpeBocxoadT 127.
ATy ONUUI0 HEe PeKOMeHIyeTCsl UCMO0/b30BaTh MpU paboTe ¢ cepTURHU-
KaTaMH, CONIEePKAILUMU KUPUJIIUILY

use_quote DKpaHHUPYeT HEKOTOpble CHMBOJIBI, OKPYKasl BCIO CTPOKY CHMBOJIOB
CUMBOJIaMU 0€3 yKa3aHHsi 3TOH OIMIUK BCe SKPAaHUPOBAHUE BBIMOJIHS-
eTCsl ¢ TIOMOIIBI0 CHMBOJIA \.

utf8 ChHauana mnepeBectd Bce ctpoku B UTF-dpopmar. dto tpebyercs B
RFC2253. Ecau Bam mnoBe3so u y Bac ectb UTF-8-coBmecTumblii
TepMHHaJ, TO HCMOJb30BaHHEe 3TOH OMiHH (6e3 ycTaHOBKH esc_msb)
MOKET TIPUBECTH K KOPPEKTHOMY BbIBOLY MHOTOOAHTHBIX (MeXAyHa-
POIHBIX) CHMBOJIOB. Ec/iM 3Ta onuus He MPUCYTCTBYeT, MHOTOOAUT-
Hble CUMBOJIBI, peBocxoasiiue OxIf, 6ynyT npencrasiaeHs B ¢popmare
\UXXXX nns mwectHaauaTuOUTHBIX U \WXXXXXXXX nss Tpum-
LaTUABYXOUTHBIX. KpoMe Toro, ecju 3Ta onuusi OTKJKOUYeHa, JoOble
UTF-8-cTpoku cHauana 6yayT nepeBeleHbl B CBOIO CUMBOJIbHYIO (Op-

MYy.

ignore_type dta onuus BOOOlle He MbITaeTCsl WHTEPNPETUPOBATb MHOTOOANWTHBIE
cuMBoJibl. MIX comepiKaTesibHble OKTETBI MPOCTO AAMIUPYIOTCH Tak,
KaK ecyid Obl OIMH OKTET COfep:KaJs ONWUH CHUMBOJ. DTO IMOJE3HO AJS
IUAaTHOCTHYECKUX Liesiel, HO TNpHUBeleT K BeCbMa CTPAHHO BBIMVISAS-
ILIUM BBIXOIHBIM JaHHBIM.

show_type [TokasbiBaeT Tun cumBoJbHOU cTpokn ASN.1. Tum ykaswiBaeTcs 0
conepxkanus noasi. Hanpumep, "BMPSTRING: Hello World”.
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Onnug Onucauue

dump_der Korzma sra onuus ycraHoBJeHa, Ji00ble MOJs, KOTOPble HYXKAAIOTCS B
IIeCTHAALATePUYHOM JaMIUPOBAHHH, OYAYT AaMIHPOBAHBl C UCIIOJb-
3oBanueM DER-komupoBku. Ecau onuusa He ycTaHoBJieHa, OyayT Bbl-
BelleHbl TOJIbKO OKTeTbl comep:kaHus. O6e OMNLHH HCIOJb3YIOT OIH-
canublil B RFC2253 dopmar #XXXX...

dump_nostr JlamMnupoBaTh THIIBI HECHMBOJbHBIX CcTpok (Hampumep, OCTET
STRING). Ecau 3Ta onuusi He yKas3aHa, THIbl HECUMBOJBHBEIX CTPOK
OYZLyT BBIBOOUTHCS TaK, KaK OYATO KaxKIbIH OKTET COepKAHHS Tpe-
CTaBJ/IsieT OJUH CHMBOJI.

dump_all JlamniupoBath Bce moJisi. DTa ONUMS TPU HCIOAb30BaHUK ¢ dump_der
M03BOJISIeT OJHO3HAUYHO onpeneuTb DER-konupoBaHue cTpyKTyphl.
dump_unknown Hamnuposars Bce noJsi, ubk OID He pacnosnatores OpenSSL.
sep_comma_plus, OTH ONLMHU ONpelesstoT paszieautend nojed. [lepsblii cumBoa - pas-
sep_comma_plus_space, | neautenb mas RDN u Bropoit — ngs mHorokpatHeix AVA (MHoro-
sep_semi_plus_space, KpatHele AVA BcTpeuaroTcss OueHb PelKO, M MX HCIIOJNb30BaHHE He
sep_multiline pekomenayetcst). Onuuu, 3aKaHYUBAIOIIHECS Ha CJIOBO space, HOMOJ-

HHUTEJIbHO MOMeLIAloT NpodeJ Mmoc/e pasfenuTens /s Jydlled ynTa-
6eapHocTH. Onuus sep_multiline ucnonbayer cumBon LF nns pasne-
autesass RDN u okpyxeHHBIA npobenaMu + B KauyecTBe pa3fesuTelis
AVA. Kpowme Toro, oHa 00yc/IOBIMBa€eT MOMeIlleHHe B HadaJjle KaKI0ro
MoJist OTCTYIA B UETbIpe CHMBOJIA.

dn_rev Mamenuts nopsinok mnoseid B DN Ha mpoTHBOMOJOXKHBIHA. DTO Tpebo-
Banre RFC2253. B kauecTBe pomosiHHTEbHOTO 3(h(eKTa 3Ta ONLHUs
Take ofpallaeT MOpsiioK MHOTOKPaTHbIX AVA, HO 3TO MO3BOJIUTE/b-

HO.
nofname, sname, | DTH ONUMUM BJUSAIOT Ha (opmaT BbIBOAA Ha3BaHus moJssd. Onuus
Iname, oid nofname BooOIlle He BBIBOAUT COOTBETCTBYMOLIee noje. Onuus sname

HCHosib3yeT (opMy «KOpPOTKOro HMeHH» (Hampumep, CN Bmecto
commonName). Onuus Iname Hcmosb3yeT MOJHOE HaMMEHOBaHHE.
Onuwusa oid npencrasasier OID B uncaeHHOH ¢opMe W mMoJe3HA AN
IUATHOCTUYECKUX LleJieH.

align BrlpaBHHBaeT 3HaueHMs noJed 15 6oJee untabesnbHOro BeiBoaa. Mo-
’KeT HCIO0Jb30BaThbCs TOJMBKO BMecTe ¢ onuuel sep_multiline.
space_eq Oxpy2xaetT npo6esaMy CUMBOJ «=», CJEAYIOIIHUH 32 UMEHeM I0JIS.

7.6.25.3.6 Texcmosoie onyuu
Mo2xHO perysupoBaTth He TOJIbKO (hopMaT BbIBOAA UMeH, HO M HAabOp BBIBOAMMBIX MOJIEH, UCIIONb3YS
onuuu certopt, ecan npucytctByeT onuus text. [lo ymosmuaHuio BEIBOAATCS BCe MOJS.

Onuus Omnmucanue

compatible Wcnonb3oBath crapeiii popMat. TO IKBUBAJEHTHO OTCYTCTBHIO yKasa-
HUS OMNLUH BBIBOAA.

no_header He BbiBomuTh HMH(pOpMaLHIO 0 3arosoBkax, T.e. o ctpokax Certificate u
Data.

no_version He BBIBOAHMTH HOMep BepCHH

no_serial He BbIBONWTH CepuiHBIH HOMED
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Onnug Onucauue

no_signame He BbIBOOMTDH HCIOJb3yeMBIH aJrOPUTM MOATHCH

no_validity He BbIBoguTbh CpoK neiicTBus, T.e. noJs notBefore u notAfter.

no_subject He BbiBopuTh moJsie subject name.

no_issuer He BeiBOnMTH Mosie issuer name.

no_pubkey He BBIBOAHTH OTKPBITHIN KJIOY.

no_sigdump He BbIBOAWTH lIeCTHAALATEPHUUHBIH AaMIl MOANKCH IO CEPTH(HUKATOM.

no_aux He BbIBOAUTH HAaCTPOWKHM f0BepUs cepTU(HUKATA.

no_extensions He BoiBonuTh paciinpenus Bepcuu 3 ¢opmata X509.

ext_default CoxpaHHTb yMoJuaTesbHOE TOBeJeHHe pacLIMpeHHH; MOMbITaThCsl BbiBe-
CTH HeINMoAJep>KUBaeMble paclIMpeHUsl cepTU(HUKATOB.

ext_error BriBecTH coobluieHre 00 olMOKe AJis1 HENOAAEP:KUBAaeMblX paclUMpeHUH
CepTU(PUKATOB.

ext_parse BoiBecTr Henonnep:kuBaemble paciirpenusi B Buge ASN.1-cTpyKTypsl.

ext_dump BbiBecTH 1IecTHanllaTePUUHBIH AaMI HEMOAAEPKHBAaeMbIX PaCIIHpPEHHH.

ca_default 3HaueHUe, HCMOJb3yeMOe KOMaHIOH Cca, 3KBHUBAJEeHTHO Habopy oI-
nui no_issuer, no_pubkey, no_header, no_version, no_sigdump #u
no_signame.

7.6.25.4 Ilpumepsl

BriBecTH conep:xaHue cepTU(UKaTa Ha 3KPaH:

openssl x509 -in cert.pem -noout -text
BriBecTH cepuiiHbIE HOMep cepTU(UKAaTA:

openssl x509 -in cert.pem -noout -serial
BriBecTu mose subject name ceprudukara:

openssl x509 -in cert.pem -noout -subject
BriBecTu mose subject name ceprudukara B RFC2253-popmare:

openssl x509 -in cert.pem -noout -subject -nameopt RFC2253
BriBecTu mosie subject name ceprudukarta B 0OIHOCTPOUHOM (hopMaTe Ha TepMHHaJe, MOAAePXKH-

paroem UTF-8:

openssl x509 -in cert.pem -noout -subject -nameopt oneline,-esc_msb
BeiBect MD5-oTneyaTok cepTudHKaTa:

openssl x509 -in cert.pem -noout -fingerprint

BoiBectn SHAl-oTneuatok ceprudukara:
openssl x509 -shal -in cert.pem -noout -fingerprint
[TepeBectu ceptuduxar us PEM-dpopmara 8 DER-dopmart:

openssl x509 -in cert.pem -inform PEM -out cert.der -outform DER

[lonyuuts 13 cepTudurkara 3asBKy:
openssl x509 -x509toreq -in cert.pem -out req.pem -signkey key.pem
[IpeBpaTuTh 3aBKY Ha cepTU(PUKAT B CAMOMOANMUCAHHBIH CepTU(MHUKAT, UCMOJb3Ys PaCIIUPEHUSsT

nJs cepruduxara YLI:

openssl x509 -req -in careq.pem -extfile openssl.cnf -extensions

v3_ca -signkey key.pem -out cacert.pem
[lonnucarb 3asiBKy Ha cepTU(PUKAT, UCMOJb3Yys cepTudukat YL U3 npeabiayliero npuMepa, u
N00aBUTb PACUIMPEHHUS MOJIb30BATENbCKOTO CEePTU(UKATA:
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openssl x509 -reqg -in reqg.pem -extfile openssl.cnf -extensions
v3_usr -CA cacert.pem -CAkey key.pem -CAcreateserial

YcTaHOBUTH A/ cepTHU(HUKATA J0BEpHe MJs1 UCMONb30BaHUS ¢ SSL-KJIHEHTOM U yCTaHOBUTD IJIs1
Hero anuac Steve’s Class 1 CA:

openssl x509 -in cert.pem -addtrust clientAuth -setalias "Steve'’s
Class 1 CAout trust.pem

7.6.25.5 [Ilpumeuanus
PEM-dopmat ucnosb3yeT caenyoLIUA BUL OrpaHUUYUTEEH:

[lepeBon B dopmar UTF-8, ncnosnb3yemblil ¢ onuusgMM MMEHOBaHUS, MpearoJaraer, 4yTo B Ie-
pemeHHbIX THna T61Strings ucnosnbsyercss komupoBka ISO8859-1. dto He Tak, HO Tak padoTaloT
Netscape u Microsoft IE, a Takke MHOXecTBO cepTuduKaToB. [Io3TOMy XOTS 3TO MpeanoJioKeHHe
1 HEKOPPEKTHO, ero MCIO0Jb30BaHHEe MO3BOJISIET KOPPEKTHO BbIBECTH OOJBIIMHCTBO CEPTU(PHUKATOB.

Onuus -fingerprint BeiBogut x31-cymmy DER-3akonnpoBaHHoro ceptudrkata. Jta X3-CyMMa
0OBIUHO Ha3blBaeTCsl «OTIEYaTKOM MNaJjblia». BejencTBue MpUpoAbl X3LI-CYMM «OTIEYaTOK NaJjblia»
YHHKaseH 15 KaXAOro cepTH(HKATa, U ABa CepTHU(UKATA C OTHUM U TaM XKe «OTIeuaTKOM» MOTYT
CUMTATbCSl OfHHUM U TeM XKe CepTH(HUKATOM.

Netscape ncnosbsyer aaroputm xsmupoBanuss MD5, a Microsoft IE ncnonbsyer SHAL.

Onuusa -email mpocmatpuBaer nose subject name u pacuupenue subject alternative name. Bei-
BOJSITCS TOJIBKO YHHUKAJIbHbIE TIOUTOBbIE a/ipeca: ONLHKS He BBIBOIUT OIWH M TOT 2Ke MOYTOBBIH amgpec
IBaKIbI.

7.6.25.6 Pacumupenus cepTuukatos

Onuusa -purpose npoBepsieT pacLIMpPeHUs] CepTU(HUKATOB U OMNpefessieT, AJs 4ero cepTHU(UKAT
MOXKeT OBITb HCIOJb30BaH. BbIMO/HsSAEeMble NMPOBEPKHU AOBOJBHO CJOXKHBI M BKJKOUAIOT pa3inyHble
crocoObl 00pallleHHs] ¢ HEKOPPEKTHBIMU cepTU(HUKATaAMHU U NIPOrpaMMaMHu.

Tor ke Kom HCMOJb3yeTCsl MPH TPOBEPKe HENOBEPEHHBIX CEPTU(HUKATOB B LEMNOUKaX, MOITOMY
3TOT pasfes MoJe3eH B TOM CJjyuyae, ec/M LeNouyka NPU3HAHA HEKOPPEKTHOH NPHU HCIHOJb30BAaHUU
KOMaH[bl -verify.

@nar pacuupenus basicConstraints cepTudukarta ynoctoBepsoliero HeHTpa UCIoab3yeTcs AJs
OTpefiesIeHUs] TOr0, MOXKET JIM CepTU(PUKAT UCIONb30BAThCS KaK CepTU(UKAT YIOCTOBEPSIOIIETO LI€H-
tpa. Ecin ycraHoBsieH (siar cepTrrKaTa yooCTOBepsIIOLIEro LeHTpa true, To 3To ceptudukar YL,
ecau atotT ¢aar false, To 310 He ceprudukar Y. Bee ceprudukars Y1 no/xHB UMeTb 3HaUeHHE
atoro ¢uJara true.

Ecnu ceptudukar siBasiercsi cepTtudukatoM Bepcud V1 (TO ecTb He MMeeT pacIlMPeHHH) U OH
caMoOIMoI1CcaH, oH cuuTaercs ceptuduxatrom Y1I, HO BeIBOOUTCSA NpenynpexaeHde 00 3TOM. IDTO
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crioco6 o6xona npobJeMbl ¢ KOPHEBBIMU cepTU(HUKaTaMu Verisign, KoTopble SIBJSIOTCS CaMOIOAIH-
CaHHBIMU cepTU(HUKaTaMH Bepcuu V1.
Ecnn npucyrctByer pacuupenue keyUsage, Ha BO3MOKHble Ha3HaueHHs CepTH(HUKATa HaKJa-
IBIBAIOTCS JOMOJIHUTEbHble orpaHudyeHus. Ceprudukar YL no/keH MMeTb yCTaHOBJIEHHBIE OUT
keyCertSign, ecqiu B HeM MPHUCYTCTBYET AaHHOE paclIMpeHHe.
Pacuiupenne extended key usage HaksnanbiBaeT naspHedlIde OrpaHHYeHHs HA BO3MOXHBIE Ha-

3HaUeHHUS CEepPTU(PHUKATOB.

Ecau 3T0 paciinpeHue npucyTCTBYeT (KPUTHUHOE WUJIH HET), KJI0U MOXKET

MCII0JIb30BATHCS TOJBKO JJIS YKA3aHHBIX Ha3HAUEHUH.
Huxke npuBopuTcsl NOJHOE ONHCaHUe KaxKIOH NpoBepku. [IpuBeneHHble Bblllle KOMMEHTapUU O
basicConstraints, keyUsage u ceprudukatoB Bepcur | npuMeHUMbl KO BCeM CepTH(UKATaM yAOCTO-

BepAKIIHNX HEeHTPOB.

Hasnauenue

TpebGoBaHus

SSL Client

Pacminpenne extended key usage mo/KHO OTCYTCTBOBAaTb HJIHM BKJIOYATh
OID web client authentication. Pacimupenue keyUsage mosxHO oTCyT-
CTBOBAaTh WJM UMeTb ycTaHOBJeHHBbIH OuT digitalSignature. Tun cepru-
¢ukata Netscape noskeH OTCYTCTBOBAaTb HJIM HMETh YCTaHOBJIEHHBIH
out SSL client.

SSL Client CA

Pacmiupenue extended key usage mo/kKHO OTCyTCTBOBATh MJIM BKJHOUYATh
OID web client authentication. Tun ceprudukara Netscape nomxeH ot-
CYTCTBOBATb MJIM UMeThb ycTaHoBAeHHbIH 6UT SSL CA, 310 ncnosbayercs
nJist 00Xoa CUTYallMH, ecJid OTCYTCTBYeT paciuupenue basicConstraints.

SSL Server

Pacmnpenne extended key usage mo/KHO OTCYTCTBOBAaTb WMJIHM BKJIIO-
gatb OID web server authentication u/uau ogun us SGC OID. Pac-
mupenre keyUsage M0/IKHO OTCYTCTBOBATh HJIM MMETh YCTAHOBJEHHBIH
out digitalSignature unn keyEncipherment (unum o6a). Tun ceprudu-
kata Netscape mo/KeH OTCYyTCTBOBATb WJIM UMETb YCTAHOBJIEHHBIH OUT
SSL server.

SSL Server CA

Pacmupenne extended key usage mo/KHO OTCYTCTBOBAaTb HJIHM BKJIOYaThb
OID web server authentication u/uan onun 3 SGC OID. Tun ceprudu-
kata Netscape H0J/KeH OTCYTCTBOBaTb HUJIM MMETb yCTAHOBJIEHHBIH OUT
SSL CA, 3710 ucnosbsyetcss Ajsi 06Xona CHUTYyalluH, €CJH OTCYTCTBYET
pacmnpenune basicConstraints.

Netscape SSL Server

Yrobel Netscape SSL-knueHT Mor coennHuTbest ¢ SSL-cepBepom, cepTu-
(uKaT n0MKeH UMeTb ycTaHoBJeHHbIH OUT keyEncipherment ecau npu-
cyTcTByeT pacwupenre keyUsage. DTo He Bcerga KOpPpPeKTHO, MOTOMY
4YTO HEKOTOpble KPUITOHAOOPBl MCMOJNB3YIOT 3TOT KJIOU AJS CO3MaHHUS
uudpoBoil noanucu. Bee ocranbHOe Tak ke, KaK Ajas oO6biuHOro SSL-
cepBepa.

Common S/MIME
Client Tests

Pacmiupenne extended key usage MO/KHO OTCYTCTBOBAaTb HJIHM BKJOYaThb
OID email protection. Tun ceprudurkara Netscape mosxeH oTCyTCTBO-
BaTh WUJM UMeTb ycTaHoBJeHHbIH 6UuT S/MIME. Ecnu 6ur S/MIME He
yCcTaHOBJIeH B Tulle cepTUduKkaTta Netscape, B KauecTBe aJjibTe€pPHATHBHI
JOTyCTUM ycTaHOBJeHHBIH 6uT SSL client, Ho BbIBomUTCS mpemynpexe-
HHe; 3TO CBS3aHO C TeM, YTO HeKOoTopble cepTUdHKaThl Verisign He ycTa-
HaBsauBaioT o0uTr S/MIME.
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Ha3naueHue TpeGoBaHus

S/MIME Signing B nonosnHenne k ob6eruHbiM npoBepkaMm s S/MIME-kaueHnTta nosxeH
ObITb ycTaHoBJeH OUT digitalSignature, ecsiu nmpucyTcTByeT paciuupeHue
keyUsage.

S/MIME Encryption | B nonosHeHne K o6bluHbIM TpoBepkaMm aast S/MIME-kaueHTa no/keH
ObITh ycTaHOBJeH OUT keyEncipherment, ecsu mpucyTcTByeT paciiupe-
aue keyUsage.

S/MIME CA Pacmupenne extended key usage mo/KHO OTCYTCTBOBAaTb HJIHM BKJIOYAThb
OID email protection. Tun cepruduxara Netscape mosxeH oTCyTCTBO-
BaThb WJK MMeTb ycTaHoBjJeHHBIH 6UuT S/MIME CA, 310 ncnosb3yercs
nJist 00Xola CUTYallMH, eCid OTCYTCTBYeT paciuupenue basicConstraints.

CRL Signing Pacuupenne keyUsage no/KHO OTCYTCTBOBaTh MM UMETh YCTaHOBJIEH-
Heiid 6utT CRL signing.
CRL Signing CA [TpoBonsiTcs 0OBIUHBIE MPOBEPKU CepTHU(HUKATA YAOCTOBEPSIOLLErO LieH-

Tpa. Ho B 3TOoM ciyyae [O/MKHO TPUCYTCTBOBATh paCIIHPEHHE
basicConstraints.
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W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
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