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1 HasHauenue

«Marllpo Kpunrollaker» 4.0 B ucnonnennu «OpenVPN-I'OCT»— nosHoleHHasi BUpPTyaJbHast
yactHas cetb (VPN) Ha ocHoBe TLS, KoTOopasi peanusyer pacilivpeHHe ceTeBoi 6e30MaCHOCTH CJIOS
OSI 2 unu 3 ¢ ucrmosb30BaHKWEM TMPOMBIIIJIEHHOTO CTaHaaprta — npotokona TLS, mommepxusa-
eT rubKHe CrocoObl KPUNTOrpauyeckod ayTeHTH(UKAUK yUYACTHUKOB APYT APYTOM U TO3BOJSIET
MCIO0J/1b30BATh M0J1b30BATENbCKHE MJIH TPYMIOBbIE MOJUTHKHA KOHTPOJS AOCTYIA C HCIOJb30BaHUEM
TPaBUJI MEXKCETEBOTO IKpaHa, npruMeHuMble K BuptyasbHoMy uHTepdelicy VPN. «OpenVPN-I'OCT»
He SIBJISIeTCS] CEeTEBbIM MPOKCU-CePBEPOM U He paboTaeT uepe3 BeG-Opaysep.

«OpenVPN-T'OCT» npensiaraer mMaciiTabupyeMblii peXKUM KJHUEHT/cepBep, MO3BOJISET HECKOJIb-
KUM KJHEeHTaM MOAKJ/I0YaTbCs K ofHOMY U ToMy ke cepBepHOMy npolieccy «OpenVPN-I'OCT» uepes
onuH TCP-noprt.

«OpenVPN-T'OCT» — ato coctaBHast yactb CK3U «Marllpo Kpunrollaker» 4.0, a umMeHHO uc-
nosHeHue 7 (cootBercTByeT Kiaccy KC1) u ucnosnHenue 8 (coorBerctByet Kaaccy KC2) ykazaHHOTO
CK3H.

«OpenVPN-T'OCT» aBasiercss pyHKUHOHANBHO 3aKOHYEHHBIM U3JeHEM.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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2 YcnoBus paboThl IPOrpaMMbl

«Marllpo Kpunrollaker> 4.0 B ncnonnenuu «OpenVPN-I'OCT» npennasHaueH njsi paGoTsl B
CJeNYIOIIUX ONEePallMOHHBIX CHCTEMAaX:
Windows 8.1/10;
Windows Server 2012/2016/2019;
Debian GNU/Linux 9(stretch)/10(buster)/11(bullseye);
Ubuntu 14.04, 16.04, 18.04, 20.04;
Linux Mint 19.x, 20.x, Linux Mint Debian Edition 4;
RedHat Enterprise Linux 7, 8;
CentOS 7, 8;
SUSE Linux 12, 15;
OpenSUSE 15.1, 15.2;
EMIAS OS 1.0, 2.0;
IucTpubyTuBn AneT Ha 6aze mmardopm 8 u 9, Bkrimouass AnbT CepBep,
AnpT Pabouasi craHuudA, AnbT Pabouasa craHuus K,
AneT ObpazoBanue, AnbT 8 CI, Sipmly Linux;
MCBCdpepa Ceprep 7.3, MCBCdepa APM 7.3;
T'ocnmuuykc IC6;
PEJ OC 7.2, 7.3;
Rosa Enterprise Desktop (RED) X4;
Rosa Enterprise Linux Server (RELS) 7.3;
Rosa Enterprise Linux Desktop (RELD) 7.3;
POCA KOBAIJIBT;
Astra Linux Special Edition Cmomnenck 1.6 aka wucm.l, 1.7;
Astra Linux Special Edition HoBopoccuuck;
Astra Linux Common Edition 2.12;
Numa Edge 1.0;
FreeBSD 12.x, 13.x;
MacOS 10.15, 11;
Sun Solaris 10, 11;
OpenWRT 19.07, 21.02.
L1 XpaHeHUs1 3aKPBIThl KJOYeH MOTY HUCMO0Jb30BaThCS
— (paisioBasi cHCTeMa KOMIIbIOTEPA;
— Jr060i annapaTHbIN KJ0UeBOH HocHuTel b, npenoctapisioinil nHTepdeiic PKCS#11 («PyToken
AII», «JaCarta» u um nogoOHbIE);
— ycTpoicTBO «PyTOoKeH» ¢ XpaHeHHeM KJjioued B (pallloBOH CHCTeMe TOKeHa;
— ycTpoicBo «Bbiora.
B 6ynyuieM moxeT ObITb 100aBJeHa MOAAEpPXKKA U APYTUX YCTPOUCTB.
N3-3a omnbkH B CUCTEMHBIX OUOJUOTEKaX BO3MOXKHbBI MpoOJeMbl MpU paboTe ¢ KJa4YaM{h Ha
anmnapaTHbIX TOKeHax B omepanuoHHbix cuctemMax SUSE Linux, ROSA RED u Agbr.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3 Ilepeuenb pyHKUMH

«Marllpo Kpuntollaker» 4.0 B ucnosnnennn «OpenVPN-I'OCT» peanusyer BUPTYasbHYIO UacT-
Hyto cetb (VPN) ¢ mudppoBaHHeM ¥ UMHUTO3ALIUTOH NAHHBIX, TlepeaBaeMbIX MO CETH, B COOTBET-
cteun ¢ TOCT P 34.12-2015, TOCT P 34.13-2015 u TOCT 28147-89 (To/1bKO AJ151 B3aUMOAEHCTBHS

¢ [10, ne nopnepxusatomum [OCT P 34.12-2015).

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA




KpUnTO CENY.00009-05 32 09 10

4 OO6ecneyeHue UH(pOPMaILIMOHHOH 0e30MacHOCTH pu
ncnonb3zoBanuu «Marllpo Kpunrollaker» 4.0

Hanexxnas kpunrorpaduueckas sallldta JaHHbIX Npu ucnosnb3oBaHuu «Marllpo Kpunrollakers»
4.0 obecrneuynBaeTcsi TOJbKO B TOM cJjydae, ecan akcmayartauus «Marllpo Kpunrollaker» 4.0 ocy-

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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5 YcraHoBka

Hcnonusemele paiasl «OpenVPN-I'OCT» cienyer ycTaHOBUTbh M Ha KJIHEHTCKOH, U Ha CepBep-
HOM MallMHaX, MOTOMY UTO OJHM M Te e HCIOoJHsSeMble (hal/bl NPeNOCTaB/SIOT U KJIUEHTCKHe, U
cepBepHble (PYHKIIMH.

5.1 ¥YcranoBka B Linux

YcranoBka «OpenVPN-TOCT» B OC guHykc BoimosHsiercss u3  deb- uam rpm-nakera
openvpn-gost, cnelu(@UYHOro /5 UCMOJAb3yeMoH BaMU Bepcuu Linux.

[TaketT openvpn-gost uMeer psj 3aBUCUMOCTeH, CaMOH BaXKHOW U3 HUX SIBJISIETCSl 3aBUCUMOCTD
oT naketa openssl-r, coxepxatlero 6asossle koMmnoHeHTsl CK3M «Marllpo Kpunrollaker», atoT
MaKeT TakKe BXOAUT B KOMIJIEKT MOCTABKH.

OcTtasibHble MaKeTbl, OT KOTOPBIX 3aBHUCUT openvpn-gost, He0OXOOUMO YCTAHOBHUTBH W3 LITATHOTO
pernosuTopus Ballero AUCTpubyTUBa Linux.

5.2 VYcraunoBka B FreeBSD wu Solaris

YcranoBka «OpenVPN-IT'OCT» Ha 3Tu onepallMOHHbBIe CHCTEMbI OCYIECTBJSETCS MyTeM Pa3Bo-
pauMBaHuUs JlepeBa yCTAaHOBKM M3 tar-apXuBoB.

5.3 V¥YcranoBka B macOS

YcranoBka «OpenVPN-I'OCT» nHa macOS ocymiectBaseTcs u3 MakeToB openvpn_gost u
openssl_r ¢ momolbio cucTeMHOM yTUANTH installer.

5.4 YcranoBka B Windows

YeranoBka «OpenVPN-I'OCT» B OC Windows ocyiiecTBasieTcss myTéM 3amycka yCTaHOBOYHOH
MPOTPaMMBI.

«OpenVPN-T'OCT» nomxeH ObITb YCTAHOBJIEH M 3aMyIlleH MOJb30BaTeJeM, HMEIOIUM aIMHUHH-
CTpaTHUBHBIE TIPUBUJIETHH, OJHAKO TIOCJE 3aMycKa JaKe He MMeEIOLHe MpaB aiMUHUCTPATOpa MOJIb-
30BaTeJid CMOTYT UMeTh nocTyn K VPN.

5.4.1 ¥YcraHOBKa [1J/1d 3amycKa MOJb30BaTe/IIMU, He UMEIOLUIMMH aIMUHUCTPATHBHBIX TPaB

B ycranoBounbli naker «OpenVPN-I'OCT» BkitoyeHa He6GoJbliasi cepBUCHAas 000J104YKa.
DTOT cepBUC MPOCTO 3aNycKaeT BCe KOH(HUIypalMOHHBIE (aiJbl, KOTOpble HaXOAWUT B KaraJjore
OpenVPN\config. Ecau Bbl xoTHTe, uT0o6BI Ball TyHHeab «OpenVPN-IOCT» pa6otan Bcerna, BHe
3aBUCHUMOCTH OT TOT'O, BOLIJIM Bbl B CHCTEMY HJIM HET, BBl MOXKETE MPOCTO CKOH(UTYPUPOBATH CEPBHUC
«OpenVPN-TI'OCT» aBTOoMaTnyecku 3amyckatbesi npu 3amycke Windows. Ho moxer 6biTh, yno6Hee
3aMyCcKaTh W BBIKJIIOUATh TYHHEJb M0 XKeJaHHI0, YTO MOXKHO [e/1aTh, 3aMycKasi U BBIKJI0Yasi CEPBHC.

KpymnHbI#i HefocTaToK 3TOro crnoco6a 3ak/aovaeTcss B TOM, YTO HeT BO3MOXKHOCTH TPeIOCTaBUTh
cayxbe «OpenVPN-TOCT» naposb, KOTOpbI# Oblal MpHMeHeH /s 3alld(POBaHUS Ballero 3aKphbl-
TOTO KJIoua. DTO 3HAYMT, UTO BbI JOJ/KHBI UCIIOJNB30BATh HE3aIIHU(POBAHHBIA 3aKPBITBIH KJIIOU.

Kak mpaBusio, 3amyck W OCTaHOBKA cepBrca TPeOyIOT TMpaB aJAMHUHHUCTPATOpPa, HO BBl MOXKETe
naTb OOBIYHOMY T0JIb30BATEJII0 MPABO KOHTPOJHUPOBATh WHAMBIWYaJbHBIH CEPBUC. DTO NeNaeTcs C
MOMOIIBIO YTHJANUTH subinacl.exe, BkaoyeHHo# B Windows Resource Kit.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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YUrobbl MpenocTaBUTh ToJb30BaTeNt0 John nmpaBo 3amyckaTb W BbIKJHOYaTh cepBuc «OpenVPN-
[OCT», Bo#inuTe B cucTeMy C MpaBaMH aJAMHHUCTPATOPA U BBHIIIOJHUTE CJAEIYIOLLYI0 KOMAHAY:

subinacl /SERVICE "OpenVPNService" /GRANT=john=TO

5.4.2 Kourposnp Han cepsucom «OpenVPN-I'OCT» us rpaduyeckoro unrepgeiica «OpenVPN-
[OCT»

YMosuatesnbHas ycTaHoBka rpaguueckoro nHtepdeiica «OpenVPN-I'OCT» He naer BaM BO3-
MOKHOCTH KOHTpoJsupoBaTh cepuc «OpenVPN-I'OCT». CyuiectBytloT aBa crnoco6a 3TO clefaTh.
Ecau BBl paboTaeTe Kak aAMHUHUCTPATOP, U MPOCTO XOTUTE YyAOOHBIH CIIOCOO KOHTPOJNUPOBATH Cep-
Buc «OpenVPN-T'OCT», BBl MoxeTe nesiaTb 3TO uepe3 CKPbIToe MeHI. s 3TOro HeoOXOAMMO
YCTQHOBUTH CJleAylolllee 3HaUeHHe perucrpa B l:

HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN-GOST GUI\allow_service

CyliecTByeT crelianbHbld pexKUM « ToJIbKO cepBHC», MOAXOASIIMN AJs M0Jb30BaTeel, pabora-
PoLMX 0e3 MpaB aiMUHUCTPATOpPa. DTOT PeXUM MeHsieT noBefeHue nedcTBUi Connect u Disconnect
TaKUM 06pa3oM, UTO OHH 3amyckaroT U octaHaBauBaioT cepauc «OpenVPN-I'OCT» BmecTo npsimoro
3amycka openvpn.exe, Kak o6biuHO. OH Takke mpsiueT MeHI0 «HacTpoiika mpokcu», MOCKONbKY OHO
He BJMsSeT Ha cepBUC. UTOOBI 3alyCTUTb 3TOT PeXKHUM, YCTAHOBUTE CJeNYIOlllee 3HaYeHHe PerucTpa
B 1:

HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN-GOST GUI\service_only

Take moOMHHUTe, 4YTO OOBIUHBIH MOJb30BaTelb He MMeeT MpaB 3alucH B  KaTaJjor
OpenVPN\config, nostomy oH He CMOXKeT pelaKTHPOBaTb KOH(pHUrypauuoHHbE (ain «OpenVPN-
[OCT» unu MeHsITb CBOM NapoJib, €CJM Bbl He NaJUTe €My IIpaBa Ha 3alucb B 3T (aibl. UToObI
CTIpSITaTh 3TH MYHKTHl MEHIO, YCTAHOBUTE CJeAyIolire 3HaueHus peructpa B O:

HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN-GOST GUI\allow_edit

HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN-GOST GUI\allow_password

5.4.3 Windows «Run as»

B Windows cyiecTByeT BO3MOXKHOCTb 3aMYCTUTh MPHUJIOKEHHE OT JIMLA APYTOro roJib3oBaTeds,
HeKeJlM BOLIeAIUH B cucTeMy. JIydlini cnoco6 MCIonb30BaTh 3Ty BO3MOXKHOCTb B JIaHHOM CJydae
— 3anyctuB rpaduueckuil uarepdeiic «OpenVPN-I'OCT». Ilockosbky rpacduueckuit uHTEpderic
paboTaeT OT JNMllA AAMUHUCTPATOPA, TO MOKAa OH paboTaeT, MOXKeT ObITb OTKPBITO U 3aKPBITO JH060e
konnyecTBO TyHHesed «OpenVPN-T'OCT».

[lomHuTE, 4TO, UCMOJB3YS 3Ty BO3MOXKHOCTb, BBl JaeTe M0Jb30BaTesNsIM BO3MOXKHOCTb paclIH-
pPUTb CBOM MpaBa 10 aIMHUHUCTpPATUBHbIX. Eciu Bel He XOTHTe, UTOOBI KOMIbIOTEp paboTas Mo
aJIMAHUCTPATOPOM, [JISl TOrO, YTOOBI 3AIUTUTBCS OT BPEIOHOCHOTO KOJA U3 CETH, BBINOJHSAIOIIEr0Cs
C IpaBaMH aAMHUHHCTPATOPA, TO 3TO MOXKeT OBITh XOPOLIMH CIOCO0, HO €CJIM BALIMM I0JIb30BaTe/SIM
HU MPU KaKUX 0OCTOSITeNbCTBAX HeJsb3sl 3alyCKaTb MPHUJOKEHUS C MpaBaMU aJMHHUCTPATOPA, BbI
HE nosxHBEI Bcnosb3oBaTh 3TOT crnocod paboTsl ¢ rpadpuyeckum nHTepdeiicom «OpenVPN-TOCT»!

YcranaBiuBas rpaduyeckuit uHTepdeiic, o6si3aTenbHO oTKAOUMTe onuuio AutoStart OpenVPN
GUI, nockosbKy BaM MOHAAOOUTCS CO3[aBaTh MKOHKY [Js1 3aMyCKa BPYYHYIO.

5.4.4 Cosnanue ukonku Run As B OC Windows

— CospaiiTe 00bIUHYI0 HKOHKY [JIS openvpn-gui.exe
(C:\Program Files\Cryptocom\OpenVPN-GOST\bin\openvpn-gui.exe) Ha pabGouem cToe.
— IlenkHuTe MpaBO¥ KJaBHIIEH MBILIHK 110 UKOHKe U BbibeprTe CBOHCTBA.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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— [lesnkuurte Ha Advanced...
— IlocraBbTe ramouky Run with different credentials.

Korpa BBl 1lesKaeTe ABOWHBIM ILEJYKOM MBbIIIA 110 3TOH MKOHKE, MOSIBUTCS OKHO, B KOTOPOM
HY2>KHO OyZleT BBECTH JIOTMH M NapoJib JJIsl 110J1b30BaTEJs, OT JIMLA KOTOPOro Bbl XOTHUTE 3aMyCTUTh
rpauueckuid HHTepdeiic. Ecau Bbl X0TUTe, UTOOBI OH 3aMyCKaJiCsl aBTOMaTUUeCKH, KOT/la Bbl BXOLUTE
B CHCTEMY, [IePeHECHTe 3Ty MKOHKY B Kartajor Startup B menio Start-Programs. Torna y Bac OynyT
3ampalluBaTh JIOTHH U MapoJib HEMOCPEACTBEHHO KaXKIbld pa3 MpU BXOE B CUCTEMY.

5.4.5 «MosyanuBasi» yCTaHOBKA

YeranoBmuk OpenVPN MoxkeT paboTaTh B «MOJTYATHBOM» pexkrMe 6e3 B3aMOIEHCTBUS € M0JIb30-
BaTesieM. J{/is BK/IIOUEHHUSI «MOJTYAJNBOT0» PEXKMMA MPH 3aMyCKe YCTAHOBIIMKA HEOOXOAHMMO yKa3aTh
B KOMaHJHOH CTPOKe KJitou /S.

[Tpu ncnosb30BaHUHM «MOJTYAMBOTO» PEXHUMa MapaMeTpaMy YCTAHOBKM MOXHO YTpPaBJsiTh C I10-
MOLLbIO KJloueld KoMaHaHOH cTpoku. MHcTannsTop 6a30BbIX KOMIIOHEHOB TOIEPKUBAET CleyollHe
KJIIOUN

/KEY=KJmou — JIMIeH3HOHHBbIH KJ0U (00s13aTeeH);
/RNG=Tun — tun JCY (mo ymomyanuro PROGRAM);
/PHOST=x0CT — XOCT TPOKCH (TpebyeTcsi TOJbKO MPH paboTe yepe3 MPOKCH);
/PPORT=nopT — MOPT NPOKCH (TpebyeTcsi TOJbKO MpHU paboTe uepe3 MPOKCH);
/PUSER=[07MIB3 — M0JIb30BaTe/b NPOKCH (TpedyeTcsi TONBKO NpU paboTe uepe3 MPOKCHU C aBTO-
pusaruei);
/PPASS=naposb — NapoJib M0Jb30BaTe sl POKCH (TpedyeTcsi TOJMbKO MpU padoTe yepes MPOKCH
C aBTOpHU3alHei);
/SELECT_RUTOKEN=1 — npeanucbiBaeT yCcTaHaB/JUBaTb MOAY/IHU padoThl ¢ PyTokeHamu;
/D=nyTb — Tanka, B KOTOpylo OyIeT BBHIIIOJHEHA YCTaHOBKA (MO  yMOJIYAHHUIO
C:\cryptopack4). IToT KU JIO/KeH ObITb TMOCJeIHHM, TaK KaK BCe, UTO Ha-
MHUCAHO TOCJIe HEro, BKJUash NMPoOeJbl, TPAKTyeTCs KaK UMs MaIKH.
Hucranastop «OpenVPN-I'OCT» nonnepxuBaeT cienyioline KJOUH:
/SELECT_OPENVPNGUI=1 — ycraHoButb GUI;
/SELECT_TAP=1 — ycraHoBUTb TAP-ananrep;
/SELECT_ASSOCIATIONS=1 — accouuupoBaTh (pai.bl .ovpn,
/SELECT_PATH=1 — pno6aButh nyts B PATH;
/SELECT_SHORTCUTS=1 — co3aaTh fipJiblK B MeHI0 "[lyck";
/D=nyTb — Tanka, B KOTOpylo OyleT BBINOJNHEHA YCTaHOBKA (3HaueHHe IO YMOJYAHHUIO
$ProgramFiles%\Cryptocom\OpenVPN-GOST). DTOT KJOUY AOJKEH OBbITb MOCJE-
HUM, TaK KakK BCe, 4TO HANHCAHO I0CJe Hero, BKJIoYas Mpobesbl, TPaKTyeTCs Kak UM
Manku.
[To ymosnuaHuto Bce 3TH NeHCTBUS BKJIOYEHbl, OTKIIOUATD UX MOXKHO, BBICTABHB COOTBETCTBYIOIIEMY
napametpy 3Hauenue 0.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6 Hacrtpoiika

6.1 OO6uue 3ameyanus

Hans Hactpoiiku «OpenVPN-I'OCT» Heobxonumo:

— Omnpenenutbest ¢ Tunom VPN — Bribpath mapuipytusupoBaHiyo VPN unau VPN Tuna «moct»

— Co3path WM BOCMOJB30BATHCS HH(PPACTPYKTYPOH OTKPBITBIX KJ/IOYeH /s CO3LaHUS CEepTH-
(buKaTa 3aKpBITOrO KJIIOYa CepBepa M KaxKAOro KJHEHTa, KOPHEBOIO CepTH(HKAaTa yLOCTOBe-
psIOLLero LeHTpa U KJ/io4a, KOTOPBIH MCHOJb3yeTcs /S MOAMUCH KaK[A0ro U3 CepBEpHBIX U

6.2 Bei6op tuna VPN
6.2.1 MapupyrtusupoBanHas VPN U VPN rtuna «moct»

MapuipyTHsupoBaHie U CBSI3b THNA «MOCT» (OpHUAXKHHT) - JBa crocoba CB3M CHUCTEM vepes
VPN.

Korpna kiueHT noxak/ouaercs K ynaneHHoH ceTu dyepe3 VPN Tuna «MocT», eMy npucBauBaercs
[P-anpec, aBasiomuiics 4acTbio ynaseHHon (usuueckod noacetu Ethernet, u mocse a3Toro oH MmoxeT
B3aHWMOJIEHCTBOBATh C APYTHMH MallMHAMH yIaJeHHOH ceTH, KaK OYATO OHM COeJAMHEHBl JIOKaJbHO.
Hactpoiiku VPN Tuna «moct» TpebyloT clienanbHOr0 UHCTPYMEHTA, 3aBUCAILETO OT ONepalluOHHON
cUCTeMBbl, uTOOBl CBsi3aTh ajmantep noacetd Ethernet ¢ BupTyasbHbIM ycTpoiicTBoM cTussi TAP.
Hanpuwmep, nas Linux takoit unctpymenrt - bretl. Ha OC cemeiictBa Windows BeiGepute apanrtep
TAP-Win32 u anantep cetu Ethernet B Control Panel->Network connections, 3aTeMm IieJKHHTE
npaBo#l KnaBuiled MblK U Beibepute Bridge Connections.

Korna knueHT mopk/toyaercs yepes MappyThsupoBaHHylo VPN, oH ucrnosnb3yeT cOOCTBEHHYIO
OT/eJIbHYIO MOJACEeTb, U MapLIPyThl YCTaHaBJMBAIOTCS W HA KJWEHTCKOH MallWHe W Ha YHaJeHHOM
refite, YToObl MAKETHl JAHHBIX OecrnpensaTcTBeHHO npoxoauau yepes VPN. 3nech KnneHT - HeoOsi3a-
TeJbHO OJiHA MAlllMHA, 3TO MOXeT OBbITh MOACETb M3 HECKOJNbKHX MallHH.

MapuipyTuzauusi ¥ cBsidb THIA «MOCT» C (PYHKLHOHAJbHOH TOYKM 3pEeHUs] OUYeHb IOXO0XKe, C
Ba)KHBIM pa3J/jMuHMeM B TOM, YTO MapuipyTusupoBaHHas VPN He mpomyckaeT LIMpoOKOBelllaTe bHble
paccolnku [P-naketos, a VPN Ttuna «moct» nponyckaer.

d1u pasHoBunHocTH VPN CBsi3aHbl ¢ HCIIOb30BaHWEM Pa3/MYHBIX ananTepoB. ycrpoiictBo TAP
- BUpTyasbHblil anantep cetu Ethernet, ycrpoiictBo TUN - Bupryanbnas IP-cBsisb Touka-B-TOUKY.

Korna Bbl ucnosnb3yere VPN Thna «MocT», BBl TOJIXKHBI BCETa UCMONb30BaTh -dev tap Ha o6oux
KOHLIaX coequHeHUs. Ecnu BBl vcnonb3yete MapuipyTusdpoBanuyo VPN, Bel MoxeTe HCMOJb30BATh
u -dev tap, u -dev tun, HO BBl OJIKHBI UCIOJIB30BATb OHO U TO XK€ Ha 000MX KOHLAX COeMHEHHS.
-dev tun HemHoro 6osiee 3¢p(eKTHUBHBIH BapuaHT OJs cjaydasi MaplipyTH3aluu, ogHako -dev tap
Tpolle HAaCTPaUBATh.

[IpenmymiectBa VPN Tuna «moct»:

— IlupokoBewatespHble paccbliKd [P-nakeroB npoxonst yepes VPN - 310 mosBossieT mnpo-
rpaMMHOMY OOeCledyeHHI0, 3aBUCSIIEMY OT PAcCChlIOK JIOKa/JlbHOH ceTH, Hanmpumep, Windows
NetBIOS, o6mennBaTbes aiiiaMyd U IPOCMAaTPUBATL CeTEBOE OKPYKEHHe.

— He Hy>XHO KOH(HUTypHpPOBaTh MapLIPyTH3aLHOHHBIX YTBEPXKIEHHUH.

— PelleHue, 0OTHOCUTENBHO JieTKOe JJ1s KOHPUI'YPUPOBAHHUS.

Henocrarku VPN Tumna «moct»:
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— Menee s3¢pdekTUBHA, UeM MapLIPyTU3UPOBAHHE, U IJIOXO MACLITAOUPYETCS.
[IpenmyiectBa MapupyTusnposanHod VPN:

— D¢ heKTUBHOCTb U MaCLITAOUPYEMOCTh
— [losBossier nyumyto Hactpoiltky MTU nns apdexTuBHOCTH.

Henocratku mapuipytusupoBanHoil VPN:

— Kununentsl nosmxkHel ucnosnb3oBath cepep WINS (Hampumep, Samba), 4To6bl M03BOMHUTE pabo-
TaTb NPOCMOTPY ceTH yepe3 VPN.

— Heo6xonMMo HaCTPOUTH MapUIPYThl, CBSI3BIBAIOLIHE KAXKIYI0 MOACETh.

— IlporpammHoe o6ecneuenue, 3aBucslee OT OPOAAKACTOB, He OyIeT «BUAETb» MAIHHbBI HA APY-
roi cropone VPN.

B oOuiem, mMapuipyTUsnpoBaHHe, BEPOSITHO, JYUILIHUK BbIOODP N/ OOJbIIMHCTBA I0Jb30BaTeJeH,
MIOTOMY UTO OHO GoJiee 3(pPEeKTHBHO U ero Jierde HaCTPOUTh (Kak U camy KoHpurypanuio «OpenVPN-
[OCT»). MapuipyTH3UpOBaHHe TaK¥Ke MPeNOCTaBJ/sieT GOJbUIYI0 BO3MOXKHOCTb H30HPATENbHO KOH-
TPOJIMPOBATh MpaBa AOCTYIa HA KJIUEHTCKHU-CleUH(DUIHON OCHOBE.

PekomeHyeTCcs1 MCIIO/b30BAaTh MapUIPyTH3aLMIO, €CJH TOJIbKO BaM He HYXKHbl crelr(uyecKue
BO3MOXXKHOCTH, TpeOyIollle HCIOJb30BaHUS «MOCTa», TaKHe KakK:

1. Bol 3anyckaete mpusoxeHuss Haa VPN, koTopble mosaraioTcsi Ha CETEBYI PeTPaHCJ/ISLUIO
(Takue Kak ceTeBble UTPHI)

2. Bbl Obl X0Te/IM N03BOJUTb MpocMaTpuBaTh yepe3 VPN coBMECTHO HCHOJ/b3yeMble pecypcehl, He
ycrtaHaBauBas cepBepbl Samba nan WINS.

6.2.2 Hywmepauusi yacTHbIX monceTel

YcranoBka VPN uacTo TpeOyeT CBSI3bIBaHUSI BMeCTe YACTHBIX MOJCETeN W3 Pa3HbIX JOKALHUM.
[ANA 3apesepBupoBasia cjienymwoiiyde Tpu 6j0Ka npoctpaHcTBa IP-anpecoB mss 4yacTHHIX ceTel
(xomuduuuposano B RFC 1918):

10.0.0.0 10.255.255.255 (mpedukc 10/8)
172.16.0.0 172.31.255.255 (mpedukc 172.16/12)

192.168.0.0 192.168.255.255 (mpedukc 192.168/16)

B To BpeMs Kak azpeca M3 3THX OJIOKOB CJleflyeT B HOpPMe MCIOJb30BaTb B KOH(PUIypaLUsiX
VPN, BaxHO BbIOMpaTb aapeca, KOTOpble MHHHMHU3HUPYIOT BO3MOXKHOCTb KOH(JIMKTOB [P-anpecos
unu noxaceteid. TUnbl KOH(AUKTOB, KOTOPBIX CJeyeT U30erarh:

— Koudauktel pasubix Mect B VPN, ucnosb3youux onMHakoByo HyMmepauuto noaceted LAN;
— CoenvHeHHSs yIaJeHHOrO J0CTyMa U3 MeCT, KOTOPble UCIMOJ/b3YIOT YaCTHBIE MOACETH, KOH(IHK-
Tylre ¢ BawuMu noacetsimu VPN.

Hanpumep, npeamnonoxum, 4To Bel UCTOJB3yeTe Mony/aspHyio noaceTb 192.168.0.0/24 xak Baury
yactHyto noncetb LAN. Tenepb Bbl mbiTaeTech coenuHuTbhesi ¢ VPN 13 uHTepHeT-Kade, UCIOb3Y-
rortero Ty ke noacetb s cBoero WiFi LAN. ¥ Bac Oymer npoGjema MapiipyTH3alUH, MOTOMY
4TO Ballla MalliWHa He mnoiMmeT, oTHocuTcs au 192.168.0.1 x nokanpHOMYy WiFi-refiTy uim K Tomy xe
anpecy Ha VPN.

B kauecTBe mpyroro mpumepa, NpearnoJoOXKHM, UYTO Bbl XOTHTE COEIMHUTb BMECTE HECKOJBKO
Touek ¢ nomoiubio VPN, Ho Kaxnas Touka ucnogabayer 192.168.0.0/24 B kauecTBe CBOeH MOACETH
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LAN. D10 He 6yzner pab6oTaTb, €C/IM He N0O6ABUTb NOMOJHUTEbHbIH cjoi TpaHcasuuun NAT, notomy
uto VPN He moiiMeT, Kak MaplIpyTH3HPOBaTb MAKeThl MeXIy HECKOJbKHMH TOYKaMH, €CJH 3TH
TOYKH He HCMOJb3YIOT MOACETh, KOTOpPasi YHUKAJIbHO UIEHTU(DULHPYET UX.

Jlyumiee pemenue — wusberath nosabsoBaThes 10.0.0.0/24 uau 192.168.0.0/24 B kauecTBe ce-
TeBbIX agpecoB LAN. Bmecto 3toro ncnosbsyiite uto-HUOYOb, YTO ¢ 60Jiee HU3KOH BEPOSITHOCTBIO
6ynet ucnosnb3oaHo B WiFi-kade, asponopTy u/au orese, oTKyaa Bbl, BO3MOXXHO, 3aXOTHUTe yCTa-
HOBHUTb ynajeHHH poctyn. JlyulliMe KaHIUAaThl — TOACETH B cepenrHe Gogibiioro 6soka 10.0.0.0/8
(nanpumep, 10.66.77.0/24).

Yro6bl 136exaTh KPOCC-JIOKALMOHHBIX KOH(PIUKTOB HoMepoB IP, Bcerna ncrnosnbsyiite yHUKab-
HYI0 HyMepauuio nis Bamux noaceteid LAN.

6.3 HHdpacTpyKTypa OTKPBITBIX KJHOUeH
6.3.1 DBaenenue

Hudpactpykrypa otkpbiThix Kiaodeld (PKI) coctout us:

- OtnenbHoro ceptruduKara (TakKe M3BECTHOIO KaK OTKPBITBIH KJ/I0U) W 3aKPHITOr0 KJroya AJs
cepBepa M KaxK[oro kKJueHTta, U - KopHeBoro cepTu(ukata ynOCTOBEpSIIOLLEro LEeHTpa M KJoua,
KOTOPBIH MCMOJ/Ib3YeTcs AJIs1 MOANNUCH KaXKA0T0 U3 CepBepHbIX U KJIHEHTCKUX CepTH(HUKATOB.

Jlns ayTeHTU(UKALUKA HEOOXOAUMO, YTOObl KJIHEHT MOT ayTeHTHU(ULIUPOBATb CepBep MO ero cep-
TU(UKaTy. J[ONOJHUTENBHO MOXKHO CHeNaTh TaK, YTOObl cepBep MOr ayTeHTH(ULUUPOBATb KJIHEHTOB
no ux ceprupukaraMm. «OpenVPN-TOCT» nopnepkuBaeT Takyio ABYHaNpaBJ/eHHYIO ayTeHTH(HUKa-
LIMI0, UTO O3HayaeT, 4YTO KJ/MEHT JOJ/KeH ayTeHTH(ULUPOBATb CepBepHbIH cepTHU(HUKAT, U cepBep
LOJKeH ayTeHTH(HULMPOBaTb KJIHEHTCKUH cepTHU(HKAT, NpexJae 4eM yCTaHaBJIMBAaeTCs B3aMMHOe
LOBepHe.

U cepsep, 1 kaMeHT OyayT ayTeHTU(UUUPOBATb APYT APYra, CHaya/a MPOBEPUB, YTO MPEeACTaB-
JIeHHbIH KaHAWAaT OblJ MOANHCAH Ha cepTU(UKAaTe yIOCTOBEPSIIOLIEro LEeHTpa, a 3aTeM TeCTHpPYS
MH(OPMALUIO B 3aroJ/IoBKe yXKe ayTeHTH(PUILUPOBAHHOIO cepTH(HUKATa, TaKylo, KaK COMmmon name
cepTU(HUKaTa UM ero THIM (KJIUEHTCKHUH WJH CEepBEPHBIN).

dTa Mozesb 6e30MacHOCTH UMeeT PsiJl XKeJaTeNbHbIX NMPU3HAKOB ¢ TOYKH 3peHuss VPN:

— CepBepy Hy2KeH TOJIbKO ero COOCTBEHHBIH cepTH(HHUKAT/KJII0Y — eMy He HY>KHO 3HaTb MHAMBHU-
Lya/jbHble cepTU(HKATBl BCeX KIAHEHTOB, KOTOPbIE, BO3MOXKHO, YCTAHOBST C HUM COelMHEHHE.

— CepBep OyzmeT MpUHHMATb TOJNBKO KJHEHTOB, YbH CEPTU(UKATBI ObLIM MONMUCAHBI HA CEPTH-
(uKaTe ynoCTOBEPSIOLIEro eHTpa (KOTOpbii OymeT reHepupoBaH HUXKe). M MOCKOJIBKY cepBep
MOXKET BBIMOJHATh 3Ty MPOBEPKY MOANUCH 6e3 He0OXOAUMOCTH AOCTYINa K CaMOMY 3aKPbITOMY
kaouy YL, kmou Y11 (cambiét yyBcTBUTENBHBIN K04 Bo Bceil PKI) MoxeT HaxomuTbcsi Ha
COBEpLIEHHO APYroil MalllrHe, faKe Ha MalluHe 6e3 CeTeBOro CoefHHEeHHUs .

— Ecsin 3aKpBITBIH KJIOU CKOMIPOMETHPOBAH, OH MOXKET ObITh N€3aKTUBHUPOBAH MyTeM H00aBJie-
Hus ero ceprudukata B CRL (cnucok or3biBa ceptudurkaroB). CRL nmosBosisieT ckoMnpomeT-
POBaHHBIM CcepTH(HUKaTaM ObITb OTBEPrHYTHIMH U30HpaTe/bHO, He Tpebys MnepecTpauBaTh BCIO
PKI.

— CepBep MOXKET YCUJINUTb KJIUEHTCKHU-CIeLU(UUHBIE TIpaBa A0CTYIa, OCHOBAaHHbIE HA BHYTPEHHUX
nonsx ceprudukara, takux kak Common Name.

O6paTuTe BHHMaHHe, YTO Yachl cepBepa W KJHeHTa JOJKHB OblTb OoJsiee-MeHee CHHXPOHHU3UPO-
BaHbl, HHaUe CepTU(PUKATBl MOTYT paboTaTb HEKOPPEKTHO.
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6.3.2 TeHepauus caMOMOANHCAHHOTO cepTH(UKATA U KJ/I0Ya YAOCTOBEPSIOILEro LeHTpa

Jlns reHepauuu KOMILJIEKTa KJ/4ed W cepTH(UKATOB, He0OXOoAMMBbIX AJs padoTsl OpenVPN-
[OCT, pekomeHayeM HCIIOJb30BaTh HA0OpP YyTHUJMUT easy-gost, MOCTaBJAseMbIl B COCTaBe AUCTPHUOY-
THBA.

6.3.3 OT3BIB cepTUPHUKATOB

OT3bIB CepTI/ICpI/IKaTa 03HauaeT oObsIBJEHHE HelleHCTBUTEJbHbIM paHee MoAINKrCaHHOTrO CepTI/I(pI/I-
KaTa, TaK 4TO ero 6oJ1bllle HeJib3sl HCI0J/b30BaTh JUIsT Lesied aYTeHTI/Iq)I/IKaU,I/II/I.
Tunuunble [IPUYHUHDBI 2KEJIAHUSA OTO3BATb CepTI/IqZ)I/IKaT BKJIIOHAIOT:

— 3akpbIThIH KJ10Y, CBSI3aHHBINA ¢ CePTU(PUKATOM, CKOMIPOMETUPOBAH UJH YKpaJeH.
— [losb30oBaTesib 3aIM(PPOBAHHOIO 3aKPBITOrO KJtoya 3a0blBaeT MapoJib K KJ04y.
— Bel xoTuTe npekpatuTh focTyn noJb3oBatens K VPN.

CHauaJsia BaM HY?KHO CO3[aTh CIUCOK OT3bIBa. Xopollasi MpakTHKa — CO3/1aTh MYCTOH CMHUCOK OT-
3bIBa, U MYCTb BALUM KJHEHTHI €ro NpoBepstoT. TakuM 00pa3oM, KOria BaM AE€HCTBUTENbHO NPUAETCS
OT3bIBaThb CepTU(HUKAT, y Bac He OyneT npobJeM ¢ TeM, 4TOObl 3aCTaBUTh KJHEHTOB 3TO 3aMETHUTh.

Yrobbl co31aTh CIHCOK OT3bIBa AJs Bawero YII, Bam mpexkne Bcero Hy»KHO CO31aTb (haia
index.txt. dto cHauana Gymet mycTo# Qaisa (co3maHHbIM KoMaHnoH touch). OnHako, Korna Bbl Had-
HeTe OT3bIBaTh CePTU(PUKATHI, B Hero OyneT 106aBasiTbesi HHDopMmauus. Paila untabesneH aJs Jaoaei
Y HeIoAMMCaH, 03TOMY HaM HYKHO, uTo6bl OpenSSL cnenana nss Hero nognucanuyo PEM-dopmy.
Takum o6pasom, Koraa Bbl MOJy4YUTe CBOH MycTOH (pallyl yKasaTesisi, Bbl MOXKeTe ClIeJaTh U3 Hero
CIIUCOK OT3bIBa C MOMOLILBIO:

openssl ca —-gencrl -keyfile ca.key -cert ca.crt -out crl.pem

roe ca.key —--- 3akpeTHHE Xkjnou CA
ca.crt --- ceprudukar CA
crl.pem --- Tpebyemuit Qaiisi, comepXamuii CIUCKU OT3IHBA

DTa KOMaHJa CO3/acT [Jsi Bac CIUCOK OT3bIBA, AEHCTBUTEJNBHBIH B TeUeHHE YMOJUATEJNbHOTO
npomexyTka BpeMeHd (1 mecsi). B Tom caydae, ecau CnuCOK OT3bIBA HCMOJb3yeTCs TOJbKO Ha
cepBepax, KOTOpPble Bbl KOHTPOJIUPYeTe, U T1e Bbl yYBepeHbl, YTO OOHOBUTE CIIMCOK OT3bIBa IMpU CJie-
AyIOlleM OT3biBe, Bbl, BO3MOXKHO, 3aXOTUTE YBEeJUUYHUTb BpeMs XKH3HHU CIHUCKa OT3blBa. VHaue uepes
HeCKOJIbKO MecCsiLieB Ballld cepBepbl OyAyT 2KaJoBaThbCsl, YTO CIUCOK OT3bIBA ycTapel.

YroObl yBEJHUYUTL NPOAO/KUTENBHOCTh BPEMEHH, B TeueHHe KOTOPOro CIIHCOK OT3blBa AEHCTBHU-
TesieH, n06aBbTe onuuio crldays XXX K BbILIENPUBEIEHHOH KOMaH/e reHepaliy CIUCKa O0T3biBa (rie
XXX — KOJIMUECTBO JIHEH, B TeueHHe KOTOPbIX CIIUCOK OT3blBa JEHCTBUTEJEH)

[Iprumeuanue. Ecan cpok aelicTBUS Balllero CIUCKa OT3bIBA MCTEKAET, NpexKJe 4eM Bbl OT30BeTe
cepTU(UKAT, MPOCTO CO3MaNTEe HOBBIH, KaK OMUcaHO Bbille. CIUCOK OT3bIBAa — MPOCTO MOANUCAHHAS
KOIMHS BHYTPEHHEro CIMCKAa OTO3BaHHBIX CePTU(MKATOB, UMeollas CPOK NeHUCTBUS U 0(OpMJEHHas
B CTaHAapTHOM (opmaTe. Brl MoxeTe co3iaBaTb HOBble CIIMCKM OT3bIBA, KOTAA 3aXOTHUTE.

Tenepb, Korga HauasbHBIM CIHUCOK OT3bIBA FOTOB, Mbl OT30BEM CEpPTH(HKAT:

openssl ca -revoke bad.crt -keyfile ca.key -cert ca.crt

roe ca.key u ca.crt --- TO Xe caMmoe, UTO U B IpensOyler KoMaHOe, a
bad.crt --- oT3mBaeMmHMN cepTUdUKAT.

DT0 aBTOMAaTH4eCKH OOHOBUT Bawl (aia index.txt, mo6aBUB HOBble neTanu 06 OTO3BAHHOM Cep-
Tudukare. Ternepb BaM HYXKHO CO3[aTb HOBBIH (pail/l ClIMCKa OT3blBA TOH Ke KOMaHIOH, KOTOpOH
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MBI T10J1b30BaJIMCh Bbllle, 4TOObl co31aTb MycToH ¢hail. Korma HOBBIH CNHCOK OT3bIBAa CO31aH, €ro
HeoOXOIUMO OMmyOJHUKOBATH!

Ecsay BBl XOTHTe NMOUTPATh € MPOAOJIKUTENBHOCTBIO AEHCTBUS CHHUCKA OT3bIBA U MPOYUMHU IIO-
NOOHBIMM BelllaMH, BaM HeE0OXOAMMO MPOUYUTaThb pasies «ONuuu CHUCKa OT3bIBa» B PYKOBOACTBE 110
OpenSSL CA. Ecau BBl XOTHTe MaHHIYJHPOBATh CO CIIUCKOM OT3bIBa, MPOCMATPUBATh €ro U T.I.,
npouuTaiite pykoBoacTBo no ytuaute CRL.

6.4 KondurypauunoHusle panabl
6.4.1 TlosnyueHue MpuUMepOB KOH(PUTYPALIMOHHBIX (PaAHIOB

Jlyulie Bcero MCrno/b30BaTh roTOBbIE MpUMepbl KOH(pUTrypauuoHHbix ¢paiaoB «OpenVPN-I'OCT»
B KauecTBe OCHOBBI JJis Ballel coO6cTBeHHON KoHpurypauuu. B OC Windows atu ¢aiinbl MOXHO
nHaiitu B C:\Program Files\Cryptocom\OpenVPN-GOST\sample-config, B ocranmpueix OC — B
/etc/openvpn-gost.

O6parute BHUMaHue yTo B Linux, BSD nau Unix-nono6HbIX onepaulMoHHbIX CUCTEMax MpUMephl
KOH(UT'YpallMOHHBIX (paiioB HasbiBaloTcs server.conf.sample u client.conf.sample. B Windows onu
HasblBaloTcsl gost-server.ovpn u gost-client.ovpn.

6.4.2 PenaktupoBaHue cepBepHOro KOH(UrypaluoHHOro (aiina

[Tpumep cepBepHOro KoH(pUrypauruoHHoro (aiaa — uaeanbHas CTapToBasi TOUKa [/l CepBEPHOH
koHpurypauuu «OpenVPN-TOCT». On cosgact VPN c ucnosb3oBaHHeM BUPTYaJbHOTO CETEBOTO
UHTepdeiica, 6yneT cayliaTh KJIHEeHTCKHe coenuHeHus Ha tep-nopty 1194 (Homep mopra, 3ape3epBH-
poBaHHbIl 15t VPN), u 6yneT pacrpenessitb BUPTyaJ/bHble afpeca AJsl MOIKIOUAILIUXCS KIHEHTOB
u3 mopceru 10.9.1.0/24.

[Tpexxne uem wncrnosb3oBaTb NMpHUMep KOH(PUIypaLMOHHOTO (hpaija, BaM Ipexie BCEero cjemyer
OTpeNaKTHPOBaTh MapaMmeTprl ca, cert W key Tak, uToObl OHH yKa3blBaJu Ha (aHJbl, KOTOpblE BbI
CreHepUpOoBaJ/IM paHble.

Tenepb KoH(Urypauuo cepBepa MOXKHO HUCIIOJNb30BaTh, HO Bbl MOXKeTe 3aXOTeThb ee elle 60Jblle
MOAH(ULHPOBATD.

1. Ecau Bl ucnosbdyere VPN THuma «MocT», Bbl NOJIKHBI MCIOJNB30BaTh server-bridge BmecTo
server u dev tap.

2. Ecsu BBl XOTHTE HCIOJBb30BATh APYroi Habop BUPTyastbHbX IP-anpecos, Hexenn 10.9.1.0/24,
BaM CJedyeT MOAU(UIUPOBATbH AWPEKTHBY server. [loMHHTe, uTO 3TOT HaGop BHUPTyaJbHBIX
aJpecoB N0JKeH ObITb YAaCTHBIM HAGOPOM, KOTOPBIH He MCMOJb3yeTCsl B Ballled CEeTH.

3. Hlo6aBbTe nupektHBy client-to-client, ecnn Bel XoTHTe, YTOOBI MOAKJ/IIOYAIOLIHMECS KJHEHTHI
MOIJIM BUAeTb Apyr aApyra yepe3 VPN. [lo ymMonyaHHI0O KJAUEHTB MOTYT BUETh TOJBKO CEpBep.
B cayuae ucnosnb3oBanuss TUN-uHTepdelica He0OOXONMMO TaKxKe BKJIOYUTL (popBapauHr [P

4. Ecnu Bbl ucnosnb3yete Windows, He06X0AMMO 3aKOMMEHTHPOBATbh OUPEKTHBH user nobody u
group nobody.
Ecau Bbl XOTUTe 3alyCTUTb HeCKoJbKO 3K3eMmsipoB «OpenVPN-T'OCT» Ha omHOH u ToH ke
MallliHe, KaXXIbld CO CBOMM KOH(PUTYpPaLHOHHBIM (DaiioM, 3TO BO3MOXKHO €CJIU BHI:
1. ucrnosb3yeTe OTAENbHBIA HOMEpP TOPTA AJSI KAXKAOTO K3EMILsSpa.
2. Ecnu Bl ucnosb3yere Windows, kaxnas koHdurypauus «OpenVPN-I'OCT» mosmxHa uc-
MoJb30BaTh CBOM cobcTBeHHbIH anantep TAP-Win32. Bel MoxeTe 106aBUTh HOTONHHUTEbHbBIE
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apantepsl B Start Menu -> All Programs -> «OpenVPN-TOCT» -> Add a new TAP-Win32
virtual ethernet adapter.

3. Ecau Bl 3anmyckaere Heckosbko 3k3eMmiasipoB «OpenVPN-I'OCT» u3 ogHOro u TOro xe Kata-
Jiora, 00513aTesIbHO OTPENAKTUPYHUTe AUPEKTHBBI, KOTOPble CO34AI0T BBIXOAHBIE (palsbl, YTOOBI
pas/iiyHble 3K3eMIJSAPbl He MepenuchbiBalyd BBIXOAHble (albl APYr Apyra. DTH AUPEKTHUBBI
BKJIoUatoT log, log-append u status.

6.4.3 PenaxktupoBaHMe KJIHEHTCKHUX KOH(PHUTYPALHUOHHBIX (DakioB

[Tpumep knueHTckod KoHpurypauuu (client.conf.sample na Linux/BSD/MacOS wuau gost-
client.ovpn Ha Windows) oTpakaeT ymosidaTesbHble NUPEKTHBbI, YCTAaHOBJIEHHbIE B NpHUMepe cep-
BEPHOTI0 KOH(IUTyPaLMOHHOTO (hak.a.

1. Kak u c cepBepHbIM KOH(HUI'YpaUHOHHBIM (Dai/joM, CHadaja OTpeNaKTUPyHTe mapaMeTpsl ca,
cert u key Tak, uToObl OHM yKasblBajd Ha (pailsibl, KOTOpPble BBl co3/anu paHbiie. O6paTure
BHMMAaHHe, UTO KaXKIbll KJHWEHT MOJI’)KeH MMeTb CBOl0 coOcTBeHHYyIO mapy cert/key. Tosbko
¢ain ca ynuBepcaneH s cepsepa «OpenVPN-I'OCT» u Bcex K/JIHEHTOB.

2. Jlanee, oTpefakTUPYHTe TUPEKTUBY remote Tak, 4ToObl OHA yKasbiBasa Ha hostname/IP-anpec
1 Homep mopta cepBepa «OpenVPN-I'OCT» (ecau Baw cepBep «OpenVPN-I'OCT» 6yner pa-
60TaTb Ha MallIWHE C OIHUM CEeTeBbIM anantepoM 3a 6panamayspom/NAT-refiTom, cnosb3yiTe
ny6anyHblid [P-anpec refita 1 HOMep mopTa, KOTOPBIM Bbl CKOH(HUTYPHUPOBAJIM [Jis TedTa A
¢dopeapaunra Ha cepep «OpenVPN-I'OCT»).

3. Hakonern, y6enurech, UTO KJAUEHTCKUN KOH(PHUTYPALUOHHBIN (DAl COOTBETCTBYET AMPEKTHBAM
B CcepBepHOM KOH(pHUrypauuoHHoMm Qatise. Camoe riaBHOe — MPOBEPUTDb, UTO AUPEKTHUBH dev
(tun nmu tap) u proto (tcp uau udp) coBnanmatot. Takxke ybenurech, uto comp-lzo u fragment,
€C/IM HCIOJb3YyIOTCs, MPUCYTCTBYIOT W B CEPBEPHOM, MU B KJHEHTCKOM KOH(UIypaLHOHHOM
(haie.

6.4.4 Pacwnpenne o6mnactu jpefictBugs VPN ¢ BkJ/OUeHHEM [OMOJHUTENbHBIX MAallWH B
KJIMEHTCKYIO UJIH CepBEpPHYIO0 MPOACETh

6.4.4.1 BxkJjwoyeHHe HECKOJbKUX MAlIWH CO CTOPOHBI CE€pBepa MpPH HCIOJb30BAHUU MapIIPyTH3UPO-
BaHHOoH VPN

[lIockonbky VPN pa6oraer B pexume «TOUKa-TOUKA» MeXIy KJIUEHTOM K CEPBEPOM, MOXKET
ObITb 2KeJaTeJbHO PaclIMPUTh oOsnacTh gedcTBUs VPN Tak, 4yToOBl KJMEHTbl MOIJIM CBSI3aThCSl C
HECKOJIbKMMHM MallMHAMH{ B CeTH CepBepa, a He TOJBbKO C CaMOH MallMHOM cepBepa.

s ueneldl 3TOro mnpuMepa MpeanosiokuM, d4to cepBepHas LAN wucrosb3yer mopceThb
10.66.0.0/24, a mHoxectBo IP-anpecoB VPN wucnosbs3yer 10.9.1.0/24, kak nmokasaHo B AUPEKTHBE
server B KoH(purypauuonHoMm (atise cepsepa «OpenVPN-I'OCT».

CHavaJsia Bbl HOJXKHBI 00®a8ume noacetb 10.66.0.0/24 knuentam VPN Kak mocTymHylo yepes
VPN. 3Ot0 Jserko penaeTcss ¢ MOMOIIb CJAEAYIOUIEH TUPEKTHBBI CEPBEPHOTO KOH(PHUTYPALHOHHOTO
WEV HER
push "route 10.66.0.0 255.255.255.0"

3aTeM BBl JOJIKHBI YCTAHOBUTH MapLIPyT Ha reite cepBepHod LAN, uTo6bl MapIipyTH3HPOBATh
noncetb KaveHnta VPN (10.9.1.0/24) na cepep «OpenVPN-I'OCT» (3T0 HEOOXOIHUMO TOJBKO B TOM
cayuyae, ecad cepBep «OpenVPN-TOCT» u reiit LAN — pasjiduHble MalllHdHbI.)

Y6enutech, uTo Bbl BKaAOUUIN (hopBapauHT [P Ha cepepHoit mamnne «OpenVPN-I'OCT» (cm.
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6.4.4.2 BkJjwouyeHMe HeCKOJbKUX MalllMH Ha CepPBEpPHOH CTOpoHe mpu ucnosab3oBaHud VPN Tuna
«MOCT»

OnHo u3 nmpeumylecTB ucnonab3oBanus VPN Tuna «moct» uepe3 Ethernet sakatouaercs B Tom,
4TO 3TO BbI MoJsyyaeTe 6e3 JOMNOJHUTENbHOIO KOH(DUI'YPUPOBAHHS.

6.4.4.3 BkJjodeHre HeCKOJbKHX MAllMH Ha KJHEHTCKOH CTOPOHE MPH MCMOJb30BAHWH MapLIPyTH-
3upoBaHHOH VPN

B TunuyHOM cueHapuM yHaJeHHOro AOCTyIa KJAHWeHTCKas MallMHa nojakJ/wodaercs K VPN kak
ofMHOUHAsl MawKHa. Ho mpenmnosiokum, 4To KJAMEHTCKAas MalllMHa — TeHT JIOKaJbHOH ceTH (Hampu-
Mep, IOMallHero oguca), U Bbl Obl XOTeJH, UTOObl BCe MAlIMHbI KJIMEHTCKOH CETH MOTJIM MOAKJIO-
yatbcsd K VPN.

B nepByto ouepenb HEOOXOAUMO OTMETHTb, UTO CleJaThb 3TO MOXKHO TOJBKO MPU padoTe uepes
TUN-unrepdeiic. Ecan Bol ncnonbsyete -dev tap, Heo6xonnMo 3aMeHHTb ero Ha -dev tun Kak Ha
CTOpOHe KJHMEeHTa, TaK U Ha CTOpPOHe cepBepa.

s storo mpuMepa MpenoJioKUM, 4TO KJHEHTCKas JOKaJbHasg CeTb MCIOJb3yeT IMOACETh
192.168.4.0/24, a kauent VPN wucnoabsyer cepruduxar ¢ Common Name client2. Hama neap —
Tak HacTpouTb VPN, 4yToObl /I06ass MallMHa KAHEHTCKOH CeTH MOI/a o0laThbes ¢ J00i MalluHOH
cepBepHOU ceTH uepe3 VPN.

[lepen HacTpoiikoll He0OXOAMMO 00eCleunTb HECKOJbKO OCHOBHBIX TPeOOBaHUU:

— KnueHTtckas jokajbHasi moaceTh (B HatieM npumepe 192.168.4.0/24) He mosiKHA SKCIOPTHPO-
BaTbcsl B VPN cepBepoM usin JIOOBIMH IPYTMMH KJAWEHTCKUMH JIOKALUSIMH, KOTOPbIE HCIOJb-
3yI0T Ty ke noacetb. Kaxnas noncerb, o6benuHenHas VPN uepe3 mapuipyTtrzauuio, 101XKHa
ObITb YHHUKAJbHOH.

— Kunuent nomxken umers yHukasbHoe mose Common Name B cBoeM cepTuduKare (B HalleM
npumepe client2), u duaar duplicate-cn He moKeH HCMONb30BAaThCS B CEPBEPHOM KOH(DHUTypa-
uroHHOM ¢aitie «OpenVPN-TOCT».

Jlanee Mbl mpousBeneM HeoOXOAMMble KOH(UIypaLlMOHHble U3MEHEHHUS Ha CepBepPHOH CTOpOHe.
Ecnu cepBepHbl#l KOH(UIypaUHOHHBIH (Daii/ He yKa3blBaeT Ha KaTaJor KJAMEHTCKOH KOH(UTypaluH,
no6aBbTe yKasaHue cefuac:
client-config-dir ccd

B BeIlIeyKazaHHOU aupekTHBe ccd MO/KeH ObITh UMEHEM IOJKaTaJsora, KOTOPblH HeoOXOTUMO
3apaHee co3aTh B KartaJore ¢ KoHpurypaunoHHeim daiaom «OpenVPN-I'OCT». B Unix 310 06bIU-
Ho /etc/openvpn-gost, a B Windows C:\Cryptopack4\config. Korna HOBBIH KJHMEHT CBsI3bIBA€TCS C
cepeepoM «OpenVPN-I'OCT», neMOH mpocKaHUPyeT 3TOT KaTaJIor B OMCKAX (aia, KOTOPbIH COOT-
BETCTBYeT I0JI0 COMMON name coeauHsiollerocs KaveHta. Ecau cootBeTcTByolMi (a1 HalaeH,
OH OyneT mpounTaH U 06paboTaH [Js TPUMEHEeHHs NOMOJHUTEbHBIX TUPEKTHB KOH(PUTYyPaLlMOHHOTO
(baliyla K MOMMEHOBAHHOMY KJIHMEHTY.

Cuoenyrouui mwar — co3nath ¢aia nox Ha3BaHueM client2 B karasore ccd. dtoT dalta noxeH
cozepKath CTPOKY:
iroute 192.168.4.0 255.255.255.0

Ito ckaxet cepepy «OpenVPN-I'OCT», uro noncets 192.168.4.0/24 cnenyeT MapiipyTH3UpO-
BaTh Ha client2.

Hanee, no6aBbTe CaefyOLIYI0 CTPOKY K IJIaBHOMY CEPBEPHOMY KOH(HUTIypalHoHHOMY (aiiay (a
He K Qauay ccd/client2):
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route 192.168.4.0 255.255.255.0

Bel MoxkeTe CHpoOCHUTh, MouyeMy HCMoJgb3yoTcss U route, u iroute? Ilpuunna B TOM, 4TO route
KOHTpoJIUpyeT MapuipyTtusanuio u3 sapa Ha cepBep «OpenVPN-IT'OCT» (uepes untepdeiic TUN),
a iroute KoHTposupyet Mapuipytudaunio ot cepBepa «OpenVPN-I'OCT» K ynajeHHBIM KJIHEHTaM.
O6a HeoOXOnHUMBIL.

Hanee, cnpocute cebsi, XOTUTE JIM Bbl AONYCTHUTh CETEBYIO Mepefady UH(POPMALUU MeXAY MO.I-
cetbio client2 (192.168.4.0/24) u npyrumu kiauentamu cepepa «OpenVPN-TOCT». Ecanu na, no-
6aBbTe K cepBepHOMY KOH(HUI'YpaLHOHHOMY a1y cjenyollee:

client-to-client
push "route 192.168.4.0 255.255.255.0"

1o 3actaBut cepep «OpenVPN-I'OCT» o6vasums noncets client2 ocTanpHBIM MOAKIIOUAIO-
IMMCS] KJIHEHTaM.

[locnennuii war, KOTopbld yacTo 3a0bIBAalOT — N00aBUTb MapLIPYT K FeHTy CepBEpPHOU JIOKaJb-
HOU ceTH, KoTopblil HampasJsieT 192.168.4.0/24 k cepepy «OpenVPN-I'OCT» (Bam 3TO He ToHa-
nobutcs, ecau cepep «OpenVPN-IT'OCT» - re#it /s cepBepa JioKajbHOH ceTH). [Ipennonoxum,
4TO BBl MPOMYCTUJM 3TOT ILIAT M MOMBITANWCh MepefaTh CHTHAJ ping MalidHe (He caMOMYy CepBepy
«OpenVPN-T'OCT>») B cepBepHoii cetu u3 192.168.4.8. BHewHu# cUrHaJ/, BepOSTHO, TOCTUTHET Ma-
IIMHBI, HO OHa He OyJeT 3HaTb, KaK MaplIpPyTH3HPOBaTb OTBETHBIH CHUTHAJ, MOTOMY 4YTO He OyneT
3HaTh, Kak gocThub 192.168.4.0/24. OcHoBHOE MPaBHUJIO MOJIb30BAHUS COCTOMT B TOM, YTO KOTJA BbI
MapLIpyTH3UpyeTe [eJble JoKanbHble ceTH uepe3 VPN (rme cepsep VPN — He Ta ke mamunHa, 4To
TeUT JIOKAJbHOU ceTH), yOeauTech, UTO TeUT JIOKaJbHOH CETH MapuipyTusupyer Bce moacetd VPN
Ha cepBepHylo MamnHy VPN.

[Topo6HbIM ke 06pa3oM, ecau KJWeHTCKas MalllhHa, Ha KoTopoi padoTaer «OpenVPN-I'OCT»,
He SBJISIETCS TeUTOM KJIMEeHTCKOH JIOKAJbHOH CeTH, TO TeHT KJHEeHTCKOH JIOKAJbHOU CeTH JOJI2KeH
UMeTb MaplLIpyT, KOTOPbIH HamnpaBJjsieT Bce MOACETH, KOTOpble MOXKHO BUAeTb dyepe3 VPN, Ha kiu-
eHckyto MalnHy «OpenVPN-T'OCT».

6.4.4.4 BkJ/arwoueHHe HECKOJNbKHX MAalIMH HA KJAHEHTCKOH CTOPOHe TNpH ucrnogb3oBaHuu VPN Tuna
«MOCT»

IT0 TpebyeT 6osiee CI0KHOH HACTPOHKH (MOXKeT ObITh, HE CJOKHEE Ha MPAKTHKE, HO CJOXKHee
1/ OOBSICHEHUS B JETaJAX):

— Heo6xonnumo coennHuTh KiaueHTcKUi HHTepdeiic TAP ¢ ceTeBbIM aganTepoMm, cOeTUHEHHBIM C
JIOKQJIbHOU CeTbl0 Ha KJIMEHTe, B PeKUMe «MOCT».

— Heo6xonumo BpyuHyto yctaHoBuTb IP/Macky cetu Ha untepdeiice TAP Ha kiueHTe.

— Heo6xonnmMo CKOH(HUTYpHPOBATh MALIMHBI HA KJIHEHTCKOW CTOPOHE TaK, YTOOBl OHH HCIOJb30-
Baau [P/mMacky ceTH, KoTopasi HAXOAUTCS BHYTPH MOJCETH, COeAMHEHHOH B PEXHUMEe «MOCT»,
BO3MOXHO, 3anpaumubas cepsep DHCP Ha ctopone cepepa «OpenVPN-I'OCT» B VPN.

6.4.5 Kak Bkiountb ¢opeapaunr [P-nakeros

[IpakTHuecKH BO BCeX OMEpalMOHHBIX cHcTeMax (opBapauHr [P-makeToB Mo yMOJMYaHHIO BBbI-
kiaodeH. Ecau tpebyercs, uyto6sl OpenVPN-I'OCT mor pa6orats miirozom Mexay VPN-ceTbio u
JIOKQJIbHOH CeThI0, (DOPBAPAMHT HEOOXOAWMO BKJIIOUNTh. B pasHBIX OMepalMoOHHBIX CHUCTEMAX U Jdaxe
B pasHblXx Bepcusax opHOH OC 3TO MOXKeT HesaTbCsl M0-pasHOMY, B JAHHOM pasfesie COdepxKaTcs
oflIMe peKOMeHJallMH, KoTopele OyayT pa6oTaTh B OOJBLIMHCTBE CJAydyaeB, HO €C/JIH Ke OHH He
cpaboTaioT, 06paTUTECh K PYKOBOACTBY IO HACTPOHKE BallleH OMepaloOHHON CHCTEMBI.
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6.4.5.1 Windows

B ocC Windows IS TOTO, 9TOObI BKJIIOUHTh dopsap-
JIMHT [P, HeO0OXOANMO 3aMyCTUTh penaxkTop peecTpa, HalTH nyTh
HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters u
BeicTaBUTb napametpy IPEnableRouter snauenue 1 (tun nanubix REG_DWORD).

6.4.5.2 Linux

B OC Linux mnsa Toro, 4To6bl BK/A0OYNUTH (opBapAuHr [P, Heo6X0ouMO OTpenakTHpPOBaTh (hal
/etc/sysctl.conf. B psime nuctpubytusoB (neb6uaH, yOyHTY) 3TOT (halll CTaBUTCS «U3 KOPOOKU» U B
HEM eCTb HeOOXOAHMMble CTPOKH, TOJbKO 3aKOMMEHTHPOBAaHHbIE, COOTBETCTBEHHO, UX HYXKHO HaHTH
U packoMMeHTHpoBaTh. [lag IPv4 3170 MoxeT ObITh CTpOKa
net.ipv4.ip forward=1l
UJIA CTPOKa
net.ipvé4.conf.all.forwarding=1
Has IPv6 ctpoka
net.ipv6.conf.all.forwarding=1

Ecau ke y Bac Het (aiina /etc/sysctl.conf, ero Hy»HO co3naTh W 3amuIIKCaTh B HErO CTPOKU
net.ipv4.conf.all.forwarding=1
net.ipv6.conf.all.forwarding=1

[Tocse Toro, Kak Qain /etc/sysctl.conf orpenakTipoBaH, HeOOXOMUMO BHIIIOJHUTL KOMaHIY
sudo sysctl -p /etc/sysctl.conf

6.4.5.3 macOS

B macOS nas toro, uto6bl BKJAWOYUTH (opBapauHr [P, HeoO6xomumo co3math (aia
/ete/sysctl.conf u n06aBUTb B HEro CTPOKH
net.inet.ip.forwarding=1
net.inet6.ip6.forwarding=1
[Iocne 3TOr0 HEOO6XOAUMO BBIMOJHUTH KOMaH/bI
sudo sysctl -w net.inet.ip.forwarding=1
sudo sysctl -w net.inet6.ip6.forwarding=1

6.4.5.4 FreeBSD

B OC FreeBSD nas toro, uto6sl BKAOUUTb (opapauHr [P, Heobxonumo B ¢aiin /etc/re.conf
N00aBUTb CTPOKH
gateway_ enable="YES"
ipv6_gateway enable="YES"
[locsie 3TOr0 HEOOXOAUMO BBHINONHUTH KOMAaHbI
sudo sysctl -w net.inet.ip.forwarding=1
sudo sysctl -w net.inet6.ip6.forwarding=1

6.4.5.5 Solaris
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B OC Solaris psst Toro, ytro6sl BK/AIOYUThL (hopBapauHr 1P, Heo6xonHMo B KOHCOM aJAMUHUCTpA-
TOpa BBINOJHUTb KOMaH/bl
routeadm -e ipv4-forwarding
routeadm -e ipvé6-forwarding
M3mMeHeHuUs1 BCTYNAAT B CUJY TocJ/e nepe3arpysku. s Toro, 4tobbl OHHM BCTYNUJW B CHUJY HeMel-
JIEHHO, HeOOXOAUMO JONOJNHUTENBHO BBINOJHUTE KOMaHILy
pfexec routeadm -u

6.4.6 Ilepenaua onuuit DHCP knueHTam

Cepeep «OpenVPN-TOCT» moxer nepenaBaTb HekoTopble onund DHCP, takue kak anpe-
ca cepsepoB DNS u WINS, kauentam. Kauentst Windows MmoryT npuHHMAaTh NepelaHHble OIl-
uun DHCP camu no cebe, a KJAMEHTB APryuUX ONEPALMOHHBIX CHUCTEM MOTYT UX MPUHUMATh, HC-
TOJIb3Ys1 CKPUIIT UP Ha KJIHEHTCKOH CTOpPOHEe, KOTOPBIH aHa/NM3HWpyeT CHHUCOK MepeMeHHBIX CpPefbl
foreign_option_n.

Hanpumep, npeanosokum, 4to Bbl Obl XOTeIH, YTOOB COENUHSIOLUINECS KIAUEHThl UCIOJMb30BaIN
BHyTpeHHUH DNS-cepBep Ha 10.66.0.4 unu 10.66.0.5 u cepep WINS Ha 10.66.0.8. [lo6GaBbTe B
KoHpurypauuio cepsepa «OpenVPN-TOCT»:

push "dhcp-option DNS 10.66.0.4"
push "dhcp-option DNS 10.66.0.5"
push "dhcp-option WINS 10.66.0.8"

Yro6bl MpOTECTHPOBATH 3Ty BO3MOXKHOCTb Ha Windows, 3amycTuTe C/IeAYIOLUIYI0 KOMaHAy H3
OKHAa KOMaHJHOH CTPOKHM IOCJe TOro, Kak MallrHa noakiawduaach Kk cepsepy «OpenVPN-I'OCT»:

ipconfig /all
3anuce pas apantepa TAP-Win32 nomxHa nmokasats onunu DHCP, nepenanHble cepepoM.

6.4.7 Hasnauenue kiveHTam ¢puKcupoBaHHbIX [P-agpecos

OObIUHO TIPH MOAKJIOYEHUU K CepBepy KJHEHT IoJydaeT MepBbld CBOOONHBIA BUPTYyasbHbIH [P-
ajipec M3 IMyJa aapecoB, 3aJaHHOr0 KOMaHIOoH server. Korna KJaueHT OTKJ/04aeTcs, aagpec 0CBOOOXK-
JlaeTcss U MOXKeT OBbITb BbIJAH APYyroMy KiadeHTy. Korma KjueHT MOAKJ/OYaeTCsl 3aHOBO, OH TaKxXke
MOXKeT IOJIYYUT APYTOH aipec, Aaxke eCJM ero «CTapbld» agpec CBOOOIEH.

JydyaJs OLUH U TOT Xe BHpTyaanbﬁifﬁ:Qﬁpec.EiﬂaHHON[pasneﬂe OMHCAHO, KaK 3TO cle/aTh.

Xotsl o0liMe NPUHULHKIBE KOH(PUTYPUPOBAHUS CepBepa MJIsl BbIAAYM KJAUEHTaM (PUKCUPOBAHHBIX
[P-anpecoB coBmapaioT, geTand pas3nnyaroTcs AJS PasHBIX TOMOJOTHH. 3[eCh ONMHUCaHA KOH(UTY-
pauusi IJis TOMOJIOTMM «subnet», koTopasi siBasiercss pekomenmyemoi. [lpu padore yepes TUN-
UHTeppelc 115 BbIOOpa 9TOHU TOMOJIOTHH HEOOXOAMMO B KOH(PUTyPALIMOHHBIN (hais cepBepa N00aBUTh
CTPOKH
topology subnet
push "topology subnet”

[Ipu pabote yepe3s TAP-untepdeilic 3Ta TOMOJOTHS SIBJSETCS €IUHCTBEHHO BO3MOXKHOH, TMO3TOMY
yKas3blBaTh €€ IBHBIM 00pa3oM He TpedyeTcs.

Bce HeoOXxonuMble HACTPOHMKHM [e/al0TCA Ha CTOPOHE cepBepa.

B nepByto ouepenb ciaenyeT OTMETHTb, UTO AMANa30H aApPecoB BUPTYaJbHOH CeTH HeOOXOAMMO
pasfenuTb Ha [Be 4acTH: MyJ agpecoB, KOTOpble cepBep OyAeT Ha3HayaThb KJMEHTaM aBTOMaTHye-
CKH, U CTaTH4YeCKHe aJpeca, 3aKpelJ/EHHbe 32 BbleJeHHbIMU KJAHeHTaMUu. Ecsau sToro He cuenars,
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TO MOXET BO3HUKHYTb CHUTYyalMsl, KOTJa aipec, 3aKpemnéHHbll 32 KOHKPETHbIM KJHEeHTOM, OyneT
aBTOMAaTHYEeCKH BBIIAH KAKOMY-TO APYTOMY KJHEHTY.

[Ipenmnosiokum, 4TO Mbl XOTHM HA3HAUWUTh BUPTYa/JbHOU ceTH nuana3oH aapecos 10.9.1.0/24, B
HéM BbleauTh nya aapecos ¢ 10.9.1.10 no 10.9.1.199 nas aBTomMaTHyeckoro HazHaueHUe apPecoB, a
(bUKCHUpPOBaHHbIE aapeca BbllaBaTh 3a MpeieJaMH 3TOro MyJa.

BakHO MMeTb BBHAY, YTO AMPEKTHBY Server B 3TOM CJyudae HCIOJNb30BaThb HeJsb3sl, TaK Kak OHa
MoMelllaeT B MyJ1 BeCb AUAMa3oH afipecoB. BMecTo Heé cjenyeT BNUCATh B KOHMUTYPALLMOHHBIN (aki
CJIeNYIOILYIO TT0C/eI0BATENBHOCTD AUPEKTHUB!
mode server
tls-server
ifconfig 10.9.1.1 255.255.255.0
ifconfig-pool 10.9.1.10 10.9.1.199 255.255.255.0
push "route-gateway 10.9.1.1"

Kpome Toro, ecsu y Bac B AuMpeKkTHBe proto yCTaHOBJIEHO 3HaueHHWe tcp, cieayeT HU3MEHHUTb 3TY
IUPEKTHUBY Ha
proto tcp-server

Hanee crenyer 3anaTh KaTajor KJAHEHTCKOH KOH(UTypaLuu
client-config-dir ccd
B BeileykaszaHHOU nupekTHBe ccd H0/IKeH ObITh MMEHeM KaTaJjora, KOTOpbli HeOOXOOMMO 3apaHee
cosnatb. Korna HoBeIM KiHeHT cBsisbiBaeTcs ¢ cepBepoM «OpenVPN-I'OCT», nemon npockanupyet
3TOT KaTtaJor B TMouckax haisa, Kotopblii cooTBeTcTByeT nojw Common Name coenuHsomierocs
KaueHTa. Ecin cooTBeTcTBYIOMH (hallal HaliieH, oH OyleT NMpouYuTaH U o6paboTaH 115 pHUMeHeHHUs
LIOTIONIHUTEJbHBIX AUPEKTHB KOH(PUTYPALMOHHOTO (Daiia K MOMMEHOBAaHHOMY KJIMEHTY.

CuienyeT MosicHUTDb, 4To efinHcTBeHHOE, uTo cepBep OpenVPN-I'OCT 3Haet npo nopk/ouarole-
rocsi K HeMY KJIHEHTa — 3TO MPeAbsBJIEHHbIN KJIUEHTOM CepTHU(HKAT, MOITOMY TOCTOsiHHBIN [P-agpec
«TIPUBSI3bIBAETCSI» UMEHHO K CepTH(HUKaTY, a TouHee, K noitro Common Name ceptudukara. [lo atoii
NpUUMHe MeXaHU3M Ha3HauyeHHs NocTosiHHBIX [P-anpecos He OyneT paboTaTh NpU HAJIUYUH AHPEKTH-
Bbl duplicate-cn, y6ennrech, 4To B KOHPUIypaLHOHHOM (haiije cepBepa 3Ta TUPEKTUBA OTCYTCTBYET.

Tenepb MOXXHO Ha3HauyaTh KJUeHTaM NocTosiHHble [P-anpeca. s kaxaoro K/aveHTa, KOTOPOMY
TpebyeTCcsl Ha3HAUUTh TIOCTOSIHHBIA BUPTYyanbHbld [P-anpec, Hy:kHO B KartaJore ccd co3nath aiia ¢
uMeHeM, coBrnaaawimum ¢ Common Name u3 cepTudukarta KaveHTa. AToT Qais 10JMKeH COlepKaTh
nupektuBy ifconfig-push, npennuceiBaroiyo, kakoil uMeHHo [P-anpec cienyeT Ha3HAUUTb KJIWEHTY
¢ TakuM Common Name. Hanpumep, a1, comep:kamnii CTpOKy BUIA
ifconfig-push 10.9.1.4 255.255.255.0
MpeanuiieT cepBepy HasHauuTh KaueHTy azapec 10.9.1.4. O6paTtute BHUMaHUE, YTO afipec NOJKEH
BXOIWTb B JHANa3oH, 3aJaHHBIH NUPEKTHBOH server, HO He MOJoKEH BXOAWTb B MYJ, 3alaHHbIH
nupektuBoi ifconfig-pool.

6.4.8 KoHpurypupoBaHue KJAUeHT-CHELUUPUUHBIX MPABUJI U MOJUTHK NOCTYyIa

HpeﬂHO.HO)KI/IM, 4YTO Mbl HaCTpauWBaeM VPN IJid KOMIIaHHWH, W HaM OBl XOTEJOCh YCTaHOBUTDb
pas3J/iiyHbie MOJUTHUKH OOCTYyIa MJid 3 pa3JIMYHbIX KJaCCOB M0JIb30BaTeJIe!:

— CHcTeMHble aIMUHUCTPATOPbl — MOJIHBIK JOCTYN KO BCEM MallMHAM CETH
— CoTpymHUKM — JOCTYT TOJBKO K cepBepaM Samba/email
— KoHTpakTopel — HOCTYI TOJMBKO K CIIELHATbHOMY CEPBEPY

bazoBeiil MOAX0M, KOTOPBIA Mbl MPEANPUMEM:

l. BBIAEIUTDH KaxKOAOMY KJjaccy coO6CcTBeHHbIH auana3oH [P-anpecos,
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2. KOHTPOJHPOBAaTh AOCTYI K MallMHaM, yCTAHOBHUB OpaHAMaydpHblE TpaBUJ/a, KOTOPble OCHOBbI-
BaloTCsl Ha BUpTyasbHOM [P-anpece kineHnra.

B Hamem mpumepe, MpeanosoKUM, YTO Y HAC MeHSeTCsl KOJMYECTBO COTPYAHHMKOB, HO TOJBKO
OIUH CHUCTEMHBIH aIMHUHHCTPATOp U ABa KOHTpakTopa. Ham noaxox k pacnpeneseHuio I[P Oynpet
COCTOAATb B TOM, YTOObl MOMECTHTb BCEX COTPYIHHMKOB B nuana3oH IP-axpecos, a moTom BbIIATb
¢uxcupoBaHHble [P-afgpeca cucTeMHOMY aAMHHHUCTPATOPy W KOHTPaKTOpaM.

3ameTbTe, UTO OQHO M3 TpeGOBAaHUHU K 3TOMY MpPHUMepYy 3akJ/io4yaeTcs B TOM, UTO y Bac eCTh
nporpaMMHbIH 6panamayap, pabdorarowuil Ha cepBepHoil MamnHe «OpenVPN-IT'OCT», koTopelii na-
eT BaM BO3MOXKHOCTb 3aJlaBaTh KOHKpeTHble OpaHAMayspHble NpaBusa. [lss Hallero mpumepa Mbl
MPeAToJI0KHM, UTO 3TOT OpaHamay3p - iptables B Linux.

CHavana cosfgafiuM KapTy BUPTya/bHbIX [P-anpecoB B cOOTBETCTBHM C KaxKIbIM KJaCCOM:

Krnacc Juarna3oH [lozBoOyieHHHHN OocTyn Ilons common name
BUPTYaJlbHEX IP K JIOKanbHOM CeTH

COTPYyOHUKHU 10.9.0.0/24 CepBep samba/email [pasnuusbe ]
Ha 10.66.4.4

CucremMHbIE

aoumuHuCTpaToper 10.9.1.0/24 Bca momceTb sysadminl
10.66.4.0/24

KoHTpaXTOpPH 10.9.2.0/24 CepBep KOHTpakTopoB contractorl,

Ha 10.66.4.12 contractor?

Tenepb nepeBeneM 3Ty KapTy B cepBepHyio KoHpurypauuio «OpenVPN-T'OCT». [Ipexne Bcero
yb6enuTech, 4TO Bbl BBHIIIOJHUJIM BbILIEONHCAHHbIE MIard, caenas noaceTb 10.66.4.0/24 pocrtynHo#
I/ BCeX KJIHEHTOB (XOTS Mbl CKOH(UI'YpPHPYeM MapLIPyTH3aLUHI0 TaK, YTOOBI MO3BOJMUTH KJHEHT-
cKU# nocTyn Ko Bcelt moncetu 10.66.4.0/24, 3aTeM Mbl HaJI0XKUM OrpaHUUYEHHs] NOCTYTIA, MOJNb3YSCh
6paHIMay3pHbIMH TPaBUIaMU, YTOOBl peasn30BaTh BHILIENPHUBENEHHYIO TAOMUIy MOJUTHK).

[Ipexxne Bcero ompenesuM CTaTUYECKHH HOMep AJs Hallero WHTepderica tun, 4To6bl Mbl MOTJIH
103Ke CCbLIAaThCS HA HEro B HalIMX OpaHAMay3pHbIX MpaBHJAX:

dev tun0

B cepBepHOM KOoH(HUTrypallMoHHOM (aie onpeneauM AvanazoH [P-anpecoB n/s cOTpyAHUKOB:

server 10.9.0.0 255.255.255.0

Jlo6aBUM MapuIpyThl IJsi AMarna30HOB CUCTEMHOrO aMUHUCTPATOpPa U KOHTPAKTOPOB

route 10.9.1.0 255.255.255.0 10.9.0.1

route 10.9.2.0 255.255.255.0 10.9.0.1

HasHaunm ¢ukcupoBanHble [P-anpeca cucTeMHBIM aiMHUHUCTPATOPaM U KOHTPAKTOpaM, KakK OMU-

client-config-dir ccd

¥ MOMECTHUM B HEro CreluaabHble KOHOUTYpPALMOHHBIE (aiiibl:
ccd/sysadminl

ifconfig-push 10.9.1.1 255.255.255.255

push "route 10.9.0.0 255.255.255.0 10.9.1.1"

ccd/contractorl

ifconfig-push 10.9.2.1 255.255.255.255
push "route 10.9.0.0 255.255.255.0 10.9.2.1"
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ccd/contractor2

ifconfig-push 10.9.2.5 255.255.255.255
push "route 10.9.0.0 255.255.255.0 10.9.2.5"

dto 3aBepmaer kKoHpurypauuio «OpenVPN-I'OCT». Ilocnenuuii mar — no6aButh 6pagmaysp-
Hble MpaBUJa, YTOOBl (DUHAMU3UPOBATh MOJUTHKY HOCTyna. [lsi 3TOro mpuMepa Mbl BOCIOJb3yeMCs
npaBUJIaMU B cUHTakKcuce iptables us Linux:

# Employee rule
iptables -A FORWARD -i tunO -s 10.9.0.0/24 -d 10.66.4.4 -j ACCEPT

# Sysadmin rule
iptables -A FORWARD -i tun0O -s 10.9.1.0/24 -d 10.66.4.0/24 -j ACCEPT

# Contractor rule
iptables -A FORWARD -i tun0 -s 10.9.2.0/24 -d 10.66.4.12 -j ACCEPT

6.4.9 MHcnosnb3oBaHue ajbTepPHATHBHBIX CIOCOOOB ayTeHTU(PUKALUU

«OpenVPN-T'OCT» nMeeT BO3MOXKHOCTb IO3BOJISITh CBOEMY cepBepy 6e30MacHO MojydaTh Jo-
THH W TapoJib OT MOAKJ/IOYAIILIErocsi KJAHEHTa W HCIOJNb30BaTh 3Ty HH(POPMALHUI0 Kak 6asuc aJs
ayTeHTU(PUKALKHU KJIHEeHTa.

Yrobbl HUCMOb30BATh ITOT CMOCOO ayTeHTH(HKALWH, CHauana noOaBbTe AUPEKTUBY auth-user-
pass B KJuWeHTCKyio KoHpurypauuio. OHa 3actaButT kaueHT «OpenVPN-I'OCT» s3ampammBath y
MoJIb30BaTe sl JIOTHH/TIapoJib, TlepefiaBasi ero Ha cepBep no GeszomnacHomy TLS-kanasy.

Janee, ckoHpUrypUpy#Te cepBep Tak, UTOOBI OH HCIOJb30BaJ ayTeHTU(PUKALHUOHHBIN MJIATHH,
KOTOPbIH MOXKeT ObITh CKpUNTOM, 06bekToM o61iero noctyna uad DLL. Cepeep «OpenVPN-I'OCT»
OyzeT BBI3bIBATb 3TOT IJIATMH KaxKAbld pa3, korna kaveHT VPN OyneT mblTaTbesl MOAKJ/IIOUHUTHCH,
nepenaBasi eMy JIOTHH M 11apoJib, BBelIeHHble Ha KJHeHTe. AyTeHTH(UKALHOHHBIN IJIardH MOXKeT
ynpaBJsite TeM, noasossieT ju cepBep «OpenVPN-I'OCT» knneHTy coenuHUTbCS, BO3Bpallas 3Ha-
yeHue Heynauu (1) uau ycnexa (0).

6.4.9.1 Hcnosb3oBaHUe CKPUNTOBBIX MJarvHOB

CKpUINTOBbIE MJIArMHbl MOXKHO TPUMEHSTh, 100aBUB NUpPeKTHUBY auth-user-pass-verily B cepBep-
HBbIA KOH(UrypauuMoHHbIN (daia. Hanpumep:

auth-user-pass-verify auth-pam.pl via-file
OyneT TPUMeHSITb CKPUNT Ha si3bike perl auth-pam.pl nns ayTeHTHQUKAUUM JOTHHA W TAPOJIS
MOAKJIIOYAIIIUXCH KJIUEHTOB.

6.4.9.2 HWcnonb3oBaHue OUHAMUUYECKUX OUOJJHUOTEK B KauyeCTBe IJIATUMHOB

[Inaruusl B popme nHHaMUUEKHUX OUONUOTEK OOBIUHO SBJSIOTCS CKOMIUJIUPOBAHHBIMU MOILYJISAMH
Ha si3bike C, KoTopele 3arpyxatoTcsi cepBepoM «OpenVPN-I'OCT» B xone paboThl.

plugin /opt/openvpn-gost/plugins/openvpn-plugin-auth-pam.so login
Ona npukaxet ceppepy «OpenVPN-I'OCT» npoBepsTh JIOTHUH U MapoJib, BBEIEHHbIE KJIHEHTAMH,
¢ ucnosb3oBanueM PAM-monyas login.
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6.4.9.3 Hcnosb3oBaHue ayTeHTHU(PUKALUUU 110 JOTMHY H TMapoJil0 Kak eIdHCTBEHHOH (HOopMbl
KJUEHTCKOU ayTeHTU(PUKALUH

[To ymosmuanuio, ucnonb3oBaHue auth-user-pass-verily uau nposepsitollero JIOTMHbl M NapoJiu
MJIarMHa Ha cepBepe BKJ/IOYMT JBOHHYIO ayTeHTH(PHUKaLHI0, TpeOys, 4ToObl [/ ayTeHTHU(HUKALHUH
KJIMEeHTa ObINM YCIeIIHbl M ayTeHTH(UKALHKs Ha KJIHEHTCKOM cepTH(HUKarTe, W JIOTHH-NApOJbHAs
ayTeHTU(HKALIUS.

XoTs ¢ TOYKH 3peHHs 0e30MacHOCTH 9TO He PEKOMEHIYeTCsl, BO3MOXKHO OTKJIOUHTb HCIIOJb30-
BaHHMEe KJ/IHEHTCKHX CepTH(HUKATOB M OCTABUTb TOJbKO ayTEHTH(PUKALHMIO MO JOTMHY W napoJio. Ha
cepBepe:
client-cert-not-required

Takne koHpHUrypauru 0OBIYHO NOJKHBI UMETb CTPOKY:
username-as—-common-name

KoTopasi BeqlUT cepBepy HCIOJNB30BaTh JOTHH IS Leseld MHAEKCALUH, KaK OH HCI0Jb30BaJs Obl
nose Common Name /sl KJIHeHTa, ayTeHTH(PULHUPOBABLIEr0Csl Ha KJIWEHTCKOM cepTH(HKATe.

O6paTute BHMMaHHe, 4TO CTpoka client-cert-not-required He ycTpaHsieT Heo6XOAMMOCTh B cep-
BEPHOM cepTH(HKATe, TaK UTO KJIHEHT, COENUHSIOIIMUCS ¢ CepBEPOM, KOTOPBIH Hcmosb3yet client-
cert-not-required, mMoXxeT ymasuTh AUPEKTHBHl cert U key M3 KJIHEHTCKOTO KOH(HUTYpPaLHOHHOTO
(paiina, HO He IUPEKTHUBY Ca, IIOTOM UTO KJHEHTY HEeOOXOIHUMO MPOBEPUThb CepPBEPHBIN cepTU(HUKAT.

6.4.10 Jo6aBnenue k koHpurypauuun «OpenVPN-I'OCT» nByxdakTopHOH ayTeHTH(HKALHUU C
MCIOJIb30BaHHEM TOKEHOB Ha KJIMEHTCKOH CTOpOHE

6.4.10.1 O nByxdakTOpHOH ayTeHTU(PUKALUH

JIByxdakTopHas ayTeHTU(pHUKALHUS — 3TO CHOco0 ayTeHTH(PHUKALUHU, KOTOPbIH 00beAHHsET 1Ba
3JIeMeHTa: YTO-TO, UTO y BaC e€CTb, U UYTO-TO, YTO Bbl 3HaeTe.

YUTo-To, YTO y Bac eCTb, NOJI)KHO OBITh YCTPOHUCTBOM, KOTOPOE He MOXKeT ObITb MPOAYOJHUPOBAHO;
TaKoe YCTPOHCTBO MOXKeT OBbITb KPUNTOrpahuuecKUM TOKEHOM, COlepxKallliM 3aKpbIThIH K/04. DTOT
3aKPBITBIH KJIIOU FeHepUpyeTCs BHYTPU YCTPOUCTBA U HUKOTJA ero He Mokuaaet. Ecau nonbsosatedns,
00/1alal0UIUH 3TUM TOKEHOM, NbITAeTCS MOAKJIOUUTBCA K 3aLUHUIIEHHBIM CEPBUCAM B yIaJ€HHOU CeTH,
npoLecc aBTOPU3aLMH, KOTOPHIA AaeT JOCTYIl K CeTH MJHM OTKa3blBaeT B HEM, MOXKeT YCTaHOBHUTb,
C BBICOKOH CTeleHbI0 YBePeHHOCTH, YTO MOIAKJ/IOYAILIUKCS 10/b30BaTeNb (PU3HYECKH 00/1agaeT U3-
BeCTHBIM, CePTU(PULHUPOBAHHBIM TOKEHOM.

Yro-TO, 4TO BBl 3HaETe, MOXKET ObITh MaposieM (MMH-KOIOM) IJIsl JOCTyTa K KPUITOrpapuieckomy
ycTpoiicTBy. bes npenocraBieHUss KOpPeKTHOrO MapoJisi Bbl He MOXKeTe BOCIHOJb30BATbCSl 3aKPBITEIM
KatouoM. Ellle ofHa BO3MOXKHOCTb KPHUNTOrpauuecKUX YCTPOHCTB — 3alpeTUTb HCIO0Jb30BaHUe
3aKPBITOrO KJII0Ya, €C/JIH HEKOPPEKTHbIH Maposb (MHH-KOA) Obl NpefocTaBjeH 6oJjblie, YeM I03-
BOJIEHHOE KOJIMUeCTBO pa3. IDTO IMOBeLeHHe TapaHTHUPYeT, UTO eCJH I0/b30BaTe/b MOTEpPsJl CBOE
YCTPOUCTBO, NIPYTrOM YeJOBEK He CMOXKEeT ero UCMOJb30BaTh.

Takum o6pas3oM, HCHO/b30BaHUE TOKEHOB IOBbIILIAET 3aLIUIIEHHOCTb BUPTYasJbHOH CeTH, IO-
CKOJIbKY 3aTpyJHSIeT MOAKJIOUEeHHEe K Held HeyNOJHOMOUYEHHOro M0Jb30BaTe .

6.4.10.2 Koupurypuposanue «OpenVPN-I'OCT» nas pa6otel ¢ TokeHamu PyTokeH

«MarllIpo Kpunrollaker» 4.0 no3Bo/isieT XpaHHUTb 3aKpbITbIH KJ/I0Y He TOJbKO B (haiije, HO U Ha
yctpoiicTe PyToken. CyiiecTByeT ABa crocoba XxpaHeHHs Katouell Ha PyTokeHe: B (paitjioBo# cucteme
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YCTPOHCTBA WJM B HeH3BJEKaeMOH MaMsTH (OTMeTHM, 4TO BTOPOH BapHaHT HOCTYIEH TOJBKO IJIs
yerpoiictB Pytoken DUIT u Pytoken PKI).

Kaou B QaiyioBoil cucteme ycTpoHcTBa HOJKeH ObIThb co3gaH cpeactBamMu camoro «Marllpo
Kpuntollaker» 4.0. [ls5 ucno/sb30BaHUSl TAKOTO KJ/l04a HEOOXOAUMO YCTaHOBUTb ApaiBepbl yCTPOH-
CTBa U B (paiiyie KoHpUTrypauuu stunnel.conf orpenakTupoBath napametp key ciaenyuum o6pasom:

key [[ENGINE]]cryptocom:RUTOKEN:ums_xonmetinepa

Hma_roumelinepa SBJSIETCS YUCJIOM B JECATHUHON MM ILIECTHAALATEPUYHOH 3aMHUCH U JTOJAKHO
COBMAMATh C UMEHEeM_KOHMmelHepa, UCTIOAb30BAHHBIM MIPU TeHepalny Kaua.

PyTokeH ¢ K/JIIOUOM B HEH3BJIEKAEMOW MaMATH OOBIYHO MPUXOAUT U3 YIOCTOBEPSIOIIEEr0 LEHTPa.
Takxe MOXHO CO31aTh TAKOW KJIFOU CAMOCTOSITEJIbHO C MOMOIIBIO YTHJNUT U3 KOMILJIEKTA MOCTABKH
Pyrtokena unu cpencrBamu «Marllpo Kpuntollaker» 4.0.

st ucnosib30BaHuUs KJto4a B HeM3BJeKaeMol naMsaTh ycTpoicTBa PyTokeH HE06X0AHMMO yCTaHo-
BUTb ApalBepbl ycTpoiicTBa U 6ubanoTeky rtpkesllecp, mpenocrasastomyio unteppeiic PKCS#11,
nocJie 4ero B (pakjie KOHPUTYypalUu Stunnel.conf oTpenakTHPOBaTh napameTp key caenyium obpa-
30M:

key [[ENGINE]]cryptocom:PKCS1l:nemxa_xaroua

Ecsu B HensBJ/ekaeMoii naMsaTH PyTOKeH COfep:KUTCS TOMBKO OAUH KJIIOU, MEMKY_KAO4A MOXKHO
He yKa3blBaTh.

6.4.10.3 KoudurypupoBanue «OpenVPN-I'OCT» nmns pa6otel ¢ Tokenamu JaCarta u npyrumu
TOKEeHaMH, npenocTasisomnmu narepdeiic PKCS#11

«Marllpo Kpunrollaker» 4.0 mosBossieT HCHO/b30BaTb 3aKPBITHIH KJIOU, PacloJOKeHHbIH B
HeH3BJeKaeMoH nmamsAtH yctpoicrBa JaCarta, a TakxKe MHBIX yCTPOHCTBO, MPEAOCTABMASIOUIMX HH-
tepeiic PKCS#11. CoBmectHo ¢ «Marllpo Kpunrollaker» 4.0 nomyckaercsi UCONb30BaTh TOJNBKO
yCTpOHCTBa, UMemoLre neictBytouui ceprurukar @CH Poccunn.

Jlns ucronb3oBaHUs TaKUX Kitoyed HeoOXOAMMO yCTAaHOBUTb ApalBepbl YCTPOHCTBA, a TaKxke
6ubaMoTeKy, npenocrapasouyo uHTepdeiic PKCS#11 nnsa storo ycTpoicTBa, U BBICTABUTH Mepe-
MeHHYI0 oKpyKeHHsi PKCS11_LIBNAME, 3HaueHHeM KOTOPOH JOJKeH OBIThb MyTb K 3TOH OMOJHO-
Teke.

B ¢aiine kondurypauuu stunnel.conf Heo6XooMMO OTpedaKTHPOBaTh napaMmetp key ciaenyuium
obpaszom:

key [[ENGINE]]cryptocom:PKCSI1l:uemka_xaroua

Ecsny B HeusBsieKaeMOH NMaMsITH TOKEH COIEPXKUTCS TOJbKO OIUH KJIOU, MEMKY_KAOUQ MOXKHO
He yKa3blBaTh.

6.4.10.4 KouourypupoBanue «OpenVPN-I'OCT» nast paboTsl ¢ TokeHaMH Bbiora

«OpenVPN-T'OCT» moxeT MCMO/Ib30BaTh 3aKPBIThIE KJIIOUH, 3alMCaHHblEe B (DAHIOBYIO CHCTe-
My TOKeHOB Brbiora (mosi>kHbl ObITb IOMOJHUTENBHO YCTAHOBJIEHBI HpaiiBepa ycTpoicTBa). [laHHas
BO3MOXKHOCTb Peasii30BaHa TOJbKO HJisi 256-OUTHBIX KJHOYeH.

s vcnonb3oBanus kKawoded ¢ Boioru napamerp key ¢aitna kondurypaunu «OpenVPN-I'OCT»

HYKHO 3aJaTh CJIEIYIOUMM 06pa3oM:
key [[ENGINE]]cryptocom:VJUGA.X
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6.4.11 MapupyTHusauus BCero KJHeHTCKOro Tpaduka (Bk/arwoyas Be6-Tpadpuk) yepes VPN

6.4.11.1 Bseneuue

[To ymonuanuto, korna kiaueHT «OpenVPN-IT'OCT» akTuBeH, TOJBKO ceTeBOU Tpaduk Ha cepBep
«OpenVPN-T'OCT» u ¢ Hero Oyzmer npoxonuTb depe3 VPN. O6umu#i mpocMOoTp HHTEpPHET-CAUTOB,
Harnpumep, OyIeT BBHIIIOJHEH yepe3 MpsiMble COeUHEHUs], KOTopble He NpoxoasiT yepe3 VPN.

B HeKoTOpBIX cjydasix 3TO MOBeldeHHE MOXKeT ObITb HeXKeJaTeJbHbIM — Bbl MOXKETe 3aXOTeTh,
uto6bl VPN-K/MeHT TyHHesnupoBaJ/ Becb ceTeBod Tpaduk yepe3 VPN, Bkitouass o6LMH NpocMOTp
UHTepHeT-calToB. X0Ts 3TOT TUN KoHpurypauud VPN 3acTaBUT K/aUeHT paboTaTb MelJieHHee, OH
naet aaMuHuactpatopy VPN 6osblIME KOHTPOJb HaA MOJUTHKAMH 0€30MaCHOCTH, KOTrAa KJHEHT
OJHOBPEMEHHO coefuHeH U ¢ nybandyHoi ceTbto MHTepHeT, u ¢ VPN.

6.4.11.2 Peanusauus

Jlo6aBbTe creyolLIy0 TUPEKTUBY K CepBEPHOMY KOH(HUIypallMOHHOMY (aiy:
push "redirect-gateway defl"

Ecan Bama VPN HacTpoeHa B 0ecrnpoBOAHON ceTH, THe BCe KJHEHThHl M CepBep HAXoOATCH B
OJIHOH W TOMH Ke 6ecrnpoBOAHOH MoiceTH, noctaBbTe (aar local:

push "redirect-gateway local defl"

[lepenaua omuuu redirect-gateway kaueHTam 3actaBUT Becb [P-ceTeBoil Tpaduk, HCXONSALIUH
C KJIMEHTCKHUX MalluH, npoxoauTb depe3 cepBep «OpenVPN-TOCT» CepBep HykKHO OyneT Kak-TO
CKOH(UTYpHPOBaTh, YTOOBl OH MOT paboTaTh C 3TUM TPa(PUKOM, HAIPUMep, COEAUHUTb €ro C CeTblo
Hurepuer yepes NAT usiu mapupytusupoBats yepe3 HTTP-npokcu cepsepa.

B Linux Bbl MOXeTe BOCIIOJNb30BAThCSI BOT TAKOH KOMAHIOM, YTOOLI IMOAKJIOUUTH KJIUEHTCKUHI
Tpaduk K cetu MHTepHet uepes NAT:

iptables -t nat -A POSTROUTING -s 10.9.1.0/24 -o eth0 -j MASQUERADE

dta KomaHpaa npenmnosaraet, uto noacetb VPN — 10.9.1.0/24 (B3sitass M3 OUPEKTHUBBLI server
B cepBepHoil KoH(purypauuu «OpenVPN-I'OCT»), u uto jokanbHbIH HHTepdeic cetu Ethernet —
ethO.

Korna ucnone3yercs redirect-gateway, kauentsl «OpenVPN-I'OCT» G6ynyT mMapuipyTH3UpoBaTh
sanpockl DNS uepes VPN, u cepepy VPN HyxHO Oymet ux oOpabaTeiBaTb. DTO MOXKET ObITb
INOCTUTHYTO Nepenaueil agpeca cepBepa DNS nopksodarommmcs KJaMeHTaM, KOTOPbIH 3aMeCTUT KX
o6bluHble HacTpolku cepBepa DNS Ha Bpewms, noka VPN axkrusna. Hanpuwmep:

push "dhcp-option DNS 10.9.1.1"
CKOH(UTYpUpyeT KaueHTb Windows (MJH IpPyrux ornepalvoHHbIX CUCTEM C HEKOTOPBIMH JIO-

MOJIHUTEJIbHBIMUA CKpHUNTaMH) Hcnoab3oBath 10.9.1.1 B kayectBe ux DNS-cepsepa. Jlo6o# anpec,
KOTOPBIH BUIEH C KJHEHTOB, MOXKeT ObITb MCIOJIb30BaH Kak aapec cepepa DNS.

6.4.11.3 IlpenynpexpueHus

[lepenanpaBsienue Bcero ceteBoro Tpaduka uepe3 VPN — He coBcem GecnpoO/eMHOe npenJo-
’KeHHe. BOT HeCKOJIbKO THNHUYHBIX MpoOJeM, KOTopble cjelyeT HMeTb B BUIY:

— Muorue mamuHbl-KaHeHTE «OpenVPN-T'OCT», coenunnstomuecs ¢ Mutepuerom, 6ynyT nepu-
OflMYecKH B3auMogaedcTBoBaTh ¢ cepeepoM DHCP, uto6el 06HOBUTH cBoo apeHay [P-anpecos.
Onuus redirect-gateway MoxeT He faTh KJHeHTY cBsizatbesl ¢ JokanpHbIM DHCPO-cepsepom
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(motomy uyto coobiienus DHCP 6ynyTt mapuipyrtusupoBatbest uepe3 VPN), uTo 3acTaBUT MX
notepsitb cBoto apeHny [P-anpecos.

— CymecTtByloT npobJsembl, cBsg3aHHble ¢ nepenadeit DNS-anpecos Ha kauentsr Windows.

— IIpocMmoTp MHTepHET-CaUTOB Ha KJHeHTe OyfeT 3aMeTHO MeJJleHHee.

6.4.12 Patora cepsepa «OpenVPN-I'OCT» na nunamuueckom [P-agpece

B 1o Bpemsi kak knueHTBl «OpenVPN-I'OCT» moryT /ierko mocturaTh cepBepa dyepe3 NTHHAMH-
yeckuil [P-agpec 6e3 kakoro-aubo crneunnanbHOr0O KOH(MUTYPHUPOBAHMS, BO3HHMKAIOT ONpefieseHHble
npo6seMbl, Korjga caMm cepsep nMeeT auHamuuyeckuil anpec. Xots «OpenVPN-TOCT» 6e3 npobaem
CIpaBJISieTCsl C CHUTyalueHd Ha JAMHAMHUYECKOM cepBepe, HEOOXOAMMO HEKOTOpOe MONOJHHTEJbHOe
KOH(UTypUpOBaHHUE.

[TepBoifi mar — nmoayuyutb nuHamudecknuii DNS-anpec, KoTopeiii MoXKeT OBITb CKOH(UTYpPHPOBaH
TaK, 4YTOObI «CJIeIOBaTh» 32 CEPBEPOM KaxKAblH pas, Kak MeHsercs [P-anpec cepsepa. CymiecTBytoT
HECKOJIbKO NOCTYMHBIX MpoBakaepoB AnHamudeckux DNS-yeayr, Hanpumep, dyndns.org.

C/enyiolUi mar — HaCTPOUTb MeXaHU3M, 4ToObl KaxKAbli pas, Koraa [P-anpec cepsepa MeHsi-
etrcsl, uMsa nruHaMmudeckoro DNS 6blcTpo mosyydaso 6b1 HoBbIH [P-anpec, mo3Bosisisi KiaveHTaM HaWUTH
cepBep 1o ero HoBoMy I[P-angpecy. EcTb 1Ba 0CHOBHBIX criocoba 3TO cleJaTh:

— Hcnonb3oBatb o6opynoBanue mapuipytusatopa NAT ¢ nonnepxkoii nuHamuueckoro DNS (Ha-
npumep, Linksys BEFSR41). BosnblMHCTBO HETOPOTHX U MIMPOKOAOCTYIHBIX MapllpyTH3aTo-
poB NAT o6sanaroT BO3MOXKHOCTbIO OOHOBJATh AWHamMudyeckoe uMsi DNS kaxknwi#i pas, kKak
HoBasi apenna DHCP noayuena ¢ ISP. Dta HacTpoiika uneasnbHa, Korna cepBep «OpenVPN-
[OCT» siBaisieTcs KOMIIBIOTEPOM C OTHUM CETEBBIM aJarTepoM BHYTPH OpaHaMay’pa.

— Hcnosb3oBaTh NIHUHaMUuyecKoe NPUJIOKEHHE DNS-kmuenra, Hanpumep, ddclient
(http://sourceforge.net/apps/trac/ddclient) nas o6HoBaeHuss muHamuueckoro DNS-ampeca,
KaK ToJbKO momeHsieTcs IP-ampec cepBepa. dTa HacTpoiika ujaeasbHa, Korga MalldHa, Ha
kotopoil paboraetr «OpenVPN-TOCT», nmMeeT HecKOJbKO CeTeBHIX afamnTepoB WU paboTaer
Kak OpaHamaysp/redT. UToObl peanu3oBaTh 3Ty HACTPOHKY, BaM HEOOXOAHUMO HACTPOHUTb
CKPHIIT, KOTOPBIH OYAeT BBHIMOJHSATLCS BalIUM MporpaMMHbIM mnpuioxennem DHCP-knuenrta
Ka>KJbli pa3, KaK MPOUCXOAUT cMeHa [P-anpeca. dtot ckpunt noskeH a) BeinosHATh ddclient,
uyToOBl YBENOMHTb Ball mNpoBaimep nuHamudyeckoro DNS o Bamem HoBoM IP-anmpece u 6)
nepesanyckatb cepBepHblil 1eMoH «OpenVPN-I'OCT».

Knuent «OpenVPN-TOCT» no ymosuaHuio mouyBCcTByeT, Korna cmenutcs [P-ampec cepsepa,
ec/M KJIHeHTCKass KOH(UI'ypalusi UCIOAb3yeT OUPEKTHBY remote, KOTOpasi COOTHOCUTCS C UMeHEeM
nuHamudeckoro DNS. O6biunas uenb co6uiTuil TakoBa: a) kaneHTy «OpenVPN-I'OCT» ne ynaercs
MOJIy4YHUTh CBOEBPEMEHHBIe MO epKHUBatolIe coobuienus co craporo IP-anpeca cepsepa, uto 3anyc-
KaeT repes3arpysky, U 0) mepesarpys3ka 3actaBJjseT nepecmorpetb uMs DNS B mupekTuBe remote,
103BOJISIST KJIHEHTY MepernoiKJ/II0UUThCs K cepBepy 1o ero HoBoMmy IP-ampecy.

6.4.13 Ilopkuaouenue K cepBepy «OpenVPN-IT'OCT» uepes HTTP-npokcu

«OpenVPN-T'OCT» nonnepxuaer coenunenusi yepe3 HTTP-npokcu, co cnenyomumu Moaes-
MU ayTeHTH(HUKALMHU:

— Het ayrentudrkaunuu Ha npoxcu
— Basic ayTeHTH(HKaLUs Ha NPOKCH
— NTLM ayreHTH(UKaLUs Ha NPOKCH

Jlo6aBbTe nupekTHBY http-proxy B KJIHEHTCKHH KOH(PUTYpPALHOHHBIH (DakI.
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Hanpuwmep, npennosoxum, yto y Bac HTTP-npokcu cepBep Ha KJHMEHTCKOH JIOKaJbHOW CETH
Ha 192.168.4.1, kotopeiii caymaer coenvHeHusi Ha nopty 1080. {o6aBbTe cienyIIyl0 CTPOKY K
KJUEHTCKOW KOH(UTYyPaALUHU:

http-proxy 192.168.4.1 1080

[Ipennonoxum, uto HTTP-npokcu tpebyet ayteHTHU(rKauuu Basic:
http-proxy 192.168.4.1 1080 stdin basic

[Ipennonoxum, yro HTTP-npokcu Tpebyer aytentudukauuun NTLM:
http-proxy 192.168.4.1 1080 stdin ntlm

JBa BbllLlenpHBeNeHHBIX ayTeHTU(PUKALUUOHHBIX NpuMepa 3actaBsaT «OpenVPN-I'OCT» 3zamnpo-
CUTb JIOTHH W NapoJib CO CTAHAAPTHOIO BBOAA. Ec/M BBl BMECTO 3TOro NpearnoyuTaeTe MOMeCTHUTb
JIOTHH W MapoJib B ¢aiis, 3ameHnuTe stdin umeHem (aisa U MOMECTHTE JIOTHH B TIEPBYIO CTPOKY ITOTO
(haiisia, a maposb BO BTOPYIO.

6.4.14 CoenuHeHHe C COBMECTHO HCIMOJb3yeMbiM pecypcoMm Samba yepe3 «OpenVPN-I'OCT»

ITOT MpUMep TNpenHa3HAUeH [Js1 TOTO, YTOOBI MOKa3aTh, Kak KaueHTh «OpenVPN-IT'OCT» moryT
COEIUHSATBCS C COBMECTHO HCIIOJb3yeMbIM pecypcoM Samba depe3 MapuIpyTU3HPOBAHHBIH TyHHEJb
dev tun. Ecau Bel ucnonbsyere «OpenVPN-IT'OCT» Tuna «moct» (dev tap), BaM, BeposiTHO, He
HY>KHO CJIefIoBaTb 3TUM MHCTPYKUHAM, NOCKOJbKY KJaHeHTh «OpenVPN-I'OCT» no/KHbl BUAETDH
MalllMHbl CEPBEPHOH CTOPOHBI B CBOEM CETEBOM OKpPYKEHHH.

Jlnst 3TOTO MpUMepa MPearoJoKUM, YTO:

CepBepHasi JioKaJbHasi ceTh HcnoJbayeT noacets 10.66.0.0/24,

Huanason IP-ampecoB VPN wucnosnbsyer 10.9.1.0/24 (kak yKaszaHO B NUPEKTHBe Server B
cepBepHOM KoHpurypanuonHom aiise «OpenVPN-IOCT».)

CepBep Samba umeer [P-anpec 10.66.0.4 u

CepBep Samba y»xe Obll CKOH(UTYPUPOBAH M NOCTYTEH U3 MECTHOU JIOKaJbHOU CETH.

Ecnu cepBepnl Samba u «OpenVPN-I'OCT» pa6oTaoT Ha pa3juuHBIX MallMHAX, YAOCTOBEpb-
TeCb, YTO Bbl BHINIOJIHUJN yKa3aHusl pasfena «Pacuupenue obnactu neiicteuss VPN ¢ BkJ/loYeHHeM
LIOTIOJIHUTEJ/IbHBIX MAllUH B KJIHEHTCKYIO U/ CEPBEPHYIO MOACETH.

Jlanee oTpenakTupyiTe KOH(DUTypalMoHHbIH (hailn cepBepa Samba (smb.conf). ¥noctoBepbrecs,
gyto aupektuBa hosts allow mosBosut kauentam «OpenVPN-TOCT», nmpuxonsiium H3 MOACETH
10.9.1.0/24, ycranaBnuBaTh coenuHenue. Hanpumep:

hosts allow = 10.66.0.0/24 10.9.1.0/24 127.0.0.1

Ecnu cepBepsl Samba n «OpenVPN-TOCT» pa6oTatoT Ha ogHO# 1 TOM Ke MallWHE, Bbl, BO3MOX-

HO, 3aXOTHUTE OTPeNaKTHPOBaTh AUPEKTHBY interfaces B ¢aise smb.conf Tak, 4To6BI TakXKe caymarthb
Ha nozacetu 10.9.1.0/24 untepdeiica TUN:

interfaces = 10.66.0.0/24 10.9.1.0/24

Ecau cepepnl Samba u «OpenVPN-T'OCT» pa6oTaroT Ha OfHOH U TOH >Ke MallWHe, MOAKJIHYH-
Tech ¢ kaveHTa «OpenVPN-I'OCT» kK coBMECTHO HCIOb3yeMOMY pecypcy Samba ¢ UCrob30BaHUEM
MMEeHH KaTaJiora:

\\10.9.1.1\\sharename

Ecnu cepBepnl Samba u «OpenVPN-I'OCT» pa6oraioT Ha pa3HbIX MalIMHAX, UCIOIb3YHUTE UMS
KaraJjora:

\\10.66.0.4\sharename
Hanpuwmep, 13 okHa KOMaHIHOH CTPOKH:
net use z: \\10.66.0.4\sharename /USER:myusername
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6.4.15 Peanuzauusi KoHdurypanuu 6aJaHCHPOBKU Harpy3KH/BOCCTAHOBJIEHHS T0cje cHOs

6.4.15.1 Kuauenrt

Knuenrtckas konpurypauus «OpenVPN-I'OCT» moxeT yKasbiBaTb Ha HECKOJbKO CEPBEPOB IS
6a/aHCUPOBKHK HAarpy3KH M BOCCTAHOBJIEHHUS MocJje oTKaza. Hampuwmep:

remote serverl.mydomain
remote server2.mydomain
remote server3.mydomain

npukaxet kaueHTy «OpenVPN-I'OCT» neitaTbesi ycTaHaBAUMBATh COelMHEHHE C serverl, server2
1 serverd B 3ToM mnopsiike. Ecau cyuiecTByiolee coenuHeHue pasopBaHo, kaueHT OpenVPN mo-
MBITAEeTCS BOCCTAHOBUTH COEIMHEHHE C TOCJEIHUM CEpBEPOM, C KOTOPBIM COeIHHeHHe OBIIO0 yCTa-
HOBJIEHO, @ €CJIM 3TO He YHacCTCs, TMepelaeT Ha CJAeAYIOUIMH cepBep B CHHUCKe. Bbl Takxke MoxeTe
ykaszatb kaueHTy «OpenVPN-I'OCT» pannomusoBaTh CBOH CIHCOK CepBEPOB NPH 3arpyske, YTOObI
KJIMEHTCKasl Harpyska Obllla BepOSITHOCTHO paclpefiesieHa M0 AUana3oHy CepBepOB.

remote—-random

Ecnn Bbl Takxke XoTuTe, 4ToObl Heynauu paspeienuss DNS 3acraBnasin kaueHt «OpenVPN-
[OCT» nepexonuTb Ha CJAEAYIOIMIUHA CepBep B CMUCKe, N00aBbTe CJAEAYIOIIEE:

resolv-retry 60

[Tapametp 60 Benut knueHty «OpenVPN-I'OCT» nbiTaThcst paspelinTb Kaxkjaoe yaajleHHOe UM
DNS B Teuenue 60 cexyHn, npexje yeM MepexoqUTb Ha CJeNyIOLIMH cepBep B CIIHCKe.

CHHUCOK cepBepOB MOXKET TaK»Ke YKa3blBaTh Ha HECKOJbKO cepBepHbIX neMoHOB «OpenVPN-
[OCT», paborawmux Ha ONHOW W TOH Ke MallliHe, KaXKIbli M3 KOTOPBIX CJyIIaeT COelHHEHHUs Ha
COOCTBEHHOM IOPTY, HalpUMep:

remote smp-serverl.mydomain 8000
remote smp-serverl.mydomain 8001
remote smp-server2.mydomain 8000
remote smp-server2.mydomain 8001

6.4.15.2 Cnucok cepBepos

Ecsu Bamu cepBepa — MHOrONpPOLECCOPHblE MAalIMHbI, 3aMycK HecKoJbKHX AeMoHOB «OpenVPN-

[OCT» Ha KaxXKIOM cepBepe MOXKET UMeThb IMPEUMYILIeCTBA C TOUKH 3PEHHUS CKOPOCTH BBIIIOJHEHHUS.
«OpenVPN-T'OCT» Takke momiep»KHMBaeT AMPEKTHBY remote, ykaswiBaiomyto Ha umsi DNS,

KOTOpOoe 00/1afiaeT HECKOJIbKHUMH 3aNUCAMH A B 30HHOH KOH(UTIypaLUuH AJs noMeHa. B aToMm ciyuae

kaueHT «OpenVPN-I'OCT» 6yzner cayualiHbiM 06pa3oM BeIOUPATh ONHY M3 3amuced A KaxKIbli pas,

KakK JOMeH paspellaeTcs.

6.4.15.3 Cepsep

CaMmbléi IPOCTOH mMoaxon K KOoH(Urypauuu 6ajaHCHUPOBKH Harpy3KW M BOCCTAHOBJIEHHS MOCJIe
0TKa3a Ha cepBepe — HCI0J1b30BaTh SKBHBAJEHTHbIe KOH(UTYypaLlMOHHbIE (haiiibl HAa KaXKI0M cepBepe
B KJIacTepe, 33 UCKJIOYEeHHUEM HCIOJNb30BaHUS Pa3/IMUHbIX NHANa30HOB BUPTyanbHbiX [P-anpecos ass
Kaxxaoro cepepa. Hanpumep:

serverl

server 10.9.0.0 255.255.255.0
server2
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server 10.9.1.0 255.255.255.0
server3
server 10.9.2.0 255.255.255.0

6.4.16 KoHdurypupoanue padotsl no IPv6

«OpenVPN-T'OCT» moxeT Kak co3haBaTh 3alllMlIeHHOe cOequHeHHe, ucnoab3ys [Pvb B kaue-
CTBE TPAHCIOPTA, TaK W nepenaBath [Pv6-TpaduK BHYTPH 3alIHILEHHOTO COENUHEHHUS.

Hnst Toro, 4ToObl cO3aaTh 3allMileHHOe coeirHeHHe noBepx [Pv6, HyKHO 3aMeHUTb mapameTp
proto tcp Ha proto tcp6. Ilpu aTomM Ha cTOpoHe KJMeHTa agpec cepBepa MOXKHO YKa3blBaTb Kak B
[Pv6-dopmate, Tak u (npu Hanauuuu pabdoratomiero DNSv6-cepBepa) B hopmMaTe H1OMEHHOTO MMEHH.

s Toro, 4ToObl BK/IIOYUTH Nepenady [Pv6 BHYTpH 3alIuileHHOTO COeIMHEHHS, HYKHO YKa3aTh
cepBepy napametp server-ipv6. O6paTtute BHHUMaHUe, YTO MapaMeTp server, 3afgamlunil agpec [Pv4,
TOXKe NOJIXKEH TMPUCYyTCcTBOBaTh, T.e. pure IPv6 VPN cosnate HeBO3MOXKHO.

6.4.17 Koudurypuposanue «OpenVPN-ITOCT» pas aBTOoMaTHUecKoro 3amycka IMpU cTapTe
CUCTEMBI

Henocratok cranmaptoB B 3TOH 006JacTH O3HauaeT, 4TO OOJBLIMHCTBO ONEPALMOHHBIX CHCTEM
MMeeT COOCTBEHHBIH Croco® KOH(PUIYpUPOBaHUS NEeMOHOB/CEPBHUCOB /s 3allycKa MPH 3alycKe CH-
CTEMBI.

6.4.17.1 Linux

[Tpu ycranoBke «OpenVPN-I'OCT» Ha OC Linux u3 nakera ctaBstcs (paitsbl, HeOOXOAUMBIE 115
ero 3amycka yepes systemd, ogHako aBToMaTH4yecKHH 3aMycK MpPU CTapTe CUCTEMbl He HACTPaHUBaeT-
csi. Jast Toro, uto6sl «OpenVPN-I'OCT» aBTOMaTHUeCKH 3amycKaJcs MpU CTapTe CUCTEMbl, HYKHO
BBITIOJTHUTb KOMaHLIY
sudo systemctl enable openvpn-gost
Hans toro, utobsl «OpenVPN-I'OCT» aBTomMaTHuecku 3amyckaJjcsi IpU CTapTe CUCTEMbl C HEYMOJI-
yaTesbHBIM (aijoM KOH(UTIYpalUH, HY>KHO BBIIOJHUTbh KOMaHIY
sudo systemctl enable openvpn-gostRuumsa-koHdura-tes-pacmupeHust

6.4.17.2 Windows

Hucranasitop Windows yCcTaHOBUT CepBHUCHYI0 000JI0YKY, HO OCTABUT ee OTKJIOYEHHOH M0 yMOJI-
yaHuto. YroObl akTuBHpoBaTh ee, uaute B Control Panel / Administrative Tools / Services, BbiGe-
pute cepsuc OpenVPN, menkHuTe npaBod KJjaBuiled Ha cBOHCTBax u ycraHoBute Startup Type
B Automatic. D10 cKOH(UrypUpPYyeT cepBUC AJs aBTOMAaTHUYECKOTO CTapTa MpU CJAeAyIOLleH Mepe3a-
Tpy3Ke.

[lpu  3amycke  cepBucHas  ob6ojsouka  «OpenVPN-I'OCT»  npockaHupyeT  KaTaJjor
C:\Cryptopack4\config B mouckax KOHPUrypaUHOHHBIX (aHJIOB .OVPN W 3apPyCTHUT OTHEJbHBIH
npouecc «OpenVPN-I'OCT» nas kaxnoro datina.

6.4.18 3anyck VPN u TecT Ha HauasbHYIO MOAKJIOYAEMOCTh

6.4.18.1 3anyck cepsepa
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ChHauana y6enutech, uto cepep «OpenVPN-I'OCT» 6yzner nocTyrneH U3 HHTepHeTa. DTO 3HAYMT:

— Otkpoitb TCP-nopt 1194 Ha 6panamayaspe (uau mw6oi apyroit TCP-mopT, KOTOPBIH BBl CKOH-
(urypupoBasu) UIu

— YcTaHOBUTH MpaBuso (popBapAuHra mnopta, utodsl npoussectd dopsapaunr TCP-nopra 1194 ¢
6pannmMayspa/reiiTa Ha MaluHy, rae padoraet cepBep «OpenVPN-T'OCT>».

Hanee, y6enurech, uto unteppeiic TUN/TAP He 3a 6pannmayapom.

Yrobbl yNPOCTUTb MOWUCK OLIMOOK, Jyule cHauaja 3anycTutb cepBep «OpenVPN-TOCT» u3
KOMaHIHON CTPOKH (MJIH IIEJKHYTb NPaBo# K/aaBulled no gaiay .ovpn B Windows), a He 3amyckaTtb
ee KaK JIeMOH HJIM CepBHUC:

openvpn [server config file]

HopmasnbHoe Hauaso paboThl cepBepa MOJKHO BBITJSAETb NMPUMEPHO TakK (BBIBOL MOXKET ObITh
pa3HbIM Ha Pa3HbIX OMepPallMOHHBIX CHCTEMaX):

Mon Jan 16 15:19:08 2017 OpenVPN 2.3.13 i686-pc-linux-gnu [SSL (OpenSSL)]
[EPOLL] [MH] [IPv6] built on Jan 16 2017

Mon Jan 16 15:19:08 2017 library versions: CryptoPack 3.0 OpenSSL 1.0.2j
Mon Jan 16 15:19:08 2017 Initializing OpenSSL support for engine ’'gost’
Mon Jan 16 15:19:08 2017 WARNING: file ’server.key’ is group

or others accessible

Mon Jan 16 15:19:08 2017 TUN/TAP device tap0 opened

Mon Jan 16 15:19:08 2017 do_ifconfig, tt->ipv6=0,

tt->did ifconfig ipv6_ setup=0

Mon Jan 16 15:19:08 2017 /sbin/ifconfig tap0O 10.9.1.1

netmask 255.255.255.0 mtu 1500 broadcast 10.9.1.255

Mon Jan 16 15:19:08 2017 Listening for incoming TCP connection on [undef]
Mon Jan 16 15:19:08 2017 TCPv4_SERVER link local (bound): [undef]

Mon Jan 16 15:19:08 2017 TCPv4_SERVER link remote: [undef]

Mon Jan 16 15:19:08 2017 Initialization Sequence Completed

Mon Jan 16 15:19:12 2017 /sbin/ifconfig tapO 0.0.0.0

Mon Jan 16 15:19:12 2017 SIGINT[hard,] received, process exiting

6.4.18.2 3anyck KJueHTa

Kak u B ciyuae cepBepHOil KoH(uUrypauuu, Jaydiie 3anycTutb KaueHT «OpenVPN-T'OCT» us
KOMaHAHOU CTPokH (uau B Windows IeJKHYTb MpaBod KJaBHILed MbilK no daiay client.ovpn), a
He 3aMycKaTb ee KaK 1eMOH WJIH CepBUC:
openvpn [client config file]

HopmanbHoe Hauyano pa6oTsl kaveHTa Ha Windows OyneT moxoxe Ha cepBepHbIH BBIBOA, MPHUBe-
JIEHHBIN BBILIE, U OJ/KEH 3aKOHUHThCsl coobiieHueM Initialization Sequence Completed.

Tenepr monpoOyitTe oTnpaBuTh curHafn ping udepe3 VPN ot kaueHta. Ecau Bbl ucnosbsyete
MapuipyTusauuio (T.e. dev tun B cepBepHOM KOH(HUTYpallMOHHOM (akJe), nonpodyiTe:

ping 10.9.1.0
Ecau Bel ncnosib3yete VPN Tuna «moct» (T.e. dev tap B cepBepHOM KOH(MHUTI'YpallMOHHOM (paiJie),

TMONbITAUTECh OTIPAaBUTh CUTHAJ ping Ha [P-ampec mMamuHbl Ha MonaceTH cepBepHoil cetu Ethernet.
Ecau curHafa npoxomuT ycremiHo, nosapasasem! ¥ Bac tenepb aedictytomas VPN.
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6.4.18.3 Tlouck ormu6ok

Ecnu curnan ping He mpomen unn uHuuuanusauns kaveHta «OpenVPN-I'OCT» ne 3akoHuu-
JIaCb, BOT CMUCOK OOBIYHBIX CUMIITOMOB U HX pelIeHUH:

1. Ber mosnyuaere curnan own6ku: TLS Error: TLS key negotiation failed to occur within 60

seconds (check your network connectivity). Dta ommn6ka ykaseiBaeT, UTO KJIHEHT He CyMeJl
YCTAaHOBUTb CETEBYIO CBSI3b C CEPBEPOM.
Peluenus:

— Yb6enutech, YTO KJHEHT HCIOJIb3yeT KOppeKTHbIH hostname/IP-anpec u Homep mopTa,
KOTOPBIH M03BOJIUT eMy coefirHUTbCS ¢ cepBepoM «OpenVPN-TOCT».

— Ecau mamnna cepeepa «OpenVPN-TOCT» sB/sieTcss KOMIBIOTEPOM C OZHUM CETEBBIM
ajantepoM BHYTpu samuiieHHoH LAN, y6enurech, 4TO Bbl MOJb3yeTeCh KOPPEKTHBIM
npaBUJOM (popBapAMHra nopra Ha OpaHaMaydp cepBepa. Hampuwmep, mpeamnosoxum, uto
Bai cepBep «OpenVPN-I'OCT» naxonutcs Ha 192.168.4.4 BHyTpu 6panamayapa, cayiias
knueHTckue nonkmaoueHuss Ha TCP-mopty 1194. Teiit NAT, o6caykuBatoiui noacetb
192.168.4.x noJskKeH UMeTb MpaBUJ/0 (POpPBapAUHTa MOPTa, KOTOPOE TOBOPUT «Iepeaipeco-
Bath TCP-mopt 1194 ¢ moero my6auunoro [P-anpeca Ha 192.168.4.4.»

— OrkpotiTe 6paHIMaysp cepBepa, YTOOBl pa3pellinTh Bxopasiiiue coennHenuss Ha TCP-mopt
1194 (unu 6ot TCP-nopT, KOTOPBIE BB CKOH(MUTYPUPOBAJIH B CEpBEPHOM KOH(HUTYpa-
[IUOHHOM (haiiie).

2. Bwel mosyuaete coobuienne 06 omunbke: Initialization Sequence Completed with errors — 3ta

omu6Ka MoxKeT Mpor3oiTH Ha Windows, ec/ii a) y Bac HeT 3alylleHHOr0 JOCTYITHOTO CepBUCa
DHCP wunu 6) Bbl Hcnosib3yeTe nepcoHa bHbIH 6paHaMayap, otandHbid or Windows Defender.
Pewenue: sanyctute cepep a/s kaueHnta DHCP, ecau npo6iema Bbi3BaHa OpaHaMay3poM,
obpaTuTech 3a KOHCYyJbTallMed K ero Npou3BOIUTEIO.

. Bel mosnyuaere coobuienue Initialization Sequence Completed, Ho curnan ping He mpoxomuT
— 3TO 0OBIUHO CBSI3aHO C MOJUTHUKOH HACTPOHKHU OpaHAMayspa Ha CepBEPHOH UJM KJHEHTCKON
CTOpOHE.

Pellenue: paspelinrte NOCBIIKY 3X0-OTBETOB 4epe3 paclUMpeHHble HACTPOHMKH OpaHamayspa
uau o0baBUTe ceTb VPN uyacTHO! U BbIK/IIOUMTE OpaHAMay3p [Jis YaCTHBIX CeTeH.
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7 Hcnoap3oBaHue

7.1 3anyck Ha OC cemetictBa Windows

[Tocne Toro, kak Bbl BeimosHUTe ycTaHOBKY, «OpenVPN-I'OCT» roroBa K HCHIOJIb30BAHHUIO H
accolMrpoBaHa ¢ (paksaMy ¢ paciiMpeHHeM .ovVpn.
YUrobel 3anyctuth «OpenVPN-I'OCT», Bbl MoxkeTe:

— IllenknyTh mpaBo# KJaaBulledl Ha KoHpurypauuonHom daisie «OpenVPN-IT'OCT» (.ovpn) u
BeiOpaTh Start OpenVPN ¢ stum KoH(urypauuoHHelM (aisom. YToObl BEIATH, MOXKHO BOC-
noJb30BaThCs KJaBulled 4.

— 3anyctuth «OpenVPN-I'OCT» us komanaHoi ctpoku Windows Takodl KOMaHIOH, KakK:
openvpn-gost [config file]
3anyueHHyo U3 okHa KoMaHIHOH cTpoku «OpenVPN-IT'OCT» MOXHO OTKJIIOUNTD KJ/aBHLIeH
F4.

— 3anyctuth «OpenVPN-I'OCT» kak cepBuc, NOMECTUB OAMH U/ 00Jblie KOH(UTYPALHOHHBIX
¢ainoB .ovpn B Karasor C:\Cryptopack4\\config u 3anmyctus cepsuc «OpenVPN-TOCT»,
KOTOpBI MoXeT ymnpaBasTbcs u3 Start Menu -> Control Panel -> Administrative Tools ->
Services.

7.2 3anyck Ha Unix-nogo6usix OC

Ecin «OpenVPN-I'OCT» He 6bl1a CKOH(UIypHpOBaHa [Jisi aBTO3AMyCKa MPH CTAapTe CHUCTEMBHI,
€ro MOYKHO 3aIMyCTHUTh U3 KOMaHIHOH CTPOKH.

3anyck «OpenVPN-I'OCT» na OC Linux BbimosiHsieTcst yepes systemd komanmo#
sudo -H systemctl start openvpn-gost
[To 3TOM KOMHaHMe MporpamMMa CTapTyeT ¢ yMmoJuaTesbHbIM (Daiisom KoHpurypauuu /etc/openvpn-
got/openvpn-gost.conf, mas 3amycka ¢ apyrum Qaisom KOH(QUTypalHdHd MOXKHO HCIOJb30BaTh KO-
MaHIy
sudo -H systemctl start openvpn-gost@uums-xoHdura-6es-pacuupeHus

Hns sanycka «OpenVPN-I'OCT» na OC FreeBSD ucnosb3yiite komaHny
sudo -H /etc/rc.d/openvpngost start

Hnsa 3anycka «OpenVPN-I'OCT» na macOC ucnonb3yiite KOMaHay
sudo -H /opt/openvpn-gost/sbin/start_stop start

Hansa 3anycka «OpenVPN-IT'OCT» na OC Solaris ncnosb3yiiTe KoMaHIy
sudo -H /etc/init.d/openvpn-gost start

Hans sanycka «OpenVPN-I'OCT» na OC OpenWRT ucnonbsyiite KoMmanmy
/etc/rc.d/openvpngost start

7.3 Ynupassenue 3anyiieHHbiM npoueccoM «OpenVPN-I'OCT»
7.3.1 Pab6ora Ha Linux/BSD/Unix

«OpenVPN-I'OCT» npuHHUMaeT HeCKOJbKO CHTHAJIOB:

SIGUSR1 — ycJ/oBHBIH mnepesanyck, NpelHa3HAaueHHBIH M1/ Mepe3anycka 0e3 MNPUBUJETHN
CyIieproJib3oBaTe/is

SIGHUP — xecTkuii nepesamnyck

SIGUSR2 — craTucTHKa UCXOISALIETO COeNUHEHUs B (halJ KypHaia UM CUCTEMHBIH XKypHaJ

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-05 32 09 37

SIGTERM, SIGINT — Buixon

Hcnonbayiite nupektuBy writepid, yto6sl 3anucatb PID nemona «OpenVPN-I'OCT» B caii,
yToOBl BBl 3HAJTHM, Kylda OTIPaBUTb CHUrHaj (ecju Bbl 3allycKaeTe openvpn ¢ momollb initscript,
CKPHUIIT MOXKET yXKe MepefaBaTh AUPEKTHBY —writepid B KOMaHIHYIO CTPOKY openvpn).

7.3.2 Pabora B Windows B rpaduyeckom nHrepdeiice

Xotsi «OpenVPN-TOCT» moxkeT ObITh 3amylileHa KaK IeMOH, CEPBHUC UJIM U3 KOMAHAHOH CTPOKH,
Bo3M0OXXHO ymnpaB/sitb «OpenVPN-I'OCT» yepes rpacduyeckuil uHTepdeiic.

7.3.3 Pabora B okHe KoMaHAHOU cTpoku Windows

B Windows Bbl mMoxere 3anyctutb «OpenVPN-I'OCT», KIMKHYB NpaBo# KJaBHLIeH MBIIIHA Ha
KoH(purypauuonHom daise «OpenVPN-TOCT» (dai#in .ovpn) u BeibpaB Start OpenVPN on this
config file.

Ecnn «OpenVPN-TOCT» 3anyiiena Takum 06pa3om, AOCTYIMHBI HECKOJIBKO KJIABUIIHBIX KOMaH/!

F1 — ycnoBHbIl nepe3anyck (He 3akpbiBaeT/nepeoTkpbiBaeT agantep TAP)
F2 — mnokasaTb CTaTUCTHKY COeIMHEHHUS

F3 — »xecTkuil nmepesamnyck

F4 — BbIxon

7.3.4 Pabora B kauecTBe cepuca Windows

Korna «OpenVPN-I'OCT» sanyiieHa B KauecTBe cepBuca Ha Windows, ynpaBaaTb el MOXKHO
TOJIBKO:

— Uepes menemxep ynpasJjenusi ceppucamu (Control Panel / Administrative Tools / Services),
KOTOPBHIH J1aeT BO3MOXKHOCTb 3aMyCKaTh M BBHIKJIOUATh CEPBHUC;

7.3.5 Mopudukaius KoHQUTypallUK 3aMylIeHHOTO cepBepa

XoTs1 60JIbILIMHCTBO HM3MeHEeHWH KOH(Urypauuud TpebyloT Nepesanycka cepBepa, eCTb JBe [IHU-
PEKTHBBI, CBsi3aHHble C (aiaaMy, KOTOpble MOTYT ObITb AMHAMHYECKH M3MeHEeHBl B Xojie paboThl, U
KOTOpble HEMeJJIEeHHO MOBJIUSIOT Ha cepBep 6e3 HeOOXOAUMOCTH IMepe3anycKaTb Mpoliecc.

client-config-dir — 3Ta AUpeKkTHBa ycTaHABAMBAET KAaTaJOT KJIHMEHTCKON KOH(PUTYPALHH, KOTOPYIO
«OpenVPN-T'OCT» Oyner ckaHWpoBaTb NMPH KaxKIOM BXOASILIEM COeAUHEHWHU B MOUCKAX KJHEHT-
crienr(UIHOr0 KOH(MUTYypallMOHHOTrO (aitia. Pallbl B 3TOM KaTajsore MOTyT ObITh U3MEHEHBI B XOJIe
paboTel, 6e3 nepesanycka ceppepa. O6paTuTe BHUMaHMe, YTO MU3MEHEHHUS] B 3TOM KaTaJsore MOBJIM-
SI0T TOJBbKO Ha HOBBIE COEJIMHEHMS, He Ha CYLIeCTBYIOIIHe coefrHeHHsl. Ecau Bbl XOTHTe, YTOOBI
U3MEHEHHEe KJIMEHT-CNeU(PUYHOr0 KOH(PUTYyPALHOHHOrO (paija HeMeLJIeHHO MOAEHUCTBOBAJIO Ha yXkKe
COeIMHUBIIEr0Cs KJAUeHTa (MJIM Ha KJIHEHTa, KOTOPBIH Y>Ke OTKJIIOUMJICS, HO CepBep ellle He YHUUTO-
XKHJI €r0 3K3eMIISIP), YHUUTOXKbTE IK3EMIJISIP KJHEHTa, BOCIOJIb30BABIIMCH HHTeP(hEHCOM yTpaB-

client-config-dir.

crl-verify — ata nupekTHBa UMEHYeT CIMCOK OT3bIBA CEPTU(UKATOB, OMTMCAHHBIN HUXKEe B pas3jiese
«OT13pIB cepTUdUKaTOB». Palin crnUcKa OT3bIBa CEPTU(PHUKATOB MOXKHO MEHSITh B XOHe PabOTHl, U
M3MeHeHUs] HeMe[JJeHHO MOBJUSAIOT Ha HOBble COeIUHEHHMSs, MW Ha CYLIeCTBYIOLIHME COeJWHEHHS,
KOoTopble 00HOBJSIOT cBoH KaHaa SSL/TLS (mo ymosuanuio sTo mpoucxomut pa3 B uac). Ecau Bb
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XOTHUTE YHHUUTOXKHTDL MOAKJ/JIIOYEHHOI'0 KJHWEHTAQ, yei CepTI/IqI)I/IKaT TOJIbKO UTO N00aBUJIH B CIIMCOK

7.3.6 daiia craryca

YMosuatenbHbld (aiia server.conf uMeeT CTPoOKy

status openvpn-status.log

KoTopast 6yIeT BbIBOOUTH CIIMCOK TEKYIIMX KJIHEHTCKUX COelWHEeHWH B (aia openvpn-status.log
pas B MUHYTY.

7.3.7 Wcnonb3oBaHue uHTepdeiica ynpaBaeHus

WUurepdeiic  ympaaenus «OpenVPN-I'OCT» mnosBossieT agMHUHUCTPATUBHO — YIPaBJATDH
«OpenVPN-T'OCT» us BHemHe# nporpamMmmbl yepes TCP-coker.

HNurepdeiic 6bin1 crneunanbHo pazpaboTaH 1Js pa3paboTUMKOB rpaduyeckoro nuHtepdeiica u ajs
TeX, KTO X0TeJs Obl MPOrpaMMHO WX yhajaeHHO ynpaBasTh AeMoHoM «OpenVPN-TOCT».

Wurepdeiic ynpas/ieHus peasn3oBaH C UCNOJNb30BaHHEM KJjHeHT-cepBepHoro TCP-coennnenus,
rie «OpenVPN-T'OCT» 6yner cayimath Ha npenoctaBiaeHHoM [P-agpece u mopTy BXoasiiue ynpas-
JISIOIKE KJIHEHTCKHe COeIUHEHHS.

[IpoTokos ynpaBseHust cefiuac TEKCTOBBIH 0€3 CJI0KHOr0 3alUTHOrO c¢Jj1osl. [To 310l mpuuuHe pe-
KOMeHAyeTcs, uToObl HHTepdelic ynpaBiaeHus cayman uiau Ha localhost (127.0.0.1) nau Ha sokasnb-
HoM anpece VPN. Bo3moxHo ynaneHHoe coequHeHHe ¢ UHTepdeldcoM yINpaBjeHHUs] MOBePX CaMOH
VPN, XxoTs1 HeKOoTOpble BO3MOXKHOCTH B 3TOM pexXHMe OynyT OrpaHHYeHbl, TaKhe, KaK CIOCOOHOCTb
MPEeOCTABMAATb MAPOJU OT 3AKPBITHIX KJ/IOYel.

Wurepdeiic ynpaBnenus Bkaouaercs B koHpurypauuonHom paine «OpenVPN-I'OCT» ¢ momo-
LIbIO CJEYIOLIX TUPEKTHUB!

—-management

—management-query-passwords

-management-log-cache

Korna «OpenVPN-I'OCT» 3amymieHa ¢ MOAKJIOUEHHBIM CJI0€M yIpaBJeHHs, Bbl MOXKETe MOJ-
KJIOUNThCS uepe3 telnet xk mopTy ynpaBsenusi (06s3aTesIbHO HCMONB3YHTEe KJAMEHT telnet, KoTopblit
TIOHUMAeT «I'PyOblii» PeKUM).

[Tonk/M0YMBILKCH K TOPTY yNpaBJeHHs, BBl MOXKeTe HCMOoJb30BaTh KoMaHAy help nss BeiBo#a
CTMCKa BCeX KOMaHI.

7.3.7.1 Komanna echo

ITa KOMaH/a UCMoNb3yeTcs, YTOObI AaTh BO3MOXKHOCTb UJIM BNIHUCATb B KOH(PUT'YpPALMOHHBIN (paili
«OpenVPN-T'OCT», unu nepenate Ha kaueHT «OpenVPN-I'OCT» ¢ cepepa mapamerpsl, cremu-
(bruHble N rpauyeckoro HHTepdeiica.

[IprMepsl KOMaH[BI:

echo on — BkJIOUaeT HOTH(UKALMIO COOOLIEHHUH echo B peasbHOM BpeMeHH

echo all — BBIBOTUT TeKyLIHH CUCOK UCTOPUU echo

echo off — oTkstouaeT HoTH(UKaLMIO coobileHni echo B peasbHOM BpeMeHH

echo on all — aToMHO BK/IOUaeT HOTH(HUKALHUIO B peasbHOM BpPeMEHH, TJIIOC MOKa3bIBAET BCe
coob1ieHus: B Oydepe UCTOPUH
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Hanpumep, mnpennosnokum, 4To Bbl pa3pabarbiBaeTe rpaduueckuil uHrepdeiic «OpenVPN-
[OCT» u xotute natb cepepy «OpenVPN-I'OCT» crnoco6HOCTb MpocuTh HHTepdelic 3a0bITh BCe
COXpaHEeHHble MapoJIH.

B cepsepHoM KoHpurypaurnonHom daiie «OpenVPN-TOCT» nob6asbre:

push "echo forget-passwords"

Korna kauent «OpenVPN-I'OCT» mosyuaet cBoii CIIMCOK THPEKTHB C CepBepa, AIUPeKTHBa echo
forget-passwords Gynmet B crnucke M 3acTaBUT WHTepdeHC yMNpaBJeHHUs COXPAaHUTb CTPoKy lorget-
passwords B cBoeM cIHcKe TapameTpoB echo.

KnueHT ympaB/ieHHs MOXKeT HCMOJb30BaTh echo all msis BeIBoma MOMHOrO CHUcKa MapaMeTpoB
echo, echo on nns BK/IOUEHHUsT HOTH(UKALMK 3TUX MAPAMETPOB B PeasibHOM BPeMeHH depes Mpedukc
>ECHO:, nnu echo off nnsi oTk/1oyenrs HoTH(UKAIUK B peajbHOM BPEMEHH.

Korna rpaduueckust unrepdeiic nopkmaodaercss K cokery ynpagaeHuss «OpenVPN-I'OCT», on
MOXKeT OTHaTh KoMaHay echo all, koTopast macT BbIBOA THMA:

1101519562, forget—-passwords
END

[To cytu komanna echo mosposuna Ham nepenath napamerpsl ¢ cepeepa «OpenVPN-IT'OCT» Ha
KJIMEHT, a 3aTeM Ha KJHEHT yTmpaBJieHus (Takod Kak rpaduyeckuit uHtepdeiic). Bosbinoe memnoe
YHCJI0O — FOHUKCOBAs farta/Bpemsi, KOrAa Obla moJydeH mapametp echo.

Eciu KJIMeHT ynpaB/ieHHs OTHaJ KOMaHAY echo on, oHa BKJIIOUHUT HOTH(HKALHUIO MapaMeTpPoB
echo B peanbHOM BpemeHHu. B 3TOM cayuae Hame coobuieHue forget-passwords 6yner uMeTb BBIBOA
THMA:

>ECHO0:1101519562, forget-passwords

Kak u xomanna log, komanna echo MoxkeT aTOMHO MOKa3bIBaTb HCTOPHIO, OIHOBPEMEHHO aKTH-
BUPYsl OOHOBJIEHUS] B PEaJbHOM BpPEMEHH:

echo on all
Pasmep 6ydepa echo B HacTosiiiee Bpemsi kecTko orpaHuueH 100 coobiieHUsIMU.

7.3.7.2 Komanpa exit, quit

3akpblBaeT CeaHC yMNpaBJeHHs U BOCCTAHABJMBAET CJYIIAHWE COEIHHEHUH OT NPYTUX KJIWEHTOB
Ha nopty yrnpaBJenus. B Hactosiiee Bpems nemoH «OpenVPN-I'OCT» moxeT noanepKuBaTh camoe
6osiblilee OOUH KJIMEHT YIIpaBJeHHUs B JIOOOH MOMEHT BPEMEHH.

7.3.7.3 Komanpna help

BbIBOIUT KPaTKHUH CIIUCOK KOMaHI.

7.3.7.4 Komanna hold

Komanza hold moxet 6bITb Hcrosb30BaHa A5 MaHUMyAsAUUi ¢ (aarom hold unn ocBo6oxneHns
«OpenVPN-T'OCT» u3 cocrositus hold.

Ecau ¢aar hold ycranoBseH npu mepBoHauasbHOM 3amycke uJu mnepesarpyske, «OpenVPN-
[OCT» 6yner HaxoOUTbCs B 3aMepllieM COCTOSIHUM Mepej MHHLHUANU3alHiel TyHHeJs, T0Ka MHTep-
(etic yrnpaBjaeHus He moaydut Komanny hold release.
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HupexktuBa «OpenVPN-IT'OCT» —management-hold moxer 6bITb HCMONBb30BaHA, UTOOB 3amy-
ctutbh «OpenVPN-I'OCT» ¢ ycraHoBjeHHBIM siarom hold.

YcranoBka (aara hold mocrosiHHa ¥ He OyzeT MepekJ/rOUeHa Mepe3arpy3KaMu.

«OpenVPN-T'OCT» ykaxet, 4yTo oHa B cocTosiHUHM hold, oTrnpaBHB HOTH(HKALHIO B peasbHOM
BPEMEHH KJHMEHTY YIpaBJeHHUs:

>HOLD:Waiting for hold release

[IprMepnl KOMaH[BI:

hold — mokasate Tekywuil ¢.aar hold, O=orTkmaodeH, 1=BK.ji0YeH.

hold on — BkstouuTh Quar hold, uTobbl Gynylire nepe3arpy3ku MPUBOAUJIU B cocTostHHe hold.

hold off — orkmiounts Qaar hold, yTobsl Gynyiive nepesarpysku He MPUBOAUJIN B COCTOSIHME
hold.

hold release — BobifiTu 13 coctosinus hold u 3anmycrute «OpenVPN-T'OCT», HO He HM3MEHUTH
TeKylee coctosiHue ¢uara hold.

7.3.7.5 Komanpa kill

B pexume cepBepa YHHUTOXKHUTb KOHKPETHBIH 9K3eMIJISIP KJIHEHTA.

[TprMepsl KOMaHMIBL:

kill Test-Client — yHuuTOoXUTb 3k3eMmsip KaveHTa ¢ Common Name «Test-Client».

kill 1.2.3.4.4000 — yHHYTOXKHTb 3K3eMIIP KJHWEHTA C HMCXOASILIUM aipecoM W MOPTOM

1.2.3.4.4000.
Hcnonb3yiiTe koMmanay «status», 4uToObl MOCMOTPETh, KAKHE KJIHUEHTHI MOAKJOUEHbI.

7.3.7.6 Komanpa log

[TokasbiBaet daita xypHana «OpenVPN-I'OCT». MuTtepdelicom ynpaBieHUs KIIHUPYIOTCSA TOJb-
KO TocJeflHHe n CTPoK (paiina xypHana, rae n ynpasiasercs «OpenVPN-IT'OCT» — nupexktupoii
management-log-cache.

[Iprmepsl KOMaHMbL:

log on — BxkJ/tounTh BBIBOJ, KYpHAJbHBIX COOOIIEHHH B peajbHOM BpeMeHH

log all — [lokasaTb Tekyllylo K3IIHPOBAHHYIO UCTOpUIO (haiisia KypHaJsa

log on all — AToMHO MoKasaTh BCIO TEKYIIYI0 KILIMPOBAHHYIO UCTOPHIO (Daiisia XKypHaJsa, MOTOM
BKJIIOUHTB BBIBOJ, XKYPHAJbHBIX COOOIIEHHUH B peasbHOM BPeMeHH

log off — OTkn0UNTh HOTH(UKALMIO COOOIIEHUH XKypHAIa B peajbHOM BpeMeHH

log 20 — nokasarte nocnennue 20 cTPOK UCTOpUH (halaa KypHasa

dopmMaT HOTUPUKALKH B PeasbHOM BPEMEHH:

Coo011eHus XKypHasa B peajJbHOM BpeMeHM HauuHaioTcs ¢ npedukca >LOG:, 3a KoTopeIM cJle-
AYIOT pasjie/ieHHble 3aMnsTOH MOJs:

1. roHHKCOBOE 1lesioe naTa/Bpemsi
2. HOJIb UM OoJsiblie (JaroB COOOLIEHUH B OIHOU CTPOKE:
[ — undopmaumroHHoe
F — daranpHas ownbKa
N — He ¢aranbHas omubka
W — npenynpexneHue
D — ortnanka, u
3. TEeKCT COOOLIeHHUS.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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7.3.7.7 Komanpma mute

Mensier napamerp «OpenVPN-I'OCT» —mute. dtoT mapamerp ncnosb3yercs, 4ToObl He BBIBO-
OUTb MOBTOPSIIOLIMECS COOOLIEHHS ONHOH U TOU Ke KaTerophu COOOLIEHHUH.

[Iprmepsl KOMaHMbL:

mute 40 — ycraHoBuTh napametp mute B 40

mute — mokasarb Tekyllee 3HayeHHue mute

7.3.7.8 Komauna net

(Tonbko mns Windows) [laer sxkBuBaneHT BbiBoga AupeKTHBH «OpenVPN-I'OCT» —show-net.
BriBon Bkstovaet B3rasg «OpenVPN-I'OCT» Ha cnucoK CUCTEMHBIX CETEBbIX aalnTepoB U TaOIHUILY
MapuIpyTH3alll{, OCHOBaHHBIH Ha MH(popMauuH, Bo3BpauleHHo# Windows [P helper API.

7.3.7.9 Komanna password u username

Komanna password ucnosb3yercsi, uto6sl nepenaBath naposd B «OpenVPN-TOCT».

Ecnu «OpenVPN-T'OCT» 3anyiiena ¢ nupekTuBoil —management-query-passwords, oHa Oymet
3anpaluBath y MHTepdeiica ynpaBJaeHHs NMaposd 3aKpLITHIX KJued W maposb/moruH —auth-user-
pass.

Korna «OpenVPN-I'OCT» nHyxpnaetcs B napoJsie ¢ HHTepdelica ynpaBjaeHHsi, OHa BBIBOIUT CO00-
menne >PASSWORD: B peanbHOM BpeMmeHH.

[Tpumep I:
>PASSWORD:Need ’'Private Key’ password

«OpenVPN-T'OCT» ykasbiBaeT, 4TO OHa Hy»KJaeTcs B MapoJie THUIA «3aKPhITHIH KJI0U».

KinueHT ynpaB/ieHHsl 10J2KeH OTBeyaTb Ha 3TOT 3aMpoc Tak:
password "Private Key" foo

[Tpumep 2:
>PASSWORD:Need ’'Auth’ username/password

«OpenVPN-T'OCT» nyxpnaercsi B napoJse —auth-user-pass. KiueHT ynpaBseHus no/xeH oTBe-
TUTb:
username "Auth" foo
password "Auth" bar

CaMmu JIOTHH U NapoJjib MOTYT ObITb B KaBblUKaX, U CIHelUajJbHble CUMBOJbI, TAKHE KaK JIBOWHBIE
KaBbIUKHM WMJIK OOPATHBIH CJI3II, NOJKHBI OBITh TOJ, escape-nocJeI0BaTebHOCThbIO, HallpUMep:
password "Private Key" "foo\"bar"

[TpaBuna cocraBseHus: escape-ToC/efOBaTeNbHOCTEH TakWe e, KaK I/ KOH(UIypaLHOHHOIO
haina.

Tun coobuennit PASSWORD B peasibHOM BpeMeHH MOXKeT TaKiKe HUCIO0JIb30BaThCs, YTOOB! yKa-
3aTb HEKOPPEKTHOCTh MapoJisi UM HEBBITIOJHEHHE IPYTUX BHUAOB ayTeHTH(HUKALUH:

[Tpumep 3: naposib 3akpbiToro kjiwova HekoppekTeH U «OpenVPN-I'OCT» 3aBepiuaer paboty:
>PASSWORD:Verification Failed: ’'Private Key’

[Tpumep 4: snoruH/maposs —auth-user-pass HekoppekTeH, U «OpenVPN-I'OCT» s3aBepiiaer pa-
6ory:
>PASSWORD:Verification Failed: ’'Auth’

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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7.3.7.10 Komanna signal

Komanpna signal noceinaer curnan gemony «OpenVPN-TOCT». Curnan moxeT ObITb OOHUM H3
SIGHUP, SIGTERM, SIGUSRI uau SIGUSR2.

[Tpumep KomaHIBI:

signal SIGUSR1 — noceiaer npemony curnan SIGUSRI

7.3.7.11 Komauna state

[TokaseiBaer Ttekyuiee cocrossHue «OpenVPN-I'OCT», moxkaseiBaeT HCTOPHIO COCTOSIHUH HJIH
BKJIIOUAeT HOTH(HUKALNIO TIepeMeH COCTOSIHHS B peajbHOM BpPEMEHH.
CyuectBytoT coctossHUsl «OpenVPN-T'OCT»:

— CONNECTING — ucxonnoe cocrosinue «OpenVPN-ITOCT»
— WAIT — (To/1bKO KJMEHT) »KAeT MepBOro 0TBeTa OT cepBepa
— AUTH — (ToJIbKO KJHMEHT) ayTeHTHU(PHUIUPYETCS Ha cepBepe
— GET_CONFIG — (To/nbKO KJIHEHT) 3arpyzkaeT KOH(QUI'YpalHOHHbIE OMLKH C CepBepa.

— ASSIGN_IP — npucsauaet [IP-anpec BUpTyasbHOMY CeTeBOMY HHTep(deHCy.
— ADD_ROUTES — no6aBisieT K CHCTeMe MaplIpyTH3aLHIO
— CONNECTED — unuumnanuszanuoHHasi mocief10BaTeNbHOCTb 3aBEpLIeHa.
— RECONNECTING — mnpowusomna nepesarpyska

— EXITING — B npoliecce aKKypaTHOr'0 BBIXOJA.

[Iprmepsl KOMaHMbL:

state — BriBecTu Tekyiuee coctossHue «OpenVPN-T'OCT».
state on — BKJ/IIOUHTb HOTH(DUKALHKIO U3MEHEHUH COCTOSIHUS B peajibHOM BpeMeHH
state off — BBIK/JIFOUMTH HOTH(UKALHMIO U3MEHEHHUH COCTOSIHHSI B peasbHOM BpeMeHH
state all — BBIBeCTH TeKyIYyl0 UCTOPHUIO COCTOSIHUS
state 3 — BbIBeCTH 3 MOC/IENHUX MEPEXOia COCTOSTHHUH
state on all — aToMHO MOKa3aTh UCTOPHIO COCTOSIHUU U B TO K€ BPEMS BKJIOUNUTb HOTH(PHUKALHKIO
OyoYLIUX MePeXoa0B COCTOSHUN B peajibHOM BpPeMEHH.
dopmar BeIBOAA COCTOUT U3 4 pasiesieHHBIX 3aNsiITBIMU MapaMeTpPOB:

1. umenoe OHMKCOBOE naTa/BpeMs

2. HauMeHOBaHHE COCTOSIHHSI

3. ONIMOHaJbHAsl onmucaTesbHas cTpoka (ucrnosnb3yercsi B ocHoBHOM npu RECONNECTING uau
EXITING, uto6bl moKa3aTb MPUUKUHY pa3pbiBa CBSI3H)
[P-anpec  TUN/TAP (mokasbiBaercs anss ASSIGN_IP wu

4. ONILUOHAJBHBIN JIOKAJbHBIH

CONNECTED).

CooO0lieHHst 0 COCTOSIHUSIX B peaslbHOM BpeMeHU GynyT umeTb npedukc >STATE:.

7.3.7.12 Komaupa status

[TokaspiBaeT TeKyLIy0 MH(POPMALHUIO O CTaTyce A€MOHA, B TOM Ke (opMaTe, KaKOH HCIO0/Mb3yeTcs
nupektuBod «OpenVPN-I'OCT» —status.

[IprMepBl KOMaH[BI:

status — mokaszaTb MH(pOpPMALHKIO O CTaTyce, UCIMOJb3ysl yMOMYaTeJbHYIO BepcHio (hopmara cra-

TyCa.

status 2 — nokasaTb HH(OPMALMIO O CTAaTyCe, UCMOJAb3Ys BepcHio opmara craryca 2.

[TopsinkoBbi#i Ne M3MeHeHUsI
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7.3.7.13 Komanna username

...........

7.3.7.14 Kowmanpna verb

Hsmenser napamerp «OpenVPN-TOCT» —verb. I[lapamerp verb KoHTposupyeT mnoapoGHOCTh
BBIBOZIAa U MOXeT BapbupoBaThbcsi oT O (HeT BbiBoma) n0 15 (MakcHMaJIbHBIA BBIBOM).

[IprMepsl KOMaH[BI:

verb 4 — usMeHsieT nmapamerp verb B 4

verb — mokaszaTh TeKYIIyI YCTAaHOBKY TapameTpa verb

7.3.7.15 Komaupa version

[TokaswiBaet Tekyuiue Bepcuu «OpenVPN-I'OCT» u unTepdeiica ynpasieHus.

7.3.7.16 Kowmanpa auth-retry

YcranaBauBaer mapametp auth-retry, kontpoaupytwomui, kak «OpenVPN-IT'OCT» orBeuaer Ha
ayTeHTU(UKALHUOHHbIE OIIKUOKH JIOTHHA/MapoJisi.

[Tpumepsl KOMaHHI:

auth-retry interact — He 3aBepmiaTbh paboTy, eciu BBeldeHbl HEKOPPEKTHBIE JIOTMH W TMapoJib.
3anpocuTb HOBbIH BBOJ U NOBTOPUTH MOINBITKY.

7.3.7.17 dopmar cooblIeHHUH B peaJbHOM BpeMeHHU

Unrepdeiic ynpasnenus «OpenVPN-I'OCT» npousBoauT ABa BUIA BEIBOAA:

1. oTBeT Ha KOMaHLY
2. aCUHXPOHHBIH BBIBOA B peasjibHOM BpeMeHH, KOTOPBIH MOKeT OBITb CreHepHUpOBaH B Ji000e
BpeMs.

CooOl1eHHs1 B pealbHOM BpeMeHH HayMHAIOTCS ¢ CHMBOJIA > B INEPBOH KOJIOHKE, 32 KOTOPBIM
HeMeJJIEHHO CJlelyeT KJI0UeBOe CJIOBO, yKasbiBawllee THUI coolOuieHus. Cefuac onpeseseHbl ciaeny-
IL[A€ THIIBL:

ECHO — coo6enust echo, nogo6Hele KOHTPOJIUPYEMbIM KOMaHI0H echo

FATAL — d¢aranbHas owmubka, cooblleHHe BBIBOIUTCS B XKypHaJ Cpa3y Tepel 3aBepllieHHeM
pa6otsl «OpenVPN-T'OCT».

HOLD — ucnosabayercst a5 ykasanusi, uto «OpenVPN-I'OCT» naxonuTcsi B 3aMepliieM COCTO-
SIHUW W He HauHeT paboTaTb, MOKa He MOJYy4uT KomaHmy hold release.

INFO — nHpopManroHHBIe COOOLIEHUS, TaKHe, KaK PUBETCTBEHHOE COOOLIeHHe.

LOG — BBIBOI XKYypPHAJbHOTO COOOIIEHHUS, TONOOHBIH KOHTPOJHUPYEMbIM KOMaHaoH log

PASSWORD — wucnosb3yetcsi, 4ToObl COOOINTD KAHeHTY ynpaBaenus, 4o «OpenVPN-IT'OCT»
Hy?KJaeTcsl B MapoJie, a TakxKe 4yToObl COOOLIUTh O Heynaue MPOBEPKH MapoJisi.

STATE — nokasbiBaer Tekyiee coctosiHue «OpenVPN-I'OCT», nogo6HOe KOHTPOJIHPYyeMOMY
KOMaHIoH state.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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7.3.7.18 Paszbop KomaH[

«OpenVPN-T'OCT» ucrosb3yeT TOT Ke JIEKCHUECKUH aHAJU3aTOp KOMAHAHBIX CTPOK, UTO HC-
nosb3yeTcsl napcepoM KoHpurypauuonsHoro aitna «OpenVPN-I'OCT».

[TapameTprl paspensitorcss NpoOesoM.

JIBofiHble KaBBIYKH ("") MOXKHO MCIIOJb30BaTh, YTOOBl OIPAHHYMUTH MapaMeTpbl, colepxKaline
npobeJ

Hcnonb3yioTcsi escape-mnocyiefoBaTeNbHOCTH, OCHOBAHHBIE HA 0OPAaTHOM CJISIIe, CO CJeAYIOLIeH
CHUMBOJIMKOH:

\\ — osHayaeT onuH cuMBOJ obpatHoro casma (\) \" — nepenaer 6yKBaJbHbIH CUMBOJ ABOH-
HbIX KaBblueK ("), He HWHTepIpeTHPys €ro Kak orpaHuueHue napamerpa \[SPACE] — mnepenaer
6yKBaJbHBIH CHMBOJ Tpobesa UM TaOy/sLUH, He UHTEPNPETHPYs ero Kak pasfesnuTesib Mapamert-
pOB.

7.3.8 Ymnpasnaenue npoueccom «OpenVPN-TOCT» ¢ nomouibio nHTepdeiica ynpas/eHns

Hurepdeiic ynpasaenus «OpenVPN-TOCT» naet 6osbliiie BO3MOKHOCTH yTpaBJeHHs MpoLec-
com «OpenVPN-T'OCT». Bol MmoxeTe ncnosb30BaTh HHTePGEHC yIpaBeHHs HeMOCPeICTBEHHO, IO/
KJaouasich yepe3 telnet K mopTy nHTepdelica ynpaB/eHus, UIH KOCBEHHO, UCIOJb3Ys rpaduuecKui
uHtepdeic «OpenVPN-I'OCT», kKoTopelli cam moak/ao4yaeTcss K UHTepQelcy yrnpaBjeHUs.

YroO6bl BKIIOUUTh HHTep(elc ynpasJ/eHns Ha cepBepe uau KaueHte «OpenVPN-I'OCT», no6aBs-
Te K KOH(QUT'ypallMOHHOMY (pai/1y C/eayIOLLy0 CTPOKY:
management localhost 7505

Ata ctpoka npukaxer «OpenVPN-I'OCT» caymarb Ha TCP-nopty 7505 K/MeHTH HHTepdeiica
ynpaJyenus (mopt 7505 — MpoU3BOJIBHBEIN BBIOOD, BBl MOXKETe BBIOPATh JIFOOOH CBOOOMHBIH MOPT)

Korna «OpenVPN-T'OCT» 3anyuien, Bbl MoxeTe MNOAKJIIOYUTbCS K HHTepdelicy ynpaBjeHUs,
BOCITOJIb30BaBIINCh KianeHToM telnet. Hampumep:

ai:~ # telnet localhost 7505

Trying 127.0.0.1...

Connected to localhost.

Escape character is ""]1'.

>INFO:0penVPN Management Interface Version 1 -- type ’"help’ for more info
help

Management Interface for OpenVPN 2.3.13 i686-pc-linux—-gnu [SSL (OpenSSL) ]
[EPOLL] [MH] [IPv6] built on Jan 16 2017

Commands:
auth-retry t : Auth failure retry mode (none,interact,nointeract).
bytecount n : Show bytes in/out, update every n secs (0=off).
echo [on|off] [N|all] : Like log, but only show messages in echo buffer.
exit|quit : Close management session.
forget-passwords : Forget passwords entered so far.
help : Print this message.
hold [on|off|release] : Set/show hold flag to on/off state, or

release current hold and start tunnel.
kill cn : Kill the client instance(s) having common name cn.
kill IP:port : Kill the client instance connecting from IP:port.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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load-stats
log [on]|off]

[N]all]
mute [n]
needok type action

needstr type action

net
password type p

remote type [host port]
proxy type [host port flags]

pid
client-auth CID KID

client-auth-nt CID KID
client-deny CID KID R [CR]

client-kill CID [M]

env-filter [level]
client-pf CID
rsa-sig

signal s

state [on|off]
status [n]

test n

username type u
verb [n]

[Nlall]

version
END
exit

Show global server load stats.

Turn on/off realtime log display

+ show last N lines or 'all’ for entire history.
Set log mute level to n, or show level

if n is absent.

Enter confirmation for NEED-OK request of ’'type’,

where action = ok’ or ’'cancel’.

Enter confirmation for NEED-STR request of ’'type’,

where action is reply string.

(Windows only) Show network info and routing table.
Enter password p for a queried OpenVPN password.
Override remote directive, type=ACCEPT|MOD|SKIP.

Enter dynamic proxy server info.

Show process ID of the current OpenVPN process.

Authenticate client-id/key-id CID/KID (MULTILINE)

Authenticate client-id/key-id CID/KID

Deny auth client-id/key-id CID/KID with

log reason text R and optional client

reason text CR

Kill client instance CID with message M
(def=RESTART)

Set env-var filter level

Define packet filter for client CID (MULTILINE)

Enter an RSA signature in response to >RSA SIGN
challenge

Enter signature base64 on subsequent lines followed
Send signal s to daemon,

s = SIGHUP|SIGTERM|SIGUSR1|SIGUSR2.

Like log, but show state history.

Show current daemon status info using format #n.
Produce n lines of output for testing/debugging.

Enter username u for a queried OpenVPN username.
Set log verbosity level to n,

or show if n is absent.

Show current version number.

Connection closed by foreign host.

ai:~ #

7.4 Ycunenue 6esonacHoctu «OpenVPN-T'OCT»

OnHa ©3 4YacTo MOBTOPSiEMbIX MaKCHM CeTeBOH 6e30MacHOCTH COCTOMT B TOM, UTO HHKOTJA He
CJIeyeT LeJTMKOM MOJaraThCs Ha OAMH KOMIIOHEHT 3allMThl, MOTOMY YTO €0 OTKa3 BbI3bIBAeT KaTa-
crpoduyeckuii mpoBaJ B 6ezonacHocTH. «OpenVPN-I'OCT» npenoctaBJisieT HECKONBKO MEXAaHHU3MOB,
MPenoCTaBISIONIMX BO3MOXKHOCTb JOOABUTh NOTIOJNHHUTENbHbIE CJIOH 3AIIUTHI, UTOObI OTTOPOIUTHCS OT

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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nogo6HOro UCxoa.

7.4.1 tls-auth

JupekTuBa tls-auth no6asasier nononuutebHylo noanucb HMAC Ko BceM makeTaM XeHALIeHKa
SSL/TLS nasi npoBepku nesocTHocTH. dta noanucb HMAC npenoctaB/isieT NOMOJHUTENbHbBIH CJIOH
3allMTHl HaJ U 3a TeM, uTo npenoctaBJjsercs SSL/TLS. Ona moxeT 3alIUTHTD OT:

— DoS-arak

— Ysa3BUMOCTel nepenosHeHus: 6ydepa B peanusanuu SSL/TLS

— Wuununaumii xsummeiika SSL/TLS ¢ HeaBTOpH30BaHHBIX MalllMH (XOTSI TaKHe XIHMIIIEHKU B
KOHIIE KOHIIOB He OyayT ayTeHTH(ULHpPOBaHbI, tls-auth MoxeT HX OTCeUb HAaMHOTO paHblile)

Hcnonb3oBanue tls-auth Tpebynet, yToOB BBl CreHEPHUPOBATH 3aKPBITHIH KJOY OOIIEro MOJb30-
BaHHSs, KOTOPBIH MCIIOJb3YEeTCs IOTOJMHUTENbHO K cepTudrkatam/kawodam [OCT:

openvpn --genkey --secret ta.key

dTa KoMaHza creHepupyet cratuueckuil ko4 «OpenVPN-I'OCT» u sanumer ero B haiin ta.key.
ITOT KJI0Y CJeyeT CKONHUPOBATh Yepe3 yxKe CYIIeCTBYIOLIMH 6e30MacHbIl KaHas Ha cepBep U Bce
KJIHeHTCKHe MalluHbl. OH MOoXeT ObITh MOMeIleH B TOT ke KaTtaJor, uyto U ¢aiasl [OCT .key u .crt.
B cepBepHOll KOH(pUTrypaLUK N00aBbTE:
tls-auth ta.key O
B kaueHTcKO# KOH(UIypaluu N00aBbTe:
tls—-auth ta.key 1

7.4.2 user/group (kpome OC Windows)

«OpenVPN-T'OCT» 6bl1a 04eHb TILIATEJNBHO CO3[aHa TaK, UTOOBI MO3BOJMUThH OTKA3aThCs OT MPaB
NIPUBUJIETMPOBAHHOIO MO0J/1b30BaTe/Is1 MOC/Ae WHHULHAMU3ALMH, U 3Ty BO3MOXKHOCTb CJeflyeT BCerja
ucnosb3oBate B Linux/BSD/Solaris. be3 npas npususiernpoBaHHoro noJb3oBatess, padoTaloMKi
cepBepHblll n1eMoH «OpenVPN-I'OCT» npencraB/sier co6oii 3HaUWTENbHO MeHee MpPUBJEKATENbHYIO
Lesb 1J151 aTaKyIoLIero.

YTo6Bl OTKJIOUNATE MPaBa MPUBUJIETHPOBAHHOTO MOJb30BATE/IS MOCAe UHULHAMU3ALNH, 100aBbTe
B CepBEPHYI0 KOH(PUIypaLHUIO TUPEKTHUBBIL:

user nobody
group nobody

7.4.3 chroot (kpome OC Windows)

HupektuBa chroot mossossier Bam 3anepets geMoH «OpenVPN-I'OCT» B Tak Ha3biBaeMylo TIOPb-
My chroot, roe nemMoH He cMoOKeT paboTaTh HU C KAKMMU YacTSIMH (paHJOBOH CHUCTEMBl B OMepary-
OHHOM CHCTeMe, 32 UCKJ/IOUYeHHeM CIelMalbHOro KaTajora, yKasaHHOro KakK napamerp K AHPeKTHBe.
Hanpumep

chroot jail

sactaBuT aeMoH «OpenVPN-I'OCT» nepeiitu B momkaraJjor jail nmpu vMHHUIMAMU3aLUH, a 3aTEM
rlepeoprueHTHpyeT ero KOpHeBYIo (hDaliyloByl0 CHCTEMY B 3TOT KaTaJjor, TaK 4TO 3aTeM JIeMOHYy OyneT
HEeBO3MOXKHO YBHUIETb HUKAaKHUX (pall/JioB CHapy»KM KartaJora jail u ero mopkaranoroB. To BaXKHO C
TOYKH 3peHHs1 6e30MacHOCTH, TOTOMY UTO [axKe eCJIM aTaKyILHHA CMOXKeT CKOMIIPOMETHPOBATh Cep-
Bep C MMOMOLLbI0 BPeJOHOCHOTO KOAa, 3TOT KO OyzeT 3amepT OT OoJiblled YyacTh (paiaoBOd CUCTEMBb
cepBepa.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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[Ipenynpexknenus: mockosnpky chroot mepeopueHTHpPyeT (al/oByI0 cHCTeMYy (TOJBKO C TOUKU
3peHHs IeMOHa), He0OXOOUMO TOMECTHTh Bce (haiJjibl, KOTOpble MOryT noTpeboBaTbhesi «OpenVPN-
[OCT» mnocse nHunManu3auuu, B Kartajor jail, nampumep, ¢aita crl-verily uam karamor client-
config-dir.

7.4.4 XpaHeHue KOPHeBOTO KJjiwua (ca.key) Ha oTmesbHOH MalluHe 6e3 CETEBOTO COeIUHEHHSs

Onxo u3 npeumyiiects ucnosb3oBanusi PKI no crannapty X.509 ¢ Touku 3peHusi 6e30macHoOCTH
COCTOHT B TOM, YTO KOPHEBOH KJII0Y YAOCTOBepsItOllero HeHTpa (ca.key) He MO/KeH MPUCYTCTBOBATh
Ha cepBepHoil MawinHe «OpenVPN-I'OCT». B cpene Bbicokol 6e30MacHOCTH Bbl MOXKeTe 3aXOTeTb
CTelHa bHO BBIAENUTh MALIUHY AJs LieJeld MOANUCAHUS KJIoUeH, 1epKaTh 3Ty MallMHy (PU3HYeCKH
XOpOLIO 3aUMUIEHHOW M OTKJ/IOUWUTb ee OT Bcex ceTed. [y mepeHoca KJ/Oueld MOXKHO MCMOJb30-
BaTb CheMHble TUCKH. Takue Mephl AeJal0T KpayKy KOPHEBOTO KJ0Ua HUCKJIOUHUTEJbHO TPYAHOH MAJIs
aTaKyIOLIET0, eCJH TOJbKO OH He yKpaieT (PU3NYeCKH MALIMHY AJs MOAMNHUCBIBAHUS KJIOYeH.
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8 Ilpunoxenue. Cnucok oniui KOMaHAbl openvpn-gost

8.1 O6iue onuuu

«OpenVPN-T'OCT» nosBosisieT nomeuniathb J0OYI0 ONLKI0 B KOMAHIHYIO CTPOKY UJH B KOH(UTY-
pauroHHBIN (aia. XoTs BCe OMUMU KOMaHAHOH CTPOKH HMMeloT mpeduKC B BHAe NBOHHOrO aeduca,
3TOT NpedUuKC MOXKeT ObITh OMYILEeH, KOra ONUHI0 MOMELIAal0T B KOH(UTYPALIUOHHBIH (ail.

--help

[Tokasatb onuuu

--config file

3arpysuthb JOMOJHUTENbHbIE KOH(DUTYPALIMOHHbBIE OMUWH U3 (ai-
aa file, rme Kaxpas cTpoka COOTBETCTBYET OLHOH OMUMU KOMaH[-
HOW CTPOKH, HO C OMYLIEHHBIM ABOHUHBIM A€(PUCOM.
Ecau --config file — enuHCcTBeHHas omuusi B KOMaHAe openvpn-
gost, --config MOXHO omycTHTP W 3amucaTh KOMaHAY Kak
openvpn-gost file
3ameTbTe, YTO KOH(UTypaLHOHHBIE (halyibl MOTYT ObITb BJIOXKEH-
HBIMU [0 OCMBICJIEHHOH TJ1yOHHBI.
MoXHO HCMO0/1b30BaTh ABOHHBIE WU ONHWHAPHblE KAaBbIUKH /15
OrpaHWYeHUs TMapaMeTpoB, BKJ/MOUAKIIKUX Npobes, # Wad ; CUM-
BOJIbl B MEPBOH KOJIOHKE MOXKHO HCIOJb30BaTh AJ51 0003HAYeHHUS
KOMMeHTapHeB.
3amerbTe, 4YTo <«OpenVPN-I'OCT» o6pabaTbiBaer escape-
NoCJIeI0BaTeIbHOCTH Ha OCHOBE 0OPATHOM KOCOH 4epThl [Jisi CHUM-
BOJIOB, He 3aKJIIOUEHHBIX B OJUHAPHbIe KaBbIUKH, TaK UTO CJEAyeT
UMeTb B BUAY CJeaylollhe 0003HAUEHHS:
\\ O6o3HayaeT ogHy 0OpaTHYI Kocyio 4epty (\)
\" [lepenaer OykBa/sbHO ABOHHBIE KaBBIUKH, He WHTEPHPETUDPYS
UX KaK OrpaHHYeHHe MapameTpa
\ [SPACE] nepenaet 6yKBajbHO Mpobes Uau Taby/aslui0, He UH-
TepIpeTUpys UX Kak paszfeseHre NapaMeTpoB
Hanpuwmep, B Windows wucnosb3yiiTe nBOiHHbIE 0OpaTHbIE KOCble
4yepThl IJi NpeACTaBJeHUs NyTed K Qainam:

secret "c:\\OpenVPN-GOST\\secret.key"

8.2 TyHHesbHBIE OMUKU

--mode m YcranaBauBaer pexum padotel OpenVPN. [lo ywmosmuanuio
«OpenVPN-T'OCT» pa6oraeT B pexxume Todka-B-Touky (p2p). B
«OpenVPN-TI'OCT» npucyTCTByeT pexXHUM «CepBep», peasusylo-
IMH MHOTOKJHMEHTHYIO CIOCOOHOCTh CepBepa.

--local host Uwmsa unu IP-agpec sokanbHOro XocTa AJis CBsi3biBaHHS. Eciu

ykasaH, «OpenVPN-I'OCT» 6yneT cBsi3bIBATbCS TOJBKO C 3THM
anpecoM. Ecau He ykasaH, «OpenVPN-I'OCT» 6ynet cBs3bIBaTh-
Csl CO BCeMH HMHTepdelcamu.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--remote host [port] [proto]

Wwmsa nnu [P-agpec ynanenHoro xocrta. [P-agpec moxer ObITh Kak
B ¢opmate [Pv4, tak u B popmarte IPv6.

Ha knuenTe 3amaér agpec cepepa U moprt, K KOTopoMy TpebyeTtcs
nonkJ/aounThes. Ecnn 3Hauenune napamerpa -- DNS-umMs, koTopoe
paspeuiaercsi B HecKosbko [P-anpeco, onuH M3 HUX OyleT Bbl-
OpaH cJaydalHO, MPeLoCTaBJsis CBOEro poia BO3MOXKHOCTb ypaB-
HOBEILMBAHHUS Harpy3KH.

Jlns HageKHOCTH MOTYT ObITb yKa3aHbl HECKOJNbKO OMIUH --
remote, Kaxkaas OTHOCUTCS K oTaenbHoMmy cepBepy OpenVPN-
[OCT. KnueHT OyzeT NblTaTbCsl COEIUHUTBCS C CepBepaMH B I10-
psiiKe, YKAa3aHHOM B CIHCKe onuui --remote. KineHT nepeiaer K
CIeLYIOLIEMY XOCTY B CIIHCKe, €CJU COeIUHEeHHe C MpPebIAYILINM
yCcTaHOBUTh He ypactcsi. O6paTtuTe BHHMaHHe, 4TO B JI0OOH MO-
MeHT BpeMeHH KianeHT OpenVPN-T'OCT moxeT ObITb coelnHeH
TOJIBKO C OJHHUM CEPBEPOM.

YKa3zaHue HeCKOJbKUX ONIMUH --remote -— oTaebHBIN caydail 6o-
Jiee 00I1ed PyHKIIMOHANBHOCTH Npodus coefrHeHUs:. CM. HUXKe
onucaHue <connection>.

[proto] o6o3HayaeT MPOTOKOJ, KOTOPLIH OyAeT HCIOJIb30BaH MPU
COoelMHeHUU ¢ cepBepoM. MokeT HMeTb 3HaueHue “tcp” HJH
“udp ”. Hnsa npunynutesbHoro nopkiwouenus no [Pv4 uau IPv6
ucnosb3yite cydpduke 4/6 B konue “tep”/“udp”. K mnpumepy,
udp4/udp6/tcp4/tep6. Knuent nepeiizer K ciaenyioriemMy B CIIUC-
Ke XOCTy IO yBeIOMJeHHI0 00 owmubke coepnHeHusi. O6paTute
BHUMaHHe, 4TO B Jt060i MoMeHT BpeMenu, OpenVPN knueHT Oy-
LeT MOAKJ/I0YeH He GoJiee yeM K OJHOMY CepBepy.

Yutute, uto nockoabky UPD He TpebyeT ycTaHOBJIEHUs COeNu-
HeHHsl, OIMOKa MOAKJIOUEHHS OMpefe/sieTcsl ¢ MOMOILbI0 --ping
U --ping-restart onuui.

Ecin xoct — DNS-ums, koropoe paspemiaer Heckosbko IP-
anpecoB, OpenVPN-T'OCT 6yner npo6oBaTh MOIKJIIOUHTHCS
K HUM B TIOpsiiKe, B KOTOPOM HX I[IPeJOCTaBUT CHUCTeMa
getaddrinfo(). I[Tostomy npuoputnzauus u panmomusanuss DNS
BBINIOJIHSIETCS € IOMOLLUBIO CHUCTeMHOH Oubsanoteku. Ecau [P-
BepCHsl He yKa3aHa B creluduKanuu npotokosa (cydpduxc 4/6),
OpenVPN nepe6eper o6a [Pv4 u [Pv6 anpeca B ToM nopsiike, B
Kakoi getaddrinfo() BepHer ux.

O6patuTe BHHMaHHe Ha CJENYIOUIMH TpenesbHbId ciaydait. Ec-
JU Bbl MCIOJb3yeTe OMNLHU --remote W OTKa3blBaeTeCb OT IIpaB
TNPUBUJIETUPOBAHHOTO 0JIb30BATesl C MMOMOILbBIO --USer W/UMHU --
group, 1 KJaueHT padoraeT He B Windows, ecyi KJIHEHTY HYKHO
MepenofKMUNThCS K APYTOMY CepBepy, U 3TOT CepBep NepenaeT
pazauunble HacTpouk TUN/TAP unu mapuipyTusauuu, KJIUeHTY
MOXKeT He XBaTHUTb HEOOXOAMMBIX IpPaB, UTOOBI 3aKPBITh U CHOBA
oTKpbITh UHTepdeiic TUN/TAP. D10 MoxeT NPHUBECTH K MpeKpa-
IEHHIO Pa0OTHI KJHMEeHTa C (paTajJbHOU OLIMOKOH.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Korna ucnosabsyercssi TCP pexxum, Ha cepBepe --remote OGymer
pabotaTh Kak (pUABTP, OTBeprasi CoOelIMHeHUs CO BCeX XOCTOB, He
COOTBETCTBYIOLIMX 3HAUEHHIO MapaMeTpa.

Ecnu onuus --remote He ykasaHa, cepBep OyneT cJayllaTh Make-
Thl ¢ Jioboro [P-anpeca, Ho He OyneT o6pabaTbiBaTh 3TH MaKETHI,
ecJ/I1 OHU He TMPOUAYT BCce ayTeHTHU(PUKALUOHHBIE TECTBI. DTO Tpe-
O00BaHHe K ayTeHTHU(PHUKALHUHU OTHOCUTCS KO BCEM MOTEHIUAIbHBIM
napTHepaM, AaxKe NPUXOASLIUM C U3BECTHBIX U MPEeAToI0KHUTEb-
HO noBepeHHbIX [P-ampecoB (o4eHb JIeTKO TOAAENATh HUCXOAHBIN
[P-anpec B UDP nakere).

--remote-random-hostname

Jlo6aBaisier caydyaiHyioo cTpoky (6 6aiit, 12 mecTHaguaTHpuy-
HBIX CHMBOJIOB) K HMeHH XOCTa, 4ToObl mpenoTBpatuth DNS
kawmnposanue. K npumepy, "foo.bar.gov"6yner npeo6pasoBaHo B

A\l

<random-chars >.foo.bar.gov ".

[TopsinkoBbi#i Ne M3MeHeHUsI
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<connection>

Onpenensier mnpodusib KJIHeHTCKoro coenuHeHus. [Ipoduiu
KJHEHTCKOTO coenMHeHus — rpynmel  onuud  «OpenVPN-
[OCT», omuchiBamllre, KaK CBSI3aTbC C KOHKPETHBIM CEpBe-
pom OpenVPN. Ilpodpuan KAMeHTCKOTO cOeqUHEHHs yKa3blBa-
toTest B KoHpurypaunonHom daiiie «OpenVPN-I'OCT», u kax-
OBl TpoduJab HauWHaeTcss ¢ <connection> U 3aKaHUKMBaeTCs
</connection>.

Knuent OpenVPN 6ynet nmpo6oBaTh KaxKIblid PO(UIL COeTHUHE-
HUS TIOCJIEIOBATENbHO, TTI0KA He NOCTHTHET YCIEIIHOrO COeIHHe-
HUS.

Onuus --remote-random MOMKeT UCIOJAb30BATHCH LIS TOTO, UYTOOLI
C CaMOro Hayajia «CMellaTb» CIHUCOK COeIHHEHUH.

Bot npumep ucnosnb3oBaHusl npoguedl coeinHeHUN:

client
dev tun

<connection>
remote 198.19.34.56 1194 udp
</connection>

<connection>
remote 198.19.34.56 443 tcp
</connection>

<connection>
remote 198.19.34.56 443 tcp
http-proxy 192.168.0.8 8080
</connection>

<connection>
remote 198.19.36.99 443 tcp
http-proxy 192.168.0.8 8080
</connection>

persist-key
persist-tun

pkcsl2 client.pl2
remote-cert-type server
verb 3

CHauajia Mbl TBITa€MCSI  COEMHHUTbCS C  CEepBEPOM  Ha
198.19.34.56:1194, wucnoassyss UDP. Ecau 3To He ynaercs,
MBI TbITaeMcsi coequHuThes ¢ 198.19.34.56:443, ucnonbsys TCP,
¥ Jajiee 1o MopsiaKy.

[TopsinkoBbi#i Ne M3MeHeHUsI
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BHyTpu 6sioka <connection> MOryT ObITH CJedyIOLIMe OMNUHH
«OpenVPN-T'OCT»:

bind, connect-retry, connect-retry-max, connect-timeout,
explicit-exit-notify, float, http-proxy, http-proxy-option, link-
mtu, local, Iport, mssfix, mtu-disc, nobind, port, proto, remote,
rport, socks-proxy, tun-mtu and tun-mtu-extra.

CyliecTByeT MeXaHHU3M YMOJUAHUS AJIs1 YKA3aHUS OMUHKH, IpUMe-
HUMBIX KO BceM mpoduasam <connection>. Ecnau mobasi U3 BbI-
IIeyKa3aHHBIX OMUHMHU (32 UCK/OUeHHeM remote) MosiBJsieTCs BHe
6Joka <connection>, HO B KOH(UIrypaLHOHHOM (paie, copepxKa-
1eM XoTsl O6bl ofuH 6J10K <connection>, ata onuus 6yaeT UCMOJb-
30BaHa MO yMOJIUaHUIO AJs1 BceX OJIOKOB <connection>, KoTopele
CJAeNYIOT 32 Hel B KOH(PUrypaUHOHHOM (ai.e.

Hanpuwmep, npenmnosoxxum, yto onuus nobind nomerieHa B Hauamo
TPUBENEHHOT0 BbIllle KOH(MUTYpallMOHHOTO (haiiya, mepes mepBbiM
6sokoM <connection>. dddekT OymeT TakoH Ke, KaK ecJad Obl
nobind 6pina 06bsiBJIEHAa BO BcexX Osokax <connection> mon He.

--proto-force p

[Ipu mepeGope npocused MOAK/IIOUEHHS], YYUTBIBAKOTCS TOJbKO
npodud, ucnosbaytoiide npotokosa p (‘tep’|'udp ).

--remote-random

Korna ykasaHbl HECKOJIBKO apecoB/MOPTOB remote, UK eCJH HC-
NOJIb3YIOTCS MPO(PUIN COeNMHEHHS, NAHHAs OINLUMS H3HAdyaJbHO
pPaHIOMHU3HPYeT IMOPSNOK CIIMCKAa B KayecTBe CBOEro poaa Ipo-
CTedlleld Mepbl PABHOMEPHOIO paclpeleseHUsl Harpy3KH.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--proto p

Hcnonb3oBaTh MPOTOKO P AJs CBSI3W C YAAJE€HHBIM XOCTOM. P
MoxeT ObITb udp, tpe, tep-client unn tep-server.

B kauyecTBe mpoTOKOJIa O YMOJUYAHUIO UCMONb3yeTcsl udp, Koraa
--proto He 3amaH. [asa pa6orsi UDP --proto udp Heo6xomumo
yKasaTb Ha 0060MX y3Jax , a TakxKe ucnosb3osaTb TLS Bepcuu 1.3
¥ aJTOPUTMBI MKH(poBaHUs magma-mgm U kuznyechik-mgm.
3HaueHus tcp-server u tcp-clent mo3BossilOT ykaszaTb, uTO y3en
OyneT y3JioM, MPUHUMAIIIUM COeNUHEHHUs, U Y3JIO0M, YCTaHaB-
JIUBAIOLIUM COeMHEHHs], COOTBETCTBeHHO. [lapTHep, HauaBLIUH
c tcp-server, OyneT O€CKOHEUHO KAaTb BXOASILLEr0 COeAUHEHUS.
[lapTHep, HauaBmuii ¢ tep-client, momeiTaeTcss MOAKMIOYUTHCSH, U
ecsld He ygnactcsi, OymeT craTh O CeKyHH (3TO BpeMsi MOXKHO H3-
MEHHTb C MOMOIBIO OMUHUH --connect-retry) u Oyner onsaTh Mbl-
TaTbCS MOAKJIOUUTHCS OECKOHEUHOe KOJMUYeCTBO pa3 uad g0 N
TIOBTOPEHHH (KOJIMUECTBO TOBTOPEHHUH MOXKHO H3MEHHUTb C TIOMO-
b0 OMuHUM --connect-retry-max). M kuueHt, u cepep OymyT
cumynupoBatb curHaa pecrapra SIGUSRI, ecau kakas-nn6o u3
CTOPOH OyleT NnepecoequHsAThCS.

OpenVPN-I'OCT paspabotan n/s onTUMaJ/bHOH paboThl uepes
UDP, onnako TCP onuus Tak ke HOCTyNHa IJs CUTYyalUH, rie
UDP He moxet 6biTh Hcnosb3oBaH. [lo cpaBHenuto ¢ UDP, TCP
Kak npaBusio OyneT MeHee 3(Q(EKTHBHBIM U MeHee HaleXKHbIM,
KOTJIa MCIIOJIb3YyeTCs] B HEHANEeXKHbBIX UJIH MePerpyKeHHbIX CeTsX.
B caenyroreii cTatbe yKasaHbl HEKOTOpPbIE TPOOJEMBI ITPH TYHHE-
auposanuu [P yepes TCP :
http://sites.inka.de/sites/bigred/devel/tcp-tcp.html

OnHako ecTb HECKOJbKO cJiyuaeB, kKorga wucrosb3oBaHue TCP
MPOTOKOJIa MOXKET ObITh MPEANOYTUTENBHBIM C TOUKH 3peHHs 6e3-
OMAaCHOCTH W HAJIeXKHOCTH, K MPUMeEPY, TYHHEJHPOBAHHE MPOTO-
kosoB UDP, ornnunbix ot IP unu npuksagHoro ypoBHS, WJH
TYHHEJIMPOBaHHE TIPOTOKOJIOB, KOTOPbIe He 00J1aatoT BCTPOEHHBIM
YPOBHEM HaJeXKHOCTH.

--connect-retry n [max]

Hns --proto tcp-client, :xnaTh n ceKyHA MeXy MOMBITKAMH Tie-
pernpucoennHUTbCs (o ymosuanuio 5). [ToBTopsitolrecs MoOMbIT-
KU TIeperpUCOeTUHEHHs 3aMeJJISIFOTCSl Mocye D MOMBITOK Ha KaX-
AblH yoaJeHHbIH y3eJ, yIBauBas BpeMsi OXKHAAHHUS MOCJe KaxKa10H
HeynayHoH monbiTKU. OMIMOHAMbHBIH apryMeHT Mmax omnpejeJis-
eT MaKCHMaJslbHOe 3HaueHWe BpeMeHH OXKHAaHHUS B ceKyHaax (rmo
ymosuanuio = 300).

[TopsinkoBbi#i Ne M3MeHeHUsI
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--connect-retry-max n

s --proto tcp-client, mbITaThest mepenoaKJ/OUYUThLCS N pa3 (Gec-
KOHEUHOe KOJIUYeCTBO pa3 M0 YMOJNYaHHUIO).

n onpejessieT KOJUYECTBO IMOMBITOK BBI30BOB --remote HJH
<connection> (6eckoHeYHOe KOJMYECTBO Pa3 MO YMOJUAHHIO).
Ecau yctaHoBUTb N = 1, TO 3TO MO3BOJMUT MONPOOOBATH BBINOJ-
HUTb KaX/blH BBI30B POBHO OIMH pa3. YCIelIHOe coefHeHHe 00-
HYJSIeT CUeTYHK.

--show-proxy-settings

[Tokasatp o6Hapy:xeHHble HacTpoku HTTP nau SOCKS-npokcu.
Ha nanHbId MOMEHT TOJIBKO KJIHeHTH Windows moaaepKUBaroT
3Ty OMLHUIO.

--http-proxy server
[authfile|’auto’|
nct’] [auth-method]

port
"auto-

CoenuHutbes ¢ ynaneHHeiM xoctoMm uepes HTTP-npokcu c an-
pecom server u noptom port. Ecau tpebyercs HTTP Proxy-
Autenticate, authfile — ¢aii, conepxxaiuil JoruH U NapoJib Ha 2
CTpoKax, uau «stdin» ngs 3ampoca ¢ koHcou. Ero comepxkumoe
MOXKHO TaK K€ yKa3aTb B KOH(PUTYpPAaLLMOHHOM (paije ¢ IMOMO-
mpbto --http-proxy-user-pass onuuu (cM. pasnes 0 BCTPOEHHBIX
dainax).

auth-method poskeH ObITh «none», «basic» uau «ntlm».
HTTP-paiinxkect-ayTeHTUPUKALKSA TaKKe MOANEPKHUBAETCS, HO
TOJbKO Yepe3 saru auto uau auto-nct (cMm. HHXKe).

®aar auto 3acrasaser «OpenVPN-I'OCT» aBTomMarnyecku omnpe-
nensite auth-method u 3ampammnBaTh co cTaHAAPTHOrO BXOAA HJU
UHTepdelca yrnpaBaeHUs JOTUH U NapoJb, ecau TpebyroTcs.
®nar auto-nct (no clear-text auth) Benut «OpenVPN-I'OCT» aB-
TOMATHUYECKH OMpEeNeNsTb METOA ayTeHTU(UKALMH, HO OTBEPraTh
cnabble ayTeHTH(DUMKALMOHHble NPOTOKOJBI, Takue Kak HTTP-
ayteHTH(pUKauus Basic.

--http-proxy-option
type[parm]|

YcranoButh paciuupenHele onurd HTTP-npokcu. Iloroputs,
4yTOOBl YCTAHOBUTb HECKOJBKO OMLMH.

VERSION version - ¥Ycranosuts Homep Bepcuud HTTP B version
(mo ymosuanwuio 1.0).

AGENT user-agent - Ycranosute HTTP-ctpoky "User-Agent"s
user-agent. CUSTOM-HEADER name content — no6aBssier Ha-
CTpanMBaeMbIil 3aroJlOBOK ¢ MMeHeM name U ¢ content B KauecTse
copepxkumoro Hactpauaemoro HTTP 3arososka.
CUSTOM-HEADER name content — no6aBJisier HacTpanBaemblii
3aroJIoBOK C MMeHeM name H ¢ content B KayecTBe COAEPKHUMOTO
HactpauBaemoro HTTP 3aronoska.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--socks-proxy server [port]
[authfile]

[Topkm04UTHCS K ynaneHHOMY XOCTY uepe3 Socks-mpokeu ¢ ajape-
coM server u noptom port (mo ymosmuanuto 1080). authfile (ommuo-
HaJIbHBIH) — 3TO (paiiJl, comepKallui UM TI0JIb30BaTesl U MapoJib
B /IBe CTPOYKH, nubo “stdin” mas sampoca ¢ KOHCOJMH.

--resolv-retry n

Ecnu paspelieHre HMeHH XocTa JJis --remote OKa3blBaeTCsl OLLHU-
OOYHBIM, MOMBITATbCH pa3pelluTb B TeueHHe N CeKyH[ Mepen
OLIUOKOM.

YcranoBuTh 1 B infinite, 4T06b MBITATHCS pa3pelINTb 6€CKOHEUHO.
[To ymosnuanuio ycraHoBJsieHa --resolve-retry infinite. MoxxHo oT-
KJIOYUTb 3Ty OMIHI0, ycTaHOBUB n=0.

--float

[To3BoiuTh ynaseHHOMY MapTHepy MeHsTb cBod IP-ampec u/umin
HoMep moprta, Hanpumep, u3-3a DHCP (310 ymosuanue, ecau --
remote He ucnosb3yercs.) --float, ykazanubslii BMecTe ¢ --remote,
nosposisieT ceancy OpenVPN n3Haya bHO MOAK/IIOUYATECS K MapT-
Hepy C M3BECTHBIM aJpecoM, ONHAKO eCJM MakKeTbl MPUXOAAT C
HOBOT'0 ajipeca U MPOXOAAT ayTeHTH(UKALHUOHHbIE TECThl, HOBBIH
ajipec NpUMeT yIpaBJeHHe CeaHCOM. DTO I0JIe3HO, KOrja Bbl CO-
elMHsIeTeCh C MapTHEPOM C AMHAMHUYECKHUM aJpecoM, HalpHuMep,
nosnb3oBateseM ¢ tejedoHa uau kanentrom DHCP.

B cymnoctu, --float Beaur «OpenVPN-I'OCT» npunumars
ayTeHTU(PULHUPOBAHHBIE MaKeThl € JIOOOro ajgpeca, a He TOJbKO
C TOTO, KOTOPbIH yKa3aH B ONLUHU --remote.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--ipchange cmd

BrinonHuTh KOMaHLy 000J04KH cmd, Korna Hall yhajeHHBIH ip-
ajipec ¢ caMoro HauyaJja ayTeHTHU(PHULHUPOBAH HJIU H3MEHSETCS.
cmd COIep:KUT MYTh K CKPUNTY (MJIK MCIOJHSEMOH Mporpamme),
OMIHOHAJNBHO HCIOJb3YyeTcss ¢ aprymeHTamu. IlyTb W aprymen-
TBl MOT'YT ObITb 32KJ/I0YeHbl B OAMHAPHble WU/ IBOHHBIE KaBbIUKU
1/WJIK OTHEeNIeHbl 00pPaTHOM KOCOH 4epToi, a TaKxKe J0JKHbI ObITh
pasneJsieHbl pobesaMH.

BeInosiHATh Kak:

cmd ip_address port_number

He ncnonbsyiite -ipchange B pexxnme --mode server. Bmecto 3T0-
rO BOCIOJIb3yHTECh CKpUNTOM --client-connect.

Cwm. B paspnene «IlepemeHHBIE cpenbl» HUXKe HONOJHUTEbHbIE Ta-
paMeTphl, NepefaBaeMble KaK MepeMeHHble Cpefibl.

O6parute BHUMaHHe, 4TO cmd MOXeT ObITh KOMaHIOH 060/J0YKH
C HECKOJIbKMMM apryMeHTaMH, B 3TOM CJydyae BCe apryMeHTHI,
reHeprupoBaHHble «OpenVPN-I'OCT», 6ynyT no6aBjeHbl B KOHelL
cTpoku cmd, 4ToOBl CO3MaTh KOMAaHAHYI CTPOKY, KOoTopasi GymeT
nepenaHa B CKPHUIIT.

Ecsu BH pabGoTaere B cpesie ¢ nepemeHHbIM [P-anpecom, rae IP-
ajipeca KaxKJ0oro napTHepa MOT'YT MeHsITbcsi 0e3 Ipenymnpexje-
HMSI, Bbl MOXeTe MCII0Jb30BaTh 3TOT CKPUIT, HarpHMmep, 4TOObI
penaktTupoBaTh ¢aia /etc/hosts ¢ Tekymwum amgpecoMm mnapTHe-
pa. Ckpunt OyIeT BBIMOJHATBCSH KaxKAblH pas, Korna ynajeHHbIN
naptHep MeHsieT cBoi IP-anpec.

[Topo6ubiM ke oOpasom, ecau Haw: [P-anpec MeHsieTcsi M3-3a
DHCP, Ham caenyeT CKOH(UrypHpOBaTb Halll CKPUIIT MepeMe-
Hel [P-anpeca tak, uyto6er «OpenVPN-I'OCT» nosayuana curHads
SIGHUP unu SIGUSRI. «OpenVPN-I'OCT» 3arem nepeycTaHo-
BUT COEIUHEHHE CO CBOWM MOCJEeIHUM ayTeHTH(UIHUPOBAHHBIM
napTHepoM Ha ero HoBoM [P-anpece.

--port port

Homep TCP/UDP-nopra ais 0KanbHOTO M yoaleHHOTO XOCTOB
(ycraHaBsuBaet obe onuuu --lport u --rport /s 3aganHoro mop-
ta). Tekymuil Homep mo ymosnyanuto 1194 npencrapiasier oduuu-
anbHoe HasHadeHue nopta IANA nas OpenVPN. [lpenbinyuias
nepcusi ucnosb3osaga nopt 5000 nmo ymosuaHuIo.

--lIport port

Homep TCP/UDP-nopra a/si cBsisbiBanusi. He MoxkeT ObITh HC-
M0JIb30BaH BMecTe ¢ --nobind onuue.

-rport port

Homep TCP/UDP-nopra mnsi ynanenHoro xocta. Ilopt moxer
ObITb TaK K€ YCTaHOBJIEH HEMOCPeNCTBEHHO ¢ MOMOLIbIO --remote
OMNLHH.

--bind [ipv6only]

CBsi3aTbCsl C JIOKaJbHBIM aJpecoM M MOPTOM. IDTO yMoOJa4aHHe,
€CJIM He HCMOJb3YITCA Kakue-nub6o M3 onuui -proto tep-client,
--http-proxy nau --socks-proxy.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--nobind

He cBsidbiBaTbCa ¢ JioKanbHBIM agpecoM W nopToM. IP-crek Ha-
3HAUUT JMHAMHUUeCKHUH MOPT AJil BO3Bpallaoluxcs naketos. [lo-
CKOJIbKY 3HauyeHHe AMHAMHUYECKOro MopTa MapTHepy HEeU3BECTHO
3apaHee, 3Ta OMNUUS MOAXOAUT TOJBKO AJS MapTHEPOB, KOTOpPbIE
OyLyT UHMLHMHPOBATh COeJMHEHHe, UCIOMNb3Ys ONLHUIO --remote.

--dev tunX|tapX|null

BupryanbHoe ceteBoe ycrpoiictBo TUN/TAP (nns nunamuvecko-
ro ycrpoiicTBa X MOXKHO OMYCTHTD.)

Bel 10/I2KHBI HCNO/1b30BaTh Ha 0O0MX KOHLAX COeJUHEHHs JHOO
yctpocTBa tun, aubo tap. Bel He MoxkeTe yKasblBaTh Ha OJHOM
KOHLe tap, a Ha Apyrom tun, MOCKOJIbKY OHHU NPENCTABJAIOT pas-
JIMUHbIE CJIOW CETH.

YerpoiierBa tun nukancynupytoot [Pv4 nau IPv6 (caoit 3 OSI), a
ycrpoiictBa tap unkancynupytoT Ethernet 802.3 (cuooit 2 OSI).

--dev-type device-type

Kakoiéi Tun yctpo#icTBa Mbl Hcnosb3dyeMm? device-type moJikeH
uMeTh 3HadeHue tun (csoét 3 OSI) uawm tap (cooit 2 OSI). Hec-
MONb3yHTe 3Ty OMIHUI0 TONBKO B TOM CJIydae, €CJU YCTPOHUCTBO
TUN/TAP, ucnonb3oBaHHOe B ONIHHU --dev, He HauMHaeTcs ¢ tun
WM tap.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--topology mode

CKOH(HUTypHpOBaTh BUPTYaJNbHYIO alpeCcHYI0 TOIMOJIOTHIO, paboTas
B pexxuMe --dev tun. dta TUPEKTHBA He UMeeT 3HAUEHHS B PEXKH-
Me --dev tap, KOTOpBIH BCera UCMOJb3yeT TOMOJOTHI0 subnet.
Ecsnu BBl HacTpauBaeTe 3Ty NUPEKTHBY Ha CepBepe, NUPEKTHBBI
--server W --server-bridge aBToMaTHUeCcKH MepenanyT BblOpaHHbIE
BaMH HACTPOMKH TOMNOJNOTMM KJHEHTaM. DTy NHUPEKTUBY TaKxKe
MOXKHO TepeaTh KaneHTaM Bpy4Hyto. Kak u nupektuBa --dev, ata
IMPEKTHBA MOJKHA BCETAa OBITh COBMECTHMOH MEXAY KJIHEHTOM
¥ CEpPBEPOM.

mode MOXKeT UMeTb 3HaueHHUe:

net30 - Hcnosb30BaTh TOMOJOTHIO TOYKA-B-TOUKY, Ha3Hauasi OAHY
nonacetb /30 KaxkaoMy KJHEHTY. DTO MpefHa3HauyeHo MAJis TOTo,
4TOOBl Pa3pelinTh CEMAaHTHKY TOUKAa-B-TOUKY, KOTAA HECKOJBKO
UJIM BCe MOAKJoUYarlrecss KaueHTol MoryT 6uiTb OC Windows.
ITO yMoJUaHUe.

p2p - HCHOJb30BaTh TOMOJIOTHIO TOUYKA-B-TOUKY, Tle yhajeHHas
KOHeuHasi ToukKa hHTepdeiica tun K/MeHTa Bcerga ykasblBaeT Ha
JIOKaJIbHYI0 KOHEUHYI0 TOUKy HHTep(eiica tun cepepa. dToT pe-
KUM HasHadaeT ofuH [P-anpec n/s KaKA0Oro coeauHSIOLIErocs
KyaueHTa. Mcnonb3yiiTe TonbKo Torna, Korna HU OAMH U3 MOAKJIIO-
yaroluxcsl KaueHtoB He sBiasercs OC Windows.

subnet - ucrosp3yiiTe MoACeTh BMECTO TOMOJOTHH TOYKA-B-TOUKY,
CKOH(uUrypuposaB uHTepdeiic tun ¢ goxkanbHbeiM [P-agpecom u
MacKOU TIOJICETH, TMOAOOHBIM TOMOJOTHH, HCIOJIb3yeMOH B --dev
tap u pexume «moct» Ethernet. dtoT pekum HasHauaeT onuH
[P-anpec kaxkaomy coequHsiIoLleMycsi KJHEHTYy W paboTaeT B
Windows u B Unix-nomo6Heix cuctemax. [Ipu ucrnosnb3oBaHuu B
Windows tpebyet Bepcuto npaiiBepa TAP-WIN32 8.2 usu Bbiwe.
[Ipu ucnonb3oBanuu B Unix-nofpo6HbIX cUCTeMaX, TpedyeT, YTOOb
npaiiBep tun nomgmepxkuBana Komanny ifconfig(8), kotopass ycra-
HaBJIMBaeT IMOJACETh BMECTO yaajeHHoro koHeuHoro [P-anpeca.
[Ipumeuanue: Hcnosab3oBanue --topology subnet meHsieTr uH-
TeprpeTaluio aprymeHToB onuuu --ifconfig, osnauas “address
netmask”, a He “local remote”.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--tun-ipv6

[IocTpouts tun-cBs3b, cnocobHyl0 nepenaBaTh TpaduK MO MPOTO-
koay IPv6. CrenyeT ncnosb3oBaTh COBMeCTHO ¢ --dev tun usu
--dev tunX. Ecau HuKakod creuunanbHod mnopaepxku IPv6 B
TUN nna Bawe# onepanMOHHOH CHUCTeMbl He CKOMIIHMJIMPOBAHO
B «OpenVPN-T'OCT», 6ynet BBIBOIUTBCS MpeaypexaeHue.
flBHO ycTaHaBNMBaeT y3es YCTPOHCTBA BMECTO HCIOJb30BAHHUS
/dev/net/tun, /dev/tun, /dev/tap u T.nm. Ecaum «OpenVPN-
[OCT» He moxeT onpenesuth sBJsietcs au yerpoiictBo TUN niu
TAP Ha ocHOBaHMHM HMEHHM, TO HYXKHO Takxke 3anaTb --dev-type
tun uam --dev-type tap.

B onepauunonHoii cucreme Mac OS X 3Ta onuus MoxKeT ObITb
MCIOJIb30BaHA, YTOO 3aJaTh 3HaYeHHe MO yMOJMYaHHI0 aJs tun
peanusanuu. Mcrnosmb3oBanue --dev-node utun BBIHYXKIaeT HC-
MoJNb30BaTh HCXOAHYIO TMoajaep:xkKy siapa Darwin tun. Hcmosb-
sy#Te --dev-node utunN, uto6 BeIGpaTh KOHKpeTHbIH utun. Urtob
BBIHYAUTb HcTosb3oBaTh tun.kext (/dev/tunX) wucnosbsyiite --
dev-node tun. Ecau He 3apate --dev-node onunuio “OpenVPN
['oct” mompo6yeT oTKpbITH utun B MepByI0 Ouepeldb W BEPHETCS
K tun.kext.

B Windows BbiGepere TAP-Win32 apmantep ¢ uMmeHeM y3sa B
[lanene Ynpasnenuss CereBbiMH [lonkmoueHUSMH HJIH HCXOL-
Heii GUID apanrtepa, 3akiawodyeHHBIH B ckoOKu. Onuus --show-
adapters B Windows Takxe MoxkeT ObITb HCIIOJb30BaHA AJIs Tepe-
yucaeHus Bcex poctynubix TAP-Win32 amantepoB u aust oTo6pa-
YKEHHs] 1 UMEeHH MaHeJsH YIpPaBJeHHUs] CETeBbIMHU MOAKJIOUEHUSIMH,
u GUID nnsa kaxnoro uz TAP-Win32 apanrtepos.

[TopsinkoBbi#i Ne M3MeHeHUsI
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-dev-node node

dBHBIM 00pa3oM YCTAHOBUTH y3es YCTPOHCTBA, a He HUCIOJb30-
BaTh /dev/net/tun, /dev/tun, /dev/tap u T.1. Eciu «OpenVPN-
[OCT» He MoxkeT onpenenuTh, iBASeTCS JU node yCTPOHCTBOM
TUN wuau TAP, Ha 0CHOBAaHUMU 3TOr0 UMEHH, BBl JOJXKHBI TaKXKe
yKasatb --dev type tun uau --dev type tap.

B onepauunonnoii cucreme Mac OS X 3Ta onuus MoKeT ObITb
MCII0JIb30BaHA, UTO0 3aJaTh 3HAUeHHWe MO yMOJuYaHH Iis tun
peanusanuu. Mcrosmb3oBanue --dev-node utun BBIHYXKIaeT HC-
Mo/Mb30BaTh WCXOAHYIO TMoaaep:kKy siapa Darwin tun. Hcmosb-
sy#Te --dev-node utunN, uto6 BeIGpaTh KOHKpeTHBIH utun. Urtob
BBIHYAUTb Hcrosb3oBaTh tun.kext (/dev/tunX) wucnosbsyiite --
dev-node tun. Ecau He 3amatb --dev-node onuwnio «OpenVPN
['oct» mompo6yeT OTKpBITH utun B MepByI0 Odepelnb W BEPHETCS K
tun.kext.

B cucremax Windows Boi6epute amantep TAP-Win32, kotopslii
HaspiBaetcd node, B Network Connections Control Panel uawu
GQUID apanrtepa B cko6kax. B Windows M0KHO Takxke HCIOJb-
30BaTh OMIHMI0 --show-adapters, 4yToObl MpPOHyMepoBaTh BCe [O-
crynHble agantepel TAP-Win32, sta onuus nokaxkeT Ha3BaHHe
KOHTPOJIbHOH naHesu ceTeBblX coequHeHnd U QUID nnas kaxno-
ro agantepa TAP-Win32.

--lladdr address

Ykasatp ampec ciosi cBsisd, 6ojee usBecTHbIM Kak MAC-anpec.
[IpumeHsieTcst Tosbko K ycrpoiictBam TAP.

iproute cmd

YcTaHOBUTh aJibTePHATUBHYIO KOMaHIY JJIsi BHIIIOJHEHHs] BMECTO
yMosi4aTe ibHOM KoMmaHAbl iproute2. MoxeT ObITh HCMOJb30BaHa,
utoObl BEIMOJMHATE «OpenVPN-TOCT» B HenpuBH/IerHpoBaHHOH
cpene.

[TopsinkoBbi#i Ne M3MeHeHUsI
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-ifconfig | rn

YcranoButh napametpsl amantepa TUN/TAP. | — IP-anpec Jo-
Ka/abHOH KoHeuHoH Touku VPN. Jlns ycrpoiicte TUN B pexume
TO4YKa-Touka, rn — [P-anpec ynaneHHod koHeyHoH Touku VPN.
Ins yerpoiicts TAP unu TUN ycTpolicTB, HCTOMB3yeMBIX C --
topology subnet, rn — mMacka mopceTH BHPTYaJbHOTO CErMeHTa,
KOTOPBIH CO37aeTCsl UM C KOTOPBIM CBSI3bIBAIOTCSI.

Hna yerpoiicte TUN, koTopble ympouiaroT BHpTyadbHble [P-
COeIMHEHHs] TOYKa-B-TOUKY (Korma HcCroJsb3yercss B --topology
net30 uau p2p pexume), MpaBUIbHOE HCMoOJb30BaHUe --ifconfig
— WCIOJIb30BaTh NBa 4yacTHeIX [P-ampeca, koTopele He sIBASIOTCA
4yjieHaMU KaKoH-1100 UCToJb3yeMOH cyliecTBYolLel noaceTu. [P-
ajzipeca MOTYT UATH MOAPSI, U UX MOPSIOK Y YAAJEHHOTO MapTHepa
noJixkeH ObiThb o6paTHbIM. [locse Toro, kak VPN ycraHoBsieHa, Bbl
OyneTe OTIPaBJATb CUrHaJ/ ping Ha rn yepe3 VPN.

s yerpoiicts TAP, koTopble mpenocTaB/SloT BO3MOXKHOCTb CO-
3naBaTb BUpTyasbHble cerMeHThl Ethernet, unu TUN ycerpoiicTs B
pexume --topology subnet (KoTopbiii co3naet BUPTyasbHYIO “MHO-
rotoyeuHymo cetb’), --ifconfig ucmosb3yercsi, uTOOBH HACTPOUTH
[P-anpec u Macky MojiceTH Tak ke, Kak OblJ Obl MOIOOHBIM 0Opa-
30M CKOH(UTypupoBaH (usudeckuil agantep Ethernet. Ecou BbI
nblTaeTeChb COefAMHUTbCS ¢ yaaseHHbIM Ethernet-«moctom», IP-
aJipec U MOACeThb CJeyeT YCTAHOBUTh B BEJIMYUHBI, KOTOPble ObLIN
Obl neficTBUTEbHBI B cermMeHTe Ethernet, ¢ koTopeiM BBl coennHs-
eTech (0O6paTHTe TaKKe BHUMaHHUe, YTO JJISI STOH Ke LeJH MOXKHO
ucnoab3oBats DHCP).

DTa onuMs, HM3HAyaJbHO NPOKCH n1Jsi KoMmanawl ifconfig(8),
npefHa3HayeHa, 4yTOObl yIPOCTHUTb TYHHEJbHYIO KOH(UTYpaLUio
TUN/TAP, npenocraBJisii cCTaHIapTHBIA HHTepheHC pasJHIHbIM
peanusanusm ifconfig Ha pasnuynbIx niardopmax.

[Tapamerpnl --ifconfig, koTopeie siBasitoTcs IP-ampecamu, Takike
MOTYT ObITb YKa3aHbl Kak uMs, paspeiinmoe B DNS unu B daia
/etc/hosts.

Hnsa yerpoiict TAP, --ifconfig He cienyeT ucmosnb3oBaTh, ec/u
unteppeiic TAP 6ynmer nonyuate apenny IP-anmpeca c cepsepa
DHCP.

--ifconfig-noexec

He BoimonusaTb komanael ifconfig/netsh, BMecto sToro nepenasartb
napametpsl -ifconfig B cKpunThI, HCMOJB3Yys MepeMeHHble CPEJIbI.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--ifconfig-nowarn

He BbIBOIUTBb MpenynpexueHue o MpoBepke KOPPEKTHOCTH OMIIHH,
ecau onuus --ifconfig Ha 3To# cTOpOHEe coenUHEHUsS] HE COOTBET-
CTBYeT yHaJIeHHOH CTOpOHe. DTO MOJE3HO, KOraa Bbl XOTHUTE CO-
XpaHUTb OOLIHe MPeuMyIllecTBa MPOBEPKH KOPPEKTHOCTH OMIHH
(cM. Takxke omuuio --disable-occ), oTKJIOYast TOJbKO KOMIIOHEHT
nposepkH ifconfig.

Hanpumep, ecsiut y Bac ecTb KOH(HUTypalus, Tie JOKaJbHBIH X0OCT
ucnosbayet -ifconfig, HO ynaneHHBIH XOCT ee He UCTIOMNb3YeT, TPH-
MeHHTe --ifconfig-nowarn Ha J0KasbHOM XOCTe.

DTa ONUHUS TakxXKe OTKJUWT TpefynpexaeHHs O MOTeHIHaJb-
HbIX KOH(JIMKTaX agpecoB, KOTOpble MHOTAA pa3ipaxKaiT OoJee
OTBITHBIX MOJIb30BaTeJel BKJIOUEHHEM «JIOKHBIX IOJIOKUTE/b-
HBIX» MPefyNpexXIeHUH.

--route network/IP
[netmask] [gateway]
[metric]

Jo6aBuTb MaplIpyT B TabJHLy MapLIPyTOB MOCJ€e TOrO, KaK ycTa-
HOBJIEHO coequHeHHe. MOXHO yKas3aTb HECKOJbKO MaplLIpyTOB.
MapuipyTsl 6ynyT aBTOMATHUECKH OTKJIIOUEHBI B 0OPAaTHOM IMO-
psinke mepen oTk/aodeHueM yctpoiictBa TUN/TAP.

DTa onuus NpefHasHayeHa KakK IMPOKCH /s YA0OCTBA MOJb30-
BaHUSl KOMaHOOH 000/04KH route, B TO ke BpeMsl MPELOCTaB-
JIIsl CEMaHTHKY, NEPEHOCHUMYIO uepe3 MPOCTPAHCTBO MJAT(HOPMBI
«OpenVPN-T'OCT».

netmask no ymosuanuio — 255.255.255.255

gateway no ymosuaHuio — Gepercsl U3 --route-gateway u/u BTO-
poro mapametpa --ifconfig, xorna ykasan --dev tun.

metric mo ymo/suaHuio — 6epetcs U3 --route-metric, B 0CTa/bHbBIX
caydasx 0.

YMosuaHWe MOXKHO yKa3aTb, OCTaBUB OMNLMIO MYCTOH UM yKa3aB
3HaueHHe «default».

[Tapametpel network u gateway moryT Takke ObITb yKa3aHbl Kak
uMsi, paspemtaemoe B DNS wnnu ¢aiin /etc/hosts, unm kak oxHo
M3 TPeX ClelHabHbIX KJIIOUEBbIX CJIOB.

vpn_gateway — anpec ynasneHHOH KoHeuHoil Touku VPN (6epercs
und U3 --route-gateway uam u3 BToporo napamertpa --ifconfig,
ecJM yKasaHa omuusi --dev tun)

net_gateway — paHee CyLIeCTBOBABIUMHU T'eUT C yMOJYATEJbHBIM
[P, unraercss u3 TabMUIBl MapLUIPyTU3aUUH (MOALEPKHUBAETCS He
Bo Bcex OC)

remote_host — anpec --remote, ecan «OpenVPN-I'OCT» pa6ora-
eT B KJMEHTCKOM pexKMMe U He OIpefiesieHa B CEPBEPHOM pexKUMe.

--route-gateway gw|'dhcp’

YKasaTb yMmoJuaTe IbHbIH FedT gw IJIs1 UCIOJb30BaHHUS C --route.
Ecniu B kKauecTBe mapamerpa ykazaHo dhcp, ampec reita Gymet
B3sT U3 B3aumonerctBusi DHCP ¢ cepBepHOU JI0Ka/JbHOH CETHIO
«OpenVPN-T'OCT».

--route-metric m

YKaszaTb yMoJ4aTeJbHYI0O METPUKY m [Jis HCIOJb30BaHHUS C --
route.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--route-delay [n] [w]

[Tomoxknath n cekyHn (nmo ymosauanuio 0) mocje yCTaHOBKH CO-
elMHeHUs, npexae yeM n00aBasTb MapmipyTel. Ecau n paBHo O,
MapupyThl OyAyT AoOaBjieHbl HEMEAJEHHO IOCJ€e yCTAaHOBJEHUS
coenuHenus. Ecau onnuus --route-delay onymena, mapupyTs! 6y-
nyT nobaBjeHbl cpady nocje oTKpbiTust ycrporctBa TUN/TAP u
BBITIOHEHHSI CKPUIITA --Up, Nepefl OTKJ/JII0YeHHEeM JII0OBIX MpaB MpH-
BUJIETMPOBAHHOTO MOJIb30BATE/SI AUPEKTUBAMH --USer UJIH --group
(nsi BBITIONHEHHS --chroot).

dta onuus noJse3Ha B clieHapusx, rae ucnogabdyercs DHCP nas
YCTaHOBKM ajpecoB anantepa tap. 3ajep:kka HacT XeHMIIeH-
Ky DHCP Bpems 3aBepuintbes, npexjae yeM OynyT noOaBJeHbBI
MapIIpYyTHL.

B Windows onuus --route-delay nbitaercst 6bITh 60Jiee HHTEJIEK-
TYyaJbHOH, 0kuaasgs w cekyHz (rmo ymosnuanuio w=30) BK/IOYeHHUS
anantepa TAP-Win32 nepen mo6aB/jieHreM MapiipyTOB.

--route-up cmd

BeimosHuTh KoMaHAy o6os0uku cmd mocse TOro, Kak MapuipyThl
no6aBJieHbl B COOTBETCTBUHU C omnuueld --route-delay.

cmd COCTOMT M3 MyTH O CKpUITa (MJH HCIOJHSIEMOH Mporpam-
MbI) H OMILHOHA/JbHO HUCIOJb3yeTcs ¢ aprymeHTamu. [1yTb U apry-
MEHTBl MOT'YT OBbIThb 3aKJIIOUE€Hbl B OJWHApHble WJM [BOWHbIE Ka-
BBIUKH H/UJIM OTAEJeHbl 00paTHOH KOCOH 4epTOH, a TakKe 00si3a-
TeJIbHO pasliesieHbl OMHUM WK GoJiee MPoOesoM.

Cwm. B paspenie «[lepemMeHHble cpelbl» HUXKE JOTOJHUTENbHbBIE Ta-
pameTphl, KOTOpPble MePefanTcs KaK MepeMeHHble CPelbl.

--route-pre-down cmd

BeimosiHuTE KoMaHay cmd 1o Toro, Kak MapmpyThl OyayT yaase-
Hbl B Mpollecce OTKJIOYEHHUS.

cmd ComepXKUT MyTb K CKPUMNTY (MJIK UCIOJNHSIEMOH TPOrpaMme),
OMLHOHAJIBHO HCIOJb3yeTcs ¢ aprymMeHTaMmd. [lyTb U aprymeH-
Thl MOTYT ObITb 3aKJIIOUeHbl B OJMHAPHbIE WJIM [BOHHBbIE KABBIUKU
U/WJIKH OTHEeNIeHbl 00paTHOM KOCOH uepToil, a TakxKe J0JKHbI ObITh
paszeJsieHbl pobesaMu.

Cwm. B paspene «[lepemeHHble cpenbl» HUXKE AOMNOJHUTENbHbIE Na-
pameTpbl, KOTOpble MepenalTcs Kak NnepeMeHHble Cpeibl.

--route-noexec

He no6aB/siTh 1 He yiansTh MaplIpyTOB aBTOMaTHYecKH. BmecTo
3TOr0 MepefaBaTb MapLIPyThl B CKPHUNT --route-up ¢ TOMOLIBIO
nepeMeHHBIX CpeJbl.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--route-nopull

[Ipu wucnosb3oBanuu c --client wau --pull, npuHaTh onuwuu, me-
penansble cepBepoM, KPOME wmapuipytoB. Biokupyer BHeliHue
dns u dhcp onuuu, Takue kak DNS cepsepa.

[Ipy ncnosb3oBaHUM Ha KJAUeHTe 3Ta onuus 3((PeKTHBHO 3armpe-
11aeT cepBepy A00aBJATb MapLIPyThl B TaOJIUIy MaplIpyTH3aLHUH
KJIMeHTa, OHaKo oOpaTHTe BHUMaHHe, YTO 3Ta OMIUS BCe XKe M03-
BOsieT cepBepy ycTaHaBauBaThb cBoicTBa TCP/IP Ha K/neHTCKOM
unreppeiice TUN/TAP.

--allow-pull-fqdn

[TosBossier knueHty 6patb DNS-umena ¢ cepBepa (BMecTo TO-
ro, 4yto6el orpaHuuuthbes [P-ampecom) mas --ifconfig, --route u
--route-gateway.

--client-nat snat|dnat
network netmask alias

DTa TepenaBaeMasi KJHEHTCKAs ONLHS YCTAaHABJIHBAET MPaBUJIO
NAT “omuH-K-omHOMY” 6€3 COXpaHEHHUS] COCTOSIHHMSI Ha MaKeTHBIX
ajpecax (He mMopTax) W oueHb MoJie3Ho, Koraa route uau ifconfig,
nepefaBaeMble KJWEHTY, CO3AAI0T KOH(MAUKT HyMepauuu IP.
network/netmask (k nmpumepy, 192.168.0.0/255.255.0.0) ompe-
feJisieT JIOKaJbHOE TIpelCcTaBJeHHe pecypca C TOYKH 3pe-
HUsS KJHEeHTa, B TO BpeMsi Kak alias/netmask (x npumepy,
10.64.0.0/255.255.0.0) ompenessier ynajneHHOe INpecTaBJeHHe C
TOUKH 3pEHHs cepBepa.

Hcnonbayiite snat (ucxonueiét NAT) nnis pecypcos, npuHaaexa-
mux KaueHty u dnat (koneunniit NAT) /st ynasieHHBIX pecypCcoB.
YcranoBute --verb 6 njs 1715 0T/1aq0UHOM HH(OPMALIMH, MOKA3bI-
Batollell TpaHcdopmaluio src/dest agpecoB B makerax.
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--redirect-gateway flags...

(OxcnepuMeHTanbHass) ABTOMATHUECKH BBIMOJHSIET KOMaHMIbI
MaplLIPyTH3aLHKH, UTOObl 3aCTABUTh BeCh UCXONSALIHH Tpa(UK Mpo-
xonuThb uepe3 VPN.

DTa ONLHUS BLINOJNHSET TP IIaAra:

1) Cosnaer craTHuecKUi MapLIpyT AJis agpeca --remote, KOTOPBIA
(opBapoUTCSA Ha paHee CYILIECTBOBABLUMHA yMOJYaTeJbHbIH TeHT.
DTO meslaeTcsl /ST TOrO, UTOOBI TPETHUH IIar He CO3[aJ Mapuipy-
THU3aLMOHHOU MeTJ/IH.

2) Ynanser MapipyT yMosn4aTeJqbHOr0 redTa.

3) YcraHaBJIMBaeT HOBBIH YMOJIYAaTeNbHBIH TEHT B KauecTBe KO-
HeuHo# Touku VPN (6Gepercsi mubo us --route-gateway, nu6o u3
BTOpOTro mapametpa --ifconfig, ecnu ykazana onuus --dev tun).
Korna TyHHesb paspelBaeTcsi, BCe BBILIEU3J/I0KEHHBbIE IIAaTH Bbl-
MOJHSAIOTCS B 06pPaTHOM MOPSiiKe, YTOOBl BOCCTAHOBUTb MCXOAHBIN
yMOJT4aTeNbHbIA MapIpyT.

®naru onuuu:

local - mob6asbre ¢aar local, ecnn o6a cepsepa OpenVPN mps-
MO COeIMHEHBI Yepe3 00ILIyI0 MOACETb, HApUMep, 6eCIIPOBOAHYIO.
®gar local 3acTaBUT OMyCTUTDH BHILIEONHUCAHHBIN mmar 1.
autolocal - mbITaeTcs aBTOMAaTUYECKH OMPENENUThb, CJENYET Ju
BKJIFOYHMTD JIOKAJbHBIH (pJ1ar BBILIE.

defl - ucnosb3yidiTe 3TOT chJar, 4YTOOBl MEPeONpPenesuTb YMOJI-
yatenbHbll reiT, ucnosab3ys 0.0.0.0/1 u 128.0.0.0/1 BMmecTO
0.0.0.0/0. dto uMeeT TO MPEHUMYIIECTBO, UYTO UCXOAHBIH YMOJI-
YaTeJbHBIH TEUT MepeonpenessieTcsi, HO He YHUUTOXKAEeTCs.
bypass-dhcp - no6aBasier npsimoit MmapuipyT K ceppepy DHCP (ec-
JI1 OH He JIOKaJIbHBIH), KOTOPBIH 0OXOOUT TYHHeJ b (IOCTYIHO Ha
kiaueHTax Windows, MoxKeT OBITb HEJOCTYIHO Ha NPYTHUX KJHUEH-
Tax)

bypass-dns - mo6aB/sieT mpsiMOM MapuIpyT K cepBepy (cepBepam)
DNS (ecaiu oHM He JlOKaJIbHBIE), KOTOPbIH 0OXOAMUT TYyHHEJb (10-
CTYIHO Ha KiaueHTax Windows, MoxeT OBITb HENOCTYITHO HA JpY-
TMX KJHEHTaXx).

block-local - 6so0kupyeT MOCTYM K JIOKAJBHOH CETH, KOTJIa TyHHEeJb
aKTHBEH, 32 WCKJIUEHHEM CaMOro LII03a JIOKAJbHOU ceTH. DTO
clleJlaHo MyTeM MaplIpyTH3alMHu JOKaJbHOH ceTH (KpoMe aapeca
1111032 JIOKAJIbHOH CeTH) B TYHHEJb.

ipv6 — nepeanpecyer mapuipytuzauuto [Pv6 B TyHHesb. dTO pa-
6otaer cxoxe ¢ defl ¢uarom, To ectb noGaBasroTCs 6oJiee KOH-
kperHble [Pv6 mapmpytel (2000::/4, 3000::/4), nokpbiBatoliye
BCe MPOCTPAHCTBO OJHOAApPecHOH nepenaun [Pv6.

lipv — He mepeanpecoBeiBaTh [Pv4 Tpadhduk — 06bIY0 HUCIOJMB3Y-
ercs B nape ¢aros ipv6 lipv4, uTob nepeaspecoBBIBATH TOJBKO

IPv6.
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--link-mtu n

YcraHaBnMBaeT BepxHioo rpaHuuy pasmepa UDP nakera, koto-
pele nepecblnatotes Mexxny OpenVPN. XKenatenbHo He ycTaHas-
JIUBAThb 3TOT MapaMeTp, €CJU Bbl He yBepeHbl B TOM, UTO BBl Jie-
Jaere.

--redirect-private [flags]

Ananornuno ¢ --redirect-gateway, Ho 6e3 (aKTHUECKOro H3Me-
HeHHUsl refita mo ymoJauanuio. [losiesHo npu nepenave B 4acTHble
TIOJICETH.

--tun-mtu n

[Ipunsite MTU ycrpoiictBa TUN 32 n WU BBIUMCAUTL K3 HEro
MTU cBsizu (ymosnuyanue=1500). B GosblIMHCTBE CjydaeB BbI,
BEPOSITHO, 3aXOTHUTE OCTABUTb 3TOT MapaMeTp yCTaHOBJIEHHBIM B
yMoJl4aTesbHOe 3Ha4YeHHe.

MTU (Maximum Transmission Unit) — MakcuMaJsibHBIH pa3mep
naketa B 0aiiTax, KOTOPbIH MOXKeT ObITb OTHpaBJieH 0e3 parmMeH-
THUPOBaHUSA MO KOHKpeTHOMy nyTH B ceTh. «OpenVPN-TOCT»
TpebyeT, UTOObI MaKeThl MO KOHTPOJbHBIM KaHajJaM WK KaHaJjaM
JAHHBIX Tepechlyanuch 6e3 (pparMeHTHPOBAHMUS.

[Ipo6aembl ¢ MTU uvacTo nposiBASAIOTCS KaK COeIHHEHHUS, KOTOpble
0OpBIBAIOTCS BO BpeMsl NE€PHOLOB aKTHBHOIO MCIIOJb30BAHHS.
Jlyuire ucnosb3oBath onuuu --fragment u/unn --mssfix, uTo6sl
CrpaBUThCA ¢ npobaemamu pasmepos MTU.

--tun-mtu-extra n

[Ipennosoxuts, uto ycrpoiictBo TUN/TAP mMoxeT BepHyTh Nna-
KeT Ha n 06alToB OoJsbllle, 4yeM pa3Mep, YKasaHHBIA B --tun-mtu.
DTOT NnapameTp 10 yMOJYaHHIO ycTaHoBJeH B 0, uTo pocTaTod-
Ho st GosbiuHeTBa yetpoicTB TUN. Yerpoiictea TAP moryt
BBECTH JIONIOJIHUTEJIbHOE yBesnrnyeHue pazmepa MTU, nostomy Ko-
raa ucnosp3ytores: yerpoiictBa TAP, ucnosb3yercss ymosdaTesb-
HOoe 3HauyeHHe 32. DTOT MapaMeTp KOHTPOJHUPYeT TOJbKO pasMme-
pel BHyTpeHHero 6ydepa «OpenVPN-I'OCT», Tak uTo HHKaKoro
yBeJUYeHUs Mepefayu, CBS3aHHOrO C UCIOJNb30BaHHEM OO0Jbllel
BEJMUUHBI, He MPOUCXOIHT.

--mtu-disc type

Cnenyer nu Ham BoimosHsATe Path MTU discovery na TCP-
kaHaJse? [lognepxkuBaercss tonbko B Takux OC kak Linux, ko-
TOpble TOIAEP>KUBAIOT HEOOXOAWMBIH CHCTEMHbIH BBI30B AJs Ha-
CTPOUKH.

'no’ - Hukorma e noceuiath ¢peiimbl DF (Don’t Fragment)
‘maybe’ - UCrMosb30BaTh WHCTPYKIHH, CBSI3aHHbIE C MapUIPyTOM
'yes’ - Bcerna DF (Don’t Fragment)

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpUnTo

CENY.00009-05 32 09 67

--mtu-test

Urob6bl sMmnupudecku 3ameputb MTU B Hauase coennHeHus:, 1o-
6aBbTe onuuio --mtu-test k Bame#d kKoHpurypauuu. «OpenVPN-
[OCT» oTnpaBUT NUHTOBBIE MAKETHl PA3HBIX Pa3MePOB yAaJeHHO-
My TIapTHepPY ¥ M3MEPUT caMble GOJIbIINE TaKeThl, KOTOPbIe ObLIN
ycnewiHo nosaydeHsl. [Iponecc --mtu-test o6e1uHO 3aHMMAaeT 0K0JI0
3 MHHYT.

--fragment max

BkJ/touaeT BHYTpPeHHIOIO (parMeHTalMI0 naTarpaMM, TakK 4TOOBI
He nocbl1anucb UDP-natarpammel pasmepom Gogsblie, yeM max
0anTOB.

[TapameTp max WHTeprpeTHpyeTCs Tak XKe, Kak mapametp --link-
mtu, T.e. Obl1 no6aBseH pazmep UDP-nakera nocse nnHkancys-
114, Ho 6e3 camoro UDP-3arosnoska.

Onuwusa fragment umeer CMBICA TONBKO B TOM CJy4ae, €CJH Bbl
nosibdyetech npotokosoMm UDP (--proto udp).

--fragment no6aBasier 4 6aiiTa K Ka)K10oi matarpamme.

CwM. B onmucaHuM onuuu mssfix BHU3Y onucaHue BaXKHOH OMIIUH,
CBsI3aHHO# ¢ --fragment.

CrenyeT Takyke UMeTb B BHUAY, YTO 3Ta OMLUSA He MpefHa3HaYeHa
aJs Toro, ytoosl 3ameHuTb UDP-¢pparmenrtauuio Ha ypoBHe IP-
creka. OHa BBeleHa Kak rnocJjenHee cpenctso, Korna path MTU
discovery HemoctynHo. Mcrnosnb3oBaHHe 3TOH ONUUM MeHee (-
(ekTHBHO, yeM BoccTaHoBJeHHe OTKpbiTUS MTU-nytu nas Ba-
wel [P-cBa3u u ucnonb3oBanusa codctBeHHOU [P-dhparmentauuu.
Ho 6niBaroT o6cTosITe/IbCTBA, KOTJAa HCIIOJb30BaHHE BO3MOXKHO-
creit OpenVPN no BHyTpeHHe#l (pparmeHTaLUH MOT'yT ObITh Ba-
el eTMHCTBEHHON BO3MOXKHOCTbIO, HAMIPUMep, Nepeaaya no TyH-
HeJ10 MyJsbTHKactoBoro notoka UDP, tpebyromero ¢gparmenra-
LIUH.
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--mssfix max

O6bsiBuTh ceancam TCP, paGorawomum yepe3 TyHHe/b, YTO UM
CJlleflyeT OrPaHUYUTh Pa3Mepbl OTIIPABJASEMbIX MAKETOB TakK, UTO-
6b1 mocse toro, kKak «OpenVPN-I'OCT» ux uHKancyauponaJa,
pasmep pesyabtupytomnx UDP-nakeros, koTopble «OpenVPN-
['OCT» nocelnaer cBoeMy napTHepy, He OyeT MPeBOCXOAUTh Max
6aiiToB. 3HaueHHe Mo ymosdyaHuio — 1450.

[lapameTp max HUHTepHpeTHpPYeTCs TaK ke, KaK napametp --link-
mtu, T.e. O6bl1 no6aBjeH pasmep UDP-makera mocse uHKamcy-
Jsiund, Ho 6e3 camoro UDP-3arosnoBka. PesynbTupyomui naker
Oynet He 6oJee yeM Ha 28 6aiT Oosblie nas [Pv4 u Ha 48 6aiiToB
6oabiie a5 IPv6 (20/40 Gait nas IP 3arosoBka u 8 GaiiT as
UDP 3arosioBka). 3HaueHue 1o ymosndanuio — 1450 — mosBosisieT
nepenasath [Pv4 nakersl no xanamy ¢ MTU 1473 nnu Boie 6e3
(parmeHTauuu Ha yposHe IP.

Onuwus -mssfix ©MeeT CMBICJ TOJBKO TOTJA, KOTJA Bbl UCIOJb3Y-
ete npotokos UPD, T.e. --proto udp.

--mssfix u --fragment B upnease cienyer UCHo/ab30BaTh BMeCTe,
rae --mssfix Oyner mpexjae Bcero meiTaTbCsl CAeNaTh Tak, YTOObI
TCP He Hyxnanoch B (pparMeHTaL MU NAaKeTOB, U ecyau OoJbllue
MakKeThbl BCE PAaBHO MPOXOAAT (C MPOTOKOJOB, OTAHUHBIX OT TCP),
--fragment ux ¢parmentupyer suytTpu VPN.

W --fragment, u --mssfix npenHasHaueHsl /s TOro, 4To66 06XO0-
outh caydau, korna Path MTU discovery HemocTynHO Ha certe-
BOM MyTH MexXJAy napTHepamH, obuaouumucs yepesd «OpenVPN-
[OCT».

OObluHBIE  CUMITOM MOAOOHOH MNpobGJeMbl —  COelHHEHHE
OpenVPN, koTopoe ycremrHo HauuHaeTcsi, HO TIOTOM 3aMHpPaeT
BO BpeMsi aKTHBHOTO HCIIOJIb30BAHHS.

Ecnu onumu --fragment u --mssfix ucnosbsyrores BMmecTe, --
mssfix 6epeT ymMo/uaTeIbHOE 3HAUEHHE NMapaMeTpa max U3 OMIUU
--fragment max.

Takum 00pa3oM, MOKHO YMEHBIIWTb MAaKCHMaJbHBIA pasMep
UDP-nakera mo 1300 (xopoiast HayasbHasi MOMbITKA IJis1 pellie-
HUs TIpoOsieM coefrHeHus:, cBsizaHHbIX ¢ MTU) co caenyroiumMu
OMIUSIMH:

--tun-mtu 1500 --fragment 1300 --mssfix

--sndbuf size YcranaBnuBaer pasmep Oydepa ornpasienuss TCP/UDP-cokera.
3HaueHHe 110 YMOJYaHHUIO YCTaHABJMBAETCS B COOTBETCTBHU CO
3HaueHHeM 1o ymosdanuio B OC.

--revbuf size YcranaBnuBaer pasmep Oydepa mnosyuenus TCP/UDP-cokera.

3HayeHre MO YMOJYaHUIO YCTAHABJMWBAETCS B COOTBETCTBHH CO
3HayeHueM no ymoJgdanuio B OC.
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--mark value

[TometuTp oTmpaB/sieMble 3ald(pOBaHHbIE MAKeTbl 3HAYeHHEM
value. MeTKy value MOXeT COOTBETCTBOBAThb MOJUTHKE MapIIpy-
TU3aLUWW U TpaBUIaM (UAbTPALMHK MAKETOB. JTa OMNLUS MOAIEpP-
»KHMBaeTCsl TOMbKO B Linux W HUUero He fesaeT B APYTHX OmMepa-
LIMOHHBIX CHCTEMaX.

--socket-flags flags...

[IpumeHuTh naHHble (hsiaru K TpancnopTHoMy cokety «OpenVPN-
[OCT». B Hactosililee BpeMmsi MOAIEPKUBAETCS TOJNBKO hJiar
TCP_NODELAY.

®par TCP_NODELAY nonesen B pexume TCP wu 3acrabis-
eT SApO cpasdy e MochblIaTb TyHHeJbHble nakeTol yepe3 TCP-
coelMHEHHe, He MbITasCh I'PYNNHPOBATb HECKOJIbKO MaJsleHbKHX
MaKeToB B OAUH OOJBLIOH MakeT. DTO MOXKeT NPUBECTH K Cylle-
CTBEHHOMY YMEHbLIEHHUIO BPeMEeHH 3aIepKKH.

DTa OMuUHUs MOXKeT MepefaBaThCs C CepBepa Ha KJHMEHT, U sl
MaKCHMaJibHOTrO 3ppeKTa ee c/aenyeT UCMONb30BaTh U HA CepBepe,
U Ha KJIHUEeHTe.

--txqueuelen n

(Tombko mast Linux) YcraHoBUTH mjuHY odepend TX Ha HMHTep-
¢eiice TUN/TAP. B HacTosiiiee Bpems o ymosiuanuio pasHa 100.
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--shaper n

OrpaHW4yuBaeT IHPUHY TOJOCH MPOMYCKAHUS HCXOASIINX TYH-
HeJIbHBIX NaHHBIX B n 6a#T B cekynny Ha TCP/UDP nopty. Yutu-
Te, YTO 3TO CpabOTaeT, TONbKO B peKUMe TOUKa-Touka. Ec/u Bbl
XOTUTE OTPAHUUHUTH LIMPHUHY IOJOCH MPOMYyCKaHUsI B 00€e CTOpO-
HbI, UCMOJIb3YUTE 3Ty OMIHUI0 Y 000UX MapTHEPOB.
«OpenVPN-T'OCT» ucnosnb3yeT caeqyOLUKUN airopuT™ AJs pea-
JIU3allM¥ OTPAHHWYEeHUs TOJIOCHl MponycKaHus Tpaduka. [lpu Be-
JIMYMHE TO0JIOCHl MPOMyCKaHWs B N OaUT B CEKyHIy, MOCJe TOro,
KaK 3amluch gatarpamMbl B b 6aliToB mocTaBjeHa B o4yepelb Ha
TCP/UDP noprty, nomoxnatb MUHUMYM (b/n) cekyHm, mpexnie
YyeM CTaBUTb B Odepellb CJEYIOULYI0 3aIHUCh.

Cnenyer 3ameTtutb, uto <«OpenVPN-I'OCT» nonnep:xkuBaer
HECKOJIbKO TYHHeJieH MeXIy ONHUMHU M TeMH Ke JBYMs MapTHe-
paMu, T03BOJISIi BaM KOHCTPYHPOBAaTb ONHOBPEMEHHO MOJHOCKO-
POCTHbIE TYHHEJH U TYHHEJH C YMeHbLIEHHON MOJIOCOH MPOomycKa-
HUS, MapLIPYTHU3UPYs HU3KOMPHOPUTETHbIE AaHHbIE MO TyHHEJSIM
C YMeHbIIeHHOH MOJIOCOH MPOIMYyCKaHHs, a OCTa/lbHble NaHHbIE 110
TYHHEJIIO C MOJIHOH CKOPOCTBIO.

3amMeTbTe TakKe, YTO /Il TYHHeJeH ¢ HU3KOU MOoJIoCOoi npomnycka-
uus (menbie 1000 6aiiToB B CeKyHAY) BaM, BEPOSITHO, CJENyeT
UCI0/b30BaTh Oojee Hu3khe 3HaueHuss MTU (cm. Bhille), HHa-
ye BpeMsl 3a[ePKKH MAaKeTOB TaK BbIPACTET, YTO OyeT BbI3bIBATh
tarimayTel B ciaoe TLS u B TCP-coennnenusix, paboTammmx 1o
TYHHEJIO.

B «OpenVPN-T'OCT» n paspelueHo HaxoqUTbCSl B Mpejesax OT
100 6aiitT B cekyHnny mo 100 meraba#iT B ceKyHAY.

--inactive n [bytes]

3acraBasier «OpenVPN-I'OCT» oTk/ao4aTbCsi MOCTAe N CEKYHJ
HeakTuBHOCTH ycTpodctBa TUN/TAP. Bpewms GesneiicTBusi u3-
MepsieTCsl C MOCJIeJHETO BXOASIIEr0 TYHHEJbHOTO MaKeTa.

Ecau BKJIIOYEH ONMUMOHAJbHBIN MapaMeTp bytes, oTKJUeHHe Mo-
cle n ceKyHn Oe3nedcTBHUS Ha ycTpoHcTBe tun/tap mpousBo-
IUT KOMOWHHUPOBAHHBIH MojcueT 6aiiToB Tyna/o6paTHO, KOTOPbIH
MeHbllle, ueM bytes.

B no6om cayudae, BHyTpeHHue ping-nakeTsl «OpenVPN-TOCT»
(KOTOpBIE TPOCTO SIBJISIIOTCS TIPOBEPKOH aKTHBHOCTH) U YIIPABJISIIO-
e nakeTbl TLS He cYMTalOTCS «aKTUBHOCTBIO» M HE CUMTAIOTCS
TparKOM, MOCKOMBbKY Hcnogb3ytoTes BHYTpH «OpenVPN-TOCT»
U He SBJSIOTCS IOKasaTesneM (DaKTHUeCKOH aKTHBHOCTH TMOJb30-
BaTeJIsl.
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-ping n

OTnpaBJasieT curHaJg ping Ha yajseHHbIH XOCT yepe3 KOHTPOJbHbIN
TCP/UDP-kaHaJs, eciu HUKaKHX MaKeTOB He OBLIO OTIIPABJEHO
Mo KpaiHed Mepe n CekyHH (yKaxKute ping mjsi 000MX MapTHe-
pOB, UTOOBI MakeThl ping OTNPaBJAAJIUCH B 000MX HalpaBJeHUsX,
nockosbky mnaketol ping B «OpenVPN-T'OCT» He orpaxaiores,
Kak naketbl ping B IP). [Ipu ucnosb30BaHHUM B OJHOM M3 3alllH-
meHHbix pexumMoB OpenVPN (rme ykasansl --secret, --tls-server
unu --tls-client) maker ping 6ymet Kpunrorpaduuecky 3allUIIeH.
DTa onuus npefHa3HaueHa A5 ABYX BapUAHTOB MCIIOJb30BAHUS:
1) CoBmecTuMOCTb ¢ GpaHaMaydpaMHu, pabOTaOIIMMH Ha CeaHCo-
BOM ypoBHe. [leproauyeckuil curuan ping o6ecrneyur To, 4YTO Ta-
KOW OpaHnMaysp, Kotopelid no3sosnser UDP-naketam npoxoauts,
He 000pBeT CeaHC Mo TauMayTy.

2) IlpenocTaBUTb yHnajJeHHOMY XOCTY OCHOBY JJIi TECTHPOBAaHHUS
CYLLECTBOBAHHS €ro napTHepa € HCIOJb30BAaHUEM OMUHUH -ping-
exit.

--ping-exit n

3acraBasier «OpenVPN-I'OCT» 3aBepiiath paboTy mocJje TOro,
KakK MPOUAYT N CeKyHA 0e3 MoJydeHUs MakeTa ping WU APyroro
nakeTa OT y[aJ€HHOIO XOCTa. JTa ONLHUS MOXKET HCII0JNb30BaTh-
csl COBMECTHO C --inactive, --ping u --ping-exit, 4ToObl CO31aTh
ABYXSIpyCHOe 3aBeplieHHe paboThl B pe3y/bTaTe HEAKTHBHOCTH.
Hanpumep

openvpn-gost [options...] --inactive 3600 --ping 10 --ping-exit 60
UCIOJIb30BaHHOe IJIsi 06oux mapTHepoB 3actaBUT OpenVPN 3a-
BepLIUTh paboTy B TedyeHHe 60 CeKyH[, ecsu NMapTHEP OTCOeU-
HAeTCs, U B TedyeHHe 4Yaca, ecau He OyneT oOMeHa HHUKAKHUMHU
peasibHbIMU TYHHeJbHBIMH JaHHBIMH.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--ping-restart n

[loxoxke Ha --ping-exit, HO HauWHaeT mnepe3amycK C CHTHAJOM
SIGUSRI mnocse Toro, Kak mpoayT n ceKyHA 0e3 MPUHATHSA Ta-
KeTa ping WM APYroro nakera oT yAaJeHHOIo XOCTa.

DTa omnuMs ToJe3Ha B TeX Cjydasix, KOraa yAajJeHHbIH MapTHep
umeetr nuHaMmuyeckuil [P-anpec, u nns caenoBanus 3a [P-agpecom
ucnosnbsyercsi DNS-ums ¢ auskum TTL ¢ npumeHeHuem cepBuca
tuna http://dyndns.org u nunamuueckoro DNS-kinenra, Takoro
kak ddclient.

Ecsy napTHepa HeBO3MOXKHO NOCTHYb, HAauHeTCs Mepe3anyck, 3a-
CTaBJISIIOLIME MMSsl XOCTa, UCIOJNb30BAHHOE C --remote, nepepas-
peluThes (eC/M Tak»Ke yKa3aHa Omius --resolv-retry).

B cepBepHOoM pexume, --ping-restart, --inactive nau nw60é apy-
rOil BUJ BHYTPEHHEr0 CHUTHaJa, Bceraa OyaeT MpUMeHSThCs K 00b-
€KTaM MHIUBHUAYaJbHbIX KJIHEHTCKHX K3EMIJISPOB, a He K LeJ0-
My cepBepy. Takxke o6paTHTe BHHMaHHE, UTO B CEpBEPHOM pe-
KrMe J10601 BHYTPEHHUH CHUTHaJ, KOTOPBIH B OOBIYHOM CJ/ydae
BBI30BET Tlepe3anyck, BMECTO 3TOTO BBI3OBET yjajeHHe 00beKTa
KJIMEHTCKOT0 9K3eMILIspa.

B k/MeHTCKOM pexuMe, napamerp --ping-restart no ymosnyaHuio
yctaHoBJieH B 120 cekyHa. Idto ymosyaHue OyneT NeHCTBOBATh,
TMOKa KJHWEHT He MOJYyUYUT APyroe 3HayeHHe ¢ cepBepa, OCHOBAHHOe
Ha HacTpokKe --keepalive B cepBepHo#i KoHbuUrypauuu. UtoOs! oT-
KJIIOUHTh 3TO yMoOJuUaTe/bHOe 3HaUeHHe, YCTAHOBUTE Ha KJHEeHTe
--ping-restart O.

CM. B pasjejie CUIHaJOB BHMU3Y JOMNOJHHUTEJbHYIO HUH(POPMALUIO
no SIGUSRI.

O6patute BHUMaHue, uto noBeneHue SIGUSRI moxer 6bITh U3-
MeHeHO OmuusMH --persist-tun, --persist-key, --persist-local-ip u
--persist-remote-ip.

Takxxe ob6paTuTe BHHMaHUe, 4TO --ping-exit u --ping-restart - B3a-
MMOHUCKJII0YAIOIINE OIMIHUH U HE MOTYT MPUMEHSThCSI COBMECTHO.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--keepalive interval timeout

JlvpekTrBa, npenHa3HayeHHas [JI TOTO, 4TOObI YNPOCTUTH BBI-
paxkeHue --ping u --ping-restart B KOH(HUTypaUHUsIX CEPBEPHOTO
pexxuma.

ITa onuus MoxKeT ObITb UCMOJb30BAHA U HA CTOPOHE KJHMEHTa, U
Ha CTOPOHe cepBepa, HO JAOCTATOUHO HCIIOJb30BATb €€ TOJbKO Ha
CTOpPOHE cepBepa, MOCKOJIbKY OHa OTIPABUT COOTBETCTBYIOLIUH --
ping u --ping-restart knueHTy. Ecnn ucno/sb3oBaTth U Ha CTOpPOHE
cepsBepa, U Ha CTOPOHE KJIMEHTa, 3HAYeHWs, HalpaBJeHHbIE Cep-
BEPOM, NEPENUIIYT JIOKAJbHble 3HAYEHHUS KJIMEHTA.

Aprymenrt timeout Gyner B 1Ba pas3a IJMHHEe HA CTOPOHE CepBe-
pa. dto obecrneyuT TO, UTO TahM-ayT OymeT oOHApYy»KeH Ha CTO-
pOHe KJHMeHTa A0 TOro, Kak cepsep pasopBeT COeJHUHEHHE.
Hanpuwmep, --keepalive 10 60 pacmndpoBeiBaeTcsi Tak:

if mode server:

ping 10 #AprymenT: interval
ping-restart 120 #AprymenT: timeout*2
push "ping 10" #AprymenT: interval

push "ping-restart 60" #AprymeHT: timeout
else

ping 10 #AprymenT: interval
ping-restart 60 #AprymenT: timeout

--ping-timer-rem

3amnyckaTtb --ping-exit/--ping-restart TosbKO ec/iM y HacC ecThb yna-
JeHHbIH anpec. Mcrnosnbsy#iTe 3Ty ONLMIO, €CJM Bbl 3amycKaeTe
JIEMOH B CJyLIAONIEM peXuMe (T.e. 6e3 onpeneseHHOro napTHepa
--remote) U He XOTHTe HAYMHAThb IMOJABATh CHUTHAJbl TaliMayTOB,
M0Ka He COeMHUTCS yNaJeHHBbId MapTHep.

--persist-tun

He 3akpeiBathb u He mepeoTkpeiBaTh ycTpoiictBo TUN/TAP u
He 3amyckaTb CKpunThl npu nepe3anyckax SIGUSRI uam --ping-
restart.

SIGUSRI - curnan nepesanycka, 61uskuit kK SIGHUP, Ho npen-
Jaramimui 6osee TOHKUH KOHTPOJIb HaJ ONLHKSMH INepe3arnycka.

--persist-key

He nepeuutniBath kJjaroueBble ¢ainbl npu SIGUSRI wuau --ping-
restart.

ITY OIMIHUIO MOXKHO COBMECTHTD C --user nobody, 4ToObl MO3BOJATH
MHULMKpOBaTh nepesdanycku curHaisom SIGUSRI. Kak npasuio,
€CJId Bbl OTKa3bIBaeTech OT MPaB NMPHUBUJIETMPOBAHHOTO M0Jb30Ba-
tesisi B «OpenVPN-TOCT», nemoH He MoXKeT ObITh Mepe3amnylileH,
MIOTOMY 4TO OH Telepb He CMOXKET MepPeyrTaTh 3allUIleHHbIe KJII0-
yeBble (PaHJIbL.

DTa omuus pelaeT npodsaemy, 3alOMHHAsi MPOYUTAHHBIE KJIOUH
npu nepesdanyckax SIGUSRI, tak 4To MX He HYXKHO NepeYUTbl-
BaTh.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--persist-local-ip

CoxpaHUTb M3HAuaJbHO pa3pelleHHBIH MecTHbIH [P-ampec u Ho-
Mep nopta npu nepesanyckax SIGUSRI unn --ping-restart.

--persist-remote-ip

CoxpaHUTb TOCJENHUH ayTeHTU(UIUPOBAHHBIN ynandeHHbIH [P-
anpec U HoMmep mopTa npu nepedanyckax SIGUSRI uau --ping-
restart.

--mlock

OTkJ/o4aer nedmKuHT, Bei3biBas ¢yHknuio mlockall nz POSIX.
Tpebyet, uto6bl «OpenVPN-I'OCT» nsHauasnbHO Oblja 3amylie-
Ha TI0Jl MPUBUJIETHPOBAHHBIM T0JIb30BaTE M (XOTs TIOTOM MOXKHO
0TKa3aThbCsl OT MPaB MPUBUJIETHPOBAHHOrO M0Jb30BATEJSI C TOMO-
IIIbIO OMLUM --USEr).

Hcnonb3oBanue 3Tol omuuu obecrneydBaeT TO, UTO KJIOYEBblE U
TYHHeJIbHble JaHHble HHUKOTJA He 3aMHChIBAIOTCS Ha JMUCK H3-3a
olepauuid MeUaKUHra BUPTYaJbHOU MaMSTH, KOTOPbIE MPOUCXO-
AST B OOJIBIIMHCTBE COBPEMEHHBIX ONMepalHoHHBIX cucTeM. OHa
obecrieyrBaeT TO, UTO OaxKe €C/JM aTaKyMOIIUH CMOT B3JIOMaTh
KoMmnbioTep, Ha KoTopoM pabdortaer «OpenVPN-I'OCT», on ne
CMOXKEeT MPOCKAHWPOBATb CHUCTEMHBIH swap-(ais, 4ToObl MOsy-
UHTh paHee HCIIOJIb30BaHHBIE 3(eMepHble KJIOUH, KOTOPbIE HC-
MOJIb3YIOTCSl B TeUeHHe Mepuoiia BPEeMeHH, ONpelesieHHOr0 OIIH-
SIMU --reneg (CM. HHXKe), 3aT€M OT HHUX OTKa3blBAIOTCS.
O6patHas cTopoHa Hcnosb3oBaHus --mlock — To, 4TO OHA yMeHb-
AT KOJMUECTBO (PU3UUECKOH MaMsSTH, NOCTYIHOH NPYTHUM TIpH-
JIOJKEHUSIM.
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--up emd

Komanna 060/104KH, KOTOPYIO CJedyeT BBINOJIHUTD IOCJe YCIlell-
Horo oTkpbitusi yctpoiictea TUN/TAP (no usmenenuss UID --
user).

cmd comepKUT MyThb K CKPUNTY (MJIK UCIOJNHSIEMOH TPOrpaMme),
OMNIIMOHA/NBHO HCMOJB3YyeTcsl ¢ aprymeHtamu. IlyTb u apryme-
TBl MOT'YT ObITb 3aKJ/I0YeHbl B OIMHAPHble WU/ IBOHHBIE KaBbIUKH
U/WJIK OTHesIeHbl 00pPaTHOM KOCOH UepToi, a TakxKe J0JKHbI ObITh
pasneJsieHbl OMHUM WK OoJiee TPOOesIOM.

CKpUNT up TmoJie3eH /s yKa3aHHs KOMaHI MaplIpyTH3alHH,
KOTOpble MapupyTusupyot IP-tpaduk, npenHasHaueHHBIH IJIsi
YaCTHBIX TIOACeTel, CYIIecTBYIOIIUX Ha nApyrom koHue VPN-
COeIMHEeHHUSs], B TYHHEJb.

Jlns --dev tun BBIMOJNHATHL KaK:

cmd tun_dev tun_mtu link_mtu ifconfig_local_ip
ifconfig_remote_ip [ init | restart |

a5 --dev tap BBIMOJHATE Kak:

cmd tap_dev tap_mtu link_mtu ifconfig_local_ip
ifconfig_netmask [ init | restart |

Cwm. B paspnene «IlepemeHHBIE cpelbl» HHMXKe NONOJHUTE/bHbIE Na-
paMeTphl, KOTOpPble TepeNalnTcs Kak MepeMeHHble CPeibl.
O6patute BHUMaHHe, 4yTo cmd MoXKeT OBITb KOMaHIOH 000J0UKH
C HEeCKOJbKHMH apryMeHTaMH, B 3TOM CJyyae apryMeHTHI, Cre-
HepupoBaHHble «OpenVPN-I'OCT», 6ynyT mo6aBJieHbl B KOHeI|
cTpokd cmd, 4ToObl MONYUUTh KOMAHAHYIO CTPOKY, KoTopas 6y-
IeT nepenaHa B 060J0UKY.

Kak npaBuso, cmd 3amycTUT CKPUINT, 4YTOOBl 100aBUTb MapLIpPyThl
K TYHHEJIO.

Kak npasusio, nocse otkpeitus ycrpoiictBa TUN/TAP Bbi3biBa-
eTCsl CKPHUNT up. B 3TOM KOHTeKcTe moc/eHsist KOMaH/a, KOTOPYIO
napameTp nepenaJs B ckpunt, Oyznert init. Ecau onuus --up-restart
TaK»Ke UCTIOJb3YeTCsl, CKPUINT Up GyIeT BbI3bIBATHCS U JJIs Mlepe3a-
nyckoB. [lepesanyck cyutaercs 4aCTHUHOU MepeHHUIMANN3aALHeN
«OpenVPN-T'OCT», rne coxpansiercs: skzemnssp TUN/TAP (3o
coxpaHeHHe obecreunBaet onuus --persist-tun). [lepesamnyck mo-
XeT ObiTb creHepupoBad curianoMm SIGUSRI, ralimayTom --ping-
restart UJIM mepesanyCckoM COelMHeHHUs, KOTJa OIluel --proto 3a-
nyckaetcsi npotokos TCP. Ecau npoucxonut nepesanyck, u Obli1a
yKaszaHa onuus --up-restart, ckpunt up Oyzaert Bbi3BaH ¢ restart B
Ka4yecTBe IOCJAEeIHETO MapaMeTpa.

O6patute BHHMaHue: npu nepesanycke «OpenVPN-TOCT» He
nepenaeT CKPUMTY TOJHBIA HaOOp MepeMeHHBbIX cpelbl. A HMeHHO
BCe, UTO CBSI3aHO C MaplpyTH3allMed U LII03aMH, He OyleT nepe-
[1aHO, TaK KaK HUYEro He HY»>KHO JesaTh - BCS HACTPOHKa Mapli-
pyTH3auuu yxke Ha Mecte. Kpome Toro KaxKablH up-mepe3amyck
ckpurTa O6yneT 3anyckatbest ¢ noHukenHbiMu UID/GID HacTpoii-
KaMH (ecii OHM 3aJaHbl ).

[TopsinkoBbi#i Ne M3MeHeHUsI
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C/enyiolni oToe/bHBIM TMpUMep MOKa3biBaeT, KaK CKPUMT --up
MOKeT OBbITh BbI3BAaH B KOHTEKCTe M WHHUIHMAIM3ALMH, U Tepe3a-
nycka (TIPUMEUAHMUE: B uensix 6e3onacHoOCTH, He 3amycKaiTe
stor npumep, ecan UDP-nopt 9999 He 3absokupoBaH BaliuMm
O6panamayspoMm. Kpome Toro, nprmep OyneT BBHINOJHATHCS OeCKO-
HEYHO, TaK 4TO €ro cJjelayeT MpepBaTh ¢ MOMOIIbI0 control-c).
openvpn-gost --dev tun --port 9999 --verb 4 --ping-restart 10
--up ’echo up’ --down ’echo down’ --persist-tun --up-restart
O6parute BHuUMaHMe, uTO «OpenVPN-I'OCT» Ttakxke mnpeno-
cTaBJsieT omnuuio --ifconfig, uTo6el aBTOMaTHYECKH MpPHUMEHUTH
ifconfig k yctpo#ictBy TUN, nck/arouass HeoO6XOIHMOCTb OTpejie-
JSITb CKPHUIT --UP, €CJAH TOJbKO Bbl HE XOTHTE TaKXKe CKOH(HTY-
pUpPOBAaTb MapLIPYThl B CKPUMTE --UP.

Ecau --ifconfig takxke ykazana, «OpenVPN-I'OCT» nepenact Jo-
KaJibHbI# U yJIaJeHHbI KOHeuHble MyHKThl KoMaHAabl ifconfig ue-
pe3 KOMaHIHYI CTPOKY B CKPHIT --UP, TaK YTO OHH MOTYT OBbITh
MCIOJIb30BaHbl, YTOOBI CKOH(HUTYPUPOBATh MAPIIPYTHl, TAKUE KaK:

route add -net 10.0.0.0 netmask 255.255.255.0 gw $5

--up-delay

Otnoxutb otkpoiThe TUN/TAP wu Bo3MoXHOe BBIMOJIHEHME
CKpHIITa --uUp A0 TexX mop, moka He ycraHoButcss TCP/UDP-
CoelMHEHME.

B pexume --proto udp 3ta onuusi, Kak npaBuJo, TpebyeT UCMOJb-
30BaHHUe --ping, 4TOObl 1aTh BO3MOXKHOCTb MOUYBCTBOBATH HHUILH-
allMI0 COeTUHEHHS B OTCYTCTBHE TYHHEJbHBIX TAaHHBIX, TIOCKOJIBKY
UDP - «6eccoenuHUTENbHBIA» MPOTOKOI.

B Windows 3Ta onuus oTnoxut nepexon coctossHuss TAP-Win32
B «IOAKJIIOUEHHBIH», MOKA HE YCTAHOBUTCS COEIMHEHHE, T.€. T0-
Ka He OyleT TOJydeH TepBblil ayTeHTH(UIMPOBAHHBIH MaKeT OT
nmapTHepa.

--down cmd

Komanna 060/10uKH, BBEIMOJHSEMAs TOCJe 3aKPBITHS YCTPOHCTBA
TUN/TAP (nocne usmenenusi UID --user u/uau chroot). emd
CONIEPXKHUT TYThb K CKPHUNTY (MM HCIIOJNHSIEMOH MpOrpamMMe), Of-
[IMOHAJIbHO HUCIOJIb3YeTCs ¢ aprymMeHTaMu. [lyTb U aprymeHTHl MO-
TyT OBITh 3aKJ/JIOYEeHBl B OOMHAPHBIE UJIH 1BOHHbBIE KABBIUKH H/HJH
OTHeJieHbl 00paTHOH KOCOH uepTOd, a TakKe NOJIKHBI ObITb pas-
LleJleHbl OIHUM UJH OoJjiee pobesioM. Bbi3biBaeTcs ¢ TeMu ke mna-
paMeTpaMH W MepeMeHHbIMU Cpeld, YTO U OMUHs --Uup, ONHCaAHHASA
BBILLIE.

O6paTuTe BHUMaHHE, UTO €CJHU Bbl CHUXKaeTe IpaBa, M0Jb3YsCh
OMLHUSAMH --user M/Uju group, Ball CKpUNT --down Takxke Oyner
BBITIOJIHATBCS C MOHHWKEHHBIMU MTPaBaAMHU.
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--down-pre BoiseiBaTh KOMaHIy/cKpunt --down 1o, a He MOCJe 3aKPbITHS
TUN/TAP.
--up-restart ObecneunTh BO3MOKHOCTb BBI3BIBATH CKPUITHI --Up U --down st

nepe3amnyckoB, KaK U [/ U3HAYaJbHOTO CTapTa MporpaMMbl. DTa
onuusa 6oJiee MOAPOOHO ONMKCAHA BbILIEe B ONMHCAHUM OMLHHU --UP.

--setenv name value

HacTpauBaer n3MeHeHHYIO MepeMeHHYIO cpefibl name=value auas
nepelayrd B CKPUIIT.

--setenv
FORWARD_COMPATIBLE
1

Oc/1abuTh MPOBEPKY CHHTAKCHCA KOH(DUTYPALIMOHHOTO (paiia Tak,
4yTOObl HEU3BECTHBIE NUPEKTHBbHI BBHI3bIBAJIM NpenynpexieHue, a
He (paTa/bHYI0 OLIMOKY, B PEANONOKEHUH, YTO JaHHASI HEU3BEeCT-
Hasl IUPEKTHUBA MOXKeT ObITb NE€HUCTBUTENbHON B OyIyLIUX BEPCUAX
«OpenVPN-T'OCT».

OTOH omnuued c/eayeT MoJb30BATHCS C OCTOPOXKHOCTBIO, MOTOMY
4TO €CTh Cepbe3Hble MPHUYUHBI, CBSA3aHHblE ¢ 0€30MaCHOCThIO, 3a-
ctaBasaTb OpenVPN mnpekpauare pa6oty mpu npobaemax B KOH-
¢urypauuonHom (aiisie. Tem He MeHee eCTb NMPUUYUHBI KeJaTb,
4yTOObl HOBbIE MPOrPAaMMHbIE BO3MOXKHOCTH He BbI3bIBAJIK MpobJieM
TIPY BCTpeude CO CTAPbIMU NPOrPAMMHBIMHU BEPCHSAMHM.

--setenv-safe name value

YcTaHOBUTD M3MEeHEeHHY 0 nepeMeHHY0 cpenbl
OPENVPN_name=value nns nepenpayu B CKPHIIT.

DTa AMpeKTHBa TMpefHA3HAaYeHA [/ Tepelaud C CepBepa KJH-
eHtaM, U pobasseHue npedukca «OPENVPN_» k nepemeHHo#
cpelbl — Mepa MPefoCTOPOXKHOCTH, YTOOBI MPENIOTBPATUTb aTaKy
B ctuse LD_PRELOAD oT 3710HaMepeHHOTO W/ CKOMIIPOMETH-
POBAHHOT'O cepBepa.

--ignore-unknown-option
optl opt2 opt3 ... optN

Korma B KOH(pUrypaunoHHOM (aije BCTpedaeTcss OAHA K3 OIl-
uui optl ... optN, aHanus xoHdurypaunonHoro Qaiisa He mna-
naet ¢ own6koi, ecau «OpenVPN-I'OCT» He nonaepxuBaet Ty
onuuto. Heckosbko --ignore-unknown-option omuuit MoryT 6bITh
UCII0JIb30BAHBl, UTO0 MOAJAEpKaTh OoJbliee KOJTHYeCTBO WIHOPU-
PYEMBIX OILIUH.

DTy OMUUIO CJedyeT UCIOJNb30BATh OCTOPOXKHO, TAK KAK €CTh CH-
tyauud, Korga «OpenVPN-I'OCT» nanaer us coobpakeHui 6es-
OMAacCHOCTH, ecyid 0OHApyKUBaeT MpobaeMbl B KOHPUTYPALLUOHHOM
(aiine. JloruuHo oxXuAaTh, UTO HOBblE (PYHKUUH OYAYT XyKe pa-
60TaTh Ha CTapblX BEPCHUSX MPOrpaMMHOro obecrneyeHUs.
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--script-security level

DTa [OUpPEKTHBA MPENOCTaB/seT KOHTPOJb Hal TeM, Kak
«OpenVPN-T'OCT» ucrnosib3yeT BHELIHHe MPOrpaMMbl U CKPHII-
ThI, C IOJUTHKAMH, OTpe/ie/IeHHBIMU uepe3 YpoBHU. DoJiee HU3KHe
3HaueHHusl level HakJaAbIBalOT 0OJbllle OrpaHUYEHHH, BBICOKHE —
MmeHblie. Hactpoiiku nas level:

O - cTporo He BbI3BIBATH BHEIIHHX MPOrpaMM

1 (o yMo/TuaHHI0) - BBI3BIBATb TOJILKO BCTPOEHHBIE HCIIOJHSIEMBbIE
¢aiiabl, Takue kak ifconfig, ip, route nam netsh.

2 - TO3BOJIUTb BBI3bIBaTb BCTPOEHHBIE HCMOJHSeMble (aiijbl, a
TaK»Ke CKDPHIITHI, OMpejieIeHHbIE MONb30BaTEIEM.,

3 - MO3BOJIUTD TepeaBaTh MApPOJIU B CKPHUIITH Uepe3 nepeMeHHble
cpenbl (BeposiTHO HeGe30MacHo).

DTa [UpPEKTHBA TMPENOCTaBJ/sSeT KOHTPOJb Hal TeM, Kak
«OpenVPN-T'OCT» ucnosb3yer BHelIHHe MPOrpaMMbl U CKPHII-
ThI, C TIOJIUTHKAMH, OINpeNeJeHHBIMU uepe3 ypoBHH. Dosee HU3-
KHe 3HaueHHUs level Hak/anbpiBalOT 60Jblie OrpaHHUEHHH, BBICO-
Kue - MeHbine. Hactpoiiku nss level: O - cTporo He BBI3BIBATH
BHEIIHUX nporpamm | (10 yMOJYaHHUIO) - BEI3BIBATH TOJBKO BCTPO-
€HHble MCINOJHSeMble (palsbl, TaKHe KakK ifconfig, ip, route wuau
netsh. 2 - M0O3BOJIUTb BbI3bIBATH BCTPOEHHBIE HCIIOJHSIEMbIE (haki-
Jbl, @ TaKKe CKPHIITHl, OTpeleseHHble T0Jb30BaTeNeM. 3 - IM03-
BOJIUTh MepeNaBaTh MapoJid B CKPHUIITHl Uepe3 IepeMeHHble cpe-
nbl (BepositHo Hebe3omacHo). [Tlapamerp method ykaseiBaer, Kak
OpenVPN cnenyet Bbi3biBaTh BHEIIHHE KOMaHIbl U CKpUMNTHL. Ha-
cTpoiiku ansi method: execve - (Mo yMoJUaHHIO) HCMOJB30BATh
¢yukunio execve() B Unix-cemelicTBe OMNepaLHOHHBIX CHCTEM U
CreateProcess() B Windows. system - ucrnosb3oBaTh (BYHKIIHIO
system() (He peKoMeHAyeTCss U MeHee 0Ge30MacHO, MOCKOJbKY KO-
MaH/IHas CTPOKA BHELIHEH MpPOrpaMMbl TONJIEXKHT PaCIIUPEHHIO
000JIOUKH).

«OpenVPN-I'OCT» panee nonzepxuBan ¢aar method, xoropeiit
onpenesia Kak «OpenVPN-TOCT» no/ixKeH BbINONHATH BHELIHHE
KOMaHIBl U CKPUNTH. Dyiar MOKeT HMeTh 3HAUEHHsl eXecve WU
system. B texymeii Bepcun «OpenVPN-IT'OCT» stor cdaar 60-
Jiee He mopnepuBaetcs. B GosbmnHcTBe *nix cpemax execve()
MOAXOJ UCIOJb30BaJjcs 0e3 KaKUux-a11ubo npobJem.

HekoTopele nHMpeKTHBbI, TakHe Kak --up, MO3BOJSAIOT MepefaBaTh
ONLIMK BHEIIHUM CKpUNTaM. B Takux ciaydasx y6enuTech, UTO
MMsl CKPUITA He CONEPXKHUT MPOOesOB MK KOH(UTYpaLHUOHHbIH
aHaJM3aTOpP OCTAHOBHUTCS, TaK KaK He CMOXET OMNpeNesUTh, TIe
3aKaHUMBAETCS] MMsi CKPUITAa W HAUWHAIOTCS OMLKH.
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Hns 3anycka ckpuntoB B Windows B 6oJjiee paHHHX BepCHSIX
«OpenVPN-I'OCT» BaM Hano 6bl10 100 106ABUTH MOJHBIH MyTh
K UHTEPIIPeTaTopy CKPUIITOB, KOTOPBIH MOXKET MPoaHain3upOBaTh
CKpHUIIT, MO0 HCIIOJb30BATh CHUCTEMHBIH (Jar, 4Tod 3amycTUThb
atu ckpuntol. Ceiuac «OpenVPN-I'OCT» ctporo Tpebyer umeThb
TOJIHBIH TyTh K UHTEPIPETATOPY CKPUIITOB MPH 3aMyCcKe HEUCIION-
HSIeMbIX (paisoB. DTO He TpebyeTcs AJs UCMOJNHSAEMBIX (DaiioB,
TaKUX Kak .exe, .com, .bat unu .cmd. K npumepy, ecau y Bac ecTb
Visual Basic ckpunt, Bbl 10J/IXKHBI UCTIO/Nb30BATh TEMEPhb CJENYIO-
IIUH CUHTAKCHC:

--up "C:\\Windows\\System32\\wscript.exe
C:\\Program\Files\\OpenVPN\\config\\my-up-script.vbs’
O6paTrTe BHMMaHHe Ha OfMHAPHBIE KAaBBIUKH U KPAHUPOBaHHE
obpaTHO# Kocol uepTrl (\) U mpobesa.

[TpuurHa, mo KoTopo# moamep:Ka CHUCTeMHOro (Jara Obl1a yaa-
JIeHa, CBsI3aHA C MOCJEACTBUSIMHM /51 Ge30MacHOCTH, KOrha BbI-
TMIOJTHSIIOTCSI CKPUIITHI Yepe3 BbI30B systemy().

--disable-occ

He BrIBOOUTE nMpepynpexpaawoliee cooOlleHHe, eCaU MexXay Nnaprt-
HepaMu oOHapy»KeHbl HecOOTBeTCTBUA onuui. [Ipumep HecooTBeT-
CTBHS OMIMH - €CJIM ONUH U3 TAPTHEPOB HCMoJb3yeT --dev tun, a
BTOpO# --dev tap.

Hcnonp3oBaTh 3Ty ONUMIO He pPEKOMeHIyeTcs, HO OHa MpeJo-
CTaBJIsIeTCS B KayecTBe BPEMEHHOrO pellleHHsl B CUTyalUHsX, [le
«OpenVPN-T'OCT» coenunsiercss ¢ OpenVPN 6oJiee cTapoii Bep-
CHH.
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--user user

Wamensier ID nosabsoBatens B npouecce «OpenVPN-TOCT» B
user mocje WHHLHWANW3AlMK, MOHMXKAs TpaBa. JTa OIIUS IO0-
Jie3Ha, uToObl 3aLIUTHTb CHUCTEMY B TOM cCJydae, KOrga KTO-TO
Bpak1eOHbIH CMOT TONY4YUTh KOHTPOJb Hal ceaHcoM «OpenVPN-
[OCT». Xots 6sa1aronapsa 3amute «OpenVPN-ITOCT» sto maJo-
BEpOSITHO, 3Ta OINLHs MPEeNOCTaBJsieT AOMOJHUTEJbHOE CPEICTBO
0e30MacHOCTH.

YcraHoBuB user B nobody WM YTO-TO Takoe Ke HENPUBHUJIETH-
pOBaHHOE, Bbl OTPAHUUKTE BPEM, KOTOPbIH MOXKET OBbITh TPUUHHEH
BpaxkeOHbIM areHToM. KoHeYHOo, OTHSIB MpaBa, Bbl HE CMOXKETe UX
BepHYTb B ceaHce «OpenVPN-T'OCT». 910 3Hauut, Hampumep,
4TO ecsd Bbl XOoTHTe mnepe3anycTuTb geMoH «OpenVPN-TOCT»
¢ momotibio curiana SIGUSRI (Hamprmep, B OTBeT Ha Mepesa-
nyck DHCP), Bam cienyeT BoCno/ib30BaThCsl OAHON HJIH HECKOJIb-
KHMH ONUUsIMU --persist, 4yTo6bl obecneunts «OpenVPN-TOCT»
OTCYTCTBHE HEOOXOAWMOCTH MOJb30BAThCS KAKHUMHU-ITHOO MPUBH-
JIETUPOBAHHBIMHU OMepalusiMU, YTOObI Mepe3amnyCTUThCs (TaKUMH,
KaK TepeunThiBaHHE KJIIOUeBBIX (paisioB uiu 3amyck ifconfig na
ycrpoiicte TUN).

--group group

[lopo6Ho onuuu --user, ata onuus Mensiet D rpynnel B mporecce
«OpenVPN-T'OCT» B group nocJsie HHULHAJTU3ALHH.

-cd dir

MamenuTb katasor B dir mepen 4TeHHeM JHOOBIX (PaH/IOB, TAKHUX
KaK KOH(UIrypalUOHHble (ailsibl, K/aroueBble (Dai/bl, CKPUITHl U
T.1. dir [o/>KeH ObITh a0COMOTHBIM MYTeM, HAUHHAKIIUMCS C «/»,
U 0e3 Kakux-Jub0 CChIJIOK Ha TEKYLIHWH KaTajor, TAKUX KaK «.»
HJIN «..».

dta onuus noJesHa, kKoraa Bbl 3amyckaete «OpenVPN-I'OCT»
B pexkuMe --daemon U XOTHTe CBECTH BCe BAlIM KOHTPOJbHbIE
¢aitasl OpenVPN B ogHOM MecTe.
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--chroot dir

[lepeiitu B dir kak B chroot mocse uHMUManu3auuu. --chroot, B
CYIIHOCTH, mNepeonpenesserT dir Kak BepXHUH YpOBeHb KaTaJjo-
ra B nepese (/). «OpenVPN-IT'OCT» Ttakum 006pa3oM He CMOXKET
JOCTHYb HUKAaKUX (DailJioB BHe 3TOro nepeBa. DTO MOXKeT ObITh
XKeJaTeIbHO C TOYKU 3peHHs1 6e30MacHOCTH.

[Tockosibky omepauusi chroot BbiMoJHsSETCS TMOCJe HHHULHANA3A-
uuu, 6oabiuHCTBO onuui «OpenVPN-TOCT», cBsa3anHble ¢ daii-
Jamu, 6ynyT paboTaTh B KOHTEKCTe, MpeaBapsiomieM chroot.

Bo MHorux ciyuasx napamerp dir MOXKeT yKa3blBaTb Ha MyCTOH
KaTaJjior, HO MOT'YT MOSIBUThbCS MPoOJeMBbI, KOTIa MOCJ/e Olepaiu
chroot BBEITOMHSIOTCS CKPHUIITH MJIH MEPe3aryCKH.

Yuture, SSL 6ubanoreka, BepositHo, notpedyer /dev/urandom B
chroot karaJgore dir. dto cBsizaHo ¢ TeMm, uTo OubGAHOTeKaM SSL
MHoOra TpebyeTcst coOMpaTh CBeXHe paHIOMHble naHHble. HoBbie
aapa Linux u Hexkotopble BSD peanusyloT cucTeMHble BbI3OBbI
getrandom() uam getentropy(), KoTopble yCTpaHSIIOT HeoOXOMH-
mocTb B /dev/urandom /.

--setcon context

[Tpumenuts SELinux context mnocse wWHUIManU3aUUH. ITO,
B CYIIHOCTH, MPENOCTaBJ/SET BO3MOXKHOCTb OrPAHHYMUTH MpaBa
«OpenVPN-T'OCT» pmo ceTeBbIX omepalui BXxona/Bbixopaa, O.a-
rogapsi SELinux. Dta onuus Muet AaJblie, yeM --user U --chroot,
MOTOMY YTO 3TH B OMIUH, OyAy4YH MPeKPacHbBIMU BO3MOXKHOCTS-
MM 3all{Thl, K COXKaJIeHUI0, He 3allMIIA0T OT IMOBbIILIEHHS MpPHU-
BUJIETHH C TIOMOIIBIO MCIIOJb30BAHHUS YSI3BUMOT'O CHCTEMHOTO BBI-
30Ba. Bbl MoXkeTe, KOHEUHO, UCTONb30BaTh BCE TPU OIIHUH CPa3y,
HO MoXKaJaykcTa HMeHTe B BHUAY, 4TO MOCKOJBKY setcon TpeOy-
eT J0CTymna B /proc, BaM MpPUOETCS TMPENOCTaBJSTb €ro BHYTPH
KartaJsora chroot (Hanpumep, ¢ momorbio mount --bind).
[TockosbKy omepauusi setcon BBIMOJHSIETCS MOCJe WHULIMANN3A-
nuu, «OpenVPN-TOCT» moxeT ObITb OrpaHHu€Ha TOJBKO CH-
CTEMHBIMH BbI30BaMH, CBSI3aHHBIMH C CETbIO, B TO BpeMs Kak IMpu
MCII0JIb30BAHHWH KOHTEKCTA Tepel] 3alyckoM (TakuM, Kak rpepJa-
raembiii B SELinux Reference Policies) Bam npumercsi mo3BosuTh
MHOTO Belllel, TpeGyeMbIX TOJNbKO BO BpeMsi MHHUIIHAJIU3AIHNH.
Kak u ¢ chroot, Moryt Bo3HUKHYTb Mpo6JieMbl, KOTia MocJje ore-
pauuu setcon BBIMOMHSAIOTCSA CKPUITHI HJIU TE€Pe3anyckH, M03TOMY
ClleflyeT MPU3aAyMaTbCsl Hal HCIOJb30BAaHUEM OMIMH --persist-
key u --persist-tun.
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--daemon [progname]

CraTh IeMOHOM TIOCJe 3aBeplLIeHHs] BceX (PYHKUMH HHHUIHAIN3A-
IMU. DTa OMIHS 3aCTABUT BCe COOOLIEHHUSI OTIPABJSATHCS B (pak
syslog (takoiél kak /var/log/messages) KpoMe BbIBOJA CKPUIITOB
o6osoukn u kKomaupn ifconfig, xkotopwle OymyT oTmpaBisTbCS B
/dev/null, eciu ux He mepeHampaBuUTh B apyroe mecto. [lepe-
HarpaBJieHHe B Syslog MpoucxoiuT HeMelJeHHO B MOMEHT, KOrja
onuus -daemon TPOUUTHIBAETCS B KOMAHIHOH CTPOKE, XOTS MO-
MEHT IeMOHM3alWH HACTyNaeT Mo3xke. Ecau mpucyTcTByeT onHa
M3 OMIHH --log, oHa 3aMeHUT mepeHanpasJeHue B syslog.
OnuuoHanbHBll napameTp progname 3actaBUT «OpenVPN-
[OCT» coo6uiuTh CBOE MPOrpaMMHOE UMSI CHUCTEMHOMY JIOrTe-
py Kak progname. DTO MOXKeT ObITb I0JIE3HO [Jisi CBSI3bIBAHHUS
coobuenn#t «OpenVPN-TOCT» B ¢aiine syslog co cnenuaabHbl-
MU TYHHeJisiMH. Ecsii progname He yKa3aHo, M0 yMOJYaHHIO OHO
openvpn-gost.

Korna «OpenVPN-T'OCT» 3anmyckaercs ¢ onuueil --daemon, oHa
TOMBITAETCS OTJIOXKHUTb NEMOHHM3ALHI0 0 TOrO MOMEHTa, KakK 3a-
BepIIUTCS OOJBIIMHCTBO MHUIMAMN3ALMOHHBIX (PYHKLHH, COCO6-
HBIX K TeHepaluuu (aTaabHbIX OLIHOOK. DTO 03HAUAET, UTO HHHUIIH-
aJM3aLHOHHBIE CKPUIITHl MOTYT MPOTECTHUPOBATh BO3BPAllEHHbIN
CTaTyCc KOMaHIbl openvpn-gost ¢ 10CTaTOYHO HaleXKHBIM yKasa-
HHUeM Toro, OblJ1a JIM KOMaHAa KOPPEKTHO WHHMLHAIU3UPOBAHA U
BOLUJIA JIU B METJI0 COOBITUH (POpPBapAMHIa MaKeTOB.

B «OpenVPN-T'OCT» 6osbluas 4acTb OIIHMOOK, MPOUCXOMSLIAX
nocJjie UHULMAMU3alUU, He (aTasbHBI.

Yurure, kKak Tosbko OpenVPN craner nemoHoM, oH GoJiblie He
CMOXKeT 3ampallidBaTb HMeHa T0JIb30BaTesel, Mapou WU KJlIo-
ueBble (Dpa3bl. DTO UMeET ONpeleseHHble TOCJAECTBUS, a UMEHHO
TO, YTO HUCMOJb30BAHHE 3ALIUIIEHHOTO MapoJieM MPUBATHOTO KJIIO-
4a He cpabOTaeT, eC/id TOJNBKO He HUCTONb3yeTcs --askpass onuus,
yTo6bl yKazatb OpenVPN, uTo Hano ucnosb3oBath Gppasy-naposb
(sBJasIeTCS caencTBHEeM Bbi3oBa daemon() mepen MHULIMAJTU3ALMEH
KPUIITO-YPOBHS).

Kpowme toro, ucnosnb3oBanue --daemon Bmecte ¢ --auth-user-pass
(BBenmeHHBIE ¢ KOHCOMH) W --auth-nocache 3aBepmrtes ¢ ouru6-
KO, KaK TOJIbKO MMPOM30HIET MOBTOPHOE COrJIacOBaHMeE KJioua (1
TMOBTOpHAsA ayTeHTU(UKALHUS ).

--syslog [progname]

HanpaBaaTb BEIBOI XKypHaJ/a B CUCTEMHBIH JIOTTep, HO He CTaHO-
BUTbCS 1eMOHOM. CM. B ONMHCAaHUU AWPEKTHBHI --daemon, MpuBe-
JIEHHOM BbIllIe, ONTMCAHHE MapaMeTpa progname.

--errors-to-stderr

BeIBonUTh OLIMOKK Ha CTAaHAAPTHYIO OLUMOKY BMECTO CTaHAAPTHO-
ro BbIBOJA, €CJM XKypHa/a BbIBOJA He MepeHaNpaBJsieTcsl OLHON
U3 OMUHUH --log.
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--passtos

YcranoButh nosie TOS TyHHesNbHOTO Maketa B TO, YeM SIBJISIETCS
TOS un(popmManOHHOr0 HAMOJIHEHHUS MaKeTa.

--inetd [wait|nowait]
[progname]

Hcnonbzyiite 3Ty onuuio, korna «OpenVPN-I'OCT» pabotaetr Ha
cepsepe inetd uau xinetd(8).

Onuwus wait/nowait moskHa COOTBETCTBOBATh TOMY, UYTO yKasa-
HO B KOH(UrypauuoHHoM Qaiise ietd/xinetd. Pexxum nowait mo-
’KeT ObITb MCIOJb30BAH TOJbBKO ¢ --proto tcp-server. [lo ymoa-
yaHuto wait. Pexxum nowait MoxeT OBITb HCIIOJb30BaH, YTOOBI
npenctaButh AeMoH OpenVPN kak knaccuueckuit TCP-cepsep,
TJle 3anpOChl KJUEHTCKUX COeIMHEHUH 00CIYyKUBAIOTCS HA OJHOM
HOMepe IopTa.

DTa ONLMSI HUCKJIUYaeT HCII0Jb30BaHUe omuui --daemon, --local
unu --remote. O6paruTe BHUMaHHe, YTO 3TA OMIUS 3aCTABJSET
oOpabaTbiBaThb COOOLIEHHS, B TOM 4Hcjae 00 OWIMOKaxX, TaK e,
Kak onuus --daemon. OnunoHa bHBIE MapaMeTp progname Takxke
obpabaTbiBaeTcs TOUHO TaK »Ke, KakK B --daemon.

Takxxe o6paTuTe BHUMaHHe, UTO B pexKMMe wait KaxKablil TyHHe/ b
OpenVPN rtpebyer otnenbroro TCP/UDP-nopra u otnenbHOro
Bxona inetd mam xinetd.

--log file

BriBoguTh XypHa/nbHbe coobmmeHus B file, Bk/atouas BeIBOA Ha
CTaHAAPTHBIA BBIBOJ/CTaHAAPTHYIO OLIMOKY, KOTOPBIH TeHepupy-
eTcsl BbI3BaHHBIMU cKpuntaMu. Ecau file yxe cyuectByer, oH 6y-
net ob6pe3aH. DTa ONUHUS aKTUBU3UPYeTCs HEMeIJIeHHO, KOTa OHa
TMPOUUTHIBAETCS B KOMAaHAHOH CTPOKe, ¥ 3aMEHMT BBIBOJ B syslog,
ec/IM TaKKe yKazaHbl --daemon uiau --inetd. dta onuus coxpans-
etcsl B TeyeHue Bced pabotel OpenVPN u He nepesarpyxkaertcs
SIGHUP, SIGUSRI wunu --ping-restart.

O6patute BHUMaHue, uto B Windows, rie OpenVPN 3amnyckaer-
csl KaKk CepBHC, KYPHAJHPOBAaHHE TPUCXOIUT MO YMOJIUAHHIO 6e3
HeOOXOMUMOCTH YKa3blBaTb 3Ty OMIMIO.

--log-append file

Jlo6aBuTh XypHaJsbHble coobmieHus K KoHLY file. Ecau file He cy-
LEeCTBYeT, OH OyZleT cOo3AaH. DTa ONuus BefleT ceOs TOUHO TaKxXKe,
Kak --log, 3a UCKJIIOUEHHEM TOTO, YTO OHA MPUITUCHIBAET COOOIIIe-
HUSl K KOHLY (paiaa, a He oOpe3aeT ero.

--suppress-timestamps

M36erath 3anucu MeTOK BpeMeHH B XKypHaJibHble COOOLLEHHUS, a-
»Ke Torja, Korja uHadye oHM OyayT moOaBjeHbl B Hadaso. B oco-
OeHHOCTH 3TO NpuUJaraeTcss K COOOLIeHUAM KypHaJsa, HampasJsi-
€MbIM B CTaHAAPTHBIH BBIBOJ.
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--machine-readable-output

Bcerna 3anucbiBaTh METKH BpeMeHH U (pjiard cOOOLIeHUH B XKYp-
HaJIbHble COOOIIEeHUs], NaXKe KOTAa B MPOTHBHOM Cjydae OHH He
ObliM Obl 3amucaHbl. B yacTHOCTH, 3TO MpUMeHsieTCst K cooOllile-
HUSIM KYpHaJsa, OTIPaBJsieMbIM B CTAHAAPTHBIA BHIBOJ.

--writepid file

3anucatb ID rnaBHoro nmpouecca «OpenVPN-I'OCT» B file.

--nice n

3meHsieT mpHOpHUTET Mpoliecca Mocjae WHULHAMM3AUUU (n 60Jb-
mwe O - MoOHM)KeHHe NPHOPUTETA, N MeHblle HyJs — IOBBILIEHHE
TIPUOPHUTETA).

--fast-io

(OkcnepumMenTanpHasi) ONTUMHU3UPOBATH 3allUCH BBOMA-BbIBOMA
TUN/TAP/UDP, us6eras BeizoBa B poll/epoll/select nepen orme-
pauued 3anucu. Llesbto Takoro BeI30Ba, KaK MPaBUJIO, SIBJISIETCS
OJIOKUPOBKA, TOKa YCTPOHUCTBO HJIM COKET He OYyAyT FOTOBBI MPH-
HATb 3amuch. Takasi GJOKHPOBKA He fiBJsleTCs HeOOXOAMMOH Ha
HEKOTOPBIX MJIaT(GopMax, KOTOPble He MOMAEPKUBAIOT OGJOKHPOB-
Ky 3anuceit Ha UDP-cokerax unu ycrpoiicteax TUN/TAP. B ra-
KHX CJydasiX MOXKHO ONTHMH3UPOBATh METJ0 COOBITHH, u3beras
BbI30Ba B poll/epoll/select, Tem cambim ynyuinasi 3ppeKTHBHOCTD
CPU Ha 5-10 npoueHTOB.

DTa OMUUs MOXKeT ObITb HCIOJb30BaHA TOJBKO B CHCTEMaxX, OT-
anuHeix oT Windows, Korga ykasaHna onuus --proto udp, u Korna
onuus --shaper HE ykasana.

--multihome

CkoHurypupoBaTb MHorogoMHbii UDP-cepep. dta onuus
N0J2KHA OBbITh MCIOJb30BaHA, KOTAA CcepBep UMeeT OoJiee OJHOTrO
[P-anpeca (Hampumep, HECKOJIBKO HHTEP(EHCOB MM BTOPUUYHBIX
[P-anpecoB) u He ucnosb3yeT --local mjsi NIPUHYAUTENbHOH TPH-
BSI3KH TOJIBKO K OJHOMY OIpelesieHHOMY ajpecy. DTa ONLHUS MO-
)eT ObITh Hcnogb3oBaHa, Korna «OpenVPN-IT'OCT» 6bina ckoH-
(uryprpoBaHa Tak, 4ToObl ClyLIaTh HA BCeX HHTep(elicax, U Oy-
IIeT MbITAThCsl NPUBS3aTh KJIMEHTCKHE CeaHChl K HHTep(elcy, Ha
KOTOPBIM MPUXOASAT MaKeThl, YTOObl UCXOASIIHE MaKeThl LK Ye-
pe3 3ToT ke uHTep(elic. Ob6paTUTe BHUMaHHE, UTO 3Ta OIMLHUSA
pesneBaHTHa ToJbKO s UDP-cepBepos.

Tak e obpaTuTe BHUMaHHe, YTO €CJHU Bbl BBINOJHSETE TPUBSA3-
Ky nBodHoro crteka [IPv6+IPv4 nHa Linux maiiMHe ¢ HeCKOJb-
kumu [Pv4 anpecamu, nopkntouenus Kk [IPv4 agpecam He Oyayt
paboTaTh MPaBHJIBHO Ha IAPax N0 BepcHH 3.15 M3-3a OTCYTCTBHUS
MOAIEPXKKH siipa B caydae cornocranseHusi [Pv4 (HekoTopble nuc-
TpUOYTHBBI, OJHAKO, MOPTUPOBAJK 3TO Ha OoJjiee paHHUE BepCHH
Anpa).
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--echo [parms...]

KonupyeT parms B BbIBOJ KypHaJa.

[IpennasnaueHo nJsi Toro, 4tobbl OTHPABJATL COOOLIEHHUS KOH-
TPOJIUPYEMOMY MPUJIOKEHHUIO, KOTOPOE MOJYyUaeT BbIBOA »KYypHaJsa
«OpenVPN-TOCT».

--remap-usrl signal

KoHTposupoBaTb, BHyTpeHHHe UK BHelHHe curHagabl SIGUSRI
npespamaiTcs B SIGHUP (nepesanyck 6e3 coxpaHeHHOro co-
crossuust) uad SIGTERM (Bbixon).

signal moxet npunumate 3Hadenuss SIGHUP nau SIGTERM. Tlo
YMOJIYaHMIO, HUKAKOrO NpeBpalleHHs] He TIPOUCXOAHT.

--verb n

YcraHaBiuBaeT MOAPOOHOCTb BbIBOAA B N (M0 yMmosayaHuio 1).
Kaxxabl#l ypoBeHb MOKa3blBaeT BCIO MH(OPMALHUIO C MPeAbIAYLIHX
ypoBHeH. YpoBeHb 3 peKOMEeHIyeTCsl, €CJU Bbl XOTHTE XOpPOLIMH
OTYeT O MPOUCXOAsilleM 0e3 HU3JUIIHEH AeTalU3alNH.

0 - HMUKaKoro BBIBOZAA, KpoMe (haTaJbHBIX OLIMOOK.

1-4 - nranaszoH HOPMAJbHOTO UCIOJb30BAHHUS.

5 - BBIBOIMUT CUMBOJBI R 1 W Ha KOHCOJIb 1151 KaXKJ0TO MPOUTEH-
HOro M 3alMCcaHHOTO naketa, 3arjaBHble ajas TCP/UDP-nakeros
u ctpounble njss TUN/TAP-nakeros.

6-11 - nManasoH OT/aOYHBIX yPOBHEH.

--status file [n]

3anucbiBaTh OMepalMoHHbIH cTaTyc B file Kaxkable n cekyH.
CraTyc TakxKe MOXKeT 3alMChIBaThCs B Syslog oTmpaBsieHHeM CHT-
Hana SIGUSR2.

Korza Ha cepBepe BKJ/0OUeHa BO3MOXKHOCTb PaboTaTh C HECKOJb-
KAMHM KJIHEHTaMM, CTaTyc (ais BKJHYAeT CIHUCOK KJHEHTOB U
TabauLy MapupyTu3auudd. B satom cayuae ¢opmaT BeIBOga Mo-
JKeT KOHTPOJUPOBATLCA C IOMOILLBIO --status-version.

Jls KIMEHTOB WJIM IK3EMIISPOB, PAOOTAILIMX B PEKHUMe TOUKa-
B-TOUKY, OH OY/IeT CollepKaTh CTaTHUCTUKY Tpaduka.

--status-version|[n]

Bri6paTth HOMep Bepcuu (opmara (aisa cratyca.

ITO KacaeTcsl TOJbKO CTaTyC (palja Ha cepBepax CO BKJHOUEHHOH
BO3MOXKHOCTBIO PabOThl ¢ HECKOJIbKHMH KJHEHTaAMH.

1 — tpamuuuoHHblE (opmar (o ymosndanuio). CIHCOK KJHeH-
TOB COZIEPKHUT CJlefiyIolline noJss yepe3 3anatyto: Common Name,
Real Address, Bytes Received, Bytes Sent, Connected Since.

2 — OoJiee HaleXHbIH opmaT AJs BHelnHel o6pab6oTku. Ilo cpas-
HEeHHUIO C BepcHel | CIUCOK KJHEHTOB CONEPXKHUT HEKOTOpble M10-
nosHuTesbHble nodas: Virtual Address, Virtual IPv6 Address,
Username, Client ID, Peer ID. Bynymue Bepcuu MOryT paciiu-
PUTb CIIMCOK IOJIEH.

3 — UJIeHTHYeH 2, HO MoJIsl pasfesieHbl Tabymnsuen .

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--mute n

3anuceiBaTh B KYypHaJ He OoJibliie N TOCJeN0BaTeNbHbIX CO00-
lIeHUH ofHOH U TOH XKe kateropuu. [lonesHo nnsi orpaHuueHUs
MOBTOPSIIOLLETOCS KYPHAJUPOBAHUS CXOXKHUX TUIOB COOOIIEHHH.

--compress [algorithm]

Bkutouaer ajqropuTM CKaTusl.

[Tapamerp algorithm moxer npuHuMaTh 3HaueHus «lzo», «lz4»
uau nycrtota. LZO u LZ4 - 3T0 pa3Hble anroputmsl cxkarus, LZ4
B 11eJIOM TMpejJjaraeT HaW/Jy4lllyl0 MPOU3BOAUTENBHOCTb C Hau-
MeHbllIeHd Harpyskoi Ha LIII.

Ecnu mapamerp algorithm myer, To cxatue GymeT OTKJ/IOYEHO,
OJIHAKO KaJpHUpOBaHHE MAKEeTOB /151 CXKATUS NO-TpexxHeMy OyneT
BKJIIOUEHO, [103B0JISIS1 [032Ke N00aBUTb ApPYyrue HacTPOHKH.
Bompocel 6e3onacHocty CxkaTHe U LIM(POBAHUE - CJA0XKHAS KOM-
OuHauus. Ecin 370yMBIILIJIEHHHK 3HAET UKW MOXKET KOHTPOJHUPO-
BaTb He3alU(PPOBAHHBIH TEKCT MaKeTOB (XOTS Obl 4aCTh), COMEp-
XKallye CEeKpPeThl, TO 3JI0yMbIIIJIEHHHK CMOXKeT H3BJ/e4Yb CeKpeTbhl,
ecnn BkJwoueHo cxkartve. Cm. Hanpumep CRIME u BREACH na
TLS, xoTopble TakKe HCMOJb3YIOT CXKaTHe AJs B3Joma LIHdpo-
BaHHUs. Ecsiu BBl He 10 KOHIlA YBEpEeHbl, UTO BBILIEHU3J/I0KEHHOE He
OTHOCHUTCH K Bawemy Tpadduky, To pekomenayercs HE Bkito-
4aTh CXKaTHe.

--com-lzo [mode]

YCTAPEJIO Hcnonb3y#iTe HOBYIO OIMUHIO --COMPress B3aMeH.
Hcnonb3oBatb 6picTpoe cxkatue LZO - mMoxHO no6aBnasth o 1
OaliTa Ha MakeT [J/5 HeCXKHMaeMblX AaHHBIX. mode MoxeT ObITh
«yes», «no» uau «adaptive» (ymosuanue).

B HacTpolikax cepBepHOro pexuMa BO3MOXKHO H30HMpaTesbHO
BKJIIOUATh M BBIKJIIOYAaTbh CXKATHE [J51 WHAWBHUAYAJbHBIX KJHEH-
TOB.

CHayaJ/ia yI0CTOBEPbTECh, UTO KOH(UTYPaLIUOHHBIN (hallyl KJAHEeHT-
CKOH CTOpOHBI obOecreyuBaeT U30UpaTesbHOE CXKaTHe, HUMesl MO
MeHbIIIeHd Mepe OIHY TUPEKTUBY --comp-lzo, Takyio Kak --com-lzo
no. DTO OTKJ/IOYUT C2KaTHe MO yMOMYaHHIO, HO MO3BOJUT OyayLled
IMPEKTHBE, TepelaHHOH ¢ cepBepa, TUHAMHUYECKH W3MEHSTb Ha-
CTPOHKH BKJIFOUEHHS/BBIKJIIOUEHHs1/afanTauy.

Hanee, B ¢aise --client-config-dir ykaxkurte HacTpolky cxkatus
IJs KJWeHTa, HaTlpuMep:

comp-lzo yes

push «comp-lzo yes»

[TepBas cTpoka ycTaHaB/irBaeT HacTPOUKY comp-1zo ansi cepsep-
HOM CTOPOHBI COeIMHEeHHUs, BTOpasi HaCTpauBaeT KJIHEHTCKYIO CTO-

pOHY.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--comp-noadapt

[Tpu ncnosb3oBaHUM BMecCTe C --comp-1zo, aTa onuus oTK/a04aeT
anroputm agantuBHoro cxkatusi «OpenVPN-I'OCT». Kak npaBu-
J10, alaliTHBHOE CxKaThe obecrneynBaercs --comp-lzo.
AnanTHBHOe C)KaTHe MbITAETCS ONTHMH3WPOBATh CJAydaH, ruae y
Bac BKJ/IIOYEHO CXKaTHe, HO BBl [10CHIJIaeTe B OCHOBHOM HecCXKHMae-
Mble (MJIH yKe CXKaTble) MaKeTbl M0 TyHHEJI0, TaKHe KaK Tepefa-
uya no FTP unu rsync 6ogbiuoro cxkatoro daina. C ananTUBHBIM
cxatreM «OpenVPN-I'OCT» 6yner nepuonnyecku 3amyckaTb Ha
npoOy MpoLecc CKaThf, 4TOObl U3MEepPUTb ero 3(P(EeKTUBHOCTD.
Ecsnu nanHble, nepenaBaeMble M0 TYHHeEJO, YK€ CXKaTbl, 3(pdek-
TUBHOCTb C2KaTHsi OyleT o4eHb HU3KOH, uTo 3acTaBUT «OpenVPN-
[OCT» OTKJI0YUTb CXKaTHe Ha MEPHUOM BPEMEHH IO CJIedyIOIIero
NPOOHOTO CXKATHS.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--management socket- | Bkarouaer cepBep ynpasseHusi B cokete Unix ¢ socket-name Ha
name unix [pw-file] | Tex mmaTdopmax, KOTOpble ero MOAAEPKHUBAIOT, UJIU HA yKa3aH-
(recommended) -- | Hom mopty TCP.
management [P port | pw-file, ecin ykaszano, siBasieTcsi QaiijoM ¢ maposeM (maposb B
[pw-file] nepBOH CTPOKe) uau «stdin» 1Js1 BBOgA mapoJisi cO CTaHAAPTHOTO

BBOJIA.

B To BpeMs Kak ymoJiuaTespHOE MOBEAEHHE — CO3AATh COKET J0-
mMeHa Unix, ¢ KOTOPbIM MOXKHO COEIUHHUTHCS JIIOOBIM MPOLECCOM,
MOXKHO HCIOJIb30BaTh AWPEKTHBHI --management-client-user u --
management-client-group, 4To6bl OrpaHUYUTDL anpec.
Wurepdeiic ynpaBieHus NpefocTaBJ/sieT CIeLHaNbHBIH PexUM,
rie cBsA3b ¢ ynpasjaeHueM TCP moxeT paboTtaTb uepe3 caM TyH-
HeJslb. UTOOBI BKJIIOUHWTH 3TOT pPeXKHM, yCTaHOBUTe 3HadeHue [P B
«tunnel». TyHHenbHBIH peXUM 3acTaBUT UHTep(elc ynpaBJ/eHHs
caywatb coennHeHue TCP na sokanbHom anpece VPN uHTep-
¢perica TUN/TAP.

OCTEPETANTECD BxmoueHus wuHTepdeiica yIpaBJieHHs ue-
pes3 TCP. B 3tux cayuasix nyxHo BCEI/IA wucnosnb3oBath
pw-file nns samuTsel maposeMm HHTepdeiica ympasjaeHus. Jlio-
60l TMOJIb30BaTeNb, KTO MOXKET MOAKJHUWTbC K 3Tomy TCP
[P:port, cmMoxeT ynpaBssTh ¥ KOHTPOJIUPOBAThb (M BMELINBATHCS
B) OpenVPN nponece . HacrositesibHO peKoMeHIyeTCsl yCTaHO-
BuTh [P B 127.0.0.1 (localhost), 4To6Bl OrpaHUYUTE HOCTYNHOCTH
cepBepa ynpasJieHUs ISl JJOKaJbHBIX KJIUEHTOB.

XoTsl MOPT ymnpaBJ/eHUs NpeqHa3HayeH [J/s1 MPOrpaMMHOIO KOH-
TpoJsi apyrux npusoxeHud Hax «OpenVPN-I'OCT», Bo3MoxkHO
CBSI3aThCsl C MOPTOM ¢ momolkio telnet, ucrnonbsyst kaueHt telnet
B «TpyOoM» pekrMe. YCTaHOBHB coefnHeHHe, HaOepute «help»,
4TOOBI MONYYUTh CIIUCOK KOMAH..

[Tonpo6Hylo nOKyMeHTaLMI0 MO HHTepdelicy ymnpaBJeHHs CM. B
(aiine management-notes.txt B mamnke ynpaBieHHS] HCXOQHOTO
nuctpudbytTua OpenVPN.

--management-client

Wurepdeiic ynpaBneHus OyneT MOAKJIUATbCH KaK KJHWEHT J0-
meHa TCP/unix x IP:port, ycTaHoBieHHble ¢ TMOMOIIBIO --
management, a He caymath B KadectBe TCP cepBepa uniu cokera
JOMeHa unix.

Ecnu nonpk/atoueHHe B KayecTBe KJUEHTa He yHacTcss WUad Oy-
neT pazopBaHo, Oymet creHepupoBad SIGTERM curnas, kotopsiid
npuseneT K oTkjao4eHrnio OpenVPN.

--management-query-
passwords

Kanasn ympaBjeHust 3ampocaMd [AJsi MapoJisi 3aKPbITOrO KJua
¥ JIOTHHA/TapoJjisi onuuu --auth-user-pass. 3ampainuBaiite dyepes
KaHa/ yIpaBJeHUs TOJbKO Te 3JIEMEHThl BBOAA, KOTOPble, KakK
MPaBUJIO, 3aMpalluBalOTCs ¢ KOHCOJIH.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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--management-query-proxy

Kanan ymnpaBsieHus 3anpocamMu HHQOpPMAUMH O MPOKCHU-CepBepe
IJ1sT KOHKPETHOTO --remote (TOJIbKO 1Sl KJHEHTOB).

--management-query-
remote

[lo3BosisieT MHTepelicy ynpaBJ/eHHs MepenuchiBaTh --remote au-
PEKTHUBBI (TOJIBKO /sl KJIHUEHTOB).

--management-query-key

Paspemaer ncno/sb3oBaTh BHEIHUN (Paksl 3aKPLITOTO KJ0Ua BMe-
cTo --key onuuu (TOJBKO JJIsI KJIUEHTa).

--management-query-cert
certificate-hint

Pasperaer ncrnosib3oBaHue BHELIHEro cepTu(rKaTa BMeCTO --cert
onuuu (TosbKO AMst KaueHToB). certificate-hint — 310 mpousBosib-
Hasi CTpOKa, KOTopasi epefaeTcsi HHTepdercy yrpaBJeHHs KIHeH-
ta B kauectBe aprymenta B NEED-CERTIFICATE yBenomsenuu.
Tpebyer --management-external-key.

--management-forget-
disconnect

3actaBuTtb «OpenVPN-I'OCT» 3abeiBaTh napo/u, Korga ceaHc
yTpaBJeHNs 3aKaHYMBaeTCs.

ODTa IMPEKTUBA He BJMSET Ha JIOTHH U NapoJib onuuu --http-proxy.
Onu Bcerga K3UHUPYIOTCS.

--management-hold

3anyctuth «OpenVPN-TOCT» B cocTosiHMM rubepHanuu, MoKa
KJIMEHT UHTepdelica yrnpaBjeHHs He 3alyCTUT ee SIBHBIM 00pa3oM
kKomaHznoi hold release.

--management-signal

[Tocnate «OpenVPN-I'OCT» curnan SIGUSRI, ecau ceaHc
yrpaBJieHHs: o6pbiBaeTcs. DTO MOJE€3HO, KOrJa Bbl XOTHTE Paso-
pBatb ceaHc «OpenVPN-TOCT» npu oTK/IIOUEHUH T10/1b30BATES.

--management-log-cache n

KswupoBath moc/jenHre n CTPOK UCTOPUM (ailna KypHasaa AJs
UCIIO0JIb30BAHNUSA Ha KaHaJse yIIpaBJeHHUS.

--management-up-down

Coobuath 0 COOBITHSX MOAKJ/IIOUYEHHS/OTKIIOUEHHSI TYHHeJsT HH-
Teppency ynpaBJ/eHUs.

--management-client-auth

JlaeT k/aueHTy uHTep(eiica ymnpaB/jeHHS OTBETCTBEHHOCTb 3a
ayTeHTH(PUKALMIO KJIHUEHTOB MOCJ€e TOro, Kak UX KJIUEeHTCKUH cep-
TU(UKAT OblJ NIPOBEPEH.

--management-client-pf

KnueHTsl HHTep(elica ynpaBaeHNs NOJXKHBI YKa3aTb Gaia (puib-
Tpa MAKeTOB /ISl KaXKAOr0 COeIUHSIOUIErocs KJIHEeHTa.

--management-client-user u

Korna uHTepdeiic ynpas/eHnusa cayliaeT Ha cokeTe nomeHa Unix,
03BOJIATb TOJBKO COEIMHEHMs JJIsl M0Jb30BaTe/s U.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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--management-client-group
g

Korpa untepdeiic ynpas/jeHus cayluaet Ha cokeTe noMeHa Unix,
M03BOJIATb TOJIbKO COEIMHEHUS IJ51 TPyNINbl g.

--plugin  module-pathname
[init-string]

3arpysuTb MOAK/IIOYaeMblH MOAy/db U3 (paina module-pathname,
nepenasas init-string kaxk aprymMeHT B pyHKLHIO HHULHAIU3ALUN
mony/s. B onun npouece OpenVPN M0XHO 3arpy3uTb HECKOJIbKO
MOJKJI0YaeMblX MOLYJeH.

[Tapamerp module-pathname moxket ObITh JM60 HMeHeM (akiia,
Ja160 nMeHeM (haiisia ¢ OTHOCHUTEbHBIM UK MOJHBIM myTeM. Dop-
MaT MMeHU (aiia U NyTH OonpenessioT, OylneT Ju MOAKJ/HUae-
MBI MOAYJb 3arpyKatbCsl M3 KaTasora MoAKJI0uaeMOro MOLYJIs
10 YMOJIYAHHUIO WJIM U3 APYTrod AHPEKTOPHH.

-{}-plugin path Effective directory used
myplug.so DEFAULT DIR/myplug.so
subdir/myplug.so DEFAULT DIR/subdir/myplug. sjo

./subdir/myplug.so CWD/subdir/myplug.so
/usr/lib/my/plug.so /usr/lib/my/plug.so

DEFAULT_DIR 3ameHsieTcsi KaTaJoroM MOAKJIOUAEMOr0 MOMYJIs
MO0 YMOJIUAaHHIO, KOTOPBIH 3anaetcs mo BpeMs c6opku OpenVPN.
CWD - 370 TeKymwuil Kartajor, B KOTOPOM OblJ1 3amylleH
OpenVPN wuau katasor, B kotopeiii OpenVPN nepewesn ¢ no-
MolIbI0 onuuu --cd nepen --plugin onuued.

Heckonbko Monyseir MOryT 6bITh MOAKJ/IOUEHBl KACKAJOM, U MOXK-
HO HCMOJIb30BaTh MOAY/IH BMecTe co ckpunrtamu. «OpenVPN-
[OCT» Oynmer BbI3bIBAaTb MOAYJH B TOM MOPSIKE, B KOTOPOM
OHH JIeKJIaPUPOBaHbl B KOH(pHUTypauuoHHOM (aiine. Ecau nas ox-
HOTO M TOTO >Ke 0OpaTHOrO BbI30Ba CKOH(HUIYPUPOBAHBI U MO-
Iy7nb, W CKPHUINT, CKPUNT OydeT BbI3BaH MocjaefHUM. Ecau kox
BO3BpAILleHHs MOAYJIsl/CKPUIITa KOHTPOJUPYeT ayTeHTH(HUKALHOH-
Hylo dyHKuuio (Takyio Kak tls-verify, auth-user-pass-verify usan
client-connect), To KaXabli MOLYJIb U CKPUIT NOJKHBI BEPHYThb
ycnex (0), uTo6bl coefHeHHe ObLIO ayTeHTH(HHUIIUPOBAHO.

--keying-material-exporter
label len

Coxpanuth JkcrnoptupoBaHHblii Martepuan Kitoueit [RFC5705]
13 len 6aiit (mosxkeH O6bITh 0T 16 mo 4095 6aiiT), UCONb3YsT MeT-
Ky B cpene (exported_keying_material) nsis ucrnosb3oBaHus mJia-
ruHamu B o6patHoM BbizoBe OPENVPN_PLUGIN_TLS_FINAL.
YuTuTe, UTO METKH 3KCIOPTePa MOTEHIIMANBHO MOTYT KOH(DIUKTO-
BaTh ¢ cyulectBywourMu PRF metkamu. UroObl u3bexaTb 3TOro,
meTkH JIOJIZKHDI naunnatbes ¢ «<EXPORTER».

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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8.3 CepBepHbIH pexuUM

B «OpenVPN-T'OCT» noppep:kuBaeTcss MHOTOKJIMEHTHBIH CepBEPHBIH PeXKHUM, KOTOPBIH MOXKeT
ObITb BKJIIOUEH C MOMOILb oniuu --mode server. B cepsepHom pexume «OpenVPN-I'OCT» cayuaer
Ha OIHOM IOPTy BXOASLLMe KJHEHTCKHe cOelluHeHHUs. Bce K/MeHTCKHe COeIMHEHHUS MaplLIpyTH3HU-
pyloTCsl yepe3 OAMH HHTepdeiic tun uau tap. DTOT pekuM mpeiycMaTpuBaeT MacliTaOUpOBaHUE U
LOJIKeH OBbITb B COCTOSIHUM MOAJAEPKHBATb COTHU U Jaxe ThICSYM KJIMEHTOB Ha AOCTATOUHO OBICTPBIX
MalrHax. B aTom pexkume noskHa Hcnosb3oBaTbes ayTeHTH(UKanus SSL/TLS.

--server network netmask
['nopool’]

BcrnomorareibHasi 1MpEKTHBA, MpeHA3HAYEHHAs /ISl TOTO, YTOOb!
YIPOCTUTb KOH(PHUTYPALHIO CEPBEPHOTO pekMMa. DTa NTUPEKTHUBA
HactpauBaet cepBep «OpenVPN-I'OCT», koTopelil npucBanBaer
KJHEeHTaM ajapeca U3 ykazaHHbIX network/netmask. Cam cepsep
MpUMeT anpec «.l» NaHHOW CeTH B KaueCTBe HCIOJb30BAHHUS KaK
CepBepHbIH KOHEUHBIH MyHKT JoKaabHoro uHTepdeiica TUN/TAP.
Hanpuwmep, --server 10.8.0.0 255.255.255.0 pacmndpoBeiBaeTcst
CJIeAYIOLHUM 06pa3oM:

mode server
tls-server
push "topology [topology]"

if dev tun AND (topology == net30 OR
topology == p2p):

ifconfig 10.9.1.1 10.9.1.2

if !'nopool:

ifconfig-pool 10.9.1.4 10.9.1.251
route 10.9.1.0 255.255.255.0

if client-to-client:

push "route 10.9.1.0 255.255.255.0"
else if topology == net30:

push "route 10.9.1.1"

if dev tap OR (dev tun AND topology == subnet):
ifconfig 10.9.1.1 255.255.255.0

if !'nopool:

ifconfig-pool 10.9.1.2 10.9.1.254 255.255.255.0
push "route-gateway 10.9.1.1"

He ncnosbsyiiTe onuuio --server, ecjiv Bbl yCTaHaBJIUBaeTe CBS3b
TUNA «MOCT». B 3ToM ciyyae mosb3yiiTech oONLUed --server-
bridge.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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KpunTo
--server-bridge gateway | BcriomoraresbHasi nupekTHBa, ogo6Has --server, npeqHa3HayeH-
netmask pool-start-IP | Has nns ynpouenusi koupurypauuu «OpenVPN-I'OCT» B cep-
pool-end-IP BEPHOM peXXHMe B KOH(UTYPALHUSAX THIA «MOCT».

--server-bridge ['nogw’]

Ecau onuus --server-bridge ucrosbsyercss 6e3 Kakux-a160 mna-
pameTpoB, oHa BkJtouaeT pexxkum DHCP-npokeu, rae nogk.roua-
IolMecs KJAWeHThl OynyT nosydath [P-agpec nns cBoux apamnre-
poB TAP or DHCP-cepBepa, 3amylieHHOr0 B JIOKaJbHOH CeTH
cepBepHoi ctopoHbl «OpenVPN-I'OCT». O6partute BHUMaHHE,
4TO TOJNBKO KJHEeHTHI, noanepxuBatouiue cBasb DHCP-knnenta
c apantepom TAP (rakue kak Windows) moryTt mopnep»KHBaTth
3T0T pexkuM. OnuuoHanbHbIN (aar nogw ykasblBaeT, 4To UHDOp-
MallMio O TelTe He cJedyeT MepenaBaTh KJAUEHTY.

YroObl CKOH(UIYpUPOBaTb CBA3b THUIA «MOCT», BaM B MEPBYIO
odepelb CJeLyeT BOCIONb30BaTbCSl BO3MOXKHOCTSMM Balled ore-
PALMOHHOH CHCTeMbl, UTOObl CBSI3aTh «MocToM» MHTep(eiic TAP
c unrepdeiicom NIC Ethernet. Hanpumep, B Linux 3to nenaercs
¢ nomoulpio HHcTpymenTta bretl, a B Windows XP ato BeImosiHS-
ercst B Network Connections Panel BoiGopom anantepos TAP u
Ethernet u menukom npaso# kaasuieit Ha «Bridge Connections».
3areM Bbl JOJKHBI BPYy4HYI0 ycTaHOBUTH [P 1 MacKky cetu uHTep-
deiica «mocta». [lapamerpsl gateway u netmask onuuu --server-
bridge moryT 6biTh ycTaHOBJeHH WK B [P 1 Macky ceTu uHTep-
detica «mocta», uau B IP 1 Macky ceTd ymosdaTesbHOrO redTa/-
poyTepa MOACOeANHEHHOH «MOCTOM» TIOICETH.

Haxkownen, ykaxkute nuanasox [P njs nomcoenuHeHHONH «MOCTOM»
nonceTH, o603HaYeHHBIH nmapaMerpaMu pool-start-IP u pool-end-
[P, yto6er «OpenVPN-I'OCT» HazHauasa uX MOIKJIIOUAOIIUMCS
KJIHEHTaM.

Hanpuwmep, server-bridge 10.8.0.4 255.255.255.0 10.8.0.128
10.8.0.254 pacmngppoBbiBaeTcs CaeAyoOIIUM 06pa3oM:

mode server

tls-server

ifconfig-pool 10.8.0.128 10.8.0.254 255.255.255.0
push "route-gateway 10.8.0.4"

B npyrom npumepe, --server-bridge (6e3 mapameTpoB) pacuiud-
POBBIBAETCS] KaK:

mode server
tls—-server

push "route-gateway dhcp"
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Winu --server-bridge nogw pacmndpoBbiBaeTcs Kak:

mode server
tls—-server

--push option

[lepenaTh onuuio KOH(PUrypauroHHOro (anja oO6paTHO KJIAUEHTY
A7 yaaneHHoro BbinosiHeHHs. O6paTuTe BHHMaHHe, uTo option
NOJIKHA OBITb OKpPY2Ke€Ha NBOWHBIMH KaBblUKaMu (""). Kauenrt
no/KeH ykasatb --pull B cBoeM KoH(urypaunonHom ¢aiine. Ha-
6op OMUMH, KOTOPblE MOT'YT ObITb MepefaHbl, OrPaHUYeH KaK HX
NPUMEHUMOCTbIO, TaK U coobpaxkeHUssMH Oe3zonacHocTH. Heko-
TOpble OMNLMH, HAlpUMep, BBINONHSIOLINE CKPHUIITHI, 3alpelleHbl,
MOCKOJIbKY OHM B CYIIHOCTH MO3BOJSIOT CKOMIIPOMETHPOBAHHO-
My CepBepy BBIMOJIHATH MMPOM3BOJNBHBIA KOI Ha KjaueHTe. [Ipyrue
onuuHu, Takue kak napamerpel TLS u MTU, ne moryT 6bITh nepe-
[aHbl, TOTOMY UYTO KJIMEHTY HYXKHO 3HaTh MX [0 TOT0, KaK HHH-
LUHMpYeTCsl COelMHEHNE C CePBEPOM.

BoT yacTHUHBIH CMIHCOK OMIMH, KOTOPble B HACTOSILEE BPEMS MO-
ryT ObITh TepenaHsl: --route, --route-gateway, --route-delay, --
redirect-gateway, --ip-win32, --dhcp-option, --inactive, --ping, --
ping-exit, --ping-restart, --setenv, --auth-token, --persist-key, --
persist-tun, --echo, --comp-lzo, --socket-flags, --sndbuf, --rcvbuf.

--push-reset

He HacsenoBaTh rio6asibHBIE CIHUCOK TMepelaHHBIX OMUUH 1Jis
CrellMa/JbHOr0 9K3eMIIspa KJMeHTa. YKasblBalTe 3Ty OMNLHIO B
KJIMEHT-CIIeLH(PHUHOM KOHTEKCTe, HarnpuMmep, ¢ KOH(UIypaLHOH-
HbIM (paiisiom --client-config-dir. dta onuus Gynet UrHOpUpOBaThH
ONUUU --push Ha ryo6albHOM YpOBHE KOH(UIypaLHOHHOro (haii-
Ja.

--push-remove opt

Bri6opouHo ynanuTh Bce --push omiuu, cooTBeTcTBYyMOIKE “opt”
M3 CIHUCOK OMUMH A/ KJaueHTa. ‘opt” comocraBssercs Kak MoM-
CTpPOKa CO CTPOKOH OMUHH, KOTOpas AOJKHA OBITh OTIIpaBJ/ieHa
KJIMEHTY, MO3TOMY --push-remove route ymanut Bce --push route

. ¥ BblpaxkeHHus --push route-ipv6 ..., Torna kak --push-remove
‘route-ipv6 2001:" ynaaut tosnbko IPv6 mapuipytel mas 2001:. ..
ceTel.
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--push-peer-info

[lepenaTb pomoNHUTENBHYIO HH(OpPMALUID O KJAUEHTe Ha
cepBep. Cuenyioliye [aHHBlE BCeria IepefalTcs CepBe-
py: IV_VER=<version> -- xauntckas Bepcus OpenVPN
[V_PLAT=[linux|solaris|openbsd|mac|netbsd|freebsd|win] -
knuveHtckass OC [V_LZO_STUB=1 - ecsu kiaueHT 6Bl peanuso-
BaH ¢ BO3MOxKHOCTbIO 3arnymiku LZO [V_LZ4=1 - ecau kiaueHT
nonnepxxuBaetr cxkatue LZ4 IV_PROTO=2 - eciu KJHeHT
noaep:kuBaeT naasaroiuit Mmexanusm peer-id [IV_NCP=2 - o6o-
pOTHble MWH(PbI, KJAUEHT MOAAEPKUBaeT --cipher, mepenaBaeMblii
cepBepoM, 3HayeHHe 2 W BbIlllE 03HAYaeT, UTO KJHEHT MO/ AepPKH-
BaeT AES-GCM-128 u AES-GCM-256. I[IV_GUI_VER=<gui_id>
<version> — BepCHUSl M0Jb30BATEJNbCKOTO HHTepdeica, ecau OH
3almylleH.

Korna  --push-peer-info  Bk/toyeH, [OMOJHUTENbHO — Tepe-
naercs  caenytomas  uHdopmauus:  [V_HWADDR=<mac
address> - MAC-anpec KJHEHTCKOro IJH03a 10 YyMOJ4a-
uuto [V_SSL=<version string> — Bepcus ssl, ucnosnbsyemas

KaueHtoM, K mnpumepy, "OpenSSL 1.0.2f 28 Jan 2016".
[V_PLAT_VER=x.y - Bepcusi OC, k npumepy, 6.1 nns Windows
7. UV_<name>=<value> — nepeMeHHble Cpelbl KJAMEHTa, HMeHa
KOTOpbIX HauuHatotes ¢ "UV_"

disable

He nomycTuTb KOHKpETHOro KJIMeHTa (OCHOBBIBAeTCs Ha IMoJe
common name) K coeirHeHH0. He ucnosb3yiiTe 3Ty onuuio, 4To-
Obl He OOMYCKaTh KJHWEHTAa CO CKOMIIPOMEHTHPOBAHHBIM KJIOUOM
unu naposem. Mcnoabayiite Bmecto atoro CRL (cmucok oT3eiBa
cepTH(HUKATOB, CM. ONuuIo --crl-verify).

DTa Onuusl A0J/KHA OBITb aCCOLMHUPOBAHA C KOHKPETHBIM 3K3eM-
MJISIPOM KJMEHTa, YTO O3HAuyaeT, YTO OHA JO0JKHAa ObIThb yKasaHa
WJIM B KJIHEHTCKOM KOH(UTYPALUOHHOM (paiJie C UCIOJIb30BAHHUEM
--client-config-dir unu nuHaMHUeCKH creHepHpPOBaHA C HUCIOJb30-
BaHMEM CKpHITa --client-connect.

--ifconfig-pool start-IP end-
IP [netmask]

Ykasatb Habop monceTel, AMHAMHUYECKH Ha3HAauaeMblX COeNUHSI-
PoluMest kKaueHtam, nopo6Ho cepsepy DHCP. [lns TyHHeseil B
tun-ctue Kaxknomy KJIHeHTY Bblaessietcs noncetb /30 (mas co-
MecTHUMOCTH ¢ KaneHTaMd Windows). st TyHHe el B tap-cTuie
BBIJIE/ISIOTCS UHAMBUAYaJdbHble aipeca, U Heobsi3aTesbHbIH Napa-
MeTp netmask Takxke Gyner mepenaH KJAUEHTaM.
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--ifconfig-pool-persist
[seconds]

file

Coxpansitb/ynanste nanubsle ifconfig-pool B file, yuepes nHTepBa-
abl seconds (600 mo ymosyaHMIO), TakKe Kak W INpU CTapTe U
3aBeplIeHUH pabOTel NPOrpPaMMBbl.

Llenbp 3ToH onmuuMM — NPEfOCTaBUTb JOJTOCPOUHYIO ACCOLHALUIO
MeX1y KaheHTaMH (0603HaYeHHBIMH HX MOJSMH COMIMMonN name)
1 BUpTYyanbHbIM [P-anpecom, mpucBoenHbsiM UM u3 ifconfig-pool.
[Tonnepkka HOJMTOCPOUHOH acCOLMALMK MOJe3HA AJs KJIHEHTOB,
MOTOMY YTO OHA MO3BOJISIET UM 3(PPEKTHBHO UCIOIb30BATh OMIIHIO
--persist-tun.

file - ASCII-cpaiin ¢ pasmenuTensiMU-3ansiTBIMH, OT(HOPMATHPO-
BaHHBIH Kak <Common-Name>, <IP-address>.

Ecnu seconds=0, file 6yner paccmaTpuBaTthesi Kak (aisa TOIbKO
IJs 4TeHHusl. DTO MOJe3HO, eCJU Bbl XOTHTE paccMaTpuBaTh lile
KaK KOH(pUT'YpaUHUOHHBIHA (paH.I.

O6paTuTe BHUMaHHE, YTO 3aMKCH B 3TOM (paiijie pacCMaTPUBAIOT-
csi «OpenVPN-I'OCT» TosbKO Kak MpensioKeHHs], OCHOBaHHbIE
Ha MPOLUJBIX accouMalusx Mexxay common name u [P-agpecom.
OHM He TapaHTHPYIOT, UTO AaHHOe common name OyAeT BCeraa
nonydatb naHHbi [P-anpec. Ecau Bl XoTHTe rapaHTHpOBaHHOE
MPUCBOEHUE, MOJb3yHTech onuuel --ifconfig-push.

--ifconfig-pool-linear

Monuguunpyer nupektuBy --ifconfig-pool Tak, 4yTo6bl npucBau-
BaTb KJMeHTaM WHAUBHAYaJbHble anpeca uHTepgeiica TUN, a
He noxgcetu /30. [IPUMEUYAHME: Jrta onuusi HecoBMECTHMa C
kaueHTaMu Windows.

OTa ONLHUsI He PeKOMEeHAyeTCsl K UCIOJb30BAHUIO U J0JKHA OBbITh
3aMeHeHa Ha omuuio --topology p2p, KoTopas (pyHKIIHOHAJbHO
9KBMBaJIeHTHa ell.
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--ifconfig-push local remote-
netmask [alias]

[lepenatb BHpTya/bHble [P-KOHEUYHBIE MYHKTHl [/ KJIHEHTCKOTrO
TYHHeJIs, 3aMeHsisl IHHAMHUecKoe NprcBoeHue --ifconfig-pool.
[Tapametpel local u remote-netmask ycranaBnuBawTCs B COOT-
BETCTBHH C IUPEKTHUBOH --ifconfig, koTopyio Bl XOTHTe BBINOJ-
HATb HAa KJHEHTCKOH MallWHe 1/ KOH(HUIYPUPOBAHHS yoaeHHO-
ro KoHua TyHHess. O6patuTe BHUMaHUe, 4To napameTpsl local u
remote-netmask CyiecTByIOT ¢ TOYKH 3peHUs KJIHEHTa, a He cep-
Bepa. OHu MoryT 6biTb DNS-umenamu, a He [P-anpecamu, B 3TOM
ciydyae oHM OyIyT paspellaTbCsi Ha CepBepe BO BpeMsl COeANHEHHUS
KJIMEHTa.

OnuunoHanbHBIH Mapametp alias MoxkeT GBITb HCIOJIB30BAH B CJIY-
uasx, rae NAT npuBogut K TOMy, 4TO JIOKasIbHAsi KOHEYHasl TOUKa
He COBMaJaeT C TOUKH 3peHMs KJIHEHTa U C TOUKH 3pPeHHUs cepBe-
pa. B atom cayuae local/remote-netmask 6ymer cchutatbesi Ha
npeacTaBJeHHe cepBepa, B TO BpeMs Kak alias/remote-netmask
OyZeT cchlIaThCsl HA MpeaCcTaBJeHHe KJIUEHTa.

DTa ONuUHUs J0/KHA ObITh aCCOLNMHUPOBAHA C KOHKPETHBIM 3K3eM-
MJISPOM KJMEHTa, YTO O3HayaeT, YTO OHA HOJKHa ObITh yKasaHa
WJIM B KOH(UTIypPaLUOHHOM (pak/ie 3K3eMILIspa KJAUEHTa ¢ UCIOJIb-
soBaHueM --client-config-file, unu nrHamMuYecku reHepupoBaThcs
C WCTOJIb30BaHUeM CKpHITa --client-connect.

He 3a6ynbTe Tak:ke BKJIOYNUTh TUPEKTHUBY --route B IJIaBHBIH KOH-
¢urypaunonneiii daitnm «OpenVPN-TOCT», koTopelii BK/IIOYaeT
local, 4To6bl iHpO 3HAJO0, UTO €ro HAL0 MapLUIPYTU3UPOBATH K HH-
tepeiicy TUN/TAP cepsepa.

Anroputm BeIGOpa BHYTpPeHHero kJaueHTcKoro IP-ampeca pa6ora-
eT CJeAyoUUM 00pa3oM:

1 - Ucnonbay#ite --client-connect script, creHepupoBaHHBIH 1151
cratnyeckoro [P

2 - Hcnoawsyiite ¢aia --client-config dir nns craruueckoro IP
3 - Hcnosbayiite npucsoenue --ifconfig-pool nns nuHamuyeckoro
[P

--ifconfig-ipv6-push
ipvbaddr/bits ipvbremote

Anagor --ifconfig-push nas cereit [Pv6
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--iroute network [netmask]

CreHepupoBaTb BHYTPEHHHH MapLIpyT AJsi KOHKPETHOIO KJHeH-
ta. [lapamerp netmask, ecau omyleH, Mo yMOJUaHHIO paBeH
255.255.255.255.

DTy IMPEKTUBY MOKHO HCIOJb30BaTh, UTOOBl MapILIPyTH3UPOBAThH
(PMKCUPOBAHHYIO TOJCETb C CepBepa K KOHKPETHOMY KJIMEHTY, BHe
3aBUCHMOCTH OT TOr0, OTKyHa coeluHsieTcsl KiadheHT. [lomHUTe,
4TO Bbl TakXe JAOJ/KHBl N00aBUTb MapLIpyT K Tabjaule Mapli-
PYTH3allUK CHUCTeMbl (Kak MPH TOJb30BAHUM JUPEKTHBOU route).
[IpuurHa, MO KOTOpPOH HYXKHBl [1Ba MaplIpyTa, 3aKJUaeTcs B
TOM, UTO JHUPEKTHBA --route MapuIpyTH3HUpyeT MakeT W3 siApa B
«OpenVPN-T'OCT». Korna naker Typna nomnanaert, IUpeKTHBA --
iroute mMaplIpyTU3UpYyeT €ro K yKa3aHHOMY KJIMEHTY.

DTa onuus AOMKHA OBITh yKa3aHa WM B KOH(DUT'YPALHOHHOM
(aiisie KJIMEHTCKOrO 3K3eMILIsipa C HCMoJdb30BaHHeM --client-
config-dir, uau B AHHAMUUECKH CT€HEPUPOBAHHOM C HCIIOJb30-
BaHHWeM cKpumnTa --client-connect.

JupekTuBa --iroute Tak)ke MMeeT BaXKHOe B3aUMOJAENUCTBHUE C --
push «route...». --iroute B cyuIHOCTH ompenessieT MOACETh, TMPH-
HaJJIeXKAllyl0 KOHKPETHOMY KJHeHTy (Ha30BeM 3TOTO KJHeHTa
A). Ecau BBl xoTHTe, UTOOBI APYTHe KJHEHTHl MOTJH JOCTHYb
nouceTH A, Bbl JOJIKHBI MCMOJB30BaTh --push «route...» BMecTe
¢ omnuued --client-to-client, uto6s moOuThHCH 3TOro. Yrobul Bce
KJHEHTbl MOrJIM BuIeTh noaceTb A, «OpenVPN-TOCT» mosxHa
nepenatb 3ToT MapuipyT BceM kiaueHTam KPOME A, nockoJb-
Ky nozacethb yxxe npuHamiaexutr A. «OpenVPN-I'OCT» mocturaer
3TOro, He IMepelnaBas MapLIPyT KJHWEHTY, €CJU OH COBNafaeT C
OHUM M3 iroute KJHMeHTA.

--client-to-client

[Tockonbky cepep «OpenVPN-I'OCT» pa6oTaeT co MHOKECTBOM
KJUEHTOB 4epe3 OfUH U TOT xe uHTepdeic tun uau tap, oH no
CyTH siBaisieTcst MapuipytudatopoM. Pmar --client-to-client roso-
put «OpenVPN-I'OCT» mapupyTusupoBats Tpapuk OT KJIHEHTa
K KJMEHTy BHYTpPHU ce0si, a He MepelaBaTh BeCb UCXOASILIHH OT
KJHeHTOB Tpaduk Ha uHTepdeiic TUN/TAP.

Korna wucnonb3yercss 3Ta ONUMS, KaxKAblH KJWEHT <«YBUIUT»
OCTa/bHBIX KJIMEHTOB, KOTOPble B HACTOsILIee BPeMS MOAKJIIOUYEHB.
B nmpoTHBHOM c/ydae KaxKAbli K/JAMEHT OyaeT BHAETb TOJBKO Cep-
Bep. He ncnosb3yiiTe 3Ty onmuio, ecay Bbl XOTHTE (PUIBTPOBATH
TYHHeJIbHBIH TpauK yepe3 OpaHAMay3p, UCOJb3ysI COOCTBEHHbIE
npaBUJ/a KJIUEHTOB.

duplicate-cn

[To3BOIUTE HECKONBKHM KJHEHTaM C OfHHM M TeM K€ COmmon
name oJHOBPEMEHHO MOAKJ/0YaThCs. B oTcyTcTBHe 3TOH omuuu
«OpenVPN-T'OCT» oTcoenMHHT 3K3eMIJAp KJHEHTa INpH MOA-
KJIIOYEHHH KJIMEHTa C TeM Ke Common name.
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--client-connect cmd

3anycTuTh cmd Mpy MOAKMIOYEHUU KJHEeHTa.

cmd COmep:KUT MyTh K CKPUNTY (MJIK HCIOJHSEMOH MporpaMmme),
OMIIMOHAJNBHO HCIMOJb3YyeTcsl ¢ aprymeHtamu. [lyTb u aprymen-
TBl MOT'YT ObITb 3aKJ/I0YeHbl B OIMHAPHbIE WUJIM IBOWHBIE KaBbIUKH
U/U1 oTaeseHbl 06paTHOH KOCOU 4epToH, a TakxkKe JOJKHBI ObITh
pasneJieHbl OMHUM WK OoJiee TPOOesoM.

Komanne nepenatorcsi common name u IP-agpec Tosbko 4TO
ayTEeHTH(ULIUPOBABIIET0Cs KJIHEHTA KaK MepeMeHHble Cpefibl (CM.
paszes mepeMeHHBIX cpeibl HUxKe). KoMaHne Tak e nepenaercs
MyTb K TOJBKO YTO CO3JAHHOMY BpeMeHHOMY (halJy B KauyecTBe
MocJiefIHero aprymeHTa (mocJje Bcex apryMeHToB cmd), 4TOOBI KO-
MaHJa HCIO/b30Basa ero AJs fnepefadd AUPEKTHB AHHAMHUYECKH
CTeHepUpOBaHHOTO KoH(HUrypanuonHoro (aiaa B «OpenVPN-
[OCT».

Ecsu ckpunt xoueT reHepHUpOBaTbh AMHAMHUECKHUH KOH(UTYpalH-
OHHBIH (palial A/ UCIOJIb30BAHUS Ha cepBepe MpPH MOAKJIOYEHUH
KJIMEHTa, OH JOJI’KEH 3amucathb ero B (aiis ¢ uMeHeM, YKa3aHHbIM
B KayecTBe IOCJEeHETO apTyMeHTa.

CM. HH2Ke B ONTMCAHUH ONLHKH --client-config-dir onncanue onuui,
KOTOpble MOTYT OBITh TIPABOMEPHO MCIOJIb30BAHbl B IHHAMHUECKH
CreHepUpOBaHHOM KOH(HUT'YpaLMOHHOM (haiie.

O6paTtuTe BHUMaHHe, UTO KOJA BO3BpaTa script umeer 3HaueHHe.
Ecau script Bo3Bpallaet HeHy/1eBOH OMIMOOUHBINA CTATYyC, KJAWEHT
OyneT OTKJIOUEH.

--client-disconnect ¢md

Onuwus noxoxa Ha --client-connect, Ho BBI3BIBaeTCS MpU 3aKpPbl-
THU 3K3eMIspa KaueHTa. He Oyner Bbl3BaHa, €cJd IJs 3TOTO
9K3eMIIsipa He OblIM paHee BbI3BaHBI CKpUMNT --client-connect u
TMOAKJIF0YaeMble MOAY/IH (€CJIH OINpefesieHbl) C YCIEMIHbIM KOIOM
Bo3Bpata (0).

Hckiouenne u3 aToro npasusa - ecau ckpunt --client-disconnect
UJIM TOJKJI0UaeMble MOAYJ/IHU TMOAKJ/IOUEHbl KaCKafoM, U 10 Kpai-
Hell Mepe onHa M3 (YHKUMH onuuu --client-connect BeimosiHeHa
ycnemHo, 3ateM BCE ¢ynkuuu client-disconnect ngsi ckpuntos
U MJ1ardHoB OyAyT BBI3BAHBI NIPU yHaJeHUHU 00beKTa 3K3eMILIspa
KJHEHTa, axe B TeX cJydasiX, KOorga HeKOTopble U3 B3aWMOCBS-
3aHHBIX (YHKUMH client-connect BepHy/n oIMOOYHBIH cTaTYyC.
--client-disconnect komaHne mepenaercs TOT ke MYyTb, YTO U KO-
MaHjie --client-connect B kauecTBe mocJieqHero aprymenra (mocse
BCeX apryMeHTOB, yKa3aHHbIX B cmd ).

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpUnTo

CENY.00009-05 32 09 99

--client-config-dir dir

Ykazatb Kartasor dir s HHAXBUAYAJNbHBIX KJIUEHTCKUX KOH(UTY-
pauroHHbIX (aiaoB. [locsne Toro, Kak NOAK/AIOYAOLINACA KAUEHT
ayrentuduuuponat, «OpenVPN-IT'OCT» uiier B 3TOM KaTaJjore
(paiia, Ha3BaHUe KOTOPOrO COBMAJaeT C COMMON name KJHeHTa
no npaBuiam X.509. Ecau Ttakoét da#isn cyuectByer, oH Gyner
OTKPBIT M NMPOUYUTAH B MOUCKAX KJHEHT-CMeUU(PHUUHBIX KOHPUTY-
pauMoHHBIX onuui. Ecau coorBercTBylolMi (aill He HalineH,
«OpenVPN-TI'OCT» mombiTaeTcsi OTKPBITh M MPOYUTATH yMOJYa-
TenbHbIH (haiia non HasBanveM DEFAULT, kotopblit MoxkeT ObITh
NpefocTaBeH, HO He o0si3aTesleH. YUTHTe, YTO KOH(UT'YpaLMOH-
Hble (albl 10JKHBl ObITh unTaeMbiMd AJs1 «OpenVPN-I'OCT»
rocjie 0TKasa OT MpaB MPUBUIETHMPOBAHHOTO T0Nb30BATENS.

ITOT pail1 MOXKET yKa3bBaTh (pUKCHUpoBaHHbIH [P-anpec nis nan-
HOT'O KJIMeHTa ¢ nomolibio --ifconfig-push, xak u puxcrpoBaHHble
NOACeTH, NPUHAAJIeXKALIHe KIHEHTY, ¢ OMOLLbIO --iroute.

OnHO M3 1MoJIe3HBIX CBOHCTB 3TOH ONUKK — TO, YTO OHA [103BOJSET
yIoOHO CO31aBaTh, Pe1aKTHPOBATh UM YAANATb KJIHEHTCKHe KOH-
(urypauuoHHble galbl Npu AelicTBylolleM cepBepe, 6e3 Heo6Xo-
IMMOCTH Nepe3alnycka cepsepa.

B kJMeHT-crienu(pUUHOM KOHTEKCTe NPaBOMOUHBI CJeYIOIIHe OIl-
uuu: --push, --push-reset, --push-remove, --iroute, --ifconfig-push
u --config.

--ccd-exclusive

TpeboBaTh, B KauyecTBe yCJOBHA ayTeHTHU(PUKALWHU, YTOOBl MOJ-
KJIIOYAIOLIMHCS KJIUeHT uMmed ¢aia --client-config-dir.

--tmp-dir dir

Ykasatb Karasor dir mjs BpeMeHHBIX (anJIoB.

dToT KataJgor Oyner ucnosb3oBatbcss OpenVPN npouneccamu u
CKPHUIITOM [/ Tlepeauyd BpeMeHHbIX TaHHBIX B OCHOBHOH Mpoliecc
OpenVPN. O6paTtute BHHUMaHHe, YTO KaTaJjor NOJKeH ObITh J0-
cryned ans 3anucu OpenVPN mnpoueccy nocse oTkasa oT mpas
TPUBUJIETUPOBAHHOIO MOJNb30BaTES.

DTOT KaTaJsor UCIMOJb3yeTCsl B CAEAYIOMIUX CAyYasix:

e ckpunramu --client-connect nas gUHaMHUECKOH TreHepaluu
KJIMeHT-CIelH(PUUHbIX KOH(PUI'YpaLHMOHHBIX (DaiiioB. e mepexBar
mmarnHa OPENVPN_PLUGIN_AUTH_USER_PASS_VERIFY
IJsl BOo3BpaTa ycrexa/Heymauu yepe3 auth_control_file mpu wc-
TM0JIb30BAaHUK MEeTOfa OTJIOXKEHHOH ayTeHTH(HKAlLHUK e mepexBat
nnaruia OPENVPN_PLUGIN_ENABLE_PF nns nepenauu npa-
BUJ (pusbTpauuu uepes pi_file

--hash-size r v

YctaHOBUTBE pa3Mep TabJMLbl X3llell peasbHBIX aapecoB B I, a
BHUPTYaJsbHBIX aapecoB B V. [lo ymonuaHuio pasmepsl obenx Tab-
JIULL OrpaHUueHBl 256 agpecamu.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--bcast-buffers n HasnauuTb n 6ydepoB A5 LIMPOKOBEIIATENbHBIX JaTarpaMm (Imo
yMoJiuaHuoo 256).

--tcp-queue-limit n MakcumanbHOe KOJMMYeCTBO MCXOASLIMX TaKeTOB, CTABALIUXCS B
ouepenb nepen TCP (nmo ymomnuanuio 64).

Korna «OpenVPN-TOCT» nepemaer mno TyHHe/J IO [aHHble
¢ ycrpoiictea TUN/TAP ynanennomy kauenty mo TCP-
COeIMHEeHUI0, BO3MOXKHO, 4To ycTpoicTBo TUN/TAP moxeT mpo-
M3BOJUTDb JaHHbIE C OOJIbIIEH CKOPOCTBIO, HEXKENH MOXKET MO Aep-
x)atb TCP-coennnenne. Korpa konnyecTBO HCXOASIIMX MAKETOB,
NOCTaBJIEHHBIX B ouepeib Nepen oTnpaBkod Ha TCP-coker, mo-
CTUraeT 3TOro Inpejesa AJs NAHHOTO KJHEHTCKOTO COelMHeHHSs,
«OpenVPN-IT'OCT» HauHeT HTHOPUPOBATH WCXOASIIHE TaKeThl,
HarnpaBJ/IeHHblE 3TOMY KJHUEHTY.

--tcp-nodelay DToT Makpoc ycraHaBiauBaeT ¢uar cokera TCP_NODELAY
Ha cepBepe U IepelaeT ero COeIUHSIOWIMMCH KJaueHTaM. Pmar
TCP_NODELY orkatwouaer anroput™m Haras na TCP-cokerax,
3acTaBJissl NepefaBaTbh MaKeThl HeMENJIEHHO C HU3KHUM BpeMeHeM
3a/lepXKKH, a He KIaTb KOPOTKUH MPOMEXKYTOK BpeMeHH, 4TOObI
00BbeIMHUTb HECKOJIbKO NaKeTOB B OfMH OoJsbliuoi naketr. B VPN-
npusoxkeHusix, padorawomux no TCP, TCP_NODELAY, kak mnpa-
BHUJIO, SIBJISIETCSI XOPOLIMM ONTHMHU3AaTOPOM BPEMEHH OXKHIaHUS.
Makpoc pacinpoBbIBaeTcsl C/AeAYOIHUM 00pa3oM:

if mode server:
socket-flags TCP\_NODELAY
push "socket-flags TCP\_NODELAY"

--max-clients n OrpaHU4YHUTb cepBep N OfHOBPEMEHHO MOAKJIOYAIOLMMUCS KJHEeH-
TaMH.
--max-routes-per-client n [I03BO/IUTE MAaKCUMYM N BHYTPEHHUX MapLIPYTOB HA OLHOTO KJIU-

eHta (o ymosuaHuio 256). DTo mpenHasHaYeHO MAJisS TOTO, YTO-
Obl OMOYb cliepxkaTh DoS-aTaku, Korna ayTeHTH(OUIMPOBAHHbIH
KJIMEHT 3aXJIeCThIBAET CePBEp MaKeTaMU, KOTOpble, KaK KaXKeTcs,
MPUXOAAT C MHOXKecTBa yHHKaJabHbIX MAC-anpecoB, 3acraBisis
cepBep HCTOLIATh BUPTYaJbHYIO MaMsATb 110 Mepe TOro, KakK pac-
IIUPSieTCs €ro BHYTPeHHsAs TabJjulia MapUIpyTH3alud. DTy IH-
PEKTHBY MOXKHO HCMOJb30BaTh B (ailie --client-config-dir wan
aBTOMaTHUECKH I'eHepUpPOBaTh CKpUMToM --client-connect, uTo6bl
3aMeHUTh TJ100abHOE 3HAUEHHE MJiS KOHKPETHOrO KJIHEHTa.
O6paTuTe BHHMaHUe, UTO 3Ta TUPEKTHBA BJIHsSET HA BHYTPEHHIOW
tabauny MapuwpyTtusauud «OpenVPN-TOCT», a He Ha TabauIy
MaplLIPyTH3aLHUH sipa.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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--stale-routes-check n [t]

YnaauTe MapuipyThl, KOTOpble He OBbLIM aKTHBHBI B TeUeHHe N

CeKyHJ (T.e. BpeMeHHU yCTapeBaHHs).

DTa mpoBepKa BBIMOJHSETCS Kaxkable t cekyHn (T.e. MHTepBaJ

TIPOBEPKH).

Ecnu t He 3aJlaHoO, TO IO YMOJYaHHUIO HCIIOJIb3yeTCd 1.

DTa oMU NOMOraeT YMeHbIIUTb pa3Mep TabJIHUILbl AHHAMHUECKON

MapupyTtusaund. Cm.Takxke --max-routes-per-client

--connect-frec n sec

[To3BosnTh MakcuMyM N HOBBIX COeIUHEHWH B SeC CEKYHHA OT
KJWEHTOB. DTO NpeaHa3HayeHO IJs TOro, 4ToObl crep:kaThb DoS-
aTaKd, KOTOpble 3aXJ/IeCThIBAIOT CepBep 3ampocaMH Ha COeIuHe-
HUe, UCTONb3Yyst cepTU(HKATBI, KOTOPblE B KOHIE KOHIIOB He yaa-

eTcsl ayTeHTU(PULHUPOBATh.

Ho 370 HecoBeplieHHOe pelleHHe, IOTOMY UTO B peajibHOM Clie-
Hapuu DoS moryT Takke ObITh OTBEPTrHYTHI MPABOMOYHBIE COEIH-

HEHHA.

Jnsa Hauaydied 3amuthl oT DoS-atak B cepBepHOM pexXHUMe HC-
noJb3yire --proto udp u subo --tls-auth, au6o --tls-crypt.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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--learn-address cmd 3anyCcTUTb CKPUIT WJAW KOoMaHay o6osoukd cmd, 4ToOBI Mpo-
BEPUTb IPAaBUJIbHOCTb KJMEHTCKHX BHPTYaJbHBIX aIPeCOB HJIH
MapLIpyTOB.

cmd comepKUT MyThb K CKPUNTY (MJIK UCIOJNHSIEMOH TPOrpaMme),
OMNLMOHAJNBHO HCIOJb3yeTcss ¢ aprymeHTamu. IlyTe M aprymen-
Tbl MOTYT OBbITb 3aKJ/I0YeHbl B ONMHAPHblE UJIH [BOMHbIE KaBbIUKH
U/WJIK OTHesIeHbl 00pPaTHOM KOCOH UepToi, a TakxKe J0JKHbI ObITh
pasneJsieHbl OMHUM WK OoJiee TPOOesIOM.

cmd MoKeT BBIMOJHATBCS C TPEMsI MapaMeTpaMu:

1. operation - «add», «update» uau «delete», ocHoBaHHBIN Ha
TOM, 100aBJseTcs JIM agpec K BHYTpeHHeH TabJule Mapli-
pytusauuu OpenVPN, Monuduuupyercss U yaansieTcs.

2. address - amgpec y3HaeTCs WJM He Y3Haercs. ITO MoO-
X)eT ObiThb anpec [Pv4, takoél kak «198.162.10.14», nox-
cetb IPv4, Takas kak «198.162.10.0/24», uau MAC-
anpec Ethernet (korma mcrnosbsyercs --dev tap) Takod kak
«00:FF:01:02:03:04».

3. common name - [lose common name cepTudHUKaTa, acco-
[IMMPOBAHHOTO C KJIMEHTOM, CBSI3aHHBIM C 3THM aJpecoM.
[TpucyrcTByeT ToNBKO N1 onepaurii «add» u «update», HO
He 175 «delete».

B wmeromax «add» u «update», ecau ckpunT Bo3BpallaeT Kof
omn6ku (He Housb), «OpenVPN-I'OCT» oTBepraer ampec U He
MOIU(HULMPYET CBOIO BHYTPEHHIO TAOJHILy MapIIpyTH3ALMH.
Kak npaBusio, ckpunt cmd Ucnosnb3yeT HHPOPMALIMIO, PEL0CTaB-
JIEHHYO BbIle, YTOObl YCTaHOBUTb MOAXOMSIINE NaHHble GpaHi-
mayspa Ha wuHTepdeiice TUN/TAP. TIlockonbky «OpenVPN-
[OCT» mnpenocraBssier acconuanuio mexay IP-agpecom uiu
MAC-azpecoM U ayTeHTH(PULUUPOBAHHBIM MOJIEM COMMON name
KJIMeHTa, OHa M03BOJIsIeT ONpe/e/leHHOMY 0/b30BaTeNeM CKPUITY
KOH(UTYPHUPOBATh MOJUTUKH AOCTYTa OpaHAMaydpa ¢ y4eTOM Bbl-
COKOYPOBHEBOI'0 COMMON name KJHeHTa, a He HU3KOYPOBHEBBIX
KJIMEHTCKUX BHPTYyaJ/bHBIX alpecoB.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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--auth-user-pass-verify cmd | Tpe6Gyet, 4ToObl KJIMEHT MPENOCTaBHJ JIOTHH U Mapojb (BO3MOX-
method HO, B 100aBJieHHe K KJIHEHTCKOMY CepTH(UKATY) IJis ayTeHTU(DH-
KallWH.

«OpenVPN-T'OCT» BbimosHUT cmd Kak KOMaHLy 000J0UKH, UTO-
Obl IPOBEPUTD MIPABUJIBHOCTD JIOTHHA U 11apoJisi, IPel0CTaBJeHHbIX
KJIUEHTY.

cmd COmep:KUT MyTh K CKPUNTY (MJIKM HCHOJHSEMOH MporpaMmme),
OMIIMOHAJNBHO HCIMOJB3YyeTcsl ¢ aprymeHtamu. [lyTb u aprymen-
Thl MOT'YT ObITb 3aKJ/I0YeHbl B OJMHAPHbIE WUJIM IBOWHBbIE KaBbIUKH
¥/WJIK OTHEeNIeHbl 00pPAaTHOM KOCOH UepToi, a TaKxKe H0JKHbI ObITh
pasneJieHbl OMHHUM WK OoJiee IPOOesIOM.

Ecniu 3HaueHue mnapamerpa method ycraHoBseHO B «via-envy,
«OpenVPN-I'OCT» Bbi3oBeT script ¢ mnepeMeHHBIMH Cpejbl
username u pasword, KOTOPbIM B KauecTBe 3HAUEHHH MPHUCBOEHBI
CTPOKH JIOTHHA W TapoJisi, TpelocTaBaeHHble KaneHToM. Hmerite
B BHUJYy, UTO 3TOT croco® HebGe3onaceH Ha HEKOTOPHIX MJaTgop-
MaX, KOTOpble JeJaloT cpely Ipoliecca MyOJaddyHO BUAMMOH ApY-
THM HeNpPHBUJIETHPOBAHHBIM IMPOIECCAM.

Ecau 3nauyeHue napamerpa method ycraHoBsieHo B «via-file»,
«OpenVPN-I'OCT» 3anuiier JIOTHH U NapoJib B [IepBble [BE CTPO-
KM BpeMeHHoro ¢aina. HanmeHoBanue Qaina Oyner mnepenaHo
B KauecTBe aprymeHta B script, u ¢daia OyneT aBTOMaTHUeCKH
ynaneH «OpenVPN-I'OCT» mnocne Toro, Kak CKpUIT MPHILJET
Koz 3aBeplueHHus. [TosokeHne BpeMeHHOro (haiia KOHTPOJUPYET-
cs onuued --tmp-dir, u Mo ymosmyaHuio OyneT TEKYLIMM KaTaJjo-
rOM, eCJIM He yKa3aHo japyroe. B unensix 6esonacHocTd nopymaire
Hajl TeM, 4yToObl YCTaHOBUTH --tmp-dir B HecoxpaHseMmylo cpeny,
Takylo Kak /dev/shm (ecnu moctymnHa), 4ToObl MPEeNOTBPATHUTh 3a-
UChb (pak/a C JJOTMHOM M NapoJieM Ha »KeCTKUH IHCK.

CKpUNT [0J/KEH TPOCMOTPeTb JOTHH W MapoJib, BO3Bpallasi
yenewHsld Kon (0) ecsin 3ampoc KJIMeHTa Ha ayTeHTH(PUKALHUIO
cyleflyeT TIPUHSATh, UM KOA OmHOKHK (1), uToOBI OTKa3aTh KJHEH-
Ty.

DTa JMpeKTHBAa MpefHa3HaYeHa [Jsi TOro, 4TOOBl 1aTb BO3MOXK-
HOCTb MHTep(eHcy B CTHJE MOAKJIIOUAEMBIX MOLY/NEH PaCIIMPUTh
ayTeHTH(HKaurOoHHble BO3MOXKHOCTH «OpenVPN-I'OCT».
Yro6bl 3alIUTHUTBCA OT KJHEHTa, Mepealollero 3JoHaMepeHHO
CO3JaHHBIE CTPOKH JIOTMHA HWJM TapoJisi, JOTMH BCeraa MoJKeH
COCTOSITb TOJIbKO M3 CJELYIOLUIMX CHMBOJIOB: OyKB asndaBHTa U
uudp, NopadepKUBaHUs, Heduca, TOYKH WU at-KOMMepuecKoro
(@). Ctpoka mapoJisi MOXKET COCTOSITh M3 JIIOOBIX CUMBOJIOB, KOTO-
pble MOXXHO Hameuartatb, Kpome CR u LF. Jlio6ble HeKoppeKTHbIe
CUMBOJIBI B CTPOKaxX JIOTWMHA WJM MNapoJiss OYAyT NpeBpalleHbl B
3HaK MOAUYEPKUBAHHUS.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-05 32 09 104

Bce omnpenesieHHble MOJb30BaTeeM CKPUIITHI MOJKHBI H30eraTh
CO3MIaHUsI YSI3BUMOCTH 3allMThl MPU paboTe C ITHMH CTPOKa-
mu. Hukorma He HCMoONb3y#Te 3TH CTPOKH TaK, UTOOBl OHHU
MOTJIH ObITh MPOUHTEPIPETUPOBAHBI HHTEPIPETATOPOM 000JOUKU
MJIM UTOOBI CrellHaJjibHble CHMBOJIBI B HUX CTAHOBHJIMCh UYacCTbhiO
escape-ToC/Ie0BaTebHOCTH.

B kauecTBe o0pasiia CKpPHIITA, KOTOPBIK BHIMOJHSIET ayTeHTH(DH-
kKauuio PAM, cMm. sample-scripts/auth-pam.pl B auctpubyTtrBe
«OpenVPN-T'OCT».

--auth-gen-token [lifetime] | [locne ycnemHo# ayreHTHduKauuu JoruH/maposas OpenVPN
cepBep C 3TOH onuMed reHepupyeT BpeMeHHBIH ayTeHTH(UKaLU-
OHHBIH TOKeH W OTHpaBJjseT ero KaueHty. [lpu cienyiomux mo-
BTOpHBIX Tofk/aodeHusix OpenVPN kiueHt Oynmer oTmpasssiTh
3TOT TOKEH BMeCTO MapoJisi noJib3oBaTesnsi. CepBep Ha CBOeH CTO-
pOHe BBIMOJHUT BHYTPEHHIOW MPOBEPKY ayTeHTHU(PHUKALHUU TOKe-
Ha U HE Oyzner BbIMOJHATD HUKAKUX JOMOJHUTENbHBIX MTPOBEPOK
ayTeHTU(UKALKH, HANlPaBJeHHBIX HAa BHEIIHHE CKOH(UI'YpeHHble
MeXaHH3Mbl ayTeHTH(UKALKWH UMEHHU T10JIb30BaTe s/ mapoJsi.

Aprywmenr lifetime onpenessier, Kak 10/r0 NeHCTBYeT CreHepHUpO-
BaHHBIH TokeH. lifetime 3amaercss B cekynnax. Ecau lifetime He
3aiad uau paBeH O, TO TOKeH HUKOT/A He TepecTaeT NeHCcTBOBATD.
OTa (YHKUMS MoJie3Ha 115 Cpell, Ie HaCTPOEHO HCIOJb30BaHUe
onHopasoBbix mnaposiedt (OTP) kak yacTb MPOBEpPKH MOMJHUHHO-
CTH T0JIb30BATeJIs1/MapoJsisi, © ITOT MeXaHHU3M ayTeHTH(PUKALHUU
He MOoAJepKHBaeT HUKAKUX ayTeHTH(PHKALHOHHBIX TOKEHOB.

--opt-verify K/1eHTBI, KOTOpblE COEAMHSIIOTCS C OMIMSIMH, HECOBMECTHMBIMU
C OMUHUSMHU cepBepa, OYAYT OTKJIOYEHH.

Onuwuu, KoTopble 6YAyT CPaBHUBATbCS Ha COBMECTHUMOCTb, BKJIIO-
yatoT dev-type, link-mtu, tun-mtu, proto, ifconfig, comp-Izo,
fragment, keydir, cipher, auth, keysize, secret, no-replay, no-iv,
tls-auth, key-method, tls-server, u tls-client.

Ata onuus Tpebyet, utobbl onuus --disable-occ HE ucnonbsona-
JIach.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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auth-user-pass-optional [Io3Bo/IUTE coevHEHHE C KIUEHTAMH, KOTOPble He YKa3bIBaIOT JIO-
TWH ¥ napoJib. Kak mpaBuiio, Korga ykasaHel onuuu --auth-user-
pass-verify unn --management-client-auth (unu ayrentudukanu-
OHHBIH MOJKJ/I0YaeMblii MOAYJ/b), cepBepHblil 1eMoH «OpenVPN-
[OCT» 6ynmet Tpe6oBaTh y MOAKJ/IOYAIILUXCS KJAUEHTOB YKa3aTb
JOTUH M TapoJsib. DTa OMIMS [eJiaeT Nepenady JOrdHa W Mapo-
JIsl KJIMEHTaMH OIIMOHAJbHOM, TepeiaBasi OTBETCTBEHHOCTD Orpe-
[leJIeHHOMY T0JIb30BaTeJ/ieM ayTeHTHU(PUKALMOHHOMY MOIYJIIO HJIHU
CKPUNTY, KOTOPbIH OyneT MpUHHMAaTh UJHW OTBepPraTh KJHEHTa Ha
OCHOBe APYruxX (pakTopoB (TakKWX Kak Habop moJieil cepTH(hHKa-
ta X.509). Korna ucnosnb3yercsi 3Ta onuus, U NOAKJIIOYAOLIIHHACS
KJMEHT He MepeaaeT JIOTUH U MapoJib, ONpeeseHHbIH MoJb30BaTe-
JieM ayTeHTU(UKALHUOHHBIA MOAYJ/b UK CKPUNT OyaeT paccMaTpH-
BaTh JIOTHH W MapoJib KaK MYCThble CTPOKH. AyTeHTH(HUKAIIMOHHbIN
monyab uau ckpunt JOJIZKEH umerb Jjoruky, utobbl 3aMeTUTb
3TO COCTOSIHME W OTBETHUTb COOTBETCTBEHHO.

--client-cert-not-required YCTAPEJIO He 3anpaimuBaTh KJIUEHTCKHUH cepTH(HHUKAT, KJIUEHT
OyneT ayTeHTU(PULHUPOBATHCS TOJIBKO C MOMOILBIO JIOTHHA U Mapo-
asi. UmeliTe B BHAy, UTO MCIIOJNb30BAHHE 3TOH NUPEKTHBHI MEHee
6e3onacHo, yeM TpeOoBaHHE CEPTU(PHUKATOB CO BCEX KJIHEHTOB.
Yutute, 3Ta onuus Obla 3aMeHeHa Ha Gojiee THOKYi --verify-
client-cert. Onuus --verify-client-cert none — dbyHKUHOHAIbHBIN
sKBHUBaJseHT --client-cert-not-required.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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--verify-client-cert YKkasaTb TpebyeTcs JiM OT KJAUeHTa NPeJoCTaBAATh BaJUAHBIN cep-
none|optional|require TU(HUKaT. Bo3aMokHble BapUAHTHI:

none: cepTu(UKaT Ka1eHTa He TpebyeTcs. KnneHT no/KeH ayTeH-
TU(PHUIMPOBATHCS TOJBKO C MOMOILBIO UMEHH MOJb30BaTe s/ Iapo-
asi. UmeliTe B BHAYy, UTO MCIIOJb30BaHHE 3TOH NUPEKTHBbl MeHee
6e3onacHo, yeM TpeOoBaHHe CEPTU(PHUKATOB OTO BCEX KJIHEHTOB.
Ecsu BBl HCrosib3yeTe 3Ty AWPEKTHBY BCS OTBETCTBEHHOCTH JIO-
JKUTbCS Ha Balll --auth-user-pass-verify script, moatomy nomHuure,
4TO OLIMOKMU B BallleM CKPUINTe MOTEHLHUANbHO MOTYT MOCTaBUTh
non yrpody 6e3omnacHocTb Baiied VPN.

--verify-client-cert none - QyHKUHOHA/NbHBIH 3SKBUBaNEHT --
client-cert-not-required

optional: K/IMeHT MOXKeT MpeabsSBUTh CEPTU(DHUKAT, HO ITO HEOOs-
3aTesbHO. Korma ucnosb3yercst 3Ta AUPEKTHUBA, Bbl JOJKHBI TaK-
»Ke HUCMoJb30BaTh --auth-user-pass-verify script, uto6er y6enutb-
csl, UTO KJHEHT IpolleJ ayTeHTHU(PUKALHUIO C MOMOILbIO CEepTH-
(uKata UM MMEHH I0Jb30BaTe/ sl U MapoJis, a BO3MOXKHO U C
MOMOILLbIO U TOTO, U APYroro.

AHanoruuHo, BCsi OTBETCTBEHHOCTD 3@ ayTEHTU(DHUKALIMIO JIOXKHUTh-
cs Ha Bal --auth-user-pass-verify script, moatomy nomHure, uto
OLIMOKM B BallleM CKPUIITe MOTeHLHa/JbHO MOT'YT MOCTaBUTb MOJ
yrpo3y 6e3omnacHocTb Baieid VPN.

require: 3To OMUMSA MO yMOJYaHUIO. KJHEHT 10J/KeH MpeabsiBUTh
cepTuduKkat, uHaue OyneT oTKaszaHo B goctyrne K VPN.

Eciu Bbl He HCrosib3yeTe 3Ty OHUPEKTHBY (WJM HCIOJb3yeTe
--verify-client-cert require), Ho wucmosb3yete --auth-user-pass-
verify script, torma «OpenVPN-I'OCT» BBIMOJHHUT OBOHHYIO
ayTeHTH(UKauMo. Bepudurkauusa kavmeHtckoro ceptudukara U --
auth-user-pass-verify script mo/KHbI 3aBepIIUTHCS yCIIEXOM, YTO-
Obl KJIHEeHT Obl1 ayTeHTHU(UUUpoBaH U ponylieH K VPN.

--username-as-common- Ilns ayTeHTHUKALMKM ¢ momollpio --auth-user-pass-verify, uc-
name N0/Mb30BaTh AayTeHTHU(UKALMOHHBIA JIOTHH, a He cOommon name
U3 KJHEHTCKOro cepTH(UKaTa B KayecTBe COMIMON name.

--no-name-remapping YCTAPEJIO --no-name-remapping — ajbTepHATUBHOE HUMS AJisI
--compat-names no-remapping onuuu. OHa oOecreyHUBaeT COB-
MeCTHUMOCTb C KOH(pUTypaUuHUsIMU cepBepa C MOMOILbIO apaMeTpa
no-remapping. O6patuTte BHUMaHHe: 3Ta onuus ycrapesa. [loaro-
My y6enuTech, 4TO Bbl mopaep:kute HoBeIH X.509 popmar nmMeHH,
ONHUCaAHHBIM B --compat-names ONUMHA KaK MOXKHO CKOpeH.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--port-share host port [dir]

[Ipu pabore B TCP-cepBepHOM pekuMe, HCMOJb30BATH MOPT
OpenVPN coBmMecTHO ¢ [JpyruM TpPUJIOKEHHEM, TaKHUM Kak
HTTPS-cepsep. Ecin «OpenVPN-TOCT» mnouyBcTByeT coenu-
HeHHe Ha CBOeM IOpTY, KOTOPO€ MCIOJb3yeT NPOTOKOJ, OTIHY-
Hell oT mpoTokosa OpenVPN, oHa mpokcupyeT coeinHeHHe K
cepBepy Ha host:port. B Hactosiiee Bpemsi paboTaeT TOJBKO ¢
HTTP/HTTPS, xotsi TeopeTwueckd ee B OyAylleM BO3MOXKHO
pacIIMpUTh Ha APYTHE MPOTOKOJbI, TaKHe Kak ssh.

dir ykasbiBaeT OMIHMOHAJbHYIO TUPEKTOPHIO, Iie OYAeT CreHepUpo-
BaH BpPeMeHHbIH (hailsl A/ KaxKAOT0 MPOKCH COeNHHEHHUs C hMe-
HeM N u comepxauuit C, rme N — ucxomueiéi [P:port, a C -
ucxonHeld IP:mopt coennHenns ¢ mpokcu-cepBepoM. IDTa TUPEK-
TOpPUSI MOXKeT ObITb MCIOJNb30BaHA MPOKCH-CEPBEPOM B KauyecTBe
cJI0Baps 1/ onpeaeseHUs HCTOUHMKA coefinHeHus. Kax bl cre-
HepeHHbIH (ala OyneT aBTOMAaTUUeCKH YAaJjeH IocJje pas3pbiBa
IPOKCH-COeINHEHUS.

He peanusoBana B Windows.

8.4 KuuneHTCKUH peXum

HcnonbayiiTe KAUEHTCKUN pexxuM, noakJiatouasichk k cepsepy «OpenVPN-I'OCT», koTopbiii uMmeeT
B KOH(UTypallUH OMIHH --server, --server-bridge usau --mode server.

--client

BcrnomoraresnibHasi AHpeKTHBA, MpefHa3HayeHHAs [JIs TOrO, UTO-
Obl YIIPOCTUTb KOH(HUTYpaLHIo KJAUeHTcKoro pexxuma «OpenVPN-
[OCT». dta nupekTHBa 3KBHBaJIEHTHA CJEAYIOLIEMY:

pull
tls-client

--pull

DTa onuus N0JKHA MPUMEHATbCS Ha KJHEHTe, COeNHHSIOLIEMCS
C MHOTOKJIHeHTHbIM cepBepoM. OHa ykasbiBaeT, 4yTo «OpenVPN-
[OCT» pno/KHa MPUHATH OINLMM, NepelaHHble CepBEpPOM, eCJIH
OHHM SIBJISIFOTCS] YaCThIO NIPABOMOYHOr0 Habopa IMepefaBaeMblX OIl-
uui (o6paTuTe BHUMaHHUe, uTo onuus --pull mogpasymeaercs om-
nuel --client).

B uyactHoctH, --pull mo3BosisieT cepBepy mnepenaBaTbh KJMEHTY
MapLIpyThl, TaK 4TO He CJedyeT HcmoJb3oBath --pull u --client
B CHUTYyallUsiX, KOTJla Bbl He JOBepsieTe CepBepy KOHTPOJb Hal Tab-
JULEeH MapLIpyTH3alUH KJIHeHTa.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--pull-filter Onuuu GuabTpauyy, nojydaemMble OT cepBepa, ey OMIUs Hauu-
accept|ignore|reject text Haetcs ¢ text. 3amyckaercs Ha KnueHTe. Pyar accept paspelnaer
ONLMIO, ignore ynajsieT ee U reject ycTaHaBarMBaeT OLIKOKY U 3a-
nyckaet nepesanyck SIGUSERI. ®uabTpbl MOTyT yKa3blBaThCs
HECKOJIbKO pa3, W KaxK/Abli NpUMeHsIeTCsl B TOM NOpsiiKe, B KAKOM
nepeurcseHbl. PuapTpauns KaxKI0H OMUUM OKaHUMBAeTCs, Kak
TOJIBKO COBMNajieHHe HakneHo. HecoBnmaauine omuuu npuHUMAIOT-
csl 10 YMOJIYAHUIO.

CpaBHeHHe mnpedHKca HCIOJAb3yeTCs [JI CONOCTaBJEHUS TeKCTa
M TIOJly4eHHOH omuuu, utobsl --pull-filter ignore "route"ymamun
BCe Mepe/laHHble OMIMH, HaYyMHaolMecs ¢ "route KOTopble MOTYT
BKJIIOUaTh B cebsi, K nmpuMepy, route-gateway. 3akjounTe TEKCT
B KaBbIYKH, YTOOBI yUecTh MPoOeJIbl.

--pull-filter accept "route 192.168.1.-pull-filter ignore "route '
- yhaJsT BCe MaplIpyThl, KOTOpble He HayuHaloTcs ¢ 192.168.1.
DTa onuHus MoXkKeT ObITb UCIOJb30BaHA TOJNBKO Ha KjaueHTax. O6-
paThTe BHUMaHHe, 4YTO reject MoxKeT IMPUBECTH K IOBTOPSAIOLILE-
Mycsl IMKJY 005l U NepernofK/IUeHus], eC/IH TOJNbKO He yKa3aHO
HECKOJIbKO YCTPOHCTB U MNOAKJ/IOYEHHE K CJleyIolleMy YCTPOHUCTBY
He OKarkeTcsl ycrelHbM. YToObl Mo4ya UTHOPHPOBATH OMLMIO, OT-
TpaBJIeHHYI0 CePBEPOM, UCIOJb3YHTe.

v

-auth-user-pass [up] AyreHTrnduUIMpPOBaTHCS HAa CepBepe C MOMOLILbIO JIOTHHA U T1apoJis.
up — a#s, comepKallMi JOTUH U MapoJb B 2 CTPOKAX.

Ecau ctpoka maposst otcyteByet, To OpenVPN mpensioxut BBe-
CTH ee.

Ecnu napameTp up omnyliieH, JIOTHH U NapoJsib OyAyT 3anpaliuBaTh-
Csl C KOHCOJIH.

CepBepHasi KOH(pUTypalusi J0JKHA yKa3aTb CKpUMT --auth-user-
pass-verify, 4To6bl TPOBEPUTH JIOTHH U MAPOJb, NPEIOCTABIEHHbIE
KJIUEHTOM.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--auth-retry type KoutposupoBate, kak «OpenVPN-I'OCT» oTBeuaeT Ha OLIHOKH
MPOBEPKH JIOTHHA W MapoJisi, TaKWe KaK OTBET C KJHEHTCKOH CTO-
poHbl Ha coobuienue ceppepa AUTH_FAILED usu Heynaua mpo-
BEPKH MapoJis 3aKPBITOr0 KJoya.

Kak npaBuio, ucnosbayercs, 4ToObl NPeJOTBPaTUTh ayTeHTU(U-
KallMOHHBlE OUIMOKKU OT (paTasjbHOCTHU Ha KJIMEHTCKOH CTOpOHe, U
MO03BOJIUTh MEPEe3anpPOCUTh JIOTHH U MapoJb B CJydae OLINOKH.
Coob6uienne AUTH_FAILED renepupyetcsi cepBepoM, €CJid KJIH-
€HT He MPOXOAMT ayTeHTHU(HKauuio --auth-user-pass, uau ecqau
cepBepHBIN CKpUMT --client-connect Bo3BpaliaeT cratyc OUMOKH,
KOrJia KJIHEeHT MbITaeTCs MOAKIIOUNTBCS.

type MoxkeT OBITb OLHHUM H3:

none - K/jueHT BBIXOOHUT ¢ (haTalbHOH OLIKOKOH (yMO4aHHE)
nointeract - KnueHT nonbiTaeTcs nepenofk/a0UUThCs 6e3 nepesa-
npoca JIorTHHa u mnapoJs --auth-user-pass. HMcnosbsyiite sty on-
LIMIO 1151 HeOOCYKMBAeMbIX KJIHEHTOB.

interact - ¥ ksineHTa OymeT mepesanpolieH JOTHH H MapoJib U/UJu
NapoJib 3aKPLITOTO KJi04a Mepef MONbITKOH MepernogKaI0YeHus.
O6paTtuTe BHUMaHHe, YTO XOTS 3Ta ONLHUSA He MOXKeT OblTb NHepe-
JlaHa, el MOXKHO yTpaBJsTh ¢ UHTepdelica ynpaBJ/eHuUs.

--static-challenge t e BK/IIOYUTb cTaTHUECKHH MPOTOKOJ 3amnpoca/oTBeTa, HCMOJb3Ys
TeKCT 3anpoca t ¢ dpsarom 3xa, 3aganubeiM e (0]1).

®nar 5xa yKasblBaeT, cJedyeT JU U HET MOBTOPSATb OTBET I0JIb-
30BaTeJIsl Ha 3ampoc.

Cwm. management-notes.txt us nucrpudyrusa OpenVPN a5 onu-
caHus mportokoJga 3ampoca/orBera OpenVPN .

--server-poll-timeout n, -- | LlukJauuecku ompaiinBasi BO3MOXKHbIE yiaJeHHble cepBepa, 4To-
connect-timeout n OBl MOAKJ/IOUNTBECS, TPATUTh He GOJblle N CEeKyHI Ha OXKHUIaHHE
OTBeTa, Mpexjie UeM MepeiTH K ClefylleMy cepBepy. 3HaueHue
no ymosmuanuio 120c. ToT TakMayT BKJOUAeT TalMayT MPOKCH-
cepepa u TCP-coennHenus.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--explicit-exit-notify [n] B UDP-knnveHTCKOM peXXHMe WJH B peXHMe TOUKa-B-TOUKY IO-
CblIaTh CepBepy/mapTHepy COOOIIeHHe O BBIXONE, €CJIU TYHHeJNb
nepesanyckaercs uiad npouecc OpenVPN 3zaBepuiaercsi. B knu-
€HTCKOM pexKMMe, IIPU BbIXoJe/mepe3anycke, 3Ta OMLUs COOOLIUT
cepBepy, 4TO CJelyeT HeMeJJeHHO 3aKpbiTb ero OObeKT 3K3eM-
mJIsipa KJIHeHTa, a He »KJAaTh TalimayTa. [lapamerp n (mo ymosya-
HUIO 1) ympaBJsieT MAKCHMaJslbHBIM KOJIMYECTBOM TIOMBITOK, KOTO-
pble TIpeANpUMeT KJHEHT, N0Chlasl COoOlIeHHe O BBIXOJE.

B UDP-cepBepHoM pexuMe nocbl1aTh KOMaHAy KaHaJja YIpaB-
nenuss RESTART nopkiouenHsiM kjaueHtam. [lapamerp n (1o
yMoJauaHuio = 1) KoHTpoJupyeT noBefeHHe KjaueHToB. Korma n
= 1, KJMEHT MOMBITAeTCs MOBTOPHO MOAKJIOUHUTBCS K TOMY »Ke
cepBepy, Korjga n = 2, KJHeHT NepeifieT K CJeylolleMy cepBepy.
OpenVPN He 6ynetr oTnpaB/siTh HUKAKHUX YBeIOMJIEHUH O BBIXO-
e, €CJIM 3Ta OMNUUS He BKJIOYeHa.

--allow-recursive-routing Korna sta onuusa ycraHosseHa, OpenVPN He Gyner cOpaceiBath
BXoAsye tun makeTbl C TeM »Ke NyHKTOM Ha3HauyeHHUs, 4To U
XOCT.

HOpHﬂKOBHﬁ Ne nsMeHeHus ITOHHHCb JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue




KpunTo CENY.00009-05 32 09 111

8.5 Onuuu 3amudppoBaHusi KaHaJJa AaHHBIX

OTH ONLMM HMEIOT 3HaueHHWe U JJI CTATUUECKOro pexkuma, U anas pexkuma TLS-norosopeHHoro
KJfo4ya (IOJ2KHBI ObITh COBMECTHMbI MeXKIy MapTHepaMH)

--secret file [direction] Ob6ecrneynTh peXHUM 3alId(pOBaHUsA CTATHYECKOro Kiwoda (He
TLS). HMcnosnb3oBaTh paHee MOJyuyeHHBIH OOOUMH MapTHepaMH
cekpeTHBIH KJtou file, KoTOpbl# Obll CreHEepHpPOBaH C MOMOIIbIO
ONnLHH --genkey.

OnuuonanpHell mapamerp direction o6ecrmeynBaeT HCMOJb-
soBaHue 4 pasauunbix kJaoded (HMAC-ornpaBka, wmudp-
samudpoanue, HMAC-nosnyyenue, mudp-paciindpoBaHue), Tak
UTO KaK/10e HalpaBJjeHHe TeYeHHs JaHHBIX UMeeT Pa3JUuHbI{ Ha-
oop kaouedt HMAC u 3amudoBanus. ITo UMeeT psifi KeJjaTesb-
HBIX 3aLIUTHBIX CBOHCTB, BKJ/IOYas HCKJ/IOYEHHE OINpefieseHHBbIX
BUIOB D0S-aTak W atak rnepenpourpbiBaHUs COOOIIEHUH.

Korna mapamerp direction omyiieH, 2 Kiawoua HCIOJIb3YIOTCS B
IBYX HanpaBseHusix, onuH aasg HMAC u omuH nss 3amudpoBa-
HUs/pacinpoBaHHUS.

[Tapamerp direction Bcerma mosikeH UMeTb AOMOJHSIOIIKAE PYT
Apyra 3HayeHHUs Ha 00eHUX CTOPOHAX COeJUHEHHS, T.e. OHA CTO-
pOHa J0JIKHA UCIOJIb30BaTh «1», a npyrasi ucnoab3oBath «0», Hin
o6e CTOPOHBI JOJIKHbI €r0 OMYCTHUTb MOJHOCTBIO.

[Tapametp direction tpebyer, uto6bl ¢aiin file comepxkan 2048-
OUTHBIHA KJIOY.

Pexxum 3a1npoBKH Ha CTaTUUECKOM KJIIOUe HMeeT OomnpefeJseH-
Hble TpeuMylllecTBa, HauboJsee BaXKHOE U3 KOTOPbIX — JIETKOCTb
KOH(UT'YpHUPOBaHHUSI.

Het cepTudukaros, yI0CTOBEPSIOMINX LEHTPOB UJH CJIOKHBIX J10-
TOBOPHBIX X9H[IIEHKOB U NPOTOKOJOB. ENMHCTBEHHOE TpeOoBaHUe
— 4yToOBl Y Bac OblJI paHee CYLIECTBYIOUIMH 3allUIIeHHbIH KaHaJl
C BallIUM MapTHepoM (Tako# Kak ssh), uToObl M3HAYAJIBHO CKOIH-
poBaThb KJio4. ATo TpeGoBaHHe, BMeCTe ¢ (PaKTOM, UTO Ball KJOU
HHUKOTa He MEHSIeTCs], eC/IM Bbl He CreHepupyeTe BPyUHYIO HOBbIH,
JleJlaeT 3TOT PeXKUM HECKOJbKO MeHee 0e30MacHbIM, UeM PexHM
TLS (cm. Huxe). Ecain atakyiomieMy ynaetcst yKpacThb Balll KJiod,
BCe, YTO ObLIO KOTAa-aubo 3alu@poBaHO UM, CKOMIIPOMETHUPOBA-
Ho. CpaBHHUTE 3TO C HJleaJbHBIMM BO3MOXKHOCTSIMHU CEKPEeTHOCTH
B TLS-pexume (c ucrnosb3oBaHueM obOMmeHa KiwouaMu Juddu-
XeJsiMaHa), THe Ha)ke eC/U aTaKyolleMy yIajoch YKPacTb Balll
3aKPBITBIM KJ/I0U, OH He MOJYUYUT HUKAKOH UH(MOPMALUU, KOTOpPas
nomorJia 6bl eMy pacliM(ppoBaTh Mpeablayllihe CeaHCHI.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Elle onuH mpeuMyIIeCTBEHHBIH acleKT peKuMa 3allu(pOBaHHUs
CO CTaTHYECKHUM KJIIOUOM TOT, UTO 3TO MPOTOKOJ, B KOTOPOM OT-
CYTCTBYIOT X3HALIEHKH, HET HUKAKHUX OTJIWYUTENbHBIX MOIIMUCEN
MJIM TIPU3HAKOB (TaKHUX KaK 3aroJI0BOK MOCJeI0BATENbHOCTH XIH/-
1Ielika MPOTOKOJIA) KOTOpble OTMeuasy Obl 3alIH(pOBaHHBIE MaKe-
Tbl Kak creHepupoBaHHble «OpenVPN-T'OCT». Jlwo6o#, noacay-
IIMBAKIIUK Ha MTPOBOJE, HE YBUAUT HUUETO, KPOMe CJAYYaHHO BbI-
TJSASIIINX AaHHBIX.

--key-direction AnbrepHaTHBHBIH C0CcO0 yKasaTh ONLUMOHAJbHBIA MapameTp Ha-
npasJeHus as --tls-auth u --secret onuuii. [lose3Ho npu Ucmob-
30BaHUM BCTPOEHHBIX (haisoB (CM. pasfesl 0 BCTPOEHHBIX (aitmax

).

--auth alg AyreHTH(UIMPOBATh MAKETBl, WCIOJNb3Yys aJTOPUTM OakmxKe-
cta alg, ciemyeT HCIOJNB30BaTh AJTOPUHUTMBI Magma-mac
unn  kuznyechik-mac, pasi obecneueHHsi COBMECTHMOCTH C
«OpenVPN-T'OCT» us cocraa CK3M «Marllpo Kpunrollaker
3.0» nomyckaeTcss MCMOJb30BaHHE anroputma gost-mac. YrtoOsl
OTKJIOUUTb ayTeHTHU(UKAIHIO, YCTAHOBHUTE 3HAueHHe TapaMeTpa
alg B none.

Ecnu ucnonb3yercsi pexkum mudpoanus MGM (cm. onuuio --
cipher), To npu 3amuTe nepenaBaeMblX NAaHHBIX Napametp --auth
UTHOPHUPYETCsl, UCMOJb3yeTcsl ayTeHTU(DUKaLUs pexkxuma MGM.

--cipher alg [IludpoBaTh mNaxkeTbl € MOMOLIbID aJropuTMa IMIH(POBAHHUSA
alg. CnenyeT wHCHoJb30BaThb OAWH W3 CJAEAYIOIIUX aAJTOPUT-
MoB: magma-ctr-acpkm, kuznyechik-ctr-acpkm, magma-mgm
unn  kuznyechik-mgm. [lans obecnieyeHHsi COBMECTHUMOCTH C
«OpenVPN-T'OCT» us cocraBa CK3M «Marllpo Kpunrollaker
3.0» mormyckaetcs UCMo/b30BaHUe ajqroputma gost89.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--ncp-ciphers alglist Onuusi 3agaéT CHHMCOK MOMYCTMBIX aJIOPUTMOB LIM(POBAHUS
MaKeTOB, pa3/eJEHHBIX [BOETOUHEM, CJedyeT YKasblBaTb ONMH
WM HECKOJbKO H3 CJeIYILIMX MakeToB: magma-ctr-acpkm,
kuznyechik-ctr-acpkm, magma-mgm usau kuznyechik-mgm. Ec-
JIM Ha 000MX KOHLlIAaX COeAMHEHHUS yKa3aHa 3Ta ONuHs, A5 Lud-
pOBaHMS MaKeTOB OyAeT UCIONb30BaH MePBbIH U3 0OLINX aJrOPUT-
MOB 3THX CIIMCKOB, OMUHS --cipher B 3TOM cJjiyuae UTHOPUPYeTCs.
Ecnu onuus 3agaHa ToJbKO y OfHOH M3 CTOPOH COeMHEHHUs, a Ha
BTOPOH CTOPOHE yKa3aHa omnuus --ncp-disable nubo ucnosbsyer-
csi «OpenVPN-I'OCT» u3 cocraa CK3U «Marllpo Kpunrolla-
keT 3.0», B KOTOPOM MeXaHHW3M COIJIACOBAHHUSl ajropuTMa LIud-
pOBaHMS He MOAJAEP:KUBaeTcs, TO OyIeT HCMOJb30BaH AITOPUTM
IH(POBAHUS APYrOM CTOPOHBI, €CJM OH JHOO yKas3aH B ONUHHU
--cipher, n160 npucyTCcTByeT B CIUCKe --ncp-ciphers

--ncp-disable OTkJ/10492eT TPOTOKOJ COIJIACOBAHUSA aNropuTMa IIH(POBaHUSA,
nasi wrppoBaHus OyAeT HCMONb30BaH alrOpUTM, YKa3aHHBIH B
onuuu --cipher.

--keysize n YCTAPEJIO Pasmep kitoua mndpoBaHusi B 6UTax (ONLIHOHA/b-
Ho). Ecim He yKazaHa, MO yMOJUAHHWIO paBHA yMOJYaTeJbHO-
My 3HaueHMIo, CleUU(PUUHOMY [/ AaHHOro wmudpa. Onuus -
-show-chipers (cMm. HHMXKe) TOKa3biBaeT BCe AOCTYMHBIE MIH(PHI
OpenSSL, ux ymosmuatesnbHble pa3Mepsl KJOUeH, U MOXKHO JIU U3-
MEHHTb pa3Mep KJtoya. MeHsiliTe yMo/IUaTebHBIE pa3mep KJoua
C OCTOPOXKHOCTbIO. MHorue wHdpel He ObIIW LWIUPOKO KPHUITO-
AHAJN3UPOBAaHbl C HECTAHJAPTHBIMU JJHMHAMM KJ/IOUeH, u OoJsee
IJIMHHBIE KJIOY MOXeT He TPefOCTaBJ/sATh PeasbHOH TrapaHTHU
GoJiblliell 6e30MacHOCTH U [aKe YMEHbUIUTh CTeNeHb 3alUThI.

--prng alg [nsl] (HomonnurensHas) nas PRNG (reneparopa mnceBmoc/ydadHbIX
YHCeJ) WCIOJB30BaTh aJrOPUTM Jakmxkecta alg (mo ymoJsuaHuUio
shal) u ycranoButh nsl (mo ymosuanuio 16) B pasmep B 6aiitax
IJIMHBI cekpeTa nonce (Mexnay 16 u 64).

YcraHoBHTe 3HaueHHe mnapameTpa alg B none, 4YTOObl OTKJIIO-
untb PRGN u ucnonbsoBath BMecTo Hee ¢yHKuuio OpenSSL
RAND_bytes nmnsi Bcex TpeGoBaHHE NMCEBAOCAYyUaHHBIX UHCEN B
«OpenVPN-T'OCT».

--engine [engine-name] Ob6ecrneynTh (QYHKLUHOHAJBHOCTb KPHUITOrPAPUUECKOTO0 MOMLYJIs
engine OpenSSL, ocHOBaHHYI0 Ha anmapaTHBIX BO3MOXKHOCTSX.
Ecnu ykasan mapamerp engine-name, HCIOJIb30BaThb OMNpeeseH-
HbIH KpunTorpaduueckuil Moy b engine. Mcnonb3yite onuuio --
show-engines, 4To6BI MOJYYUTh CIHUCOK KPHUNTOrpapUUECKHX MO-
nyJneil engine, kotopele nopaepxkuBaotces OpenSSL.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--no-replay YCTAPEJIO (HomosnHuTeIBHAS) OTKJIIOUHTD 3alIUTY
«OpenVPN-IT'OCT» npoTtuB arak mnepenpourpeiBanus. He
HCIIOJIb3YHTE 3Ty OIHUI0, €CJAW Bbl He TOTOBBl 3alJaTUTh
yMeHbIlIEHHeM CTeleHH 3alUThl 33 yBeaudeHue 3(H(HeKTUBHOCTH.
«OpenVPN-T'OCT» npenoctaB/isieT 3allUTy OT IepernpoUrpbiBa-
HHS laTarpaMM 10 YMOJYaHHIO.

3amunra OT TMepernpoUrpeiBAHUS BBIMOJIHIETCS TOMEYaHHEM KarK-
N0V UCXOASILEH naTarpaMMbl UAEHTU(HUKATOPOM, KOTOPBIH rapaH-
TUPOBAHHO YHHUKAJIEH AJs UCIOJIb3yeMoro KJjawo4a. [lapTHep, KoTo-
pBIH TOJIyyaeT gaTarpamMmy, MPOBepsieT YHUKAJIbHOCTb HAEHTH(H-
KaTopa. Ecau 3TOT uaeHTHPUKATOP yKe Obl1 MOoJydeH B Mpelbl-
nyueir nararpamme, «OpenVPN-IT'OCT» npourHopupyeT mnaxer.
3amura OT MepenpourpeiBaHus BaxKHa IJs TOTO, YTOOBI OTPA3UTh
TaKWe aTakd, KaK artaka mnepernosHeHdns SYN, rme aTakymoouiui
cyliaeT Ha mpoBoje, nepexBatbiBaeT nakeT SYN (MaeHTHDHIH-
pysl €ero no KOHTEKCTY, B KOTOPOM OH BCTPeuaeTcs M0 OTHOLIEHUIO
K JPYTMM IakeTaM), MOTOM IlepefiaeT MOJydaiolleMy MapTHepY
MHOKECTBO KOIHH 3TOrO IMakKeTa.

3amuTta ot nepenpourpeiBaHus B «OpenVPN-I'OCT» peanusosa-
Ha HECKOJIbKO Pa3JIMUHBIMH CIIOCOOAMH, B 3aBUCHMOCTH OT PeXKH-
Ma ynpaBJieHUs KJo4YaMH, KOTOPbIH Bbl BbIOpaJH.

B pexume cTaTHuecKoro KJjwoua WM MPH UCIOJAb30BAHHH LIU()-
poB CFB uan OFB, «OpenVPN-I'OCT» ucnosnbsyer 64-6UTHbIN
YHUKAJIbHBIH HAEHTU(UKATOP, KOTOPbIH COYeTaeT METKY BpeMeHH
C YBEJMUMBAIOMIMMHUCS TOCJEN0BATEJbHBIMA HOMEPaMH.

[Ipy wucnosnbzoBanuu pexuma TLS pas obMeHa KJawouaMu U
muppa CBC, «OpenVPN-TOCT» ucnonb3yer ToJMbKO 32-0UTHBIN
MoC/efoBaTeNbHBIH HOMep 0e3 MeTKH BpeMeHH, MOCKOJbKY
«OpenVPN-T'OCT» MoxkeT rapaHTHpPOBaTb YHHKaJbHOCTb 3TOU
BeJIMUMHBl 1 Kaxkporo kJmoda. Kak B IPSec, ecau nocaeno-
BaTe/bHbIM HoMep npubauxaercs K HyJwo, «OpenVPN-TOCT»
3anycKaeT HOBBbIH 0OMeH KJ/I04aMH.

Uro6bl  MpPOU3BOAWTHL  MPOBEPKY HAa  MepenpoUrpbiBaHue,
«OpenVPN-IT'OCT»  ucnosib3yeT  ajJropuTM  «CKOJIb3SIIIETO
OKHa», hcnosb3yeMbiit [PSec.
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H3MEeHeHHe




KpUnTO CENY.00009-05 32 09 115

--replay-window n [t] Hcnonb3oBaTh CKoMb3sillee OKHO AJisl 3aALLUTHl OT Tepernpourpbl-
BaHHUSl pa3Mepa N U BpeMeHHOe OKHO B t CeKyHI.

[To ymosnuanuto n paBHo 64 (ymosuanue [PSec), a t paBHO 16
CeKYyHJaM.

DTa onuus akTyanabHa ToJbko B pexxume UDP, T.e. Korma umau
yKazaHa omnuusi --proto udp, unu BooOlle He yKasaHa ONUHUSA --
proto.

Korna OpenVPN rtyuuenupyer IP-makerst uepes UDP, cyuie-
CTBYET BO3MOXKHOCTb, UTO MaKeTbl MOTYT ObITb MOTEPSIHbl HJH
LOCTaBJIeHbl B HempaBuibHOM nopsake. [Tockosbky «OpenVPN-
[OCT», kak u IPSec, amynupyer cjoéi (pusnyecKoil ceTH, OHa
TIPUMET TOCJIeJOBATENBbHOCTD MAKETOB, MPHUILEALINX B HENPABHUJIb-
HOM TIOpSiiKE, W JIOCTABUT TaKHe MAaKeTbl B TOM Ke TMOpsiIKe, B
KaKOM OHH ObLIM TMoJsyueHbl, B cTeK mpoTokosoB TCP/IP, ecin
OHM YIOBJIETBOPSIIOT HEKOTOPBIM OrPaHUYEHHUSIM.

1. TTakeT He MOXeT OBITh MEpPENPOUTPLIBAHUEM (€CJH TOJBKO
He yKa3aHa omnuus --no-replay, Kotopasi OTK/I04aeT 3aLUTY
OT TepernpoUrpPLIBaHHS)

2. Ecau nakeT npuOblBaeT B HeNpaBUJbHOM MOPSIIKE, OH MO-
KeT ObITb NMPUHAT TOJBKO €CJIH pa3HHLlA MeXJy ero rnocJe-
NI0BaTeJIbHBIM HOMEPOM M CaMbIM OOJIBLIUM Y2Ke TMPUHSATHIM
nocJ/en0BaTeNbHBIM HOMEPOM MeHbllle 1.

3. Ecau naker npubbiBaeT B HeNpaBUJIbHOM MOPsiIKe, OH OyHeT
TNIPUHSAT TOJIBKO €CJIM OH NMpHUOBIBaeT He Mo3Ke 4eM t CeKyH[
nocJie Jil0OOro nakera, copepKaliliero 6oJiee BLICOKHMH MocJe-
J0BaTeNbHBIH HOMeP.

Ecsu Bbl Hcrosb3yeTe ceTeBYIO CBSI3b C GOJIBILOH MarucTpasbio
(4TO 0O3HAUAET LIMPOKYIO MOJIOCY TIPOMYCKAHUS U OOJbLIONH MePHO]L
OXKHUJAHHsSI), BBl MOXKETe 3aXOTeTh HUCIO0JIb30BaTh OOJbIINE BEJH-
urHbl n. Oco6eHHO 4acTo 3Toro TpebyeT CMyTHUKOBAs CBSi3b.
Ecnu Bbl 3anyckaere «OpenVPN-I'OCT» ¢ --verb 4, Bb yBUIH-
Te coobuienne «Replay-window backtrack occurred [x]» Kaxmbiit
pas, KOTa OTCTYIJeHHe MAaKCHMaJbHOTO MOCJeN0BaTeTbHOIO HO-
Mepa YBeJHUHBaeTcs. DTO MOXKET ObITb MCIOJb30BAHO /IS Ka-
JIMOPOBKH 1.

Cyl1ecTBYIOT HEKOTOpble MPOTHUBOPEYHS MO MOBOAY MOAXOASIIE-
ro crioco6a obpalleHdsl ¢ U3MeHEeHHeM MOpsiiKa MaKeTOB B CJO€
0e30MacHOCTH.

A ¥MeHHO, 10 KakKO# CTeleHU [OJXKEeH CJOH 0e30MacHOCTH 3a-
IUIIATh MHKAMCYJHUPOBAHHBIA MPOTOKOJ OT aTak, KOTOpPblE MPH-
TBOPSIIOTCS PA3HOBUIHOCTSIMH OOBIUHOH TOTEPH U IMEPECTAHOBKH
MakeToB, KOTOpble caydatorcst B [P-cersax?

[Tonxon IPSec u «OpenVPN-T'OCT» coctouT B TOM, 4TOOBI pas-
PEeIIUTh MepecTaHOBKY MAKEeTOB BHYTPH OMpeeJJeHHOTO (PUKCHPO-
BAaHHOTO OKHA MOCJ/eI0BaTeIbHbBIX HOMEPOB.
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«OpenVPN-T'OCT» nononnsier monesb [PSec, orpannuuBas pas-
Mep OKHa BO BpeMeHH, KaK U B NPOCTPAHCTBE MOCJeI0BaTEIbHO-
CTH.

«OpenVPN-T'OCT» rtakxe no6asaser TCP-tpancnopt Kak on-
uuto (He npemsaraemyto IPSec), B atom ciyuae «OpenVPN-
[OCT» moxeT 3aHSITh 0YeHb CTPOTYH0 MO3HUIHIO 10 OTHOILEHHIO
K yIaJeHWI0 W MepecTaHOBKe COOOLIEHWH: He MO3BOJISATH 3TOTO.
[Tockobky TCP rapaHTHpyeT HamexXHOCTb, Jro0as MOTeps HJIH
repecTaHOBKa MaKeTOB MOXKeT OBITb COUTeHa aTaKoH.

B 3ToM cMbicjie MOXKHO BO3pa3uTb, 4YTO TyHHeJbHbBIH TCP-
TPAHCIOPT TMpeANouTHTeJeH NpU TyHHeJUpoBaHUU He-IP uu
UDP-npoToko/i0B npu/iokKeHUH, KOTOpble MOTYT OBITbH ySI3BUMBI
0 OTHOUIEHHUIO K aTake yJaJeHHs WM NepPeCTAaHOBKU MaKeTOB,
KOTOpasl He yjaeTcsl B Npeje/aX HOpPMaJ/bHbIX ONepalUuoHHbIX Na-
pametpoB [P-cereil.

[TosTomy yTBep:xaaeTcs, YTO HUKOTA He CJefyeT TYHHEeJIUpPOBaTh
He-IP-npotokon uau UPD-npotokon npunoxenusi yepes UPD,
€CJIM TIPOTOKOJ MOXKeT ObITh YSI3BUM 110 OTHOLIEHHIO K aTake yna-
JIEHHS] WJIM NIepeCTaHOBKH NAaKeTOB, KOTOpasl He yJlaeTcs B Ipeje-
JlaX HOpMaJIbHbIX ONEPallMOHHBIX MapaMeTpPOB TOrO, UTO CJeLyeT
oxkunatb ot (usudeckoro [P-cmnos. [IpobGaema serko peruaercs
npocTeiM Hcrosnb3oBaHreM TCP B KayecTBe TPAHCIOPTHOrO CJIOS

VPN.

--mute-replay-warnings He BBIBOIUTH NpenynpexkaeHHs O MepenpoOUrpbIBAHUH, KOTOpPbIE
4yacto ObIBaIOT J0XKHOW TpeBorod B WiFi-certax. dra onuus co-
XpaHsieT 0€30MacHOCTb KOJa 3alIMThl OT MepernpourpbiBaHus 6e3
BbIBOJIa MHOXKECTBa COOOLLEHUH 0 NyOJUPYIOLIMXCS TaKeTax.
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--replay-persist file CoXpaHsiTh COCTOSIHHE 3aLIUTHl OT MePEeNPOUTPLIBAHUS MEXIY ce-
aHcaMH, ucnoJb3ys ¢aia file nnsg coxpaHeHuss W Tepe3arpysku
COCTOSIHMS.

DTa ONIUS YCUJIUBAET 3alIUTY TPOTHB aTak MepenpoUrpeIBaHHUS,
ocobeHHo Korza Bbl ucnosb3yete «OpenVPN-I'OCT» B nuHamu-
YyeCKOM KOHTeKcTe (Hampumep, ¢ omniued -inetd), xorma ceaHchl
«OpenVPN-T'OCT» yacTo HauMHAIOTCS ¥ OCTaHABJMBAIOTCSI.
DTa OMUHUs COXPAHUT HA AMCKe KOIMHUIO TEKYIIero COCTOSIHHS 3a-
IIMTBl OT MepPEenpOUrpPeIBaHUs (T.e. CaMyl0 TOCJENHIO MEeTKY
BpPeMeHM MakeTa M TOCJel0BAaTeJbHBIH HOMep, MOJy4YeHHBble OT
yIaJIeHHOTO mapTHepa), Tak 4To ecyu ceaHc «OpenVPN-TOCT»
OCTAHOBJIEH U HauaT CHOBA, OH OTBEPTHET JIt000e MepenurpbBaHne
MaKeTOB, KOTOPble OBLJIH YK€ TOJydeHbl B MPEeAbIAYIIeHd CeCCHH.
DTa OMNUMS UMeeT CMBIC/ TOJBKO B TOM CJydae, KOrAa 3all{Ta OT
TepenpoUTpPbIBAHUS BKJIOUEHA (M0 YMOJUAHHIO) U BBl HUCIOJb3Y-
eTe UM --secret (pexuMm oOIIMX CeKpeTHbIX KJrouei) uau TLS-
pexum c --tls-auth.

--no-iv YCTAPEJIA (HononnutenbHast) OTKIIOYHTL Hcmoab3oBaHue [V
(BekTOpa MHUIManU3auuu wudpa). He ucnonbayiite 3Ty onuuio,
€CJM Bbl He TOTOBBI 3aMJIaTUTh MeHbIEH CTeNeHbI0 3allUThI 3a
00/1bIIYI0 3(P(PEKTUBHOCTb.

«OpenVPN-T'OCT» ucnosnbsyet [V no ymosmyanuto u Tpedyet ero
nast pexxumoB CFB u OFB (koTopele coBepliieHHO He 3allUIIeHbI
6e3 Hero). McnosbsoBanue IV Ba)kHO 1/151 6€30MaCHOCTH, KOrja
HECKOJIbKO COOOLIeHHH 3aln(poBbIBaIOTCS/paciii(poBbIBAIOTCS
C HCIOJIb30BaHUEM OJHOT'O M TOTO e KJIoua.

IV peanusoBaH mo-pasHOMy B 3aBHCHMOCTH OT HCIOJIb3YeMOTO
pexrMa WH(pPOBaAHHUS.

B pexume CBC, «OpenVPN-I'OCT» ucnosnb3yet nceBnocayda-
Hell [V pid Kaxxporo nakera.

B pexume CFB/OFB «OpenVPN-IT'OCT» wucnonbsyer B Kaue-
ctBe [V yHUKa/nbHBIH MOC/eN0BaTeNbHBIH HOMEP U METKY BpeMe-
uu. Ha camom pnene, B pexxume CFB/OFB «OpenVPN-TOCT»
MCIOJIb3YeT ONTHMU3AIMIO JaTarpaMM, SKOHOMSIILYI MeCTO, KO-
TOpasi UCTOJb3YeT YHUKAJbHBIH HAEHTU(DHUKATOP M5 3AMIUTHl OT
TepenpoUrphIBaHUsl AaTarpaMM B KadecTBe [V,

--use-prediction-resistance | Bkstouutb conporuBienue nporHosupoBanuio B mbed TLS RNG.
BkitoueHHe CONPOTHBJEHUS] MPOTHO3UPOBAHUIO MPUBOAUT K I10-
BTOpHOMY 3amnoJsHeHH0 RNG npu kaxnom BeizoBe random. [lo-
BTOPHOE 3aloJIHEHHe 4acTO MOXKET OBICTPO HUCTOLLUTB MYJ SHTPO-
UU SAApa.

Ecau BaM Hy»KHa 3Ta ONuUHUS, YYTUTE BO3MOXKHOCTb 3amycka je-
MOHA, KOTOPbIH N06ABUT SHTPOMHUIO B MYJ SApa .
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--test-crypto BBHIONMHUTE  CaMOTECTHpPOBaHHE  KPUNTOTpadUUeCKUX  ONUHUH
«OpenVPN-T'OCT», 3amudpoBbiBass ¥ paciiddpoBbiBas TeCTO-
Bble MMAaKeTbl C HCIOJb30BaHWEM ONUHH 3alIU(PPOBAHUS KaHAJOB
NAHHBIX, YKA3aHHBIX Bblllle. DTa ONUUS He TpebyeT (PYHKLUHOHHU-
pYIOILLlero mapTHepa, MO3TOMY MOXeT ObiTh ykaszaHa 6e3 --dev u

--remote.

TunuuHbM Hcnonb3oBaHUeM --test-crypto OyneTt 4uTo-To nogoOHOe
CeAYIOLEMY:

openvpn-gost --test-crypto --secret key

UJIH

openvpn-gost --test-crypto --secret key --verb 9

DTa onuus odeHb noJesHa ajs trectupoBanusi «OpenVPN-TOCT»
nocJe TOro, Kak OHa Obljla MOPTHPOBaHA Ha HOBYIO MJaThopMmy,
UJIM 4TOOBI H30JMPOBATh NPOOJIEMbl B KOMIHUJAATOPE, KPUNTOOUO-
auoteke OpenSSL uau kpunrorpapudeckom komae «OpenVPN-
[OCT». [TockosbKy 3TO pexXKUM CaMOTeCTHPOBaHUS, MPOBJIEMBI C
3amiu¢poBaHUEM U ayTeHTU(HUKaLeHh MOryT ObITb pelleHbl He3a-
BUCUMO OT MpPo6JieM C CeTbl0 U TyHHeJEeM.

8.6 Onuuu npotokosaa TLS

[Tpotoxkon TLS ucnonb3dyercst s opraHru3aliy U 3alLMThl KOHTPOJIBHOIO KaHaJja, 10 KOTOPOMY
CTOPOHBI OOMEHHBAIOTCS, B YACTHOCTH, KJIIOYaMH 3aLIUTHl JAHHBIX.

Pexxum TLS - cambiil MowHb# Kpuntorpapuueckuil pexxuMm «OpenVPN-I'OCT» kak ¢ Touku
3peHust 6e3omacHoCTH, Tak U rubkoctu. Pexxum TLS pabotaet, ycraHaBiuBasi KaHaJsbl yIIpaBJeHUs
¥ NaHHBIX, KOTOpble MyJabTUIIeKcHpytoTcs yepe3 onuH nopt TCP/UDP. «OpenVPN-TOCT» uHu-
uunpyet ceanc TLS mo kaHasny ynpaB/eHHS W UCIOJNB3YeT ero J/s oOMeHa KJouaMy MH(POBaHUS
1 HMAC ns 3amuThl KaHata AaHHBIX. TLS pexXum Hcrosib3yeT BBICOKHEH YPOBEHb HaleXKHOCTH IO~
Bepx UDP coenunHeHus 15 BceX KOMMYHUKALHWK KaHa/a ylpasJ/eHHUs, TOTAA KakK KaHa/l AaHHbIX, 110
KOTOPOMY MAYT 3alIU(pOBaHHble TyHHeJbHbIE JaHHbIE, lepeHanpaJseTcs 6e3 Kakoro-jaubo nocpes-
HU4yecTBa. B pesysnbrare nosyudaercs Jjydiiee U3 060UX: ObICTPBIH KaHaJs JaHHBIX, KOTOPbIH Mepechl-
naercs yepe3 UDP ¢ HaksnagHeiMKM pacxofamu TOJIbKO Ha WU(poBaHuUe, Aellin(PpoBaHue U (DYHKLUHH
HMAC, u kaHaJs ynpaBJjeHHsl, KOTOPBIH oGecreunBaeT Bce (PyHKIUM OesonacHoctd TLS, BKiouas
ayTeHTH(UKALMIO, OCHOBAHHYIO Ha cepTU(HUKaTaX, U npsamas cekpeTHocTb duddu-Xennmana.

Yro6bl yctaHoBUTh TLS-KaHas, kaxabiil napTHep, KoTopelil 3anyckaeT «OpenVPN-I'OCT», noa-
»KeH HUMeTb COOCTBEHHYIO JIOKa/lbHYI0 Mapy cepTudukar/kmawou (--cert u --key), moamucaHHylo Ha
KOPHEBOM cepTH(hUKaTe, YKa3aHHOM B --Ca.

Korna nBa nmapTHepa MoaKJ/IOYAIOTCS APYT K APYTY, KAaXKABIH MPeNCTaB/seT APYTrOMY CBOH JIOKaJb-
HBIH cepTH(UKAT. 3aTeM KaxKAblH MapTHep MPOBEPSeT, YTO €ro MmapTHep MPedoCTaBHJ CepTU(UKAT,
NOANUCAHHBIA Ha KOPHEBOM cepTH(HKaTe, YKa3aHHOM B --ca. OOpaThTe BHUMaHHE, UYTO CepTU(U-
Kat napTHépa A nmo/xeH ObITh MOANMCAH Ha KOPHEBOM CepTH(UKATe, yKa3aHHOM B MapameTpe --ca
naptHépa B, u HaobopoT.

Ecnn 3Ta mpoBepka ycrmeliHa ajsi 0o060MX NapTHepPoB, TO OydeT ycCremHo ycTaHoBjeHo TLS-
coefiMHeHHe, 06a MapTHepa OOMEHSIOTCS BPEMEHHBIMM CEaHCOBBIMH KJ/IOYaMH, U TYHHe/b HauyHeT
nepeaBaTh AaHHBIE.
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HuctpubyTtus «OpenVPN-I'OCT» conepkUT HabOp CKPUIITOB easy-gost 1Js ynpaBjeHHs CEPTHU-
(bUKaTaMHU U KJYaMH.

--tls-server Bkawouute TLS wu npuHatb Ha cebGs posab cepBepa B TLS-
COEeIMHEHUH.

--tls-client Bkaounte TLS wu npunate Ha cebs posap kaueHta B TLS-
COeIMHEHUH.

--tls-version-min  version | 3ampeliaeT UCrno/Jab30BaTh BepCcHH MpoTokosaa TLS Huke ykasaH-
['or-highest’] HOH.

--tls-version-max version 3anpeliaeT UCONb30BaTh BepcuM npotokosa TLS Bbile ykaszan-
HOH.
--ca file daiin ynocrosepsitouiero neHtpa (CA) B ¢opmate .pem, Takxke

MMeHYeMbId KOPHEBBIM CepPTH(UKATOM. DTOT (haly MOXKET BKJIIO-
4aTb HECKOJbKO CEPTHU(HUKATOB B (popMarte .pem, KOHKAaTeHHUPO-
BaHHBIX BMecTe. BBl MoxkeTe CKOHCTPYHUPOBaTb CBOH COOCTBEH-
HBbIA CepTU(UKAT U 3aKPBLITBIA KJIIOU YIOCTOBEPSIIOLIEro LEHTPa,
UCIONb3ys TAaKyl0 KOMaHAy, Kak:

openssl req -nodes -new

3ateM oTpenakTHpyHTe Ball (aia openssl.cni u oTpenaktupytite
nepemenHyto certificate Tak, uTo6bl OHa yKa3biBaJsia Ha Balll HOBBIH
KOPHEBOU cepTHU(HUKaAT ca.crt.

Tonbko past tecroBbix uesed, nuctpudbytTuB «OpenVPN-TOCT»
BKJIOUaeT obpasel cepTU(UKaTa YAOCTOBEPSIOLLETO LIEHTpa
(ca.crt). KoneuHo, BamM HHKOTAa He CJeAyeT MHCIOJIb30BaTh
TECTOBble CEPTU(UKATBl W TeCTOBble KJYW M3 AUCTpUOY-
tuBa «OpenVPN-I'OCT» B pabouell 00CTaHOBKe, MOCKOJBKY
BCJIEICTBHE TOro (pakTa, 4TO OHHM BKJIIOUEHBl B IUCTPUOYTHB
«OpenVPN-T'OCT», oM He mpenoCTaBJSIOT HUKAKOW 3alIUTHI.

--capath dir KaraJsor, conepxamunii nopepernble ceprudukatol (CA u Crnucok
Annywurernsix CeprudukatoB). He coBmectumo ¢ mbed TLS.
Korna ncnosbayeres --capath onuus, Takxke 10/MKHB OBITh MPELO-
cTaBJjieHbl neicTBuTenbHble CAC 1/ yIOCTOBEPSIOIIEr0 LIEHTPA.
Oxupaercs, 4TO yIOCTOBEPSIOLIMH LEHTP B KaTtaJjore capath 6y-
HeT HasblBaTbesd <hash>.r<n>. Jl1s mosydeHUs: NOTIONHUTENbHON
nHpopManuu cM. onuuio --CApath Bepudukauuu openssl u on-
Mo xsmupoBanue openssl x509 u openssl crl 0jst nomosHUTEb-
HOH MH(OPMaLHUH.
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--dh file dDaiin, comepxamui napamerpol Huddu-Xenanmana B dopmate
.pem (Tpebyetcsi ToNbKO 1Js --tls-server).

Yceranosute file=none, 4YTOOB OTKJIOUUTL OOMEH KJIOYaMHU
Hudpdu-Xennmana (1 ucnonp3oBath Tobko ECDH). O6parute
BHMMAaHHe, 4YTO [Js 3TOr0 HEoOXOAUMO, UTOObl ONHOPAHTOBbIE
y3Jibl HUCIOJIb30Bau 6ubanoTeKy SSL, KoTopas mopnep:KUBaeT
na6opel mwuppos ECDH TLS (nmanpumep, OpenSSL 1.0.1+ unau
mbed TLS 2.0+).

Hcnonbayiite openssl dhparam -out dh2048.pem 2048 nns co-
3nanus 2048-6utHbix napametpoB Huddu Xennmana. [Tapamer-
pol duddu XennamaHa MOTYyT CUMTATbCH OOLIEAOCTYIHBIMH.

--ecdh-curve name YKaxkuTe KpHUBYI0, KOTOPYIO CJelyeT UCI0J/b30BaTh A5 3JJIUITH-
yeckod KpuBod udopu-Xennmana.

JlocTynHble KpUBBIE MOTYT OBITh TepeurcJ/IeHbl C --show-curves.
YKasaHHasi KpuBas OyAeT HCMoJNb30BaTbcs Tosabko ajs TLS-
wngppos ECDH.

dtoT mapameTrp He mopuaep:xkuBaetcs B cbopkax OpenVPN nss
mbed TLS.
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--cert file [TopnucanHbél cepTU(HUKAT JOKAJBHOrO TMapTHepa B ¢opmaTe
.pem - [0JKeH ObITb MOAINKCAH yAOCTOBEPSIOUIMM LIEHTPOM, UeH
cepTudUKaT HaxomuTcss B (adse --ca file. Kaxknpiii mapTHep B
«OpenVPN-T'OCT», paborarouieit B pexxume TLS, nosxxeH UMeThb
CBOM COOCTBEHHble (palsbl cepTU(UKaTa U 3aKPBITOTO Kiwoya. B
LIOTIOJIHEHHe, KaXKIblH cepTH(HKAT NOoJKeH ObITb MOANHUCAH KJIO-
YOM YLOCTOBEPSIOIIEro LIeHTPa, Y€l OTKPBITBIH K04 HAXOOUTCS
B (paiisie ymOCTOBEpSIOLIEr0 LEHTpa --Ca. Bbl JIerko MoxeTe co-
30aThb CBOH COOCTBEHHBIH YHOCTOBEPSIOMIUNA LEHTP (CM. BHILIE)
UJIM 3aMJaTUTh NeHbIH, YTOOBI HCIMOJb30BaTh KOMMEPUYECKUi cep-
BUC. UT0oOBI co3maTh cepTU(HUKAT, Bbl MOXKeTe HUCIO0Jb30BaTh Ta-
KyI0 KOMaHIy, KaK:

openssl req -nodes -new
-keyout mycert.key -out mycert.csr

Ecsii 3aKkpBITBIE KJIHOY Balllero YAOCTOBEPSIIOIIEro IEHTPa YKUBET
Ha JIpyroil MalliWHe, CKONHpPYyHTe 3ampoc Ha MOAIMHCH CEepPTHU(H-
Kata (mycert.csr) Ha 3Ty Apyryio MamdHy (3TO MOXHO cHesaTh
10 He3allWIIeHHOMY KaHaJly, HalpUMep, 110 3JeKTPOHHOU MoYTe).
Tenepp mognuinTe cepTUPUKAT TAKOH KOMaHIOH, KakK

openssl ca -out mycert.crt -in mycert.csr

Tenepnr ckomupyiite ceptudukar (mycert.crt) obpaTHo K maprt-
Hepy, KOTOpbIH H3Haya/bHO co3nan (ais .csr (3To MOXKHO clie-
JaTb 4epe3 nyo6auuHyto cpeny). Ob6paThTe BHUMaHHe, UTO KO-
MaHza openssl ca YUTaeT MeCTONOJIOXKEHHe KJHYa yI0CTOBEPSIIO-
I[er0 LIEHTPA M3 CBOEro KOH(UIypalLHOHHOro (halja, TAKOro Kak
/usr/share/ssl/openssl.cnf - Takke obpartrute BHUMaHHe, YTO IJI5
(YHKLHH yIOCTOBEPSIOIIErO LEHTPA BbI JOJKHBI CO3/aTh (pakibl
index.txt (MoxeT ObITh MyCTHIM) W serial (MHHUIHaJUPYHTE, yCTa-
HoBus O1).

--extra-certs file Yxkaxure (ais, comepxxallui onuMH UM Heckonbko PEM cepru-
¢buKatoB (0ObeIHHEHHBIX BMECTE), KOTOPbIE 3aBEPIIAIOT JIOKAJb-
HYIO LeNo4Ky cepTH(UKATOB.

DTa onuus noJie3Ha IJs «pasleseHHbIX» yI0CTOBEPSIOLIMX LIeH-
TPOB, TJe YINOCTOBEPSIIOIIMH LEHTP MHJsi CepBEpPHbIX CepTH(dHKA-
TOB OTJIMYAeTCs OT YAOCTOBEPSIIOIIEro LEeHTPa M/ KJIHEHTCKUX
ceptudukatoB. PasmerieHue cepTuhUKaTOB B 3TOM (aije mMos-
BOJISIET UM OBITb HCIOJb30BAaHHBIMU [IJ151 3aBEPIIEHHUS JIOKAJIbHON
IIeNOYKH CcepTU(HUKATOB, He J0Bepsis UM MPOBEPKY cepTH(hHKATA,
MpefoCTaBJEHHOTO MAapTHEPOM, KaK 3TO Obl10 Obl B C/aydae, eCJu
Obl cepTU(HUKaThl OblIK TOMelleHHl B ca file.
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--key file 3akpbITBIH KJI0Y JIOKAJbHOTO NMapTHepa B (popmate .pem. Mcmosib-
3yHTe 3aKPBITHIH KJIIOY, KOTOPbIH OblI CO3[1aH, KOr/a Bbl CO3/1aBa-
JIM Ball MapTHePCKUH cepTuduKat (cM. Bbille onuuto --cert file).

--pkes12 file Ykazatb daia popmara PKCS#12, coneprkaiuil JokaabHbIH 3a-
KPBITBIH KJIIOU, JIOKaJbHBIH CepTU(UKAT U KOPHEBOH CepTHU(hHKAT
Y1I. Oty onuuio MOXKHO UCIOJB30BAaTh BMECTO --ca, --cert u --key.

--verify-hash hash [algo] Ykazatb orneuatok SHAI wuam SHA256 nns ceprudukara
ypoBHst 1. Ceprtudukar ypoBHss 1 - 3to CA (uau npome-
KYTOUHBIH ~CePTU(HKAT), KOTOPBIH TOANHCHIBAET JIUCTOBOH
cepTU(dUKaT U yHajseTcs U3 KOHEYHOro cepTuduKara B
HanpaBJeHWH HCXOAHUKa. Korma mpuHHMaeTcss CoeqUHEHUe
OT TapTHepa, OTIeYaToK cepTH(HKaTa ypoBHS 1 [0/KeH
coBrnactb ¢ hash, uHaue cepTudukar He mnpoluer BepudUKa-
nuto. Hash ykasbiBaercss B ¢opmare XX:XX:. .. K mnpumepy:
AD:B0:95:D8:09:C8:36:45:12: A9:89:C8:90:09:CB:13:72: A6:AD:16
®gar algo moxer umerb 3Hadenus au6o SHAIL, nu6o SHA256.
Ecsu He ykasaH, no ymosuanuto paBeH SHAIL .

--cryptoapicert select-string | 3arpysutb cepTH(HKAT U 3aKPBITHIH KJI0Y U3 CUCTEMHOTO XPaHH-
auia ceptudukatoB Windows (tosabko nas Windows/OpenSSL).
Hcnonpayiite Ty onuuio BMecto --cert u --key.

DTO M03BOJISIET HUCIOJb30BATh JIOOYI0 CMapT-KapTy, MOALEpPXKH-
Baemylo Windows, a Takxke m1000H cepTH(HUKAT, HaXOAALIUHCS
B XPaHMUJIHLIE CEePTU(PHUKATOB, Ile Y BaC €CTb JOCTYI K 3aKphl-
TOMY KJIOUy. DTOT BapHaHT OBl MPOTECTHPOBAH C HECKOJbKH-
Mu pa3anyHbiMd cMapt-kKaptamu (GemSAFE, Cryptoflex u elD
noytoBoro otaeneHusi lIBennu) Ha CTOpOHe KJHEHTa, a TaKxkKe
C UMIIOPTUPOBAHHBIM CepTHU(UKATOM NMPOrpaMMHOr0 obecrnevyeHus
PKCS12 Ha cTopoHe cepBepa.

UToObl BEIOpATh CEPTU(PUKAT Ha OCHOBE MOUCKA MOACTPOKU B TEMe
ceptudukara: cryptoapicert "SUBJ:Peter Runestig"

YroObl BHIOpaTh CepTU(UKAT Ha OCHOBE OTNeYaTKa cepTU(HKaTa:
cryptoapicert "THUMB:16 49 24 41 01 b4 ..."
[lecTHanuarepryHas CTpoKa oTrnevyaTka MOXKeT ObITh JIerKO CKO-
NMUpPOBaHa W BCTaBJieHa M3 XpaHuauula ceptuduxkartos Windows
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--tls-cipher list Cnucok list paspemeHHsix KpuntoHa6opoB ajas TLS 1.2, pasne-
JIEHHBIX JIBOETOYHSIMHU.

OTH HACTPOHMKHM MOXKHO HCIMOJNB30BaTh MJisi OOecredyeHusi TOTO,
4TOOBl OMpesie/ieHHble KOMIIJIEKTHI LIH(PPOB UCMOJIb30BATUCh (HJIH
He HcrnoJb3oBatuch) nisi coenvHeHusi TLS. OpenVPN ucnosb-
syer TLS nas 3amiuTel KaHasa ymnpaBJeHHs, 10 KOTOPOMY IpO-
MCXONUT OOMEH KJII0UaMH, KOTOPBIE HUCIOJb3YIOTCH MJIs 3aALIUTHI
(axkTuueckoro tTpadguka VPN.

Cnenyer UCII0/b30BATh KPUIITOHAOOPBI GOST2012-
MAGMA-MAGMAOMAC u  GOST2012-KUZNYECHIK-
KUZNYECHIKOMAC, nns obecnedyeHUss COBMECTHUMOCTH C
«OpenVPN-I'OCT» u3 cocraBa CK3U1 «Marllpo KpunrollAker
3.0» pmomycTuMo wucmosb3oBaTh  KpuntoHabop GOST2012-
GOST8912-GOST8912.

--tls-ciphersuites list Crnucok list paspemeHHbix KpunrtoHatopos ans TLS 1.3, pas-
feJieHHBIX JBoeTouusiMH. CuielyeT HCHIOAb30BaTh ONMH HJH
HECKOJIbKO KPHUIITOHAOOPOB M3 CJEYIOLIEro CIHUCKA:

DTW HACTPOUKHM MOXKHO HCIOJb30BaTh [/ OOecleueHUs TOro,
4TOOB! ONpe/eeHHble KOMIJIEKTHI [IH(POB UCIOMb30BANUCE (UM
He HCMoJb3oBanch) Aasi coenrHeHuss TLS. OpenVPN wucnosb-
syer TLS npas 3aumutel KaHasa ympaBJjeHHs, MO KOTOPOMY IpO-
MCXOOUT OOMEH KJ/I0YaMH, KOTOpble HCMOJb3YIOTCH JJIS 3aLUThl
(axkTuueckoro tTpadguka VPN.
TLS_GOSTR341112_256_WITH_MAGMA_MGM_S,
TLS_GOSTR341112_256_WITH_MAGMA_MGM_L,
TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM_S

n TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM_L
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--tls-cert-profile profile

YcraHoBHTE paspelleHHble KPUNTOrpadUuecKrhe aarOPUTMbI AJIs
CepTU(HUKATOB B COOTBETCTBUHU C MPODHUIEM.

[TonnepxuBaTcs caenymolye NpodUIH:

legacy (mo ymosuanuio): SHAL u HoBee, RSA 2048-6ut+, n06as
3JIIMNTHYECKas: KpPUBas.

preferred: SHA2 v HoBee, RSA 2048-bit+, n06asi snauntTudeckas
KpHBas.

suiteb: SHA256/SHA384, ECDSA ¢ P-256 niau P-384.

DTOT MapaMeTp MOJHOCTbIO MOANEPKHUBAETCS TONBKO A/ COOPOK
mbed TLS.

Coopku OpenSSL ucnonb3yoT cnenyoliee npubanuKeHHe:
legacy (default): ycranaBinBaeT «ypoBeHb 6€30MacHOCTH 1»
preferred : ycTaHaB/MBaeT «ypoBeHb 0€30MACHOCTH 2»

suiteb : ycraHaBnuBaeT «ypoBeHb Oe3omacHocTH 3» and --tls-
cipher «SUITEB128».

B 6ynyuiem OpenVPN nepeiliner Ha «MpennoyTHUTENbHBIR» 10
yMOJUaHHI0. YO6enuTech, YTO BAallK KJIOUH YK€ COOTBETCTBYIOT
TpeOOBaHUSIM.

--tls-timeout n

YcTaHOBUTB TaliMayT MOBTOPHOH Mepefadyy MaKeToB Ha KOHTPOJIb-
HoM KaHaJse TLS, ecsqin HUKAKOro OT3biBa OT YAaJEeHHOIO MapTHe-
pa He NMPUXONUT B TedyeHHe n ceKyHA (mo ymosuanuto n=2). Ko-
rna «OpenVPN-I'OCT» oTnpaBsisieT KOHTPOJIbHBIN MaKeT CBOEMY
MapTHepYy, OHa OKUIAET MOJyueHHe OT3blBa B TeueHHe N CeKYHJ,
OHa ellle pa3 mepenacT naket B cooTBeTcTBUM ¢ TCP-momo6HBIM
aJTOPUTMOM 3SKCMOHEHLHAJNbHOTO BO3BpaTa. JTOT MapaMeTp MpH-
MEeHSIeTCSl TOJIBbKO K MakeTaM KOHTPOJbHOrO KaHasa. Ha makeTsl
KaHa/ja JaHHBIX (KOTOpBle HecyT 3alin(poBaHHBIE TyHHEJbHbIE
JlaHHBblE) HUKOT/A He MPUXOIUT OT3BbIB, U OHW HUKOT[A He Tepela-
IOTCS TIOBTOPHO, MOTOMY YTO CETEBblE MPOTOKOJIBI 60JIee BEICOKOTO
YypOBHsI, paboTamliie Ha BepxXy TyHHess1, Takue kak TCP, oxu-
[Ial0T, UTO 3Ta POJib OCTABJIEHA HM.
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[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpUnTO CENY.00009-05 32 09 125

--reneg-bytes n [lepecorsiacoBaTb KJIIOY KaHaJja AAaHHBIX TI0CJE TOTO, KakK n Gai-
TOB OTIPABJIEHbl HJU MOJYy4eHBl (M0 YMOJYAHHUIO OTKJIOUEHO).
«OpenVPN-I'OCT» no3BoJisieT BBIpa3uTh CPOK 2KHU3HHU KJ04a KaK
KOJIMUECTBO 3alIM(PPOBAHHBIX/pacin(POBaHHBIX 6AUTOB, KOJHUYE-
CTBO NAKeTOB WK ceKyHA. [lepecorsiacoBanue kmoua GyneT mnpo-
M3BeIeHO HACHUJbHO, €CJIH JIFOOH W3 TapTHEPOB COOTBETCTBYET
JI000MY M3 3TUX TPeX KPUTEpPHUEB.

[Ipu ucnonb3oBanuu WHQPPOB ¢ pasMepoM OJoKa Iiudpa MeHee
128 6ut nas onumu --reneg-bytes mo ymos4aHu0 ycTaHaBJUBAEeT-
cq 3HauyeHue 64 MDB, ecsiu TOJBKO OHO He OTKJIIOUEHO SAIBHBIM 00-
pa3om nyTeMm yctaHoBkH 3Hauenusi 0, Ho 310 HACTOATEJIbHO
HE PEKOMEHIYETCS, nockonbKy OHO MNpefHa3HayeHO JIsi
IOTIONIHUTEIbHON 3aUThl NPOTHUB BeKTopa ataku SWEET32. Ins
MOJy4eHHUs] NOTONHUTENbHON HH(POPMALMK CM. OMIHIO --cipher .

--reneg-pkts n [Tepecor/iacoBaTb KJI0Y KaHa/a AaHHBIX [OCJE TOrO, KaK n nake-
TOB OTTIPABJIEHBI U TOJNyUYeHbl ([0 YMOMYAHUIO OTKJ/IOYEHO).

--reneg-sec n [lepecorsnacoBaTh KU KaHajla JAaHHBIX Iocjae n ceKyHO (rmo
ymosganuio 3600).

[Ipu ncnosnb3oBaHUM ABYX(AKTOPHOU ayTeHTU(PUKAUHUNA 0OpaTHTe
BHUMaHHE, YTO 3Ta yMOJYaTebHAS BEJUUYNHA MOXKET TMPUBECTH K
TOMY, 4TO KOHEYHOTO MOJb30BaTe/si OyAyT MPUHYKIATh Mepeay-
TEeHTU(ULIHUPOBATHCS pPa3 B yac.

Takke MOMHHUTe, UTO 3Ta ONLHUA MOXKeT ObITb HCIOJb30BAaHA U
Ha KJHEHTe, U Ha CepBepe, U MepecorsacoBaHue 3alyCTUT TOT U3
MapTHePOB, Y KOTO yKa3aHa MeHblias BejquunHa. Yacras omunbka
— YCTaHOBHUTH --reneg-sec B GOJBIIYIO BEJIUYMHY Ha KJIHEHTE UJH
Ha cepBepe, B TO BpeMsi KakK JApyras CTOpPOHA IMO-MPEXHEMY HC-
MoJb3yeT yMoJuaTeNbHY0 BenduHy B 3600 cekyH, UTO 3HAUHT,
4TO MepecorsacoBaHue Mo-npexHeMy O6yaeT MPOUCXOANUTD KaXKble
3600 cekyHn. PerieHre coCTOUT B TOM, UTOOB YBEJIUYUTb BEJIH-
YHUHY --reneg-sec U Ha KJHWEHTe, U Ha CepBepe, MM YCTAaHOBHUTb
ee B 0 Ha OMHOH K3 CTOPOH coeqUHeHHUsI (UTOOBI OTKJIOUUTD), U B
BEIOPaHHYIO BeJIMYMHY Ha APYTrod CTOpPOHe.

--hand-window n OkHO X3HAIIeHKa — ocHOBaHHBIH Ha TLS oOmeH Kjarouamu mgoJi-
JKeH 3aBepIINUTbCS B TeUueHHe N CeKYH[ Mocje WHULHUALUU XIH[-
meiika J0ObIM U3 mapTHepoB (o ymosauanuio 60 cekynn). Ecau
X3IHJILIEHK He 3aBepllaeTcs YCMellHO, Mbl MOMbITaeMcsl TepeycTa-
HOBUTb Hallle COeJWHEHHWe C HallUM MapTHEPOM M MOMbITaeMCs
cHoBa. [laxke B cjyyae rnpoBaJsia X3HALIEHKa Mbl 6y1eM HUCIOJb30-
BaTh Halll 3aBepPLIAOLIMN BpeMs NeHCcTBUS KJoY 10 --tran-window
CeKyHJ, YTOOBI TIONePKaTh HENPePbIBHOCTh Tepefadd TYHHeJIb-
HBIX TAHHBIX.
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tran-window n

OKHO mepefauyu — Halll CTapbli KJIOY MOMKET XKHTb CTOJBKO Ce-
KYHJI TI0CJIe TOT0, KAK HauWHAEeTCsl HOBOE TepecorjacoBaHue KJIko-
4a. DTa BO3MOXKHOCTb 03BOJISIET KOPPEKTHO MEPEUTH OT CTaporo
KJII0Ua K HOBOMY M y[aJIsleT M0CJel0BaTeNbHOCTD I1epecoracoBa-
HMS KJlo4a ¢ KPUTHUYHOTO NYTH (pOpBapAMHIa TYHHEJbHBIX [aH-
HBIX.

--single-session

[locne ncxomHoro coenrMHeHUs C yAaJeHHbIM MapTHEPOM, 3armpe-
THTb BCe HOBHIe coenuHeHHUs. Mcrmosb3oBaHue 3TOH ONLMH O3HAa-
4aeT, YTO yJaJeHHbIA MapTHeP He MOXKeT MOAKJIYUTHCH, OTKJIIO-
YUTHCS U CHOBA IMOAKJIIOYUTHLCS.

Ecau nemMoH mneperpyxaercsi OT CUICHa/ja WM ONUUM --ping-
restart, OH MO3BOJIUT OAHO HOBOE COeHWHEHHE.

Onuuio --single-session M0XKHO WCMOJIb30BATh C OMIUHUSMH --ping-
exit mam --inactive, 94ToOBl CO31aTh OJMH AMHAMHUYECKHH ceaHc,
KOTOPBIA OTKJ/IIOYHUTCS MO 3aBepLIeHUH.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--tls-auth-file [direction] J106aBUThL NOMOJNHUTENbHBIH cJjoil ayTeHTHGUKauun HMAC Ha
BepxX KOHTpoJsibHOTO KaHana TLS mns 3amutsl ot DoS-araxk.

B nByx cnoBax, --tls-auth momkstogaer cBoero poma «6paHmamay-
5p HMAC» na TCP/UDP-nopty «OpenVPN-I'OCT», rae naxe-
Tl KOHTPOJIBHOTO KaHasa TLS, Hecylire HEKOPPEKTHYIO MOAIMHUCH
HMAC, moryT 6bITh HeMeNJIEHHO NPOUTHOPHUPOBaHbI 6€3 OTBeTa.
[Tapametp file (HeoOxomuM) — KJ04eBOH (haily, KOTOPbIH MOXKeET
OBITH B OJHOM H3 IBYX (hOPMATOB.

1. ®aiin cratuueckoro kiawda «OpenVPN-I'OCT», cosnan-
HbIH onuuel --genkey (HEOOXOMHUM, €CJIH HCIOJNb3YEeTCs Ma-
pametp direction).

2. daiin naposnbHOU (pasel B cBoOOOAHON (popme. B aTom cary-
uae kiatou HMAC nosyyaercsi mpu B3siTHH 6€30MacHOTO X3-
ma 3Toro Qakisa, nogobHo KomaHaaMm mddsum u shalsum.

«OpenVPN-T'OCT» cnauana npobyet dopmar (1), u ecau dain
He y/aeTcsl MpoyecTb Kak (haly CTaTUYecKoro KJjwouya, OyneT Hc-
nosib3oBaTbesi popmat (2).

Cwm. B onuuu --secret nudopmauno 06 ONIMOHANBHOM MapaMeTpe
direction.

Onuusi  --tls-auth  pexkomeHmyercsi, korma BBl 3amyckaeTre
«OpenVPN-T'OCT» B pexxuMe, B KOTOPOM OHa CJyLIaeT MaKeThl C
qmoboro [P-anpeca, Hanpumep Korpa onuus --remote He ykasaHa
UM yKaszaHa ¢ --float.

O6ocHoBaHMe 3TOH onuUKK TakoBO. TLS TpebyeT MHOTOMAaKeTHOTO
ofMeHa, Mpekae yeM OHa CMOXKeT ayTeHTH(HUIUPOBaTh NapTHepA.
B Teuenue storo Bpemenu nepesn ayreHthpukauueid «OpenVPN-
[OCT» Haznauaer pecypchl (mamsite ¥ CPU) atomy moreHIu-
ajqbHOMYy TnapTHepy. [loTeHUHMasbHBIM MapTHep TaKKe OTKpbIBa-
et mHoro yacred «OpenVPN-T'OCT» u 6ubnunoreku OpenSSL
naketaM, KOTopele OH mockl1aeT. CerogHs Haubosiee ynauyHble
ceTeBble aTakKW MbITAIOTCH JUOO HCMOJMb30BaTbh OLIMOKH B IPO-
rpaMmMax (Takve KakK aTakW repernosiHeHHs Oydepa) WM BbIHY-
IWTb NPOrPaMMYy MOIJIOTHTb CTOJNBKO PECYPCOB, UTO €e CTAHOBHUT-
csl HEBO3MOXKHO HCIOJIb30BaTh. KoHEUHO, TepBast JIMHHUS 3aIIUThI
- BCEraa MpefoCTaBJsATh YHUCTBIH, XOPOLIO NMPOCMOTPEHHBIH KOI.
«OpenVPN-T'OCT» 6bla HanmucaHa C NpefoTBpallleHHeM aTak
nepernoJsiHeHus: 6ydepa B KayecTBe nepBoro npuopurtera. Ho kak
rokKasaJjia UCTOpHUSl, MHOrMe U3 HauboJjee LMIMPOKO HCIOJNb3YeMbIX
CeTeBbIX NMPUJIOKEHUH BpeMs OT BpeMeHH MajaJu KepTBaMH aTak
nepenoJsiHeHus1 Oydepa.

[Tostomy B KauectBe BTOpo# nuHUM 3awuThl «OpenVPN-TOCT»
npenJsaraeT 3TOT ClENHUaJbHBIH CIOH ayTeHTH(HKALWHW Ha Bep-
Xy KOHTpoJbHOro KaHasna TLS, Tak uToObl Ka)KAblH MakeT B
KOHTPOJIbHOM KaHaJse ayTeHTH(HuupoBaJscs noanucsio HMAC u
yHUKanbHBIM ID 17151 3alIUTHl OT aTak MepernpourpbiBaHuUS.
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DTa NMOAMNUCH TakxkKe JOJ/KHA MOMOUb 3alIUTUThCA OT DoS-atak
(atak oTKa3a B 00C/JYyKHBaHUH). BaxKHBIM KJ/IOYEBBIM MPABHJIOM
B yMEHbIIEHUH YSI3BUMOCTHU K DoS-atakam siBjsieTCs MUHUMU3H-
pOBaTb KOJMYECTBO PECYPCOB, KOTOPbIE MOXKET TMOTPEOUTH MOTEH-
LIMa/NbHBIH, HO ellle He ayTeHTH(ULUUPOBAHHbIH KJIHEHT.

Omnuus --tls-auth nmesaer 3to, mommuchiBasi KasKAbld MakeT KOH-
TposibHoro KaHana TLS moxnuceio HMAC, BkJoYasi makeTsl, KO-
TOpble OTMPABJSIOTCS OO0 TOro, Kak ypoBeHb TLS wnmesn maHc
ayTeHTU(ULHUPOBATh NMapTHepa. Pe3ynbTaT TakoB, UTO MaKeThl 0e3
KOPPEKTHOH MOANMUCH MOTYT OBbITh MPOUTHOPHUPOBAHBI CPa3y Io-
cjle TOoJydyeHHsl, npexae 4yeM y HHUX OyeT ILAHC MOMVIOTHUTb J0-
TONIHUTEJ/IbHble CUCTEMHBIE PECYPChbl, TaKWe KaK WHHUIHAIU3aLHs
TLS-xsunmelika. Onuus --tls-auth moxer 6bITh ycuseHa noGas-
JIEHHEeM OMUMHU --replay-persist, KoTopasi COXpaHHUT CTAaTyC 3alllH-
Tol «OpenVPN-I'OCT» oT atak nepenpourpeiBanus B ¢aii, 4To-
Obl OH He Tepsl/ICs MPH Nepesanyckax.

C/enyeTt nom4epKHyTh, UTO 3Ta BO3MOXKHOCTb OINLMOHA/IbHA U UTO
¢aiis maccpasbl/Ka04a, UCMOAb3yeMblH ¢ omniued --tls-auth, He
JlaeT MapTHEpPY HUYEro, KpoOMe BO3MOXKHOCTH WHHIHMAJTU3UPOBATD
xanaumedk TLS. OH He wncnosbsyercss ansl 3allM(ppoOBaHUS HJU
ayTeHTU(PHUKALNH KaKHUX-JTUO0 TYHHEJ/bHbIX NaHHBIX.

BwmecTo 3Toro ucnosbayiite --tls-crypt, ecau Bbl XOTHTe HCIOJIb-
30BaTh (PadJs KJKOYaA He TOJNBKO [Jis ayTeHTU(PUKALUH, HO U AJS
mrppoBaHUs KaHana ynpasienus TLS.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--tls-crypt keyfile 3amudpoBaTh U ayTeHTU(PHUIIUPOBATh BCe MaKeThl KaHaJsa YIpas-
JIEHUSI C TIOMOIIbI0 KJoua u3 ¢aina kiarwoded. ([logpoGHee cwm.
--tls-auth)

ludpoBanue (1 ayTeHTUPUKALKS) TAKETOB KaHAJa yTpPaBJeHHUs:
e oOecrieyuBaeT 60JbLIYI0 KOH(PUAEHLHANBHOCTb, CKpbIBasl cep-
TU(UKAT, ucrnosab3dyeMmblt nis TLS-coenunHenue, e 3artpynHsier
unentudukanuio tTpadpruka OpenVPN kak takoBoro, e obecre-
YMBaeT JelIeByI0 TOCTKBAHTOBYIO 3alIUTy OT 3JI0yMbILIJIEHHH-
KOB, KOTOpble HUKOIJA He y3HAIOT MpedBapUTEJbHO Pa3fieseHHbIN
KJI0Y (T.e. HUKAKOH TpsIMOH cekpeTHOCTH). B orinune ot --tls-
auth, --tls-crypt HE tpebyeT ot mosb3oBaTesisi ycTaHOBKH --key-
direction.

Bonpochkl 6e3omacHoCTH

Bce mapTHepbl HCMOJNB3YIOT OOMH W TOT K€ TMpeiBapUTEJbHbIN
TpynmnoBod Kitwou --tls-crypt mns ayTeHTHUKAUUK U WHPpPOBa-
HUS coOoOLIeHNH KaHaJsa ynpaBJeHus. UToObl yOequThCs, YTO KOJ-
ausur IV ocraioTcsi MasoBepOSITHBIMH, 3TOT KJIOY HE CJenyeT
MCIIOMIb30BaTh 15 MdpoBaHust Gosee 2% coobiuennii KaHaza
YIpaB/JIeHHs MEXIY KJAMEHTOM W cepBepoM Mau 218 mexmy cep-
BEPOM U KJIMEHTOM. THUNMYHOE HauasJbHOE COrJIaCOBaHHE COCTaB-
asieT okoJsio 10 maketoB B KaxKaoM HanpasseHuu. [Ipennosaras,
4TO W NEepBOHaYaJ/bHOE COTJIaCOBAHHUE, U MTOBTOPHOE COrJIaCOBAHHE
coctaBasiT He Gosee 20 (65536) makeToB (m/isi KOHCEpBATHUB-
HOCTH), a MOBTOPHOE COIJIaCOBaHUE MPOUCXOIUT KaXKAYH MHHY-
TY IJIsl KaXKOOTOo roJib3oBartess (24/7), 3To orpaHUUHBAET BpeMs
XKHU3HU KJo4da tls-crypt no 8171 roma, pasmeneHHoe Ha KOJHUe-
CTBO moJib3oBaTeseld. Takum obpasom, ycraHoBka ¢ 1000 nosb3o-
BaTe/SIMHM JO/KHA MEHSITh KJI0U He pexke OQHOTO pasa B BOCEMb
net. (U ycranoBka ¢ 8000 mosb3oBaTeseil - KaxAbli TOL.)

Ecsy BO3HUKHYT Kossiu3uu 1V, 3T0 MOXKeT MPUBECTH K TOMY, UTO
6esomnacHocTb --tls-crypt merpamupyer no Toro ke ypoBHs 6e3-
OMAacCHOCTH, YTO U TMPU UCMONb30BaHUU --tls-auth. To ecTh kKaHax
yTpaBJ/ieHHs] BCe ellle BBIUTPBIBAET OT MOMOJHHTEJNbHOH 3allUThI
MPOTHUB aKTHUBHBIX aTak mocpeaHuka u DoS-atak, Ho Gosbliie He
MOXKeT 00eCrleuruBaTh NOTOJHUTEIbHYIO KOH(MHAEHIHAJIbHOCTD U

[TOCTKBAHTOBY1O 6e3011acHOCTh CBEpX TOro, 4To mnpepJgaraeT cam
TLS.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--askpass [file] [Toay4yuTb maposb K cepTUGUKATY ¢ KOHCOIH UMK U3 daina [file],
npekJe YeM Mbl TeMOHH3UPYEMCS.

Jlnst oco6eHHO Ha/ieXKHOH 3aLUThl MOXKHO 3aLIUTUTh Balll 3aKPhbl-
TBIH KJIOU napoJsieM. KoHeyHO, 3TO 03Ha4yaeT, YTO KaxKAblH pas,
korga nemoH «OpenVPN-TOCT» 3anyckaercsi, Bbl J0OJMKHbI ObITh
TaM, 4To6bl BBeCTH mapoJb. Onuus --askpass mospoJsieT BaM 3a-
nyckatb «OpenVPN-I'OCT» u3 komanaHod ctpokd. OHa 3ampo-
CUT Y Bac MapoJib, mpexjae uyeMm neMoHU3UpyeTcs. UToObl 3alliu-
TUTb 3aKPHITHIH KJ10Y MapoJjieM, Bbl JOJKHbBI OMYCTUTH OILHIO
-nodes, Korga mMoJib3yeTech KOMaHIHO-CTPOYHBIM HHCTPYMEHTOM
openssl /s yrnpaBieHHs cepTH(PUKATAMH U 3aKPBITBIMU KJHOYa-
MHU.

Ecnu ykaszan aiia file, untate maposb U3 mepBOH CTPOKH 3TO-
ro ¢aisa. IloMmHuTE, 4YTO XpaHeHHe Ballero napoJs B (aisie 10
Onpe/ieJIeHHON CTeNeHH MOHMKAEeT AOMOJHUTEJbHYIO 3aIIUTY, KO-
TOPYIO TIPeOCTaBJsieT HCMOJb30BaHHE 3aMIM(POBAHHOTO KJI0Ya.
([Tpumeuanue: «OpenVPN-I'OCT» 6yner uutath naposu us Qai-
Jla TOJIbKO B TOM CJiydae, ecJid OHa Oblja cobpaHa ¢ KOH(PUrypalu-
OHHOH omnuuel --enable-password-save, nau B Windows ¢ onpene-
nenneMm ENABLE_PASSWORD_SAVE B ¢atine config-win32.h).

--auth-nocache He xsmupoBaTh JIOTMHBL U MapoJd ONUMHK --askpass uau --auth-
user-pass B BUPTYyaJbHOH MaMsTH.

Ecnu sta nupekTHBa ykaszaHa, oHa 3acTaBuT «OpenVPN-TOCT»
HeMeJJIeHHO 3a0blTb BBOAbl JIOTMHA W MNapoJisi, KaK TOJbKO OHH
ucnosb3oBaHel. B pesysabrare, korga «OpenVPN-I'OCT» Hyx-
Hbl JIOTHH W MapoJib, OHAa 3alpOCHUT HUX BBOA CO CTaHAAPTHOTO
BBOJA, UTO MOXKET NPOM30HTH HECKOJNBKO pa3 3a BpeMsl ceaHca
OpenVPN.

DTa IMPEKTHBA He BJMSET Ha JIOTHH U apoJib ONuuHK --http-proxy.
OH Bcerga K3LIUpyeTCs.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--auth-token token DTy ONUUI0 HeJb3s HCMNOJNb30BaTh HAMPAMYl B  KOH(DU-
TYpaLlMOHHBIX (aiaax, OHa 3alycKaeTcsd M3 CKpUNOTA --
client-connect wnaum --plugin, KoTOpeIl mMOAKJ/IOUaeTCs K
BbI30BaM OPENVPN_PLUGIN_CLIENT_CONNECT or
OPENVPN_PLUGIN_CLIENT_CONNECT_V2. 2ta onuus
JlaeT BO3MOXKHOCTb 3aMeHHTb MapoJib KJHMEeHTa Ha ayTeHTHU(H-
KalLlMOHHBIH TOKEH B TeYeHHEe BCEr0 BpPEMEHH CYIIeCTBOBAHHS
OpenVPN kJjueHTa.

Kaxkablil pa3, Korga MPOUCXOAUT MepenofK/aioyeHre U Bbi3blBa-
ercsi --auth-user-pass-verify script nam --plugin, ucnosb3yio-
mui OPENVPN_PLUGIN_AUTH_USER_PASS_VERIFY, To-
KeH OyieT mnepenaBaTbCs B KadyecTBe MapoJjsi BMECTO MapoJis,
MpenoCTaBJeHHOrO MOJb30BaTeeM. AyTeHTU(DHUKALIMOHHBIH TOKEH
MOXKeT ObITb COpOILEH TOJbKO TPH TMOJHOM MepenoiKJ/JII0UeHUH,
KOrJla cepBep MOXKeT OTMPaBUTb HOBble OINUWH KJHEHTYy. BBe-
JIeHHBIH T0JIb30BaTesNeM [apoJb HHUKOrga He OydeT COXpaHSTh-
csl MOCJe YCTAaHOBKM ayTeHTU(PHKALHMOHHOTO ToKeHa. Ecsu cep-
Bep OpenVPN oTK/IOHSIeT ayTeHTH(UKAIMOHHBIA TOKEH, KJIHEHT
nonyunut AUTH_FAIL u 6yner oTkJ/04eH.

[lesnblo 3TOrO sABJsIETCA MOAKJ/IOUEHHE ABYX(DAKTOPHBIX METOMAOB
ayrentuukaunu, Takux kak HOTP unu TOTP, kotopsie 6ynyT
UCI0JIb30BaThes 6e3 HeoOXoauMOCTH mnosydaTh HOBeIH OTP kon
KaX/Ibll pa3, KOTJla COIVIACOBBIBAETCSl MOBTOPHOE MOAKJIIOUEHHE.

Jpyroii ciydyail UCONb30BAHUS - 3TO K3LIMPOBaHHUe ayTeHTHU(DHU-
KallMOHHBIX JaHHBIX Ha KJUeHTe 06e3 HeoOXOAUMOCTH K3IIHWPO-
BaHUS MapoJisl M0JIb30BaTe/sl B NMaMATH B TeyeHHe BCeH CeccHu

TOKJIFOUEHHSI.
Yrobbl  ucmogb3oBaThb 3Ty  (yHKOHMo,  --client-connect
script  wam  --plugin - mo/mxkHel  momecTuTbh  auth-token

UNIQUE_TOKEN_VALUE"B caiin/6ydep nnsg DaHHBIX AHHA-
MHUYEeCKOH KOH(UrypauHuHd. DTO 3aCTaBUT CepBep B JajbHelilleM
nepefaBaTh 3TO 3HaYeHHUE KJIHEHTY, KOTOPBbIH 3aMEHUT JIOKaJ/bHbIH
naposb Ha UNIQUE_TOKEN_VALUE.

BoJsiee HOBble KJIMeHTH OyAyT BO3BPALLATLCS K HCXOLHOMY MeTOLY
00paboTKH MapoJsi mocje HeynauyHoW ayTeHTU(UKauuu. Crapble
KJIMEHTBl MTPOJOJIKAT UCII0Jb30BaTh 3HaYeHHe TOKEeHa W pearupo-
BaTh B COOTBETCTBHUH C --auth-retry.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--tls-verily ecmd BeimosHuTe KOoMaHoy o60s0ukd cmd, 4YTOOBl TPOBEPUTH UMS
X509 name tekymero TLS-coenuHenus, KoTopoe yxKe MPOLILIO
BCe OCTaJsibHble CepTH(UKALMOHHbIE TECThl (KpOMe OT3bIBa 4epe3
IUpeKTUBY --crl-verify; TecT Ha 0T3bIB MPOU3BOAUTCS MOCE TECTA
--tls-verify).

cmd Comep:KUT MyTh K CKPUNTY (MJIM HCIOJHSEMOH Mporpamme),
OMIIMOHAJNBHO HCMOJB3YyeTcsl ¢ aprymeHtamu. [lyTb u aprymen-
TBl MOT'YT ObITb 3aKJ/I0OYeHbl B OIMHAPHbIE /M IBOWHBIE KaBBIUKH
U/UJIN OTAEJEHbI 00paTHOM KOCOU YepTOM, a TaKxkKe JOJXKHbI ObITh
pasnesieHbl OIHUM WJIH 6oJjiee TPoOesoM.

cmd nomxHa BepHyTh 0, 4T06BI M03BOIUTL TLS-X3HA1IeHKY npo-
nomxatbesi, uad 1 B caydae Heynauu. [lpu BoimosHennn cmd nBa
aprymMeHTa n006aBJSIOTCS I0CJEe BCeX apryMeHTOB, YKa3aHHBIX B
cmd caenyoumM 06pasoMm:

cmd certificate_depth subject

OTU apryMeHTbl SIBJSIIOTCS, COOTBETCTBEHHO, TeKYLIeH TyOuHON
ceptudukara u umeHem X509 yana.

DTa BO3MOXKHOCTb MOJe€3Ha, €ClH MapTHep, KOTOPOMY BBl XOTH-
Te NOBEPSATb, UMEEeT CepTU(HUKAT, KOTOPbIH ObLI MOAMHUCAH YIO-
CTOBEPSIOIIUM LEHTPOM, KOTOPBIH TaKxKe TMOAMKMCaJ MHOTO ApY-
THX CepTU(UKATOB, €CAM Bbl He XOTHUTe NOBEPSITb UM BCEM, a
npeanoyuTaete U3bUpaTeSbHO OTHOCHUTBCS K TOMY, KaKOH CepTH-
(uKat mapTHepa Bbl MpUMeTe. JTa (PYHKIHOHANBHOCTH TO3BOJS-
€T BaM HamucaTb CKPHIT, KOTOPbIH OymeT mpoBepsitb ums X509
name cepTU(HUKaTa U PEIUT, CJAeIyeT ero MPUHUMATb WJH HeT.
B kauecTBe mpocToro ckpunTta Ha perl, KOTOpPBIH MPOBepsieT MoJe
common name cepTuduUKaTa, cM. daiia verify-cn B TucTpubyTHBe
«OpenVPN-T'OCT».

Cwm. B pasmene «IlepemeHHBIE cpenbl» HHMKe HHPOPMALHIO O J0-
TIONIHUTE/IbHBIX AapaMeTpax, NepefaBaeMbiX KaK epeMeHHble Cpe-
IIHL.

O6patuTe BHUMaHHe, UTO KoMaHaa cmd MoxKeT ObITb KOMaHAON
000JI0UKH C HECKOJIbKUMH apryMeHTaMH, B 3TOM CJIydae BCe apry-
MeHTHl, co3naHHble «OpenVPN-I'OCT», 6ynyT no6aBjeHBl B KO-
Hell cTpoKH cmd, 4ToObl CO3AaTh CTPOKY, KOTOpasi OyneT nepenaHa
B CKpHIIT.

--tls-export-cert directory CoxpaHATh CepTU(UKATHl, KOTOpble KJIHEHTbl HCIOJNb3YIOT IMpH
MOJKJ/IOUEHUH K JaHHOH AMPEKTOPHUH. BhlnosHseTcs nepes Bbl30-
BoM --tls-verify. CepTudukarel 6ynyT HCIOJb30BATh BPEMEHHOE
uMsl 1 OynyT ypadeHsl, Korga ckpunt tls-verily BepHercs. Mms
(aiina, ucnogabayolleecss s cepTU(UKaATa, LOCTYIHO yepes Ie-
peMeHHYI0 cpefibl peer_cert.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--x509-username-field [Tone B subject ceprudukara X.509, koTopoe GymeT HCIOJb30-
[ext:]fieldname BaThCsl B KauecTBe MMEHH MoJib3oBatessi (mo ymoauanuio = CN).
Kak mpaBusio 3Ta onuus yKasblBaeTcsi C MMEHEM TMO0Ji OTHUM
U3 CJeyloluX BapuaHToB: --x509-username-field emailAddress
--x509-username-field ext:subjectAltName IlepBriii mpumep uc-
nosnb3yet 3HaueHue "emailAddress"B KauecTBe MMeHH TOJIb30Ba-
Tesis1 B oJsie Subject ceptudukara. Bo Bropom npumepe npedukc
ext: 17151 0603HaYeHHs TOrO, YTO OYAET OCYLLECTBJIEH MOUCK 0/
ric822Name (email) B fieldname "subjectAltName"pacuupenus
X.509, koTopoe GymeT MCIOJMb30BAThCS B KauyecTBE UMEHH IOJIb-
soBaresisi. B ciyuae, Korma HalIeHO HECKOJBKO aPECcOB 3JeK-
TpoHHOH mouThl B ext:fieldname, BeiOUpaercst nmocaennuid. Korma
UCTIONb3yeTcsl 3Ta omnuus, --verify-x509-name onuusi 6yner co-
MoCTaBJsATbCS ¢ yKasaHHbIM fieldname Bmecto Common Name.
[TonnepxuBatorcs Tonbko subjectAltName u issuer AltName pac-
mupenusi X.509. O6paTuTe BHUMaHKe: Y STOH OMIHUH €CTh (PYHK-
usi, Kotopas npeobpasyet Bce fieldname B HUXXHeM perucrpe B
CUMBOJIbI BEPXHET0 PerucTpa, K mnpumepy, ou -> OU. fieldname
B CMeLIaHHOM PerucTpe Wiau ¢ npeduxcom ext: 6ymeT ocTaB/eHO
KaK eCTb. DTa (PYHKIHUS MOBBILIEHHS PerucTpa ycrapesa u Gyner
yiaJeHa B faJbHeHIIeM.
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--verify-x509-name  name | [IpuHUMaTh coelMHEHUs] TOJBKO B TOM CJyuae, €CJH HMs y3Jja
type X.509 paBHO name. YnaJeHHBIH XOCT TaK»Ke JOJDKEH MPOHTH BCe
OCTaJ/ibHble MTPOBEPKH BepUPUKALIHH.

Kakoe X.509 nmsi cpaBHHBaeTcs ¢ name 3aBHCHT OT HACTPOH-
K type. type MoxeT uMeTb 3HadeHHe “subject”, 4ToOBl COOT-
BeTcTBOBaTh moJjito subject DN (mo ymosmyanwuio), aub6o “name”,
uToObl cooTBeTcTBOBaTh subject RDN, nu6o "name-prefix coor-
BeTcTBYOILHKN npedukcy subject RDN. Kaxoit RDN 6epercsi nisi
NPOBEPKH MMEHH, 3aBUCHUT OT --x009-username-field omuuu. Ho
1o ymoJiuaHuio ucrogbsyercs obiiee ums (CN), T.e. ceprucukar
¢ subject DN "C=KG, ST=NA, L=Bishkek, CN=Server-1"6yner
COOTBETCTBOBATD:

--verify-x509-name 'C=KG, ST=NA, L=Bishkek, CN=Server-1’
u --verily-x509-name Server-1 name uju Bbl MOXKETe HCIOJb30-
BaTh --verify-x509-name Server- name-prefix, ec/qu XoTHTe, 4TO-
Obl KJIMEHT MPUHHMAJ COoelMHeHHe ToJbKOo OoT "Server-1"Server-
2"u 1.1, --verify-x509-name - nosiesHasi 3ameHa --tls-verify onmuu
17151 TPOBEPKH yIaJeHHOr0 X0CTa, MOTOMY uTo --verify-x509-name
pabotaeT B --chroot okpyxeHuu 6e3 KaKUX-1HO0O 3aBUCHMOCTEH.
Hcnonb3oBanue name prefix mosesnasi anbrepHaTHBA /51 YIIpaB-
nenust CRL (Certificate Revocation List) Ha k/ueHTe, MOCKOJbKY
OHa T03BOJISIET KJIHEHTY OTKJIOHSTh BCe CepTU(HHUKATHl KPOME TeX,
KOTOpble CBSI3aHbl C Ha3HAUeHHBIMH CepPBepaMHu.

[Tpumeuanue. I[lpumensiiite name prefix TobKO B TOM ciydae,
ecau Bbl Ucnosbdyete OpenVPN ceptudukar ynocrosepsioiero
ueHtpa (CA), KOTOpbIil HAXOOUTCS MOA BalIUM KOHTpoJieM. Huko-
Irla He HCTOJb3YHTe 3Ty onuuio ¢ name prefix, korna ceptugu-
KaThbl KJMEHTa MOAMUCAHbl CTOPOHHEH OpraHM3aluel, K pumepy,
KOMMepYecKHM yaocToBepsitoiinM Be6 neHTpoMm (Web CA).

--x509-track attribute CoxpanuTbh 3HauyeHue arpubyra X509 ysna B cpeme mias wuc-
MOJIb30BaHUsS MJardHaMd H HHTepdeiicom ynpasgeHus. Jlo-
0aBbTe ‘+’, 4TOOBI COXPaHWTb 3HAUYEHHsS] M3 TMOJHOH LEnoy-
KW cepTH(UKATOB. 3HaueHHss OyAyT 3aKOAWPOBAaHbI B BHJE
X509_<depth>_<attribute>=<value>. Heckonbko --x509-track
OMLMH MOTYT OBITb 3alaHbl JJISl OTCJIEXKHUBAHHS HECKOJbKHUX aT-

puOyTOB.
--tls-exit OTkJI0UUThCS, ecau corjacoBaHue TLS He ynaercs.
HOpHﬂKOBHﬁ P@ HU3MeEeHeHUud ITOHHHCB JIMla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHUA HU3MEHEHUA
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--ns-cert-type client|server | Ycrapeno. HcnosbsyiiTe 06ojiee COBpeMEHHBIH 3KBHBaJeHT: --
remote-cert-tls.

[lorpe6oBath, uToObl cepTU(HUKAT MapTHepa Obla1 MOANUCAH SIBHO
saganHbeiM onpenenenreM nsCertType «clients nau «servers.
DTO MoJie3Has 3alllMTHas ONLHUS A/ KJIUEeHTOB, obecreynBalollas
TOT ()aKT, YTO XOCT, C KOTOPBIM OHH COEIUHSIIOTCS, OINpefeseHHO
SIBJISIETCSl CEPBEPOM.

Cwm. ckpunt easy-rsa/build-key-server B KauecTBe mpuMepa, Kak
cosnatb ceptudukar c nojem nsCertType, ycTaHOBNIE€HHBIM B 3Ha-
YyeHHe «Servers.

Ecniu nose nsCertType cepBepHOro cepTuguKaTa yCTaHOBJIEHO
B 3HAueHHe «server», KJHEHTbl MOTYT MPOBEPUTHb 3TO C TOMOLIb
onuuu --ns-cert-type server.

IT0 BaXKHas NMPELOCTOPOKHOCTb JAJs 3aLUThl MPOTHUB aTaKH «ue-
JIOBEK TOCepearHes», IJle aBTOPU30BAHHbBIM KJHEHT MbITaeTcsi CO-
eIUHUTBCS C APYTMM KJHEHTOM, MPUTBOPssCh cepBepoM. Araka
JIETKO TPefoTBpalllaeTcsi, eCJU KJHEeHThl MPOBEPSIOT CepBepHbIH
CepTU(UKAT C HUCIOJb30BAHHEM ONHOH M3 onuuid --ns-cert-type,
--tls-remote nau --tls-verify.

--remote-cert-ku v... [lorpe6oBath, uToObl cepTU(HUKAT MapTHepa OblaA MOAMNUCAH SIBHO
3alaHHBIM key usage.

DTO roJie3Has 3alllMTHAs ONLUS A/ KJIUEHTOB, obecreunBalomias
TOT ()aKT, YTO XOCT, C KOTOPBIM OHU COEIUHSIIOTCS, OINpeeseHHO
SIBJISIETCS CEPBEPOM.

3nauenue keyUsage, ecid OHO TNpPUCYTCTByeT B cepTHU(HKaTe,
Basuaupyercs ¢ nomolubto TLS 6ubaunoreku B TeueHue TLS-
coeMHEeHHUs. YKaszaHue 3ToH onuuu 6e3 aTpubOyToB TpebyeT Ha-
JIMUHUSI 3TOTO paciuupenusi (4tobbl 6ubauoteka TLS mposepudu-
IMpoBaJjia 3HaUeHHe).

Ecqu criucok v... Takxke ykasaH, B noJje keyUsage no/KHbI ObITh
3a/laHbl KaK MHHUMYM TOT ke Habop OWTOB, UTO U B ONHOM M3
3HauUeHUH cruckKa v . ..

key usage cienyer 3aKoaMpOBaThb B ILIECTHAALLATEPUUYHOE YHUCIIO,
MOXKHO yKasaTb 0OoJiee ogHoro key usage.

--remote-cert-eku oid [loTpe6oBaTh, 4TOOBl cepTU(PUKAT MapTHepa OblI MOAMHUCAH SBHO
sananHbeiM extended key usage.

DTo noJsie3Has 3alUTHAs ONLHUS AJs KJIUEHTOB, o0ecreunBaoLlas
TOT (PaKT, YTO XOCT, C KOTOPBIM OHH COEJUHSIIOTCS, ONpeeseHHO
SIBJISIETCS CEPBEPOM.

extended key usage cnenyer 3akomnupoBath B HoTauuu OID umin
CUMBOJINYeCKOM mpenctaBiaeHnd OpenSSL.
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--remote-cert-tls [loTpe6oBaTh, 4TOOB cepTU(PUKAT MapTHepa OblA MOAMNHUCAH SBHO
client|server sananHeiMu key usage u explicit key usage, ocHOBaHHBIMH Ha
npaBuaax TLS, npuBenenneix B RFC3280.

DTO MoJie3Hast 3alllMTHAs OMUHUS AJs KJIUEHTOB, o6ecreunBaolias
TOT (aKT, UTO XOCT, C KOTOPbIM OHH COEIMHSIOTCS, ONpeaeseHHO
SIBJISIETCS] CEPBEPOM.

Wnu, nHaob6opoT, ans cepBepa, 4ToObl YyOEAUTHCS, YTO TOJBKO XO-
CTBI C KJIMEHTCKHUM CePTH(PHUKATOM MOTYT MOAKJIIOUATHCS.

Onuus --remote-cert-tls client sxBuBaneHTHa --remote-cert-ku
80 08 88 --remote-cert-eku «TLS Web Client Authentication».
Key usage - digitalSignature u/unu keyAgreement.

Onuusi --remote-cert-tls server sxkBuBasieHTHa --remote-cert-ku
a0 88 --remote-cert-eku «TLS Web Server Authentication».

Key wusage - digitalSignature u (keyEnchpherment wusan
keyAgreement).

DTO BaxKHasl MPELOCTOPOXKHOCTD [IJIsI 3AILUTHl IPOTUB aTaKH «ye-
JIOBEK TOCepe/iiHe», TIe aBTOPH30BAHHBIN KJMEHT MBITAETCS CO-
eMUHUTBCS C APYTMM KJIHEHTOM, MPUTBOPSSICh cepBepoM. Araka
JIETKO TIPEIOTBPAIlAeTCsl, €CJU KJHEHThl MPOBEPSIOT CepPBEePHBIH
CepTU(UKAT C UCNOJAb30BAHHEM ONHOH M3 OMUUH --remote-cert-
tls, --tls-remote unu --tls-verify.
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-crl-verify crl [IpoBepuThb, He yKa3aH JiU cepTH(HUKAT mapTHepa B ¢akie crl B
¢dopmare PEM.

CRL (cmucok oT3biBa CepTH(UKATOB) HCIMOJb3YeTCs, KOTa KOH-
KpeTHbIH KJ/104 ckomnpomeTHpoBaH, HO Bcsl PKI coxpanena.
[Ipennonoxum, uto y Bac 6v1a PKI, cocrosmas us YL, kopHeso-
ro cepTU(HUKaTa U HeCKOJbKHUX KJAUEHTCKUX cepTudukatos. [Ipen-
M0JI0KHUM, YTO HOYTOYK, COdepKallMH KJU U CepTU(PUKAT KJIHU-
eHTa, Obli yKpaneH. Jlo6aBUB yKpaleHHbIH cepTHU(HUKAT B (aii
CRL, BBl MOKeTe OTBepPrHyTh Ji000€e coequHEeHHe, KOTOPOe MbITa-
eTCsl UM BOCIO0J1b30BaThCsl, cOXpaHss obuyio uejoctHoctb PKI
EnvHCTBeHHBIH ciyuyad, Korja HeoOXOAUMMO Iepeco3/aBaTb BCIO
PKI 3aH0BO - ecsiy Obl1 CKOMIPOMETHPOBAH CaM KOPHEBOH CEPTHU-
(ukar.

Ecnu onunoHanbHbI# (aar dir 3agaH, BKAOUATCS APYTOH PEXKHUM,
rze crl - nupekTopus, conepxkarias ¢hanssl, TIPOUMeHOBaHHbIE OTO-
3BaHHBIMU CEPUUHBIMH HOMepaMHU ((aisbl MOTYT ObITb MYCTBIMH,
collep:KMMOe HHUKOrjga He yurtaercs). Eciu K/MeHT 3ampainuBaer
COeIMHEHHe, Tlle CEepUUHBIN HOMep cepTH(HKATa KjHeHTa (necs-
THUYHAsl CTPOKA) - UMs (paiia B AUPEKTOPUHU, TO OHO OYET OTKJIO-
HeHO. YuTute, 4to crl pads (MM TUPEeKTOPHS) YUTAeTCs KaxKAbli
pas, KOria MOAKJI0YaeTcsl MapTHep, eCJH Bbl OTKJ/IOYaeTe MpaBa
NIPUBUJIETHPOBAHHOTO I0J1b30BaTe/sl € IOMOILbIO --user, yOenu-
TeChb, YTO 3TOT MO0Jb30BaTesb 00/a1aeT JO0CTATOUHBIMU MIpaBaMH,
4TOO NpOYeCcTb ITOT (auJ .

8.7 MHWudopmanus no 6ubauoreke SSL

--show-ciphers (HesaBucumasi) [lokaszaTe Bce ajroputmbl MHU(POB, KOTOPBIE
MOKHO MCIOJIb30BaTh C ONuUel --cipher

--show-digests (HesaBucumasi) IlokasaTb Bce airopuTMbl JaHIKeCTOB, KOTOpPbIE
MOKHO HCII0/Ib30BaTh C onuued --auth

--show-tls (HesaBucumas) Ilokasate Bce mugpsl TLS. «OpenVPN-TOCT»
ucnosb3yeT TLS 1714 3amuTel KaHala ynpaBJ/eHHs, 10 KOTOPOMY
MPOUCXOAUT OOMEH KJI0UYaMH, UCIOMNb3yeMble 1J15 3alIUThl Tpagu-
ka VPN. Hludper TLS 6ynyT oTcOpTHPOBaHbBI OT CaMOT0 BBICOKO-
ro TpeanoyTeHus (caMmblii 6e30MacHbI) K CaMOMy HH3KOMY.
O6paTuTe BHMMaHHe, MOXKeT JiM Habop LHU(POB M3 CHUCKA Jel-
CTBHUTEJ/IbHO PaboTaTh, 3aBUCUT OT KOHKPETHOH HAaCTPOHKHU 000MX
y3/10B (Hanpumep, 06a y3/a JOJKHBI MOANEPKHBATh LIH(P, Ha-
oop wuppos ECDSA He Gyner paboTaThb, €C/M BBl HCIOJb3yeTe
RSA ceprudukar u 1.1 .).
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--show-engines (HesaBucumasi) [lokasaTb mocTymHble B HacTosilllee BpeMsi OC-
HOBaHHble Ha anmapaTHOM OOOPYNOBaHHH MOAYJIU engine KpwIl-
Torpauueckod akcejepauuu, TMoAIepKHBaeMble OUOJUOTEKOM
OpenSSL.

--show-curves (HesaBucumasi) [lokazaTh Bce MOCTyMHBIE 3JJUNTHUYECKHE KPHU-
Bble [JISl HCIIOJIb30BaHus ¢ --ecdh-curve onuued.

8.8 CosnaHue caydaliHOro KJjwoua

Atu OINIIMH HCIIOJBb3YIOTCA TOJIBKO AJIA peXruMa 3aLLII/IC13pOBaHI/IH CO CTaTH4YeCKHM KJIIOUOM, He OJId
TLS.

--genkey (HesaBucumas) Co3patb ciaydalHbIH KJ10Y AJ51 UCIOJb30BAHUS B
KayecTBe 0OILlero cekpera c onuuel --secret. AtoT paila no1KeH
OBITb NepefaH MapTHepPY MO paHee CyLIeCTBOBABIIEMY 3allMIIEH-
HOMY KaHaJsy, TaKOMY KaK ScCp.

--secret file 3anucath KJawod B (aia file.

8.9 Pexum KoHpurypauuu coxpansemoro tyHHeqas TUN/TAP

Hoctynen Ha Linux 2.4.7+. 9Ty onuuu BKJWOUAOT B cebsi He3aBUCUMBIN pexuMm «OpenVPN-
[OCT», KoTOpbIHi MOXKET OBITb HUCIIOJNB30BAH /ISl CO3MAaHHUSI U yIAJeHHUS] COXPAHSEeMbIX TYHHeJeH.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--mktun

(HesaBucumas) Co3nath coxpaHsieMbldl TyHHe/b Ha MjaaT(opmax,
KOTOpble MOAJAEPKHUBAIOT MX, TaKHX, Kak Linux. Kak npaswu.o,
tTyHHesid TUN/TAP cyliiecTBYIOT TONBKO B Te€UeHHe TOrO MepUosa
BpPeMeHH, KOT/la MPUJIOKEHHE JePXKHUT UX OTKPBITBIMHU. DTa OMLIUSA
nosb3yercsi crniocobHocthio npaiiBepa TUN/TAP cospaBaTh co-
XpaHsieMble TYHHeJH, KOTOpble COXPaHSIOTCS B TeueHHe HeCKOJIb-
kux 3anyckoB «OpenVPN-I'OCT» u 3akpbiBatoTCsl TOJBbKO KOTAa
UX yIaJasI0T WM KOTa MallliHa nepe3arpyxkaercs.

OnHO W3 TMpeuMyLIecTB COXpaHseMblX TyHHeJeHd - TO, UTO
OHU MCKJIIOUAIOT HEOOXONHUMOCTb [JIft OTHEJbHBIX CKPUIITOB --
up u --down 3amyckaTb COOTBeTCTBYMIIHe KoMaHuabl ifconfig(8)
u route(8). DTM KOMaHIB MOTYT OBITb MOMEIEHBI B TOT K€
CKpPUNT 000JIOUKH, KOTOPbIM HauMHaeT WJM 3aKaHUMBAET CeaHC
«OpenVPN-T'OCT».

Elle onqHO MpeuMyLIecTBO B TOM, UTO OTKPbITble COeIMHEHHUS ue-
pe3 TyHHeJb, ocHoBaHHBIH Ha TUN/TAP, ne OynyT mepesarpy-
x)enbl, ecad naptHep no «OpenVPN-TOCT» nepesanyckaercs.
ITO MOXKeT OBbITb MOJE3HBIM, UTOOBI NPEIOCTABUTh HENPEPBIBHYIO
CBfI3b uepe3 TyHHesb B caydae DHCP-nepesarpysku oTKpbITOrO
[P-anpeca naptHepa (cM. onuuio --ipchange Beile).

OnUH HeNOoCTaTOK COXpaHseMbIX TYHHeJeH COCTOMT B TOM, UTO
TpyAHee aBTOMaTHUUeCKH KOH(HUTypHpoBaTh UX BequuuHy MTU
(cMm. onmuu --link-mtu u --tun-mtu Bbile).

Ha HekoTopeix niatdopmax, Takux kak Windows, TynHesud TAP-
Win32 coxpaHsi0TCs 10 yMOMTYaHHUIO.

--rmtun

(HezaBucumasi) ¥Ynanutb coxpaHsieMbld TyHHeJb

--dev tunX | tapX

Yerpoiicteo TUN/TAP

--user user

OHLLI/IOHa.HbeIﬁ [MoJib30BaTeJIb, KOTOprﬁ JOJI2KEH OBITh BJIageJib-
HeM 3TOTr0 TyHHEJIA

--group group

OnuuoHanpHas rpymnna, KoTopas L0JKHa ObITh BJafeNbleM 3TOr0
TyHHeJ.

[TopsinkoBbi#i Ne M3MeHeHUsI
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8.10 Onuuu, crnenuduunble aas Windows

--win-sys path YcTaHOBUTE MyTh K cucTeMHOMY Katasory Windows asis HCrofib-
30BaHUS NPU MOMCKE CUCTEMHBIX BBINOJHSEMbIX (halyoB, TaKUX
Kak route.exe u netsh.exe. [lo ymosuanuio, ecnu 3ta IUpeKTHBA
He ykasana, «OpenVPN-I'OCT» ucnoJsib3yer nepeMeHHY0 CPeibl
SystemRoot.

OTa onuus HM3MeHW/a [OBeleHHe B IOCJeAHeH BepcHH
«OpenVPN-T'OCT». Panblile npuxoaunoch onpefesite --win-sys
env, 4ToObl UCMOJb30BaTh MepeMeHHY0 cpenbl SystemRoot, nHa-
ye no ymosdanuwo ucnosbioBasics C:\WINDOWS. Bosbuie He
HY?>KHO HCIIO/Ib30BaThb KJ/IOYeBOe CJOBO env, OHO OyAeT IpPOCTO
npourHopuposaHo. [Ipu oOHapyxKeHHH 3TO cJ0Ba Npepynpexna-
folee coobleHre OyIeT COXpPaHEeHO B KOH(UTYPAaLLUOHHOM (aiie.

--ip-win32 method Hcnonbays onuuio --ifconfig B Windows, yctaHOBUTB afgpec u ce-
TeBylo MacKy amantepa TAP-Win32 ¢ ucnosnbszoBanueM method.
He wucnonp3yiiTe 3Ty OMNIHIO, €CAH Bbl TakXKe HCIOJb3YyeTe --
ifconfig.

manual - He ycranaBauBath [P-anpec uan ceteByio mMacky aBTo-
MaTHuecKu. BmecTo 3TOro BbiBECTH COOOLIEHHe HA KOHCOJb, Tpe-
Oyiolllee OT I0JIb30BaTeJsl CKOH(UTYPHPOBaTh afanTep BPYUHYIO
1 ykasbiBawlee [P/ceteByio macky, kotopbie «OpenVPN-TOCT»
OXHJI2eT B KaueCTBe YCTAaHOBOK aJarTepa.

dynamic [offset] [lease-time] - ABTomaTnyecku ycTaHoOBUTH [P-
ajzipec U ceTeBylo Macky, orBeyass Ha DHCP-3anpocsl, co3nanHblie
SIPOM. DTOT PEXKHUM - BEPOSITHO, «CaMOe YHCTOe» pellleHHe MJis
ycraHoBk# cBorcTB TCP/IP, mocKoJbKYy OH HCIOJb3yeT XOPOIIO
u3BecTHbId TpoToko1 DHCP. Ho cymiecTBytoT nBa npeaBapuTeib-
HBIX TpeOOBaHHUS [JISl UCMOJNb30BAHUS 3TOTO PEXKHUMA.
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1. CgoiictBa TCP/IP nns anantepa TAP-Win32 nosxHbl ObITh
yctaHoBJieHbl B «Obtain an IP address automatically»

2. «OpenVPN-TOCT» neobxomumo mnotpe6oBats [P-ampec B
TMOACETH MAJs MCMOJb30BaHHS B KadyecTBe ajpeca BHUPTY-
anpHoro cepepa DHCP. Ilo ymosnuanuio B pexume -dev
tap «OpenVPN-I'OCT» Bo3bMeT, Kak MpaBU/IO, HEUCIIOJb-
3yeMblil TepBbIM anpec B noaceTd. Hampumep, ecau Baiua
nmonceth 192.168.4.0, a cereBasg macka 255.255.255.0, To
«OpenVPN-T'OCT» Bosbmer [P-agpec 192.168.4.0 B kaue-
cTBe anpeca BuptyanbHoro cepeepa DHCP. B pexume --dev
tun «OpenVPN-T'OCT» 3acraBut cepep DHCP BecTu cebs
TaK, OyITO OH YCTAHOBJIEH B yIA/JeHHOM KOHEUHOM TYHKTE.
OnuuonanbHblll mapametp offset - mesnoe umcnao mMexny -
256 u 256, mo ymosuanuto paBHoe 0. Ecau offset 6osb-
e O, ceppep DHCP 6yner Bectu cebst kak [P-agpec npu
cereBoM agnpece + offset. Ecan offset menbuie 0, DHCP
Oynet BecTu cebs1 Kak [P-ampec mpu mupokoBelaTesbHOM
anpece + offset. MoxHo ncnosnb3oBaTh KoMmanny Windows
ipconfig /all, uro6el mokasare, uem Windows cuurtaer an-
pec cepepa DHCP. «OpenVPN-TOCT» «norpebyer» 3TOT
azpec, no3tomy o00s3aTe/IbHO HCIOJb3yHTe CBOOOAHBIH aj-
pec. Tem He meHee, pasnuunble dK3eMmasippl «OpenVPN-
[OCT», BkJitouast pa3jnyHble KOHIIBI OMHOTO U TOTO XKe CO-
elMHEeHUsI, MOTYT HCIOJb30BaTh OfMH U TOT 2Ke aJpec BHP-
tyanbHoro cepeepa DHCP. [Tapamerp lease-time koHTposH-
pyeT BpeMs apeHasl npucBanBaHusi DHCP, nannoro apanre-
py TAP-Win32, u Belpaxkaetrcs B ceKyHnax. Kak mpasuJo,
MPEeANOYTUTENBbHO OYeHb OOJIbIIOE BPEMSI apeHMbl, TOTOMY
4TO OHO TPENOTBpAllaeT MOTEPI0 MAPLIPYTOB, BKJIHOUYAILIHUX
anantep TAP-Win32, korma cuctema 3aceimaer. YmoJsya-
TeJIbHOe BPeMs apeH[bl - OUH TOf.

netsh - aBTomaTHuecku yctaHoBUTH [P-ampec u macky cetu, wuc-
Mo/b3yst KOMaHIHO-CTPouHYyl0 KomaHny Windows «netsh». Jror
croco6, moxoxe, KoppekTHo pabotaer Ha Windows XP, Ho He Ha
Windows 2000.

ipapi - aBTOMaTHUecKH ycTaHOBUTb [P-anmpec u macky cetH, uc-
nonb3yss Windows IP Helper APL. DToTr momxom He uMeer upe-
aJbHOU CeMAHTHKH, XOTSl TeCTUPOBaHHE MOKAa3aJso, 4TO Ha Mpak-
THKe OH paboTaeT xopouo. Ec/au Bbl HCMOJMb3yeTe 3Ty OIIHIO,
ayudie Bcero octaButh cBodctBa TCP/IP nmns amantepa TAP-
Win32 B ymosuaTesbHOM cocTostHuM, T.e. «Obtain an [P address
automatically».

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpunTo CENY.00009-05 32 09 142

adaptive - (YMo/suaHHe) HM3HAUAJNBHO TIOMBITATHCS HCIOJb30BATh
cioco6 dynamic, 3atem mnepeliTi K netsh, ecqau cornacoBaHue
DHCP c¢ anantepom TAP-Win32 He 3aBepiiaercs yCrHelHO 3a
20 cekynn. Takue ciydyau M3BECTHBI, KOT/la MaKeThl HEKOEro Mo-
CTOPOHHEero OpaHaMayspa, YCTaHOBJIEHHOTO Ha KJHEHTCKOH Ma-
muHe, 6saokupytoT cornacoBanne DHCP, ncnosb3yemoe apanre-
pom TAP-Win32. O6patuTe BHUMaHUe, YTO €CJIU MIPOUCXOAHUT Iie-
pexon K netsh, TCP/IP-cBoiictBa amantepa TAP-Win32 6Gynyt
nepeycranoBsensl ¢ DHCP Ha cratuueckue, u 3To 3actaBuT 0y-
nyuue nepesanyckd «OpenVPN-I'OCT», ucnogbayionieil pexum
adaptive, cpasy ke ucrno/sb3oBaTh netsh, He ucrosb3ys cHadaJga
dynamic. Uto6bl «mepeknoduTh» pexkuM adaptive ¢ ucmosb3o-
BaHusi netsh, zamycture «OpenVPN-TOCT» no xpatineii mepe
OJIMH Pa3 C WUCMOJb30BaHHEM pexkuMa dynamic, 4ToObl BOCCTaHO-
BuTb TCP/IP-cBoiictBa anantepa TAP-Win32 B koHdurypamuzo
DHCP.

--route-method m Kakoil cmoco6 m ucrno/b3oBaTh AJs N00aBJEHHS MaplIpPyTOB B
Windows?

adaptive (ymo/suaHue) - cHauaJa MOMbBITATHCS HUCIOJNb30BATh
[P helper API. Ecaiu 370 He ynaetcsi, BepHYTbCS K KOMaH]Ie
000Ji04KH route.exe.

ipapi - ucrosbzoBatb [P helper APIL

exe - BbI3BaTh KOMaHIy 000JI0YKH route.exe.
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--dhcp-option type [parm] YcranoButh pacimiupenHble TCP/IP-cBoiictBa amantepa TAP-
Win32, onuus mo/MKHA HCMOJb30BaThecsl ¢ --ip-win3d2 dynamic
uau --ip-win32 adaptive. DTy omnuMo MOXHO HCIOJb30BaTh,
4yTOoOBl YCTaHOBUTH AonosHuTesbHble TCP/IP-cBolicTBa anantepa
TAP-Win32, u oco6eHHO MoJie3Ha IJisi KOHMUTYPUPOBAHHUS KJH-
eHta OpenVPN nasi noctukeHnus cepepa Samba uepes VPN.
DOMAIN name - ycranoButb DNS-cydduke, cneunduuHeil aus
COOTBETCTBYIOLIETO COEUHEHHS.

DNS addr - ycraHoBuTh agpec mepBUYHOIO cepBepa IOMEHHbBIX
uMeH. [ToBTOpUTH 3Ty OMIMI0, YTOOB YCTAHOBUTDH ajpeca BTOPHUY-
HbiX DNS-cepBepos.

O6parute BHHMaHHe, yTo DNS IPv6 cepBepa cefiuac Hactpau-
BatoTcsl ¢ nomounbio netsh (cymecrsyromunit DHCP kon moxer
ucnosnb3oBath TosbkKo [IPv4 DHCP, a sToT mpoTtokos paspelaert
TosbKo IPv4 anpeca rue-nn60). Onuus 6yner noMelieHa B cpepy,
TaK UTO --UP CKPUNT MOXKeT AeHCTBOBATb B COOTBETCTBUU C 3THUM,
ecJd HeoOXooUMO.

WINS addr - ¥YcranoButb anpec mnepsuynoro WINS-cepsepa
(NetBIOS over TCP/IP Name Server). [ToBTopuTh 3Ty omnuuio,
4yTOOBl YCTAHOBUTH aapeca BTopuuHbIX WINS-cepBepos.

NBDD addr - ¥YcranoButh ampec mnepsuunoro NBDD-cepsepa
(NetBIOS over TCP/IP Datagram Distribution Server). ITosto-
pUTBH 3Ty OMNLMIO, YTOOBl YCTAaHOBUTh aapeca BTopuuHbiXx NBDD-
cepBepoB.

NTP addr - ycranoButh anpec mnepsuyHoro NTP-cepsepa
(Network Time Protocol). [ToBToputh 3Ty omnuuio, 4ToObl ycra-
HOBUTb anpeca BTopuuHbiX NTP-cepBepos.

NBT type - ycranoButb tun ysna NetBIOS over TCP/IP. Bos-
MOXHBIe onuuu: 1 - b-y3es (wupokoserianue), 2 - p-y3es (UMeH-
Hble 3ampochl Touka-B-Touky K WINS-cepBepy), 4 - m-y3en (1u-
pOKOBelllaHHe, 3aTeM CepBep UMeH 3anpocoB) U § - h-yses (cepBep
MMeH 3alpocoB, 3aTeM LIMPOKOBEIaHHUE).

NBS scope-id - ycraHoButh o6macte nedctBusi NetBIOS over
TCP/IP. ID o6nactu neiictBusi NetBIOS mnpenocraBssier pac-
mupeHHbld cepsuc uMeH njs moapyas NetBIOS over TCP/IP
(usBectHoro kak NBT). I['naBnasi uesap ID obsactu aedcTBHS
NetBIOS - wusonupoBatb tpacduk NetBIOS B onHo#t cetu Tak,
4yTOOBl OH MPOXOAMJ TOJBKO 4epe3 y3Jbl ¢ TeM ke ID obsactu
neiictBusi NetBIOS. ID obnactu npefictBust NetBIOS - cumBosib-
Hasi CTpoKa, Kotopasi pobasssercss K uMeHu NetBIOS. ID o6.a-
ctu neiictBus NetBIOS Ha nByx XocTax moJKeH COBManaTh, UJH
nBa xocta He cMoryT obuiatbes. ID o6mactu neiictBusi NetBIOS
TaK2Ke M103BOJISIeT KOMITBIOTEPAM HCII0JIb30BATh OAHO U TO XKe KOM-
NbIOTEPHOE HUMS$l, TIOTOMY YTO Y HUX pasHble ID obnacTtu nedcTaus.
ID obmacTty meHcTBUS cTaHOBUTCH uacThbio MMeHU NetBIOS, ne-
Jlasi 3TO UMsI YHHUKAJbHBIM.

DISABLE-NBT - orkuaiouuts NetBIOS-over-TCP/IP.

[TopsaakoBbld Ne M3MEHEHUs Tlognuce JsMlla, OTBETCTBEHHOro 3a | JlaTa BHeCeHUS U3MeEHeHHS
H3MeHeHue
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O6patute BHHMaHHe, uTo ecau onuus --dhcp-option mepenana
yepes --push kiuenty, padoramwiiemy He B Windows, omuusi 6yaeTt
COXpaHeHa B OKPYXKEeHHH KJHMeHTa Nepei TeM, Kak OyleT BbI3BaH
CKPHUINT up, Mof Ha3BaHueM «foreign_option_n».

--tap-sleep n 3actaButbh «OpenVPN-I'OCT» 3acHyTb Ha n ceKyHJ cpasy xe
rnocJie TOro, Kak cocrosinue aganrtepa TAP-Win32 ycranosseHo B
«connected».

DTa omnuus NpenHa3HadyeHa MJs UCIOJAb30BAaHHUS MPU MpobsemMax
¢ onuusamu --ifconfig u --ip-win32, u ucnosbsyercs, yToObI AaTh
anantepy TAP-Win32 Bpemsi momHATbCs, Npexie ueM K HeMy
oynyTt npumeHenbl onepauuu Windows IP Helper API.

--show-net-up BeiBectu B3rasn «OpenVPN-I'OCT» Ha cucTeMHyl0 TabJully
MapLIPyTH3aLHH U CIIUCOK CEeTeBBIX afanTepoB B syslog uiu daiin
XypHasa nocje Toro, Kak O nopHsAT agantep TUN/TAP u 6bi-
J1 n00aBJ/eHbl KaKue-a1u60 MapIIPYTHI.

--block-outside-dns Bnokupoatb DNS cepBepa n3 apyrux ceteBbiX afanTtepoB, UTO-
Obl penotBpatTh DNS yTeuku. dTa onuus npenorspaiiaer ao-
ctyn Jao6bix npusaoxkeHui Kk TCP nau UDP nopty 53 Kpome onHo-
ro BHyTpH TyHHess. Ilasi aToro ucnonbsyercss Windows Filtering
Platform (WFP). Pa6otaer na Windows Vista uau Gosee mosp-
Hel BepcHU. DTa ONUHUS CUMTAeTCs HeHW3BeCTHOH Ha He-Windows
naatdopmax M Henonpnep:kubaemoit Ha Windows XP, mamas c
olInOKOH. B0o3MOXKHO, BBl 3aXOTHUTe HCIOJb30BaTh --setenv opt
uin --ignore-unknown-option (#e mopxomut s Windows XP),
4yTOOBl MPOUTHOPUPOBATh YKA3aHHYI OLIMOKY. YUTHUTe, YTO OT-
MpaBKa HEW3BECTHBIX OMIMH C cepBepa He BhHI3BIBAET (haTaJbHBIX
OLIMOOK.

--dhcp-renew [Tonpocute Windows o6HOBUTH apeHpy amantepa TAP mpu 3a-
nycke. dTa ONUMSA, KaK NpaBuUJa, He SIBJAsSETCS HEOOXOAUMOH, MOo-
tToMy 4To Windows aBTOMaTHUeCKH 3aMyCKaeT MepecorsiacoBaHue
DHCP na apantepe TAP, korna oH nmomHuMaeTcsl, OQHAKO €CJH
BBl yCTaHOBUJH cBoiicTBO Media Status amantepa TAP-Win32 B
«Always Connected», BaM MoXeT MOHAagOOUTBCS 3TOT (Jar.

--dhcp-release [Tonpocuts Windows ocBo6onuth apeHay anantepa TAP npu BbI-
KJIOUEHHH. DTa ONLHUS HMeeT Te Ke OroBOPKH, uto U --dhcp-
renew.

HOpHﬂKOBHﬁ Ne nsMeHeHus ITOHHHCb JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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--register-dns 3anyctuth net stop dnscache, net start dnscache, ipconfig
/flushdns u ipconfig /registerdns mpu MHHUIMALKHK COeqUHEHHUS.
HM3BecTHO, 4TO 3TO 3actaBsaser Windows y3HaBaTh nepegaHHble
DNS-cepsepsl.

--pause-exit BriBectu coobiienne «press any key to continue» Ha KoH-
cosb, mpexnae uyeMm mnporpamma «OpenVPN-TOCT» 3aBepiuaert
paboTy. DTa ONUHs aBTOMAaTHUYECKH HCIOJb3yeTCsl MPOBOAHUKOM
Windows, korna «OpenVPN-I'OCT» 3anymena ¢ kKoHpUrypauu-
OHHBIM (paHJ/OM, BBIODAHHBIM C TOMOLIBIO KOHTEKCTHOTO MEHIO
IPOBOJIHHKA.

--service exit-event [0]1] Cnenyet ucnosb3oBath, Korna «OpenVPN-I'OCT» aBToMaTHue-
CKH 3alycKaeTcsl Apyro#l NporpaMMoi B TakOM KOHTEKCTe, UTO
HMKaKoe B3aUMOLEHCTBHUS C MOJb30BaTeseM yepe3 MOHUTOP HJH
KJIaBUATYPy HEBO3MOxKHO. B oO6IieM, KOHEYHBIM TM0JIb30BATENSAM
He CJIefyeT UMeTb HEOOXOAWMOCTh SIBHBIM 06pa3oM HCIOJIb30BATh
3Ty OMIMIO, MOTOMY UTO OHa aBTOMAaTUYeCKH N06aBJjsieTcs cep-
BUCHOH o6osoukoll «OpenVPN-I'OCT», korna naHHasi KOHQUTY-
pauust «OpenVPN-TOCT» 3anmyckaeTcsi Kak cepBHC.

exit-event - umsi oO6bekrta rjobanbHOro coObiTHsg Windows, u
«OpenVPN-T'OCT» Oyner HemnpepelBHO MPOBEPSITb COCTOSIHHE
3TOro 00beKTa COOBITHS U 3aBEPLUIUT paboTy, KOTAa OOBEKT CTaHeT
CUTHAJIM3UPOBAHHBIM.

Bropoii napameTp ykasbiBaeT HCXOQHOE COCTOSIHHE MapaMmeTpa
exit-event u, kak mpasuJso, Mo ymosauaHuio paseH 0.

MoxeT BBITIONHATBCS OJHOBPEMEHHO HECKOJIbKO IPOIECCOB
«OpenVPN-T'OCT» ¢ onHuM 1 TeM ke napameTpoM exit-event. B
JI060M cJiyyae KOHTPOJHPYIOUIMH MPOLECC MOXKET CHTHAJNHU3HUPO-
BaTb eXxit-event, 3actaBJsisisi Bce Takue MpoLecChl 3aBEPLIUTHCS.
[Tpu BbimosHenuu npouecca «OpenVPN-I'OCT» ¢ nupeKTHBO# --
service, y «OpenVPN-I'OCT», BeposiTHO, He OyneT KOHCOJIbHOTO
OKHa [/ BbIBOJA COOOLIEHWH O cTaTyce W OLIMOKAX, MO3TOMY
TMOJIe3HO MCIOJb30BaTh OMUHH --log unin --log-append, uTo6bl 3a-
MUCBIBaTh 3TU cooOLleHUs B (hauI.

--show-adapters (HesaBucumasi) Ilokazats moctynuble agantepsl TAP-Win32, ko-
TOpble MOTYT ObITb BbIOpPaHBI C TOMOIIbI OnMuMU --dev-node. B
cucremax, oTinyHbX oT Windows, komanna ifconfig mpenocras-
JISIeT CXOAHYI0 (PYHKLUHOHAJTBHOCTD.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--allow-nonadmin [TAP- | (He3aBucumasi) YcranoButb TAP-anantep Tak, 4ToObl MO3BOJHUTD
adapter] JOCTYN OT He-aaMHHHCTpaTopoB. Eciu mapamerp TAP-adapter
onyiueH, Bce TAP-ananrtepsl cuctembl GyayT CKOH(DUTYPHUPOBAHBI
TaK, 4TOOBI MO3BOJNUTh HEAIMUHUCTPATUBHBIN poctyn. Hactpoi-
Ka HeaJIMHHUCTPATUBHOIO NOCTyMNa OYyAeT MPOAOJKATbCs TOJIbKO
TOT TepHoN BpeMeHH, Moka 00beKT ycTpoicTBa TAP-Win32 wu
I paliBep OCTAIOTCS 3arpy>KEHHbIMH, U ee HeoOXOAUMO OyAeT CHO-
Ba YCTaHAaBJMBATb NOCJe Nepe3arpy3ku, UJH eCJd ApanBep ObLI
BBITPY?KEH U CHOBA 3arpyzkeH. ATy AUPEKTHBY MOXKET HCIIOJb30-
BaTh TOJbKO aIMHHUCTPATOP.

--show-valid-subnets (HesaBucumasi) [lokasaTb meHCTBUTE/bHbIE MOACETH MAJS IMYJIsi-
uuu --dev tun. ITockosbky npaiiBep TAP-Win32 skcnoptupyet
uHrepderic ethernet 8 Windows, u nockosbky ycrporictea TUN
Mo CBOeH mpupoje paboTalT TOYKA-B-TOUKY, AJs ApaiiBepa TAP-
Win32 Heo6XomMMO HaKJaAbIBaThb HEKOTOPbIE Or'PaHWYEHHs Ha
BbIOOp afpecoB B KoHeyHoM nyHKTe TUN.

A uMeHHO, KOHEUHbIE MyHKTHI TOYKA-B-TOUYKY, HCIOJIb30BAHHEIE B

smyasunu yerporctea TUN, no/KHBI OBITH 1Ba afpeca U3 cepe-
nunbl noacetd /30 (ceteBast Macka 255.255.255.252).

--show-net (HesaBucumasi) ITokasats B3rasig «OpenVPN-TOCT» Ha cuctem-
HyI0 TabJHILy MapLIPyTH3alHU U CIIUCOK CETEBBIX alarTepoB.

8.11 ABTOHOMHBIE OMIUU OTJALKHU

--show-gateway [v6target] | (HesaBucumas) [lokasare tekymunit IPv4 u [IPv6 w03 no ymos-
yaHWi0 W uHTepdedc K 103y (ecau YHNOMSHYTBIE MPOTOKOJ
BKJitoueH). Ecin [Pv6 ampec mepenaercss B KauecTBe apryMeHTa,
[Pv6 mapuipyT oTnpaBJsieTcsi IJisi 3TOTO XOCTa.

8.12 Omnuuu, otHocsuecs Kk [Pvo

Cuenymooliyde ONUMH CYIIECTBYIOT AJs monnepku I[Pv6 TyHHenupoBaHHSI B TOUKa-TOYKA U
KJHeHT-cepBep pexxumax. Bce onuuu cMmomenrpoBaHbl 1Mo 00pasily ux aHamnoroB B [Pv4, Tak urto
GoJsiee JeTasibHblE OTMUCAHUS, TIPUBENEHBI TaM, MPUMEHUMbl U TYT (3a UCKJOUYeHHeM --topology, Ko-
TOpBId He BauseT Ha [Pv6).

--ifconfig-ipv6 Ckoudurypupyet IPv6-anpec ipvbaddr/bits pas yerpoiicts TUN.

ipvbaddr/bits ipvbremote ipvbremote wucmosb3yercss Kak anpec, Ha KOTOPbIH JOJIKHBI
MaplLIPyTH3UPOBAThCsl MakKeThl 1Js --route-ipvb, ecau He 3amaH
gateway.
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--route-ipv6  ipv6addr/bits
[gateway]| [metric]

Hacrpouts IPv6 mMapuipyTrszauuio B cucTeMe IJisi OTIIPABKH yKa-
sanHo#t cetn IPv6 B OpenVPN TUN. Ilapamerp gateway wuc-
MoJib3yeTcsl TOJbKO ajst [Pv6 MapuipyToB, MPOXOASILIMX depe3
TAP ycrpo#icTBa, ¥ eciu OH OTCYTCTBYeT, TO OyIeT HCIOJb30-
BaHO ipvbremote mnosie us --ifconfig-ipv6 .

--server-ipv6 ipvbaddr/bits

Ynobuast GyHKIMS A5 BKJOYeHUs] HecKoJabKux IPv6 onmuuit on-
HOBpeMeHHO, a UMeHHo --ifconfig-ipv6, --ifconfig-ipv6-pool u --
push tun-ipv6. IlpuHrMaeTcsi TOJIBKO ecaM ycTaHOBJeH “--mode
server”, mu6o “--server”. OrnpaBka --tun-ipv6 AUpPeKTHUBBI BBIMNOJ-
HSIeTCS I/ CTapbiX KJIHEHTOB, KOTOPBIM TpebyeTcsl BHOe yKasa-
HUe “--tun-ipv6” B UX KOH(UTypaALUH .

--ifconfig-ipv6-pool
ipvbaddr/bits

Omnpenensier nuana3oH agpecos [Pv6 nnis nruHamuyeckoro HasHa-
yeHue KiauveHTaM. [luanazoH Hauutaercs ¢ ipvbaddr u BeIgaBae-
MBbIH ajipec yBeJHUHBaeTCss Ha | 1Jif KaXAOTO CJIeAyIOIIero KJu-
eHra.

--ifconfig-ipv6-push
ipvbaddr/bits ipvbremote

Hcnonbayercs pasi ced/per-client HacTpoiiku cratuueckoro IPv6
uHtepderica. CMm. neranu B --client-config-dir u --ifconfig-push .

--iroute-ipv6 ipvbaddr/bits

Hcnonbayercsi nyis ced/per-client HacTpoiiku cratudeckoro IPv6
nHrepgeiica. CM. metanau Mo HACTPOHKE W HCIIOJNb30BAHHIO B --
iroute, 1 mo B3auMoJeHCTBHIO --iroute u --route.

8.13 CkpuntoBaHue U TepeMeHHble CPe/bl

«OpenVPN-T'OCT» skcnopTupyeT psifi TepeMeHHBIX CpPefibl, UCIOJb3YIOLIMXCSl B CKPUIITAX, OMpe-

JeJIEHHBbIX I10Jb30BaTeJIEM.

8.13.1 Tlopsinok BBIMOJHEHHUS] CKPUIITOB

--up BrinosHsieTest mocsie Toro, Kak cBsidbiBaetcst coker TCP/UDP u
otkpbiBaercss TUN/TAP.

--tls-verify BrinonHsieTcsl, KOrna y Hac ecTb IOKa ellle HeJOBEepPeHHBbIH yaa-
JIEHHBIH MapTHep.

--ipchange BrinonHseTcs nocse ayTeHTU(PUKALUU COeIMHEHHUS WM H3MeHe-

HUs ynajnenHoro [P-anpeca.

--client-connect

BrinonHsercs B pexxuMme --mode server cpasy nocje KJIHEHTCKON
ayTeHTU(HUKALIUH.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpunTo CENY.00009-05 32 09 148

--route-up BoinoJiHsieTcst mocje ayTeHTH(HKAlMKH COeIMHEHUs, WU Cpasdy
XKe, WK CITYCTS] HECKOJIbKO CEKYH]I, BPeMsSI OXKHAAHHS OMpee/isi-
eTcsi onuuel --route-delay.

--route-pre-down BeinosiHsieTest npsiMo nepen yaaJeHHeM MaplipyTOB.

--client-disconnect BrinosiHsieTcs B pexxnMme --mode server Mpu 3aKPBITHH SK3IEMILS-
pa KJueHTa.

--down Brinonusiercs nocse 3akpeituss TCP/UDP u TUN/TAP.

--learn-address BrinosiHsieTcss B pexxuMe --mode-server, Korna Wy aapec/Mapii-

pyT IPv4 nnu anpec MAC no6aBJisieTcst BO BHYTPEHHIOW TabJIHILY
mapupytusaunud «OpenVPN-T'OCT».

--auth-user-pass-verify BrinosiHsieTest B pexxuMe --mode-server Mpu MOAKJIIOUEHUH HOBBIX
KJIMEHTOB, KOTJA KJIUEHT ellle He SIBJSETCS NOBEPEHHBIM.

8.13.2 Tunsl u npeo6paszoBaHUe CTPOK

B onpenenennbix caydasx «OpenVPN-I'OCT» BoinosHsieT npeo6pa3oBaHie CUMBOJIOB B CTPOKaX.
A uwmeHHO, J106ble CHMBOJIBI, He BXOASIIIME B Ha0Op pa3pellieHHbIX CHMBOJIOB JJIS KaXKJAOTO THIA
CTPOK, OyAyT npeoOpa3oBaHbl B 3HAK MOAYEPKHUBAHHS.

Bonpoc. [Touemy npeo6pasoBanue cTpOK HEOOXOOUMO?

OTBeT. DTO BakHas 3allMTHas (DYHKLMS, NpefiHA3HAUeHHAas [/ TOro, 4yToObl NMPefoTBPATUTh
3/I0HaMeHEeHHO€e KOJMPOBaHHE CTPOK U3 HeJOBEPEeHHbIX UCTOYHUKOB, KOTOPbIE MepefaloTcsl KaK napa-
MeTpbl B CKPHUITBI, COXPaHSIOTCS B Ccpejle, UCMOJb3YIOTCS B KayecTBe COMIMON name, nepeBoAsiTCS
B M4 ¢aiiaa U T.1.

Bonpoc. MoxHO /M OTKJ/II0YUTb NTpeobpa3oBaHHe CTPOK?

Otger. [la, ucnosb3ys ONUMIO --no-name-remapping, oAHAKO 3Ty OMUHIO CJAeAyeT CUMUTATh M0-
TIOJIHUTEJIbHOH.

Bot kpatkoe onucanue nmerinxcsi B «OpenVPN-IT'OCT» THNOB CTPOK U pa3pelleHHbIX KIacCoB
CUMBOJIOB [l KaXKJ0H CTPOKH.

Hmena, cocraBieHHble 1o npaBuiam X.509: 6ykBbl U 1U(pbl, 3HAK MogdepkuBanus (_), neduc
(-), Touka (.), at-kommepueckoe (@), nBoetoure (:), kocast yepra (/) u 3HaK paBeHcTBa (=). DykBBI
1 UADPBI OTPeNeIIIOTCS KaK CHUMBOJIBI, KOTOPble 3aCTaBJsAOT QyHKIHI0 6ubanoTeku C isalnum()
BEPHYTb 3HAUEHHE «UCTUHHO».

ITona Common Name: Byksbl u uudpbl, 3Hak noguepkuBaHus (_), neduc (-), Touka (.) H
at-kommepueckoe (Q).

--auth-user-pass username: To xe, yto y moseii Common Name, ¢ OIHUM HCKJIOUYEHHUEM:
napametp username nepenaercs B myaruH OPENVPN_PLUGIN_AUTH_USER_PASS_VERIFY
KaK ecTb, 0e3 npeoOpa3oBaHUS.

--auth-user-pass password: Jlio60ii «neyaTHbeild» cumBoJg, Kpome CR u LF. IleuatHbie cumBo-
JIBI OTpeNesISIOTCS KaK CHMBOJIBI, KOTOpble 3acTaBJsiloT QyHKUHIO 6ubauoreku C isprint() BepHYThH
3HaYeHHe «UCTHHHO».

--client-config-dir filename kak mpou3BomHbIe OT MoJied common name WJIM username:

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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BykBbl ¥ UQPBI, 3HAK MopgdepKruBaHus (_), neduc (-) U Touka (.), 3a UCKJIIOUEHHEM «.» U «..» B Ka-
YyecTBe OTJAEJbHBIX CTPOK, a TaKxKe CUMBOJ at-kommepueckoe (@), no6aBJeHHBIN 1151 COBMECTHMOCTH
C KJ1IacCOM CHMBOJIOB COMIMON name.

HmeHa mepeMeHHBIX cpelbl: OYKBbl U IU(PLl UM 3HAK MOAYEepPKUBaHUS (_).

3HaueHus MepeMeHHbIX CPeabl: 000N MeYaTHbIH CHMBOJL.

Bo Bcex ciyuasix, CUMBOJIBI B CTPOKE, KOTOpPble He SIBJSIIOTCS YjeHaMH pa3pelieHHOro KJjacca
CHMBOJIOB [IJIS 3TOTO THIIA CTPOK, MPe00Pa30BbIBAIOTCS B 3HAK MOAYEPKHBAHHS.

8.13.3 TlepemeHHble cpenbl

OnHaxbl yCTAHOBJIEHHAsI NepeMeHHast CPefibl COXPaHseTCsl, MOKa ee He MepeyCTAHOBST WUJIH He
Oyzetr nepesamnylleHa CACTeMA.

B cepBepHoM pexkuMe mepeMmeHHble cpenbl, yctaHoBJeHHble «OpenVPN-I'OCT», onpenensores
B COOTBETCTBHM C OOBEKTAaMM KJHEHTOB, C KOTOPBIMH OHH aCCOLMHUPOBAHBI, MO3ITOMY He JIOJIKHO
ObITb CJydaeB, KOTJla CKPHUIITBH MOJYUYalOT JOCTYN K paHee YCTaHOBJIEHHBIM MepeMeHHbIM, KOTOPBIE
OTHOCATCS K APYTHM 3K3eMILIsipaM KJIHEHTOB.

bytes_received O611ee KoaMuecTBO GalTOB, MOJYyUEHHBIX OT KJMEHTa BO BpeMs
ceaHca VPN. YcranaBnuBaeTrcs nepep BBIIIOJHEHHEM CKPHUITA --
client-disconnect.

bytes_sent O6b1iee KoaryecTBO 6aHTOB, NepefaHHbIX KJAUEHTY BO BpEMS CeaH-
ca VPN. YcranaBnuBaetcs nepes BbINONHEHUEM cKpurTa --client-
disconnect.

common_name [Tore X509 common name ayTeHTH(UIUPOBAHHOTO KJHEH-

Ta. YCTaHaBJMBaeTCsl Mepel BHIOJHEHHEM CKPUNTOB --client-
connect, --client-disconnect u --auth-user-pass-verify.

config Wwms nepsoro ¢aina --config. YcranaBnuBaercs npu HHULHALUN
nporpamMmbl 4 nepeycraHaBiuBaetcs npu SIGNUP.

daemon YcranaBauBaetcst B «l», ecsiM yKaszaHa nMpeKTHBa --daemon, U B
«0» BO Bcex oCTa/bHBIX C/ydasX. YCTaHaBJMBaeTCs NPU HHHUILU-
auuu nporpaMMbl U nepeycranas/aubaetcs npu SIGNUP.

daemon_log_redirect YcranaBauBaeTcss B «l», ecnu ompeneseHbl AHPEKTHBH log u/n
log-append, u B «0» BO Bcex OCTa/IbHBIX CJyuasix. YCTaHaBJH-
BaeTCs MPHU MHULHMALKUK NIPOrpaMMbl U TepeyCcTaHaB/IUBAeTCs MPH

SIGNUP.

dev HetictButensHoe umsi ycerpoiictBa TUN/TAP, Bkawouas Homep,
€CJIM OH CYIIeCTBYeT. YCTaHABJMBAeTCs Tepel BBINOJHEHHEM
CKPHUITOB --Up HJH --down.
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dev_idx B Windows unpekc yctpoiictBa TUN/TAP anantepa (mnst uc-
noJib30BaHus B netsh.exe BbI30BaX, KOTOpPblE MHOTIA HENpPaBUJ/Ib-
HO paGoTaloT ¢ HMeHaMH HHTep(eicoB). YcTaHaBIUBaeTCs Mepex
BBITIOJIHEHHEM CKPHUIITOB --Up WUJH --down.

foreign_option_{n} Onuus, nepenaHHast TUPEKTUBOH --push KJIHEHTY, KOTOPBIH He 06-
JlajaeT BCTPOEHHOH MOAJMEP:KKOH 3TOH OMLMH, HANpUMep, OMLHS
--dhcp-option B cucreme, otauunoét ot Windows, Gyznet 3anucaHa
B 3Ty IOCJIEI0BATENbHOCTb MEPEMEHHBIX Cpelbl Tepel BbIMOJIHE-
HHUEM CKpHIITA --Up.

ifconfig_broadcast [IupokoBemaTeibHBIH agpec OJs CerMeHTa BUPTyaJbHOH CeTH
ethernet, onpenensemelit u3 onuuu --ifconfig npu ucnonb3zoBanun
onuuu --dev tap. YcraHnaBiauBaetcs nepen TeM, kKak «OpenVPN-
[OCT» BbisbiBaeT KoMmaHny ifconfig uaum netsh (Bepcus ifconfig
s Windows), 4To 0ObIYHO CJIydaeTcsi O BBHIIIOJHEHHs] CKPUITA

--up.

ifconfig_ipv6_local [P-anpec nokanpHOro KoHeuHoro myHkta VPN, ykasaHHbI# B om-
uuu --ifconfig-ipv6 (mepBelil mapameTp). YcTaHaBaUBaeTCs mepen
tTeM, Kak «OpenVPN-I'OCT» Bri3biBaeT komaHay ifconfig wuiu
netsh (Bepcus ifconfig nng Windows), 4To 06bIYHO cayuaercs
10 BBIMIOJIHEHUSI CKPHIITA --UP.

ifconfig_ipv6_netbits Hnuna npedukca IPv6 cetn na VPN unrepgeiice. [lomyuaer-
cs u3 mapamerpa /nnn [Pv6-angpeca, ykasaHHOro B OMLUHH --
ifconfig-ipv6 (mepBeIfl mapameTp). YcTaHaBJIMBaeTCs Mepen TeM,
Kak «OpenVPN-TOCT» BbisbiBaeT komanny ifconfig uau netsh
(Bepcus ifconfig mass Windows), 4To 06bIYHO cJiyyaeTcsi A0 BHI-
TMIOJIHEHHUS] CKPUMTA --Up .

ifconfig_ipv6_remote [P-anpec ynanenHoro koHeuHoro nyHkta VPN, ykasaHHbli B or-
uun --ifconfig-ipv6 (BTOpoii mapameTp) MpH HCMOJNB30BAHHU OI-
uuu --dev tun. YcranaBnuBaercs mnepen TeMm, Kak «OpenVPN-
[OCT» BbisbiBaeT KomaHny ifconfig uau netsh (Bepcus ifconfig
st Windows), 4To 0ObIYHO CJlyyaeTcs O BBIIOJHEHHS CKPUIITa

--up.

ifconfig_local [P-anpec nokanbHOro koHeuHoro nyHkta VPN, ykazaHHbl#l B or-
uuu --ifconfig (mepBblil mapaMeTp). YcTaHaBJIUBAeTCs Mepel TeM,
kKak «OpenVPN-I'OCT» BbiseiBaer Komanny ifconfig uan netsh
(Bepcus ifconfig mas Windows), 4To 06bIYHO cJiiyyaeTcsi A0 BbI-
TMOJIHEHHUS] CKPUMTA --up.
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ifconfig_remote [P-anpec ynanenHoro koHeuHoro nyHkTa VPN, ykasaHHBIH B OIl-
uuu --ifconfig (BTopoil mapamerp) mpu HUCMOJIb30BAHUH OIIHH --
dev tun. YcranaBmuBaercsi nepen TeMm, Kak «OpenVPN-TOCT»
BbI3bIBaeT KomaHay ifconfig wmau netsh (Bepcus ifconfig mas
Windows), 4To 06bIUHO C/y4aeTcs 0 BBINOJHEHHS CKPHUIITA --UP.

ifconfig_netmask Macka noaceTu cermMeHTta BUPTYyasbHOH ceTu ethernet, ykasan-
Hasi KaK BTOpOH mapameTp onuuu --ifconfig mpu ncnosb3zoBaHuu
onuuu --dev tap. YcranasnuBaercs nepen TeM, kKak «OpenVPN-
[OCT» Be3biBaer Komanny ifconfig nau netsh (Bepcus ifconfig
s Windows), 4To 0ObIYHO CJyyaeTcsi 0 BBIMOJHEHUS] CKPUITA

--up.

ifconfig_pool_local_ip Jlokasnbublil BupTyasnbHblil [P-ampec mas tynnens TUN/TAP,
B3SIThIH U3 MUPeKTHUBH --ifconfig-push, ecnn ona ykasana, unu xe
13 nuanasona ifconfig (koTopbiii ynpaB/sieTcsi TUPEKTHBOH KOH-
¢urypaunonHoro ¢aina --ifconfig pool). YcranaBnuBaercs ToJb-
KO NIl TYHHeJed ¢ onuued --dev tun. drta omuusi ycTaHaBJjMBa-
eTcs Ha cepBepe Mepel BbIIIOJHEHHEM CKpUNTOB --client-connect
u --client-disconnect.

ifconfig_pool_netmask CereBasi macka BuptyanbHoro IP misi Tynnens TUN/TAP, Bas-
Tasi U3 MUpeKkTuBH --ifconfig-push, ecnu oHna ykasana, nau xe u3
¢atina ifconfig pool (koTopblii ynpaBJsieTcss TUPEKTHBOH KOH(H-
rypauuonHoro (aiina --ifconfig pool). YcranasnuBaercs To/bKO
IJs TyHHeJed ¢ onuued --dev tap. DTa onuus ycTaHaB/IHBaeT-
Csl Ha cepBepe TIpefie BBINIOJHEHHEM CKPUMNTOB --client-connect u
--client-disconnect.

ifconfig_pool_remote_ip Ynanennsiit BuptyanbHeiit [IP-anpec nnis rynnens TUN/TAP, B3s-
TBIH U3 IMpeKTHUBH --ifconfig-push, ecau oHa ykasana, umau xe U3
¢atina ifconfig pool (koTopblil ynpaB/sieTcss TUPEKTHBOH KOH(H-
rypauroHHoro Qaina --ifconfig pool). dra onuus ycranaBiuBa-
eTCsl Ha cepBepe Mepel BLITIOJHEHHEM CKPUIITOB --client-connect
u --client-disconnect.

link_mtu MakcuManbHbId pasmep nakera (6e3 yuera [P-3arosioBka) TyH-
HeJIbHBIX AaHHBIX B pexkxuMe TpaHcrnopta B UDP-tyHHese. Ycra-
HaBJIMBAEeTCsl Mepejl BBIMOJHEHUEM CKPUIITOB --up u --down.

local [Tapamerp onuuu --local. ¥cranaBauBaeTcs pH 3amnycke Nporpam-
Mbl U nepeyctaHaBsauBaetcs npu SIGNUP.
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local_port Howmep sokabHOTO MopTa, yKa3aHHBIH omiued --port uau --lport.
YcTaHaBaUBaeTCs NP 3alycKe MPOrpaMMbl U MepeyCcTaHABJIUBA-
ercst npu SIGNUP.

password [Taposib, mpenocTaB/IeHHBIN TOAKIOYAIIIMMCS KJIUEHTOM. YCTa-
HaBJIMBaeTCs TMepel BBIMOJHEHHEM CKpumnra --auth-user-pass-
verily, TolbKO Korja ykasaH MopHduKaTop via-env, U yaansercs
U3 Cpelbl Tocse TOro, Kak CKpPUIT BO3BpallaeT 3HAUEHHeE.

proto [Tapamerp omuuu --proto. YcraHaBJHBaeTCsi MPH 3alycKe MPo-
rpamMmMbl U nepeyctaHaBauBaetcs npu SIGNUP.

remote_{n} [TapameTp onuuu --remote. YcTaHaB/aMBaeTCsl NpU 3alycKe IPo-
rpamMMbl ¥ nepeycranasausaetcs npu SIGNUP.

remote_port_{n} Howmep ynanenHoro nopra, ykasaHHblil onuuei --port ujau --rport.
YcraHaB/aMBaeTcs MpU 3amycke MPOrpaMMbl U MepeycTaHaBJ/UBa-
ercst npu SIGNUP.

route_net_gateway Panee cyulectBoBaBlIME yMosuaTesbbld [P-refit B Tabauue
MapLIPyTU3aLHUHU CHCTEMBl. YCTaHaBJMBAETCS Mepel BbINOJHEHHU-
eM CKpuNTa --up.

route_vpn_gateway YMosuatenbHbI TeHT, UCMOJMB3YeMBbIH ONUUSIMU --route, ykaszaH-
HBIA MO0 B oNLMM --route-gateway s160 B KauecTBe BTOPOTO Ma-
pametpa onuuu --ifconfig, korna ykazana onuus --dev tun. ¥Ycra-
HaBJIMBAeTCA Mepefl BbIIIOJHEHHEM CKpPHUITA --up.

route_{parm}_{n} Ha6op mnepemeHHBIX, KOTOpblE ONpeNesIOT KaXKAbld nob6aBJsie-
MbIH MapLIpyT, ¥ YCTaHaBJIUBAIOTCS Tepel BbINOJHEHUEM CKPHUIITA
--up.

parm MoKeT UMeTb 3HaueHHs «networks, «netmask», «gateway»
UK «metricy.

n - Homep Mmapuipyta «OpenVPN-I'OCT», Hauunas c 1.

Ecqu ceTb U reéit fBasitoTes paspeminMeiMi uMeHamu DNS, 6y-
IYT 3amUCbIBaTbCs TpaHCAsiUMU UX [P-anpecoB BMecTo MX HMeH,
KaK YKa3aHO B KOMaHIHOH CTPOKEe MJIH KOH(PUT'YypaLHOHHOM (aki-
Je.
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route_ipv6_{parm}_{n} HaGop mnepeMeHHBIX, KOTOpble OMNpeNeNstoT KaxKIbld n06aB-
asemblt  IPv6 wmapumpyr, W ycTaHaBaMBalOTCA Tepel  BBI-
MOJHEHWeM CKpUNTa --Up. parm MOXeT HUMeTb 3HauyeHUS
«network» unu «gateway» («netmask» comepxutcs kak “/nnn”
B route_ipv6_network_{n}, B otsiuune ot IPv4, rue on nepenaet-
csl B BHJIe OT/EJbHOH MepeMeHHOU Cpelbl ). N - HOMep MaplipyTa
«OpenVPN-T'OCT», naunnas ¢ 1. Ecau ceTb WM reiiT siBASIOTCS
paspemnMbiMu uMeHamMu DNS, 6ynyT 3anuchiBaTbCsl TPAHCASLIMN
ux [P-anpecoB BMecToO UX HMeH, KaK yKa3aHO B KOMaHIHOH CTpo-
K€ WJIM KOH(PUI'ypaLMOHHOM (ai.e.

peer_cert Mwms BpemeHHoro (aiina, coneprkaiiee cepTUPHUKAT KJIHEHTA TPU
nonkJ/woueHuu. [losesno B coyetanuu c --tls-verify .

script_context YcraHaBnuBaetcss B «init» uau «restarts nepen BBIIONHEHUEM
ckpunrta up/down. JomosHUTEbHYIO HH(OPMALHUIO CM. B OITH-
CaHWM OMNLMUHU --up.

script_type OmuH w3 chaenywomux ckpunrtos: up, down, ipchange, route-
up, tls-verify, auth-user-pass-verify, client-connect, -client-
disconnect, unu learn-address. YcranaBauBaeTcs mepei BbINOJ-
HeHUeM J11000T0 CKPHUIITA.

signal [IpyurHa BbiXoma uJu nepe3arpy3kd. MokeT ObITb OOHUM U3
sigusrl, sighup, sigterm, sigint, inactive (ynpaBasiembiM om-
uueit --inactive), ping-exit (ympaBssieMbiM omuuei --ping-exit),
ping-restart (ympaBasiembiM onuued --ping-restart), connection-
reset (3amyckaercs npu nepesarpyske TCP-coenunenus), error,
or unknown (HeM3BECTHBIH CHTHaJ). DTa MepeMeHHasi yCTaHaJH-
BaeTCsl HEMOCPEACTBEHHO Tepe]] BBIMOJTHEHHEM CKpunTa down.

time_ascii MeTka BpeMeHH COeIMHEHHsl KJHeHTa, OT(POpPMaTHPOBAHHAs KakK
CTPOKa, KOTOPYIO MOXeT INPOYHUTAThb 4es0BeK. YCTaHABJIHBAETCS
rnepes BHIMIOJHEHHEM CKpHMTa --client-connect.

time_duration [TpomomkutenbHCTh (B CeKyHHOAX) ceaHCa KJHEHTa, KOTOPbIH
cefiuac OTCOeNMHsIeTCS. YCTAaHABJIMBAETCS Mepejl BBINOJHEHHEM
ckpunra --client-disconnect.

time_unix MeTKka BpeMeHU COelMHEHHUS KJHWeHTa, 0T(OpPMaTHUPOBAHHAS KaK
IOHMKCOBasl lieJ1asi BeJMYMHA JAAaThl/BpeMeHH. YCTaHABJIHBAETCS
rnepesl BHIMIOJHEHHEM CKpHMTa --client-connect.
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tls_digest_{n} / | Comepxurt orneuatok cepruduratra SHA1/SHA256, roe n - ypo-
tls_digest_sha256_{n} BeHb MPOBEPKH. YCTAHABJAMBAETCS TONbKO A/ TLS-coennHeHUH.
YcraHaBaMBaeTCs mepeq BBIMOJHEHHEM CKpuMnTa --tls-verify.

tls_id_{n} Cepusi moJiel cepTH(HUKAaTOB OT YyAAJeHHOTO NapTHepa, Tae
N - ypoBeHb INPOBEpPKH. YcTaHaB/JMBaeTCs ToJbKO AJs TLS-
COelMHEeHHH. YCTaHAB/JMBAETCs Iepejl BBINOJHEHHEM CKPUITA --
tls-verify.

tls_serial_{n} CepuiiHbli HOMep cepTH(HKATa OT YAaJE€HHOIO TapTHepa, TIe
N - ypOBeHb NPOBEPKH. YCTaHaBJWBaeTCs TOJMbKO nass TLS-
COeIMHEHUH. YCTaHABJIMBAETCS TMepel BHIIIOJHEHHEM CKpHUIITa --
tls-verify.

[lpencraBneH B BHAe MHeCATHUHOH CTPOYKH, K IIpUMepY,
«933971680», KOTOpBIH MOAXONUT JMJsi BBLIMIOJHEHHS [OCJEeM0-
BaTesbHbIX OCSP 3ampocoB (masi OpenSSL He nobGasisiite
K cTpoke «0x»). Ecau 4To-TO moOilimeT He TaK TPU UTEHHU
3HaueHUs1 u3 cepTU(dHUKaTa, OH OymeT TYCTOH CTPOKOH, TMoO-
3TOMYy Balll KOJ JOJ/DKEH IpoBepsiTb Ha Takod chaydai. Cwm.
contrib/OCSP_check/OCSP_check.sh ckpunt nas npumepa.

tls_serial_hex_{n} [To anasnoruu c tls_serial_{n}, Ho B wiecTHanaTepuyHoM hopmare
(x mpumepy, «12:34:56:78:9A5).

tun_mtu MTU ycrpoiictea TUN/TAP. YcranaBnuBaeTcst nepen BBITOJHE-
HHUEM CKpHUIITa --up Uau --down.

trusted_ip (or trusted_ip6) | HeiicTButenbubiii IP-anpec mnomk/rovaroiierocss KJAWEHTa HJIH
nmapTHepa, KOTOPHIH Obl1 ayTeHTH()UIUPOBAH. YCTaHABJIUBAETCs
rnepel BBLINIOJHEHHEM CKPUNTOB --ipchange, --client-connect u --
client-disconnect.

trusted_port JelicTBUTENbHBI HOMEp MOPTa MOAKJIOYAIOUIErocs KJAHUEHTa WU
napTHepa, KOTOPbIA OblJ1 ayTeHTHU(HLUHUPOBAH. YCTaHABJHBaeTCs
mepel BBIMOJHEHHEM CKPUNTOB --ipchange, --client-connect u --
client-disconnect.

untrusted_ip (or | HefictBurenbHbll [P-agpec mnoak/rovaomierocss KJWEHTa WM
untrusted_ip6) napTHepa, KOTOPHIH elle He Obli ayTeHTHUPULMpPoBaH. MHorna wuce-
MOJb3YyeTCsl, YTOOBI BBIMOMHUTD (PYHKIHIO NMap A5 NOAKJ/II0Yalo-
ILIerocsi XocTa B ckpurre --tls-verify, uTo6el 06ecneyuTh NpaBUIIb-
HYI0 paboTy GpaHiMayspa. YCTaHaB/IMBaeTCs Nepe] BbIIOJIHEHHEeM
ckpuntoB --tls-verify u --auth-user-pass-verify.
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untrusted_port

JleficTBUTENIbHBIE HOMep TOPTa MOAKJIIOYAIOIIErocsi KIHeHTa UJN
nmapTHepa, KOTOPBIH Obl1 ayTeHTH(UIUPOBAH. YCTAHABJIHBAETCS
mepen BbIMOJHEHWEM CKpPUNTOB --tls-verify u --auth-user-pass-
verify.

usernarmne

JIoruH, mpenoctaB/eHHbIH MOAKJ/IOUAIOIIUMCH KJIUEHTOM. YcTa-
HaBJIMBaeTCs Tepel BBIMOJHEHHEM CKpunTa --auth-user-pass-
verify, TosbKO Koria ykazaH MopuduKatop via-env.

X509_{n}_{subject_field}

[Tone X509 subject u3 ceprudukara ynajeHHOro mapTHepa, Tie
N - ypOBeHb NPOBEPKH. YCTaHaBJWBaeTCs TOJMbKO nass TLS-
COeIMHEHUH. YCTaHABJIMBAETCS TMepel BHIIIOJHEHHEM CKpHUIITa --
tls-verify. 9ta nepemennas noxoxa Ha tls_id_n, 3a uckmoueHuem
TOTO0, 4TO mMoJsi-KoMrnoHeHTbl X509 subject ynaneHsl, 1 HUKaKOTo
npeo6pa3oBaHUsl CTPOK B 3HAUEHMSAX ITHUX I0JEeH He MPOUCXOLUT
(32 WCKJOUeHHEM MpeoOpa3oBaHUs YMPABJSIOUIUX CHMBOJIOB B
3Hak nopuepkuBanusi) Hanpumep, Ha cepBepe «OpenVPN-T'OCT»
MPHU KCMOJIb30BAaHUM 06pasiia KJIHEHTCKOro cepTH(HKaTa U3 Ka-
tajora sample-keys (client.crt) 6ynyT ycTaHOBJIEHbB CJeAYIOLIHE
nepeMeHHble (06paTHTe BHUMaHHe, YTO YPOBEHb MPOBEPKH paBeH
O nust KaueHTCKoro cepTudurkata u | misi ceprudukara YLI):

X509_0_emailAddress=me@myhost.mydomain
X509 _0_CN=Test-Client

X509 _0_0=0OpenVPN-TEST

X509_0_ST=NA

X509_0_C=KG

X509 1 emailAddress=me@myhost.mydomain
X509 1 O=0OpenVPN-TEST

X509 1 L=BISHKEK

X509 1 ST=NA

X509_1_C=KG

[TopsinkoBbi#i Ne M3MeHeHUsI
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8.14 Tlognep:kka BCTpOeHHBIX (paiiyioB

«OpenVPN-T'OCT» nosBoJisier BK/I0YaTh (paiybl B OCHOBHYIO KOH(UTypaLHMIO /s ONUUH --ca,
--cert, --dh, --extra-certs, --key, --pkecsl2, --secret, --crl-verify, --http-proxy-user-pass, --tls-auth u
--tls-crypt. Kaxknbl#i BcTpoeHHBIH (ailyi HAUHHAETCs CO CTPOKU <option> u 3aKaHUYMBAETCS CTPOKOH
</option>. [Ipumep ucnosnb3oBanus BctpoeHHoro (aina: <cert> ——BEGIN CERTIFICATE—- [...]
—-END CERTIFICATE—- </cert> [Ipu ncnosib3oBaHu# (BYHKIIHMH BCTPOEHHBIX (paitioB ¢ --pkesl2
BCTPOEHHBIH (pakis mo/KeH ObITh 3aKonupoBaH B base64. Konuposanue ¢aiina .pl2 B base64 moxxHO
OCYILIECTBUTH, K NpuMepy, ¢ nomoibio OpenSSL, 3anycTtuB openssl base64 -in input.pl2.

8.15 CurHaJml

SIGHUP

3acraBasier «OpenVPN-I'OCT» 3akpbITh Bce ceTeBble COeIUHe-
uusi ¥ coenuHenuss TUN/TAP, nepesamycTuTbCsl, MepeyuTaTth
KOH()UTYpaLlMOHHBIA (pail (ec/au eCcTb) M 3aHOBO OTKPHITH CeTe-
Bole coenuHenusi u coenuHenuss TUN/TAP.

SIGUSRI1

[Toxox Ha SIGHUP, 3a uck/JoueHHeM TOro, uTo KOH(HUIypaLH-
OHHBIH (Dakis He MepeyuThIBAETCSs, U, BO3MOXKHO, HE 3aKpbIBaeT-
cs yerpoiictBo TUN/TAP, nepeunthiBaloTcsi KJ04YeBble (padibl,
coxpaHsieTcsl JokasabHbIH IP-ampec/mopt, uau coxpaHsietcs mo-
CleIHAH ayTeHTHU(UIUPOBAHHBIN ynanenHsil [P-anpec/mopt, oc-
HOBaHHble Ha omuusax --persist-tun, --persist-key, --persist-local-
ip, and --persist-remote-ip cooTBeTCTBEHHO (CM. BBILIIE).

DTOT CHUTHAJl TakXe MOXKeT OBITb CreHEepUPOBaH BHYTpPHU
«OpenVPN-T'OCT» cocTosiHueM TaiimayTa Mof ynpaBjeHHeM OIl-
uuu --ping-restart.

OTOT CUTHaJ B COYETaHMU C oONUHMel --persist-remote-ip mMoxer
OBITh OTIIPaBJIEH, KOT/Ia MOAJIeXKalllhe TapaMeTpbl CETeBOro UHTep-
(efica xocTa MeHSIIOTCS, HanpuMep, Koraa xoct - karneHT DHCP u
eMy npucBoeH HOBBIH [P-angpec. lonosHuTeNbHYI0 HH(DOPMALHIO
CM. B ONIMCAHHWH ONLHUHU --ipchange Bhillle.

SIGUSR2

3acrasaser «OpenVPN-I'OCT» BriBecTH CBOI0 TeKYILYI CTaTH-
cTUKY (B (aiinm syslog, ecau ucnosbayercs onuus --daemon, B
MPOTHBHOM CJlyyae Ha CTaHIAPTHBHIH BBIBOJ).

SIGINT, SIGTERM

3acraBasier «OpenVPN-I'OCT» KoppeKTHO 3aBeplIUTh PadoTy.
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JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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