KpUnTO

[lodn. u dama

Hne. Ne dyba.

0

[loon. u dama | Baam. uns.

Hne.Ne noon.

YTBEPXKIEH
CENY.00009-04 34 07 - JIY

CPEJICTBO KPUIITOTPA®GUUYECKON 3ALIUTHl MHOOPMAILIMU
«MarllIpo Kpunrollaker» B. 3.0

CpeacrTBo 3amuThl JocTyna K cereBbIM pecypcam «KpunroTyHHenan»

PYKOBO,IICTBO 10 UCII0Jb30BaHHIO

CENY.00009-04 34 07
Jluctos H{):

2020

JIutepa O



AHHOTaL M

HacTosituil TOKyMeHT CONEPXKUT PYKOBOACTBO M0 HUCMOJb30BAHHUIO CPEICTBA 3aLIMUTHI JOCTYMNA K
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kjaccy KC1) u ucnosnnenne 6 (coorBerctByet knaccy KC2) CK3U «Marllpo Kpunrollaker» B. 3.0.

Astopckue npaBa Ha «Marllpo Kpunrollaker» B. 3.0 npunansiexatr OOO «Kpuntokom».

B kome mporpammbl ucnosnbszoBaH Kon OpenSSL, ©1998-2020 The OpenSSL Project, ©(C)
1995-1998 Eric Young u xox STunnel (©1998-2019 Michal Trojnara.

«Marllpo» siBnsieTcs 3apeructpupoBaHHo# Toprooit Mapkoi OOO «Kpunroxkoms.



KpUnTo

CENY.00009-04 34 07

ConepxaHue

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

IlaTa BHECEHHA M3MEHEHHSA




KpUnTO CENY.00009-04 34 07 4

39
40
41
41

42
42
43
47

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-04 34 07 5

1 Hasnauenue [IPOrpaMMHOI'0 KOMIIJIEKCA

«Marllpo Kpuntollaker» B. 3.0 B ucrnonnenuu «KpuntoTyHHenb» ob6ecrneunBaeT 3alIULIUTY
no kpunropapudeckum anroputmMaMm [OCT coennHeHMS KJHEHTa C CEPBEPOM ITPHU HCIOJb30BAHUU
MPaKTHUYECKH JII0O0T0 MPUKJIALHOTO MPOTOKoJa, paboTatoilero yepes TCP-coennHeHue 6e3 muHa-
MHUYECKOTO OTKpbITHs mopToB, B yactHoct HTTP, RDP, SMTP, POP3, IMAP, WebDAV, FTP
(passive mode), NFS, SQL u T.1.

Haubosnee Boctpe6oBanHbiM mnpumeHeHueM «Marllpo Kpuntollaker» B. 3.0 B wncnosHeHUH
«KpuntoTyHHeb» sIBJsSIeTCS 3alMTa COEAUHEHUH C BeO-cepBepaMH.

OtnuunrtensHoi ocobeHHocThi0 «Marllpo Kpuntollaker» B. 3.0 B ucnonnennn «KpuntoTys-
HeJb»  SIBJISIETCS BO3MOXKHOCTb 3aLIUTHTb COENMHEHHs] 6e3 CyIeCTBEHHOTO HU3MeHeHHs HacTPOeK
npukaaznxoro I10O.

«KpuntoTynnenb» — 310 cocraBHas yacte CK3M «Marllpo Kpunrollaker» B. 3.0, a umMeHHO
ucnosiHeHne 5 (coorBercTByeT Kiaaccy KCl) u ucrnosnHenue 6 (coorBerctByet Kiaccy KC2) ykasaH-
nHoro CK3MU.

«KpunroTyHnnenb» siBasieTcss HyHKUHMOHATBHO 3aKOHUEHHBIM H3/IEJTHEM.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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2 YcnoBus paboThl IPOrpaMMbl

«Marllpo Kpuntollaker» B. 3.0 B ucnosHenun «KpuntoTyHHesb» mNpeaHasHaueH 151 pabOThl B
CJIEAYIOUIMX OMepPaLHOHHBIX CHCTEMAX:

Windows 7 SP1/8.1/10,
Windows Server 2008R2 SP1/2012/2012R2/2016/2019;
Debian GNU/Linux 7 (wheezy)/8(jessie)/9(stretch)/10(buster);
OC Numa Edge 1.0;
Linux Mint 17.x, 18.x, 19.x, Linux Mint Debian Edition 2, 3;
Ubuntu 14.04, 16.04, 18.04;
Red Hat Enterprise Linux 6, 7, 8;
Cent0OS 6, 7, 8;
SUSE Linux 11, 12, 15;
OpenSUSE 42.2, 42.3, 15.1;
O0S EMIAS 1.0;
AnpT Jlunykc CIT 6.0;
IucTpubyTuBn AneT JIMHYKC Ha 6asze 7-u nnaTdopms,
Bkinmouasa AnbT Jlunykc CIT 7.0;
OucTpubyruse AnbT Ha 6aze nnardopm 8 u 9,
Bximouasa AneT CepBep, AnbT Pabouas crTaHuus,
AnpT Pabouas craHuusa K, AneT ObpaszoBaHue,
AnpT 8 CII, Sipmly Linux;
MCBCdepa Ceprep 6.3, 7.3, MCBCdepa APM 6.3, 7.3;
ATnuxkc 3.1;
Tocnuuykc IC4, IC5, IC6;
FreeBSD 10.x, 11.x, 12.x;
Oracle Solaris 10, 11;
macOS 10.12, 10.13, 10.14, 10.15;
Rosa Enterprise Desktop (RED) X2, X3, X4;
Rosa Enterprise Linux Server (RELS) 6, 7;
Rosa Enterprise Linux Desktop (RELD) 7;
OC POCA «KOBAJIBET» 1.0;
Astra Linux Special Edition Cmomenck 1.5 1.6 wucno.l,
Astra Linux Common Edition 2.12;
OpenWRT 15.05, 18.06, 19.07.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3 Ilepeuenb pyHKUMH

«Marllpo  Kpunrollaker» B. 3.0 B  wucnonHennun  «KpunrtoTyHHesnb» pe-
anM3yeT  3allUTy  KaHajga  no  npotokonmy  TLS ¢ Hcrmonb3oBaHHEM — pOCCHH-
CKHX KPUIITOHaOOPOB TLS_GOSTR341112_256_WITH_28147_CNT_IMIT U

TLS_GOSTR341001_WITH_28147_CNT_IMIT.

Kpunronabop TLS_GOSTR341001_WITH_28147_CNT_IMIT caenyeT UCIIOJb-
30BaTh  TOJMBKO I/ COeAMHEHWss C  CcepBepaMd, He  MOANEPKMBAOIIMMH  Habop
TLS_GOSTR341112_256_WITH_28147_CNT_IMIT.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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4 (QOo0becrieyedue

UH(POPMaALLUOHHOH

0e30IaCHOCTH

ucnoab3zoBanuu «Marllpo Kpunrollaker» B. 3.0

Hanexxnas kpunrorpaduueckas sallldta JaHHbIX Npu ucnosnb3oBaHuu «Marllpo Kpunrollakers»
B. 3.0 obecrneunBaeTcss TOJMbKO B TOM cJjydae, ecau skcrsyatauusi «Marllpo Kpunrollaker» B.
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5 YcraHoBka

5.1 VYcranoBka cepBepHoii yactu pisg OC cemeiictBa Windows

1. 3anycTuTh maket MHCTaMISALUKU mpcp3base-<HOMep_cOOpKH>-<pasdpsiaHocTh>-standard. Ecau
«Marllpo Kpunrollaker» B. 3.0 yxe ycTaHOBJIEH, MepeATH K MyHKTY 9

@}Wnauuana CK3M «MarMNpo KpunTolakeT 3.0 M=

Bac npueetcTBYET MacTep
ycTaHoeku CK3HW «Marllpo
Kpuntollaket» 3.0

3Ta NporpamMMa yCTaHoeHT CH3SM <MarMpo KpuntollakeTs
3.0 Ha BAW KOMNBHITER,

MepEA HEHAM0M YCTAHOBKH PEKOMEHAYETCA 3aKPEITE BLE
pahoTaHWHE NPHMAOKEHHA, 3T0 NOEAIMT NPOrpaHHE
YCTEHOBKK 0EHOBMTE CHCTEMHEIE dhaknkl Bes NepesarpyskH
KOMMEHTEPE,

HammiTe kHomky 'fanee’ 409 NpoaoTeH s,

CUCTEMB 3ALMTEI HHOpMaLMK

KpUNTO!

OTHEHA
Haxkatb Ha kHONKY «[lanee».
2. BeiBomuTCs OKHO BBIGOPA KOMIIOHEHTOB MPOTPAMMBEI.
7 ¥cTanoska CH3W «Marfpo KpunToMakeTs 3.0 M= B

BribepHTe KoMRoHEHTE! CH3K «Marfpo KprnToakeTs: 3.0,
KOTOPEIE BEl XOTHTE YCTSHOEMTE.

BriGEpHTE KOMMNOHEHTEI MPOrREMMEl, KOTOPEIE Bbl X0THTE YCTAHOBMTE, HaxmMMTE KHOMKY
‘fanee’ ANA NPOAOMHEHKS,

[ CNHCaHKE

HaEeaume kyprop
Moayne NoAAEpHcH MO0 MBILLM Ha HASBEHHE

[ Naanepska paoTl c Ry KEMNOHEHTE, YTobhb!

Easy-GOST MPOUECTE ENO
OMHEEHHE,

BLIGEpHTE KOMMOHEHTEI
NporpamMvel 408 YT SHOEKH:

TpebyweToa Ha gHcke: 5.2

MBaHT 1 | i

e = r RO

< Hazaa I fanee = I QOTHEHA

Bri6paTh HeoOXOAMMblE KOMIIOHEHTHl U HaXaTb Ha KHOMKY «/lanee».

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3. BbiBogUTCS OKHO JIMLIEH3WOHHOIO COTJIallleHUs:

@Ynauusua CK3M «Marlpo Kpuntolaker» 3.0 M= E

JIHUEHSHOHHOE COrnalWeHHe

Mepea yeTaHoskor CK3M «Marfpo KpuntoMakeTts 3.0
O3HAKOMETECE C NHLEHZHOHHEIM COrNAWEHHEN,

(I8 A p )i ES

ANA NEPEMELLEHHA N0 TEKCTY MCNONESYRTE KNaBHWK "Pagelip” 1 "Pagebown”,

| MagPro CryptoPack i’

Copyright (£} 2006-2017 Cryptocom LTD,

This product includes code Fram OpenssL library
Copyright () 1993-2016 The Cpenssl Project.

Openssl License

_______________ LI

ECNH BRI NPHHAMAETE YCAOEMA COMNAWEHKA, HEMMHTE KHOMEY "TIpMHMMar’, Hrode
WCTAHOBHTE NPOrpanky, HEofxoAMHa NPHHATE COrNALIEHHE,

< Hazaa I MPHHMMEH I OTMEHA

[TpouecTsb ero. Ilpy cornacun Haxkatb Ha KHoNKy «[IpuHuMaio».

4. BbIBOJlI/ITCH OKHO BBOJa JIMLIEH3MOHHOT'O KJIl0Ua MPOAYKTA.

! ¥rTaHoska CKIN «Marllpo KpunTollakets 3.0

= B
Beoa AMUEHZHOHHOrD KMDYa

BEEAMTE MHMUEHIMOHHEIM KHY ANA MCNONE30EaHKA AporpamMMedl,

BERAHTE KNHOY NPOAYKTa:

= o
L ,ﬂ,J'IFl A0CTYNa K CepESPY NMHUEHSHHA MCNONEZ0ESTE NPOKCH-CEpESP,

MpokcH-cepEep TREOYET ABTOPHZALLHH,

| < Hazaa |[ Aanee > | [ OTHMEHa |

BBecTu nUlleH3WOHHBIH KJtOU npoaykTa. Eciau ans poctyna K cepBepy JHULEH3WH MpefamnoJa-

raeTcsli MCIOJb30BaTh Proxy-cepBep, BbIOPAThb COOTBETCTBYIOILYIO OMIHI0 B OKHE W yKasaTb
azpec U mopT cepBepa. Ecau proxy-cepBep TpebyeT aBTOPU3ALMH I10Jb30BaTess, BEIOPATh

COOTBETCTBYIOULYIO OIIHIO KU BBECTH HMdA I[10JIb30BaTeJsd U €ro InapoJib OJid aBTOpH3allMH Ha

proxy-cepBepe. HaxxaTb Ha kHomKy «[lasee».

[TopsinkoBbi#i Ne M3MeHeHUsI
HU3MeHeHHe

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
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5. BeiBonuTcsi 0OKHO BeIGOpa reHepatopa Cay4alHBIX YHCEJ.

@Vnauuana CK3M «Marlpo KpynTolakeT» 3.0

HCMNONE30ESTE NPOrpanMa,

Bw6op reHeparopa CAYYaAHbIK YHCEN
BrIGEpMTE FrEHEPATOD CAYYaRHBL: YMCEN, KOTOPRIA ByaeT

=l B3

" "Brtora”  “Akkopa”
%' MporpamMHbI  "Cofions"
L 810 P e
< Hazan, OTHEHA |

BrifepHTe, Kakof By 48T MCNoNES0ESTECA FEHEPATOR CAYYaRHELX HHMCER:

Bribpath ucnosb3yeMblil reHepaTop. HaxkaTb Ha KHONKY «[lanee».

6. BoiBonuTCcs OKHO BBIGOpA MANKH YCTAHOBKH.

@Vnauuana CK3K «MarMNpo KpunTollakeTs 3.0

Briiop nanku YycTaHOBKMW

3.0

BrifeprTe nanky AnA yCcTaHoskH CK3K «MarMpo Kpunmolakets

SIS E3

e = r RO

Mporpamma YCTaHoeT CH3M «Marfpo KpunToNakeTs 3.0 B viasanHy nanky, '4Tode
YCTEHOEMTE MPHACHKEHHE B APYMYHD NANKY, HEHMHTE KHOMKY '0030p" M YKawHTE &,

HamiTe KHonKy YCTaHOBKHTE', YTo5E! YCTAHOBMTE NPOrpaEy .,

Manka YT aHoEKH

Ofzop .., |

TpefweToa Ha AMcke: 5.2 MOaiT
AocTynHO Ha AMcke: 31.4 FHafT

< Hazaa I ¥CTAHOEHTE I OTMEHA |

B cJyuae H€O6XO,HI/IMOCTI/I U3MEHUTDH TIANKY YCTAHOBKH, HUCIIOJBb3YEMYIO IO YMOJYAHHUIO. Ha-
2KaTb HA KHOIIKY «YCTaHOBHTb».

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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7. BoiBopuTCS OKHO, OTpazxKarouiee nmpouecc yCTaHOBKH:

@Vnauuana CK3M «Marlpo KpynTolakeT» 3.0

YeraHoeka 3aBepueHa
YCTAHOEKA YCNELWHD 33EEPLIEHA,

=T S

FaTogo

|

HeTand... |

L 810 P e

< Ia5a

CITHEHS |

[locne 3aBepieHus mpoliecca yCTAaHOBKU HaXKaTb Ha KHOMKY «/lanee».

8. BeiBomuTcs 0KHO ¢ coobuieHrneM 06 okoHuaHuu yctaHoBkH «Marllpo Kpunrollaker» B. 3.0:

7' ¥cTanoBka CK3W «MarMpo KpunToMakeTs 3.0 I [T]<]

CHCTEMB! 3ALLMTEI MHGOPMaLIMK

KpUNTO!

3aseplieHne paboTu MacTepa
ycraHoBku CK3HW «Marllpo

KpuntollakeTt= 3.0

YiTaHoeka CR3M «Marlpo KpuntollakeTs 3.0 BeINONHEHA.

HasmuTe kHonky "ToToeo" ANA BEIX0Aa M3 NPOrpaMtel

YETAHOERH,

= Hazag

CITHMEHE |

Haxatp Ha KHOMKY «['0TOBO».

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

IlaTa BHECEHHA M3MEHEHHSA
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9. 3anycTuTh NakeT MHCTAMIAUUU mpcp3ct-server-<HoMepi_cOOPKH>-<Pa3psiiHOCTb>.

Z ¥cTanoeka «Marfpo KpunTofakeTs 3.0 KpWnToTyHHERE H= E

Bac npueetcTBYET MacTep
ycTaHOBKW «Marllpo
Kpuntollaket» 3.0 KpuntoTyHHenb

3Ta NporpamMMa yCcTaHoenT <Marllpo KpynTallakeTs 3.0
KPHNTOTYHHENE Ha BAL KOMABHITER,

MepEA HEHAM0M YCTAHOBKH PEKOMEHAYETCA 3aKPEITE BLE
paboTaHWHE NPMAOHKEHHA, 3T0 NOSEQIHT NPOrpaHHe
YCTEHOBKK 0EHOBMTE CHCTEMHEIE dhaknkl Bes NepesarpyskH
KOMMEHTEPE,

HammiTe kHomky 'fanee’ 409 NpoaoTeH s,

CHCTEMBI 3ALLMTEI MHOPMAaLIMA

KpUNTO

QTHEHA |

Haxatb Ha kHONKY «[lanee».

10. BeiBoguTCsi OKHO JIMIIEH3MOHHOTO corjamieHusi. [lpoyecTb ero u mpu corjacuu Ha)kaTb Ha
KHOMKY «[IpuHumaro»:

@Ynauusua «Marllpo Kpynrollaket* 3.0 KpunToTyHHE L

MacTep yeranoekd KpunmoTydHens 3.0.
Mepea yeTaHoekor «MarMpo KpunTolakets 3.0

KpHATaTyYHHENE 03HAKOMETECE © MHUEHSHOHHEM COMNALWEHHEHM,

IS E3

(I8 A p )i ES

ANA NEPEMELLEHHA N0 TEKCTY MCNONESYRTE KNaBHWK "Pagelip” 1 "Pagebown”,

This product conkains the Stunnel program which is distributed i’
under the Following license:

The Stunnel program is free software; wou can redistribute it andfor
radify it under the terms of the GMU General Public License as published
by the Free Software Foundationg either version 2 of the License, ar (at
wour option) any laker version,

Copyright (C) 1933-2017 Michal Trojnara

[

ECNH BRI NPHHAMAETE YCAOEMA COMNAWEHKA, HEMMHTE KHOMEY "TIpMHMMar’, Hrode
WCTAHOBHTE NPOrpanky, HEofxoAMHa NPHHATE COrNALIEHHE,

< Hazaa I MPHHMMEH I OTMEHA

[TopsinkoBbi#i Ne M3MeHeHUsI

H3MEeHeHue

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a I[aTa BHECEHHA M3MEHEHHSA
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11. BeiBoguTcs OKHO BbIOOpPa KOMIIOHEHTOB MPOTPAMMBI.

Z ¥cTanoeka «Marfpo KpunTofakeTs 3.0 KpWnToTyHHERE H= E

KomnoHeHT YCTAHABAHEIEMOH NPOrpamMmMs

BrIGepHTE KoMAoHEHTR! «MarMpo KprnToNakeTs 3.0
KpMnToTyHHENE, KOTOPBIE BRI XOTHTE YCTAHOBHTE.,

BLIGEpHTE KOMNOHEHTEI NROrREMME, KOTOPEIE BBl ¥0THTE YCTEHOBMTE, HasmMMTE KHONKY
‘fanee’ ANA NPOAOMHEHKS,

BLIGEpMTE KOMMOHEHTEI
NporpamMvel 408 YT SHOEKH:

famne CpenssL-roCT
YCTAHOBMTE CRymDy
Co3AaTe NanKy B MeHm Myck
AoBEEMTE APNEN Ha pabodMA cTon

[ OAHCaHKE
TI:'E'-:L&"ETCH Ha ancke: 7.0 HaEEAMTE KYEEOR MEILUM Ha HAZEEHHE KOMMOHEHTE,
MBaAT UToBE MPOYECTE EF0 ONHEaHHE,

L 810 P e

< Hazan, I Hanee = I OTHEHA |

Bribpatb HeoOxonuMble KOMIOHeHTHl. [Ipu 3ToMm ciaenyer yuutbiBaTh, 4To KpuntoTyHHesb
MoXeT paboTaTh He TOJbKO Kak TPHJOKEHHe, HO U KaK cayxkba. Ecau HeT HeoOXOmMMMOCTH
3anycka KpunroTyHHenss kak cayKObl, peKOMeHAyeTCsl CHATb (hJlar HaNmpOTHB KOMIIOHEHTa
«YcTaHOBUTDH CayKOy». B npoTHBHOM ciyuae BbIOOP 3TOr0 KOMIOHEHTa 00si3aTeJIeH.
Haxatpe Ha kHONKY «/[lanee».

12. BeiBonuTcst OKHO BbIGOpA MAMKH YCTAHOBKH.

Z ¥cTanoeka «Marfpo KpunTofakeTs 3.0 KpWnToTyHHERE H= E

Briiop nanku YycTaHOBKMW

BrIGEpHTE Nanky ANA ¥CTaHoBkK «MarMpo KpunTofakeTs: 3.0
KpHAToTyHHERE.

Nporparta wcradoeHT <Marlpo KpunToMaket: 3.0 KpunToTYHHENE B YEa33aHHYHD NAnEY,
YTofkl YCTAHOEMTE NPMAD#EHHE & APYIYHD MANKyY, HEMMMTE KHOMKY 'O030p' M yKauHTe ee,
HammiTe KHoMKY WCTAaHOBMTE', 4TOGE! YCTAHOBMTE NPOrpaMHy,

Manka YT aHoEkRH

Z:\Pragram Files) Crypkocom CryptoTunne| Ofzop ... |

TpefyeTca Ha aucke: 7.0 MOadAT
AocTynHO Ha AWcke: 31,4 FhaiT

L0 e e

< Hazan, I YCTAHOEMTE I OTHEHA |

B ciyyae HeoOXOOMMOCTH M3MEHUTb MANKy yCTaHOBKH, MCIIOJNb3yeMylO MO yMoJsdaHHuio. Ha-
JKaTb Ha KHOIKY «YCTaHOBHUTb».

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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13. BriBonuTes OKHO, OTpazxKarouiee rnpouecc yCTaHOBKH:

Z ¥cTanoeka «Marfpo KpunTofakeTs 3.0 KpWnToTyHHERE =] BT

YeraHoeka 3aBepueHa
YCTAHOEKA YCNELWHD 33EEPLIEHA,

FaTogo

|
HeTand... |

L 810 P e

CITHEHS |

< Ia5a

[locne 3aBepieHus mpoliecca yCTAaHOBKU HaXKaTb Ha KHOMKY «/lanee».

14. Ecnu npu BeiOOpe KOMIIOHEHTOB MPOrpaMMbl OblJ YCTaHOBJEH (pJiar « YCTaHOBUTDH CIYIKOY»,
TO BO BPeMsl YCTAHOBKH BBIBOLUTCS OKHO, cooOliarllee 00 yCrellHOH YCTAHOBKE CJYKOBbI:

CryptoTunnel 3.0 on Wing4 (not configured)

l Service installed

Haxatb KHOTIKY «OK».

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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15. BeiBopuTcst 0KHO ¢ coobrieHreM 06 okoH4aHuu yctaHoBkH «Marllpo Kpunrollaker» B. 3.0:

Z ¥cTanoeka «Marfpo KpunTofakeTs 3.0 KpWnToTyHHERE =] BT

KpUNTO!

CHCTEMBI 3ALLMTEI MHOPMAaLIMA

3aeeplieHne paboTu MacTepa

ycTaHOBKW «Marllpo

Kpuntollaket» 3.0 KpuntoTyHHenb

YiT1aHoeka «<Marlpo Kprntollakets 3.0 KpunToTyHHENE

EBINONHEHE,

HasmuTe kHonky 'ToToE0" ANA BEIX0AA M3 NPOrPaMME]

YCTAHOEKH,

< Ia5a

CITHEHS |

Haxatb Ha kHONKY «['0TOBO».

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

IlaTa BHECEHHA M3MEHEHHSA
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5.2 «Mosganuasi» yctaHoBKa cepepHoi yactu aiss OC cemeiictBa Windows

Ilns ycranoBku cepBepHo# dactu B OC cemeiictBa Windows B «MosyanuBoM» pexume 0e3
B3aMMOJEHCTBHS C [10JIb30BATE/IEM CJEyeT 3alycKaTh MaKeThl HHCTAJALMH C KJ0UoM /S.

[Ipy ucnosb30BaHUN «MOJIUANUBOrO» pexkKMMa NnapaMeTpaMM YCTaHOBKH MOXKHO YIPaBJSITb C M0-
MOLIBIO KJIOUeHd KOMaHJIHOW CTPOKH.

[TakeT nHCTanIsI0UKM 6a30BBIX KOMIIOHEHOB MOJLEPKHUBAET CJedYIOlHe KJI0UH

/KEY=KJmou — JIMIIeH3HOHHBIH KJiou (00si3aTesieH);

/RNG=Tun — tun JICY (mo ymonuyanuio PROGRAM);

/PHOST=x0CT — XOCT TPOKCH (TpebyeTcsi TONbKO NMpU paboTe uepe3 MPOKCH);

/PPORT=n0OpT — MOPT NPOKCH (TpebyeTcst TONBKO MPH paboTe uepe3 MPOKCH);

/PUSER=N0O7NIBE3 — I0JIb30BaTeNb NPOKCH (TpebyeTcsi TOMBKO NpU paboTe uepe3 MPOKCHU C aBTO-
pusanuen);

/PPASS=naposb — NapoJib M0Jb30BaTe sl POKCH (TpefyeTcsi TOJMBbKO MpH paboTe Yepes MPOKCH
C aBTOpH3allHei);

/SELECT_RUTOKEN=1 — mnpeanuchbiBaeT yCTaHaBJIUBAaTh MOAY/IH padboThl ¢ PyTokeHamu;

/D=nyTb — Tanka, B KOTOpylo OyneT BbIIOJHEHa YCTaHOBKA (MO  yMOJIYAHHIO
C:\cryptopack3). IToT K/0U JAO/MKeH ObITb TMOCJeIHHM, TaK KaK BCe, UYTO Ha-
MMCaHO MOCJe Hero, BKJ4Yas npobeJbl, TPAKTyeTCs KaK MMsl MankKH.

[Taker uncrannsiuuu cepsepa KpunroTyHHea s noanepkuBaeT ciaefylolile KJIOUYU:

/SELECT_SERVICE=0 — He yCTaHaBJHUBaTb CJAyXKOY;

/SELECT_ADDSTART=0 — He n00aBJaTh fIpJblK B MeHI0 "[lyck";

/SELECT_SHORTCUT=0 — He c03[aBaTb SIPJbIK Ha paboyeM CTOJIE;

/D=nyTb — TmamnkKa, B KOTOpPYyl OyIeT BbIMOJHEHa YCTaHOBKA (3HaueHHe M0 yMOJYaHHIO
$ProgramFiles%\Cryptocom\CryptoTunnel). DTOT K04 A0KEH ObITh MOC/EN-
HUM, TaK KakK BCe, YTO HANKCAHO T0CJe Hero, BKJOYasg Mpobesbl, TPAaKTyeTCs Kak MM
MamnKH.

5.3  YcraHoBka kaueHTcKod yactu njg OC cemenictea Windows

«Marllpo Kpunrollaker> B. 3.0 B ucnonnenun «KpuntoTyHHesb» MOXKET yCTaHaBJUBATbCS
KaK Ha >KeCTKHU TUCK KOMIIbIOTepa, TaK W Ha MOAKJ/I0YaeMble HOCHTENH ((Jell-IUCKH). YCTaHOB-
Ka MPOrpaMMHOr0 KOMILJIEKCA 3aKJ/I04YaeTcsl B KOMMPOBAHUM Ha AUCK (palJoB, BXOASLIUX B COCTAaB
nporpaMmmHoro kommiaekca (nmogkatasor CryptoTunnel nuctpubyTusa).

B cocrtaB nporpaMMHOro KoMIJeKca BXOAST:

— [lporpamma stunnel u Bciomorare/ibHble MOAYJH

stunnel.exe
starter.exe
USB_Disk Eject.exe

— baszoBeie komnoneHTsl «Marllpo Kpunrollaker» B. 3.0 u Monyau paboTel ¢ Kpunrorpaduye-
CKHMHU KJIIOUaMH

libeay32.d1l1l
ssleay32.dl1l

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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cryptocom.dll
openssl.exe
openssl.cnf
mkkey.exe
mkseed.exe
updater.exe
vars.bat

— Monayau noanepKku yctpoicTa PyTokeH

ce_rtpkecsll keys.dll
ce_rutoken_keys.dll
opensc.dll
rt-key-util.exe

— KOH(UTypalLlMOHHbIe (halJIbl

stunnel.conf
starter.ini

5.4 YcrauoBka nag UNIX-nogooHbiXx OC

Hns ycranoBku «Marllpo Kpuntollaker» B. 3.0 B ncnosnnenuu «KpunroTyHHenb» :

1. TlepeiinuTe B KaTajor ¢ yCTAHOBOUHBIMH (paiiiaMu (MaKeTaMH).

2. C nomouibto cucteMHbix yTuaut (dpkg, apt, rpm, yum, dnf u T.1.) ycTaHOBUTE TaKeThl

openssl-r*
stunnel-gost*

MOAXOAALLIeH apXUTeKTypbl. Bo3HUKaloIKMe 3aBUCHMOCTH CJelyeT pa3pelaTb ¢ MOMOLIBIO CH-
CTEMHOI0 HJIM MHOTO Pero3uTopusi, KOTopoMy Bbl noBepsieTe. YcTaHOBKa NPOHU3BOAUTCH B Ka-

Tasor /opt.

HOpHILKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a
H3MEeHeHHe

I[aTa BHECEHHA M3MEHEHHSA
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6 Hacrtpoiika

6.1 Hacrpoiika cepBepa

B nanHom paspene onuceiBaetcs HacTpodka «Marllpo Kpunrollaker» B. 3.0 B ucnosHeHHH
«KpuntoTyHnnenb» Ha ctopoHe cepBepa. «KpuntoTyHHesnb» B 3TOM ciydae BbICTyNaeT (PPOHT-IHAOM
nepes 3alluilaeMbiM 03K-3HJ MPUJIOXKEHHEM: OH TpUHUMaeT 3amudpoBanHoe TLS-coenuHeHue ot
KJIMEHTa U TI0CJIe BBIOJHEHNUS COOCTBEHHBIX KPHUNTOrpauyecKUX Onepauri rnepenaét paciuugpo-
BaHHble JaHHble 3alllMllaeMOMy NpPUJIOXKeHHI. TakuM o0pa3oM, Ha cTopoHe cepBepa «KpuntoTys-
HeJb» JOJ’KEeH OBbITb HAacCTPOeH Ha NpHUEM COelMHeHUH M3 ceTH MHTepHeT M nepenavyy NaHHbIX B
6e30MacHyl0 BHYTPEHHIO CeTb

Hns Hactpoiiku «KpuntoTyHHesb» Ha cTOpoHe cepBepa HEOOXOAWMO BBHINOJHUTHL CJeAYIoLIre
NEUCTBUS:

1. TlpoBeputhb 1 npu HEOOXOAUMOCTH U3MEHUThb MapaMeTpbl 00llel CeKLUU KOH(GHUTYyPaLlMOHHOTO
(aiina stunnel.conf. Kak npaBuio, naHHasi cekuusi He TpeGyeT pelaKTHPOBaHMS. THUIIOBOH
BUJL:

engine = cryptocom
engineDefault = ALL
socket = 1:TCP_NODELAY=1
socket r:TCP_NODELAY=1

2. J1o6aBUTb CeKLHUH HACTPOHUKH YAaJEHHBIX MOAKJIOUEHUH.
TrnoBo# BUA ceKLMH HAaCTPOHKM coequHeHus ¢ http-cepsepom:

[web-server]
protocol = http
client_auth = no
http_realip = no
http_ forward = no
patch_hostname = yes

CAFile = .\cryptol\ca.crt
cert = .\crypto\server.crt
key = .\crypto\server.key

ciphers = GOST2012-GOST8912-GOST8912
connect 127.0.0.1:80
accept = 443

HasBanue cekuuu BbiOMpaeTcst MPoU3BOJbHO. PekoMeHyeTcsl yCcTaHaBAMBaTh HauboJsee ynoo-
HOe [Jis1 UTE€HHUs »KypHaJia 3HaueHHe

......

B stunnel.conf.
4. Iasg OC Windows:

— ecau «KpuntoTyHHesb» ycTaHOBJEH Kak ciyx0a, ciesaTh pecTapT cayx6bl stunnel;
— BbInoJHUTh Nepesanyck «KpuntoTyHHenp» (ucmosHsieMblll aiis starter.exe).

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Insa OC cemeiictBa Linux/Unix: BHNOJHUTB nepe3anyck stunnel.

5. HpaBI/IJIbHO HaCTPOWUTb W 3allyCTUTDL 3allWlllaeMoe MPUJIOKEHHUE.

6.2 Hacrpoiika kaueHTa

B nanHom pasmesne omnuceiBaercss Hactporika «Marllpo Kpunrollaker» B. 3.0 B ncnosHeHUH
«KpuntoTyHHenb» Ha crtopoHe knaueHTa. «KpuntoTyHHesnb» B 3TOM ciydae BBICTyNaeT B POJH
KPUIITO-MIPOKCH, Uepe3 KOTOPbIH web-Opay3ep WM MHOE KJHEHTCKOE MPHUJOKEHHE COelMHSETCS C
cepBepoM. OH TNpUHMMaeT COelMHEHHEe OT KJHMeHTa, 3allu(pOoBbIBaeT ero mo mnpotokoay TLS wu
«1pobpaceiBaeT» K cepBepy. TakuM oOpa3oM, Ha cTopoHe KiaueHTa «KpuntoTyHHesnb» [noJ2KeH OBbITh
HACTPOEH Ha MpPHUEM JIOKAJbHBIX COeUHEHUH U UX Nepenadyy B ceTb MIHTepHer

Hns Hactpoiiku «KpuntoTyHHesnb» Ha cTOpoHe KJyHeHTa HeOOXOAUMO BBINOJHHUThH CJAeAYIoLIHe
NEeUCTBHUS:

1. IIpoBepuTb U Npu HEOOXOAUMOCTH M3MEHHTb MapaMeTphl 00LIeH CeKLUHH KOH(UTYpPaLUOHHOTO
datina stunnel.conf. Kak mnpasuso, naHHas ceKuusi He TpeOyeT pelakTHpOBaHHS. THIOBOH
B

client = yes
engine = cryptocom
engineDefault = ALL

2. J106aBUTb CEKLHIO HACTPOHKU yIaJ€HHOrO MOAKJIUEHHUS.
Tunosoit BUL:

[someserver.ru]

protocol = http

accept = 8080

connect = tls.someserver.ru:443

ciphers GOST2012-G0OST8912-G0OST8912:GOST2001-GOST89-GOST89
CAFile = .\crypto\ca.crt

TIMEOUTclose = 0

HasBanue cekuuu BbiOMpaeTcst MPOM3BOJbHO. PekoMeHyeTcsl ycTaHaBAMBaTh HauboJsee ynoo-
HOe MJis1 UTeHHUs »KypHaJia 3HaueHue

3. Ecau cepBep TpeGyeT ayTeHTHU(HUKALMU KJIHEHTA M0 CepTU(UKATY, B CEKLIUH HACTPOHUKH yHa-
JIEHHOTO MOJKJ/IOYeHHs cJielyeT yKa3aTb napaMeTpbl BUAA:

cert = [nyTb x Qauny cepTudukaToOB NOJNL3OBaATENsA B dopmare PEM]
key = [nyTe Kk ¢aminy 3akpeHTOr'O KJloua IIOJNbL30BaTenss B dopmare PEM]

HaanMep, IIpU CTAaHAAPTHOM HAaMMEHOBAaHUH U PACIIOJI02KEHUH q)aﬁﬂOB CepTI/Iq)I/IKaTa U 3aKpbl-
TOTO KJIto4da:

cert = .\cryptolclient.crt
key = .\crypto\client.key

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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4. Nnas OC Windows: [Ipu Heo6xXonuMOCTH aBTOMATHUECKOTO Mepexofia Ha CTPAHHUIY cepBepa Mpu
3anycke KpuntoTyHHesb, 106aBUTh B ceKIUIO urls (aiaa starter.ini mapameTpsl rnepexona Ha
CTpPaHULY:

; tls.someserver.ru
url shop = http://127.0.0.1:8080/params.cgi
url shop.title = HHTepHeT-MarasuH

6.3 Hacrpoiika paboThl uepes proxy

«Marllpo Kpunrollaker» B. 3.0 B ucnonnenuu «KpunroTyHHesb» MOXKeT paboTaTh uepes proxy,
NoJfep:KUBaeTcsl paboTa Kak yepe3 MPOKCH 0e3 aBTUPU3aLMU I0Jb30BaTejiel, TaK U uepeXx MPOKCH
¢ aBTOopHu3auuel nosb3oBateseld no nporokosaMm BASIC u NTML (ognako mpotokosm NTLMv2 He
MO IEPXKUBAETCS).

J1s HacTpodiku paboThl uepe3 MPOKCU-CepBEpP HEOOXOAMMO W3MEHUTb CTPOKHU CEKLHU Cledylo-
UM 00pasoMm:

connect = <agpec NOpPOKCHU-cepBepa>:<IopT>

protocol = connect

protocolProtocol = http

protocolHost = <agpec xoHeuHOro TLS-cepBepa, C KOTOPHM
TpebyeTCcsa yCTAHOBUTL COeOUHEHUEe>

Ecnu proxy-cepBep TpebyeT aBTOpU3alMH M0J1b30BaTeNs M0 NPOTOKONY basic, TO HeEOOXOAUMO
TaK»Ke yKasaTh JIOTOJHHUTE/bHbIE OMLHH

protocolUsername = <uMs [IOJIL30OBATEJII Ha Proxy—-cepBepe>
protocolPassword = <napoJib IOJIL30OBATEJIA Ha Proxy—-cepBepe>

Ecau proxy-cepBep TpeOyeT aBTOPH3AIMH MOJb30BAaTe/sl M0 TMPOTOKOMY ntlm, TO HEOOXOAUMO
TaK>Ke yKasaTb JOMOJIHUTEJNbHbIEe OMLHN

protocolAuthentication = ntlm

protocolDomain = <umsa pomeHa Active Direcory>
protocolUsername = <uMsa [OJIL30OBaTEJII Ha Proxy-cepmepe>
protocolPassword = <napoJsb IIOJIb30BATEJIA Ha Proxy-cepBepe>

Teaaad

[ToanpoGHOe omMcaHue OMUMH CM. B pasnee 6.5:

6.3.1 [omosHuTeNbHbIe HACTpPOHKa paboThl yepe3 proxy miass OC Windows

[Ipu ucnonwbzoBanuun «Marllpo Kpunrollaker» B. 3.0 B ucnonnenun «KpunrtoTyHHenb» Ha
OC Windows Heo6xonnMo Takke n06aBUTb B CeKUHUIO updater daina starter.ini mapameTp proxy.
Ecau proxy-cepsep pab6otaer 6e3 aBTopH3alUM MOJNb30BaTeeH, CleayeT UCIOAb30BaTh CJAeYIOLIHH
(opmaT 3amaHus NapaMeTpa proxy:

proxy = <agpec NpPOKCH-cepBepa>:<mIopT>

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Ecsu proxy-cepBep TpeGyeT aBTOpH3aLMU MOJb30BaTe/eH, ClefyeT UCI0Nb30BaTh ClAeNyOUi hop-
MaT 3alaHus MapaMeTpa proxy:

proxy = <umsa>:<mnapoinb>@<agpec OpoKCH-cepBepa>:<nopT>

Eciu <uMsi> COmepXKHT 3HAK IBOETOYHS, €r0 CJedyeT 3aMeHHUTh Ha Ko %3A.

6.4 Hacrtpoiika uTeHus KJjwoua ¢ ycTpohcTBa PyTokeH

«Marllpo Kpunrollaker» B. 3.0 no3BosisieT XpaHUTb 3aKPBITHIH KJIOU He TOJbKO B (haiisie, HO U
Ha yctpoiicte PyTokeHn. CymiecTByeT ABa crocoba XxpaHeHUs KJawodell Ha PyTokeHe: B (haiinoBoii cH-
CTeMe YCTPOHUCTBA WJIM B HEH3BJIEKAaeMOH MaMsATH (BTOPOH BapHaHT AOCTYIIEH TOJBKO MJsi YCTPOHCTB
Pyroken JLII u Pyroken PKI).

Kniou B (aisoBoil cucteme ycTpoHcTBa A0JKeH ObITh co3laH cpeactBamu camoro «Marllpo
Kpuntollaker» B. 3.0. s ucrno/nb30BaHHs TaKoro kKJjioo4ya HeoOXOAHMMO B (palje KOH(HUTrypauuu
stunnel.conf oTpenakTupoBaTh napametp key ciaenyuum o6pa3om:

engineNum=1
key=RUTOKEN: <id>

rae <id> - upeHTU(PHUKATOP KJOUa HA TOKEHEe, HCIOJb30BAHHBIH MPU €ro CO3AaHHH.

PyTokeH ¢ K/I0UOM B HeH3BJ/eKaeMOH MaMATH OOBIUHO MPUXOAUT U3 YIOCTOBEPSIOLLeero LeHTpa.
Takke MOXKHO c031aTb TaKOH KJIIOU CAMOCTOSITE/bHO C MOMOILBIO YTUJIUT U3 KOMIJIEKTA MOCTABKH
Pyrokena, «Marllpo Kpunrollaker» B. 3.0 He npenocTaB./isieT CpeACTB /151 CO3aHNS TAKUX KJIOUeH.

HcnonbsoBanue B «Marllpo Kpunrollaker» B. 3.0 kstoya B Heu3BJeKaeMOH MaMSATH BO3MOXK-
HO JIMLIb B KJWEHTCKOH KOH(HIypalHUM U JHUIIb B CJydae, eCJH Ha YCTPOHUCTBO 3alHCaH TOJbKO
OIMH Takod KJrod. [[ss1 3Toro Heo6xomumo B (aiye KoHpUrypauuu stunnel.conf oTpenakTUPOBaTh
napametp key caenyuium o6pasom:

engineNum=1
key=RTPKCS11

6.5 Bce onunn koHpuUrypamnuonHoro daina stunnel.conf

®aiin stunnel.conf sBasieTCS OCHOBHBIM KOH(HIypalMOHHBIM (paiijiom nporpaMmel. OH copep-
JKUT B cebOe OOLLYIO CEKIUI0 U MOXKET BKJIOYaTb HECKOJbKO CEKUHUH [/ HACTPOHKH pas3aUUHbIX
BUpPTYyaJ/JbHbIX X0cTOB. Obuias ceklUs UMeeT 00si3aTeJqbHYIO YacTb B Hayaje (aisaa, KoTopas, Kak
NpaBUJIO, He TpeOyeT U3MEHEeHHH.

B koH(uUrypalluoHHOM (aiiyie NOMyCKalTCA:

— MyCThle CTPOKH (MTHOPHUPYIOTCS).

— KOMMeHTapuu (UTHOpUpyioTcsi). Kaxkaasi cTpoka KOMMeHTapHsi IOJI)KHA HauWHAThCsl ¢ CUMBOJIA
W ouan #.

— CcTpokM BHIa «option_name = option_value».

— CTpOKH BHIA «[service_name|». Takasi cCTpoKa yKasblBaeT Ha Hayajo CEKLHH HACTPOHKH cep-
BHCA.

ILOHYCKaeTCH HCIOJ/b30BaHNe ONUMH 3alUMIIEHHBIX COEIUHEHHH B OOIIEH CEKILMH. B takom CJIy-
qae 3TH ONUHH 6y,ZLy’I‘ [IPUMEHEHBl KO BCEM OOIOJHHUTEJIbHBIM CEKIIHUAM.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.5.1 Hactpoiiku obriell ceKuuu
OO6wias ceKLHs MOXKET colepKaTh C/eYIOlIHe OMIUU:

debug = LEVEL
YPOBeHb MOAPOOHOCTH COOOLIEHUH Jora
OtBeyaetr 32 MoppoOGHOCTDb JOr-(aiiaa. 3HadeHHe MOXKeT ObITb UMEeHEM WJIM UHCJIOM, COOTBET-
CTBYIOIIUM YPOBHIO COOOILIEHUH.
Bosmoxuble 3Hauenus: emerg (0), alert (1), crit (2), err (3), warning (4), alert (5), info (6)
unu debug (7). B sore 6ynyT oToOparkaTtbcsi Bce COOOILIEHUS] HUXKE WJIM PaBHble 3aJaHHOMY
ypoBHI0. MakcuManbHblll ypoBeHb debug = debug wnu debug = 7. Ilo ymMon4aHUIO UCIIONB3Y-
eTCsl YPOBEHb H.
[Ipyn HopmanbHO# pabote KpuntoTyHHess1 He yka3biBaeTcs.

engine = cryptocom
UCIOJIb3yeMbIH SHKUH

J1s naHHOH ONMUMHK NOMYCTHUMO TOJbKO 3HaueHue cryptocom.
engineCtrl = COMMAND [: PARAMETER]
yTpaBJieHne SHKHHOM

Cay>KUT 1J15 HacTPOHKM HxkHUHA. 15 sHkKKHa cryptocom npu Hactpoiike JJCY moryT 6bITh
MCII0JIb30BAHBI CJIeAYIOINe HACTPOUKHU:

engineCtrl = RNG:PROGRAM
engineCtrl = RNG_PARAMS:seed

engineDefault = TASK_LIST
CIIHMCOK 3a/iau SHXKHHA

3anaér 3amauyu, AeserdpoBaHHble yKa3aHHOMY 3HXXHWHY. MoryT ObiTb BbIOpaHbl CjeAylOllMe
3afauu:
ALL, RAND, CIPHERS, DIGESTS, PKEY, PKEY_CRYPTO, PKEY_ASNI.

foreground = yes | quiet | no (tonbko mnsa Linux u Unix onepanioHHBIX CHCTEM)
pexXuM paboThl

log = append | overwrite
pexXuM paboThl C KYypHAJOM

[lo3BosisieT BEIOpaTh pexXUM pabOTHl ¢ XKypHaJIoM: N00aBJATh COOOIIEHUS B XKYPHaJ WU NPH
KaXJIOM 3alycKe Ha4MHAaTbh »KYypHaJ 3aHOBO.

output = FILE
JIOT-(DarJ TIPUJIOKEHHS.

YKasbiBaeT MyTb K Jor-afay npuaokeHus, B KOTopoM OyzaeT oToOpaxkaTbcsl MH(OpMALUS O
MOAKJ/IOUEHUSAX U BO3MOXKHBIX OLIMOKAX.

pid = FILE (tonbko nss Linux u Unix omepauyoOHHBIX CHCTEM)
yKasbiBaeT Ha pid-dai.
6.5.2 HacTtpoiika napamMeTpoB 3alllMIIEeHHbIX COeIHHEHUH

HaCTPOI(/)IKa [mapaMeTpoB 3alllMIIEHHbBIX COeIMHEeHUH OCYILIECTBJIAECTCA B HNOIMNOJHUTEJbHBIX CEKIIH-
AaX (OT,H,eJIbHaH CeKlusa OJdd KaxXa0ro COQ,HHHQHHH). Kaknasi cekuusi moJi>kHa HAa4YWHATbCS C MMEHH

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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cepBHCa B KBaJ[paTHHIX CKOOKaX. YKa3aHHOe HMMs MO3BOJHT Pasavdyarh HH(OPMALHIO CEPBHCOB B
XKypHaJse nporpaMmbl. K HMeHaM cepBHCOB He TpefbsB/SETCS HUKAKUX CIelMabHbIX TpeGOBaHHUH,
peKoMeHIyeTCsl BEIOMPaTh MUCXOAS W3 Ha3HAYeHHs COeTUHEHHS.

Hacrpofika mapamMeTpoB 3allUIIEHHBIX COeAHHEHNH OCYIIECTBJSETCS 3aflaHheM CJeyIOLHUX OIl-
LUMH KoH(UrypauunoHHoro daiaa stunnel.conf:

accept = [HOST:]PORT
MPUHUMATh COEMHEHHS 110 YKA3aHHOMY ajipecy

YKasbiBaeT afpec U MopT, Ha KoTopblX KpuntoTyHHesnb OyneT 0XKUAATh MOAKJOUEHHUS.
Jonyckaercs ykaseiBaTb TOJIbKO NOpPT. B atom cayuae KpuntoTyHHesnp OyneT nmpHHHMATh
coenuHenus [Pv4, npuuienuivie Ha ykKasaHHBIA NOPT 4yepe3 J11000H ceTeBOH HHTepdelic.

s npocnymirBanus Bcex aapecos IPv6 cienyer vcnosb3oBaTh caenyomUN GopmMar:
accept = :::PORT

CApath = DIRECTORY
KaTaJior CepTU(PUKATOB

YkasbiBaeT nanky, B kotopoit KpuntoTyHHesb OyneT uckatb cepTU(UKAThl IPH UCII01b30BAHUU
onuuit verifyChain w verifyPeer. O6paTrTe BHUMaHHe, UTO HMeHOBaHHE CEPTU(PHUKATOB B 3TOH
nupektTopur A0KHO MMeTh BUI XXXXXXXX.0, rme XXXXXXXX - xew mnojs subject B
(paiise ceprudukara.

CAFile = CA_FILE
(baiis cepTU(UKATa yIOCTOBEPSIOLLErO LEHTPa
YKkasbiBaeT pacriosio:keHHe (absia ceprudukata (Had Habopa CepTUPUKATOB) yIOCTOBepsItoLIle-
ro ueHntpa, koropomy KpuntoTyHHenb OyneT noBepsTh.

CRLpath = DIRECTORY
KaTaJor CIUCKOB OT3bIBA CEPTU(HUKATOB

YkasbiBaeT nanky, B kotopod KpuntoTyHHesnb 6yner nckate CRL npu ucnosb3oBaHuu onuui
verifyChain w verifyPeer. O6patute BHHUMaHHe, 4To MMeHoBaHHe CRL B 3To#l mupektopuu
J0JIKHO UMeThb BUL XXXXXXXX.r0, roe XXXXXXXX - xemr CRL.

CRLfile = CRL_FILE
(haiis1 criKcKa OT3bIBA CEPTU(PHUKATOB

YKkaspiBaeT pacrosiokeHue (aiaa co CIMCKOM OT3bIBa (MM HaGOPOM CIIHCKOB OT3bIBA) CEPTH-
(uKaToB.

cert = CERT_FILE
thaia1 ceprudukara

YKasbiBaeT pacrnoJsiokeHue (aisia ceprudukara (Mau Habopa cepTUPUKATOB) OTKPHITOTO KJIIO-
4a, WCMOJb3yeMOro TPH yCTAHOBJEHHH 3alIMILIEHHOr0 coefnHeHHs. Dais MOXKeT comepKaTb
BCIO LIEMOUYKY CepTH(UKATOB, HaUMHAsA ¢ (PAKTHUUECKOTO cepTHU(hHKATa cepBepa/KJIHEHTa U 3a-
KaHUMBas CaMOMOINHUCAHHBIM cepTU(HKaTOM KopHeBoro YII. daiin nosmxen ObiTh B (hopmate
PEM unu P12.

checkEmail = EMAIL
ajapec 3/JeKTPOHHOH MOUTHl IPUHUMAEMOro cepTU(HUKaTa

Ecau ne 3adanwt verifyChain uau verifyPeer, mo dannan onuus uenopupyemcs. Honycka-
emcs Ucnoab308axue HeckoabKux onpedenenuti checkEmail 8 odnotl cekyuu.

Ceprucukar OymeT MPUHAT, €CAH afpec 3JEKTPOHHOH TOUTHl, YKa3aHHBIH B cepTH(HUKATe,
COBMNAafaeT C JOObIM U3 apecoB 3JEeKTPOHHOU MOUTHl, YKa3aHHBIX B checkEmail.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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checkHost = HOST

XOCT NPUHUMaeMOro cepTugukara

Ecau ne 3adanot verifyChain uau verifyPeer, mo dannas onuus uexopupyemcs. Honycka-
emcs UCnoab308aHue HecKkoAbKux onpedenrenuti checkHost 6 o0noil cekuuu.

Ceprudukar 6yneT NMPUHSAT, €CJH UMs XOCTa, yKa3aHHOe B cepTH(HUKATe, COBMNALAET C JIOOBIM
M3 XOCTOB, YKa3aHHBIX B checkHost.

checkIP = [P

[P-anpec npuHumaemoro ceptugukara

Ecau ne 3adanot verifyChain uau verifyPeer, mo dannas onuus uexopupyemcs. Honycka-
emcs UCnoAb308aHUe HecKOAbKUxX onpedenreruti checkIP 6 00Holl cexyuu.

Ceprucukar Oyzner npuHsT, ecau [P-anpec, ykasaHHblll B cepTHU(HUKaTe OLHOPAHTOBOro y3.a,
coBrnajaer c JwoobiM U3 [P-anpecoB, ykasaHHbIX B checkIP.

ciphers = CIPHER_LIST

onpenessier Habop Kcnoab3yeMbix WHdpoB TLS-coennnenus
B GosbiinHcTBe caydaeB caenyet ykaseiBath GOST2012-GOST8912-GOST8912.

client = yes | no

pexKuM paboThl cepBUCa

[To ymosmyanuio no (pa6oTa B pexkrMe cepBepa).

config = COMMAND [: PARAMETER]

KoMaHna Hactpoiku OpenSSL

[To3BosisieT BBIMOMHATD KOMaHAbl HacTpoiku OpenSSL.

connect = [HOST:] PORT

MOIKJ/IIOUNTBCH K YKa3aHHOMY ajipecy

YkasviBaet, kyna KpuntoTyHHe b HampaBUT coeirHeHHe, MpHLIeallee Ha afpec, YKa3aHHBIH
B accept. Ecau ykazaH TO/NbKO MOPT, B KauecTBe XocTa OymeT ucnosb3oBaH localhost. Ilpu
TMONKJIIOUEHHH K BeO-cepBepy PeKOMeHAYeTCsl YKa3blBaThb TO HMs XOTa, KOTOpoe Beb-cepBep
CUHMHTAET CBOMM HMEHEM.

engineNum = ENGINE_NUMBER

3a0a€T HCIIONb3YEMBIH HKHUH 110 HOMEPY

OHxuHB HyMepytoTcs, HaunHas ¢ 1. T.x. «Marllpo Kpunrollaker» B. 3.0 momyckaeT HCroJb-
30BaHHe TOJIBKO OJHOTO 3HXKHHA (cryptocom), I/s 3TOH ONLUMK CleLyeT BCEraa UCIOIb30BATh
3HadeHue 1. JlaHHas omuus MOXKeT MOTpe6OBaThCS B CJaydae HUCIMOJIb30BAHHUS alMapaTHBIX pe-
IeHWH ayTeHTU(hUKauuK (Hanpumep, AJs Kiawoded, xpaHsmuxcs Ha RuToken).

key = KEY_FILE

3aKpBITBIH KJ/I0Y cepTH(HKATa, YKa3aHHOTO B ONUUHU cert

YKasplBaeT pacrnoJsiokeHue (aisa 3aKpeITOro KJua, UCIOJNb3YEMOro MpPH yCTAHOBJEHHH 3a-
IMLIEHHOTO coeUHeHUs. 3aKpbIThIH K04 HEOOXOAUM [JIst ayTeHTU(UKALKK BJaaje/blla cep-
TU¢ukaTa. [IockonbKy 3TOT (pally 10/KEH XPaHUTbCS B CEKpeTe, OH AOJKeH ObITb AOCTYIeH
I/l YTEHUS TOJBKO €ro Bjafesblly. DTOT MapaMeTp TaKKe HCMOJb3YyeTcsl B KayecTBe WIEHTH-
(buKaTopa 3aKpbITOTO KJ/OUAB CAydyae UCIONb30BaHHUS alllapaTHLIX pelleHUi ayTeHTH(PUKALUU
(Hanpumep, mas Kiaoued, xpansmuxes Ha RuToken).

protocol = PROTO

[IPOTOKOJI MPUJIOKEHHUSA

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA
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B HacTosiiee BpeMsi MOAEPKUBAIOTCS MPOTOKOJBL:

cifs
Cob6cTBeHHOE (HeIOKYMeHTHpoBaHHOe) pactuupenue npotokosaa CIFS, peanusoBanHoe B
Samba. [lopnepxkxka sToro pacmupenus Oblia npekpamieHa B Samba 3.0.0.

connect
CootserctByer RFC 2817 section 5.2 (memod CONNECT 0as ycmarosienus myrHHesb-
HOE0 NPOKCU-COEOUHEHUS).
DTOT MPOTOKOJ MOANEPKUBAETCS TOJNBKO B PEXHMeE KJIHEHTa.

http
YkaseiBaeT KpunroTyHHesto, uto 3aumuuiaemslit npotokos - HTTP. B atom cayuae 6ynyT
JOCTYMHBI crielU(pUUHble 1J5 3TOr0 MPOTOKOJA AeHCTBUS, HalpuMep, nepenadya KJUeHT-
CKOTr0 cepTU(HKaTa Ha BeO-cepsep.

imap
CootserctByer RFC 2595 (Hcnoavzosanue TLS ¢ IMAP, POP3S u ACAP).

nntp

CooterctByetr RFC 4642 (Hcnoavzosarnue TLS ¢ npomokorom NNTP).
DTOT MPOTOKOJ MOANEPKUBAETCS TOJNBKO B PEXHMe KJIHEHTa.

rgsql
CooTBeTCTBYyeT
http://www.postgresqgl.org/docs/8.3/static/protocol-flow.html
pop3
CootserctByetr RFC 2449 (Mexanusm pacuiuperus POP3).
proxy
CooTBeTcTByeT
http://haproxy.lwt.eu/download/1.5/doc/proxy-protocol.txt
rdp
YKasblBaeT, UTO 3allulliaeMblid npotokosa - RDP.
smitp
CootBerctByer RFC 2487 (pacwupenue cayrbor SMTP 0as 6ezonacrnoeo SMTP uepes
TLS).
socks

[Tonnep:xuBatorcst Bepcuu 4, 4a u 5.
http://www.openssh.com/txt/socks4.protocol
http://www.openssh.com/txt/socksda.protocol

Komanna BIND nportokona SOCKS ne nonnepxubaercsi. [Tapamerp USERID urnopupy-
eTcs.

protocolAuthentication = AUTHENTICATION

TUN ayTeHTHU(UKALHUN

3anaér THn ayTeHTU(PUKALUUM [/ AAHHOrO MpoTokoJa. Ycmosb3dyeTcss TONBKO Ha CTOpOHe
KJHEHTa NPOTOKOJNaMHU connect u smip.

Ilnsi mpoTokosia connect MONNEPKUBAIOTCS 3HAUeHUs basic (UCMOJb3yeTCsl MO YMOJMUAHHUIO) U
ntlm.

Jlns mpoTokosia Smip MopIepKMBAIOTCS 3HadeHHUs plain (WCMOJb3yeTcs MO YMOJNYaHWIO) H

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA
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login.

protocolDomain = DOMAIN
MMSs IOMeHa

3anaér ums pomeHa Active Directory, ucrnosbayemoro npu pabote uepe3 proxy ¢ aBTopHu3alHen
o TMpoToKoay ntlm.
Hcnosb3yercsi TOMBKO HA CTOPOHE KJHWEHTa U TOJBKO C TPOTOKOJIOM connect.

protocolHost = HOST:PORT
ajipec MOAKJIOUeHHS

YkasbiBaeT KoHeuHblll TLS-cepBep, ¢ KoTopoM TpebyeTcsl COeAMHUTHCS Yepe3 MPOKCH-CepBep.
Anpec npokcu-cepBepa IpU 3TOM 3adaéTcs OMNIHeH connect.
Hcnonb3yeTcsi TOMBKO HA CTOPOHE KJHEHTa MPOTOKOJOM connect.

protocolPassword = PASSWORD
apoJib MOJIb30BaTeNs

3anaét napoJb MoJab30BaTe/sl PU YCTAHOBJIEHWH COEJMHEHUS 10 YKa3aHHOMY MPOTOKOJY.
HMcnosab3yeTcs TONbKO Ha CTOPOHE KJHWEHTa MPOTOKOJaMU connect u smip.

protocolProtocol = Atip
Hcnonb3yeTcsl TOJBKO Ha CTOPOHE KJIMEHTa MPOTOKOJIOM connect NPy TYHHeJUPOBAHUU depes
npokcu. YkasbiBaeT KpunroTyHHesio, uto 3amumaemsii npotokos - HTTP. B atom cayuae
OyoyT NOCTYNHBbI Crelu(pUUHble AJ5 3TOro NPOTOKOoJa AEeHCTBHUS, HalmpuMep, Nepefada Kiu-
eHTCKOro cepTu(uKara Ha Beb-cepBep. JlomyckaeTcsl MCHO/b30BAHHE TOJIBKO 3HaueHUs Alip.
JI1oOble npyrue 3HaUeHUs] UTHOPUPYIOTCS.

protocolUsername = USERNAME
MMsl M0JIb30BaTe/Is]

3anaér uMs MoJib3oBaTe/isl NPH YCTAaHOBJIEHUH COEIMHEHUS M0 YKa3aHHOMY MPOTOKOJY.
Hcnonb3yeTcsi TOJMBKO Ha CTOPOHE KJHWEHTA NMPOTOKOJNAMHU connect u smip.

redirect = [HOST:]PORT
B Cjydyae HeNpOXOXKIeHUsS ayTeHTH(MUKAUHUU 10 CepTU(HUKATY MepeHanpaB/siTh KJIHEHTCKHE
TLS-coenrHeHus1 Ha yKa3aHHBIU ampec

Ara onuus paboTaeT TOJNBKO B pexkUMe cepBepa. HekoTopbie MpOTOKOJIBI HECOBMECTUMBI C 3TON
OIILIHEH.

requireCert = yes | no
Tpe6OBaTh CEPTU(MHUKAT KJAUEHTA TPU YCTAHOBJEHHH COeTUHEHUH
Hcnonb3yeTcsi TOJbKO Ha CTOpPOHe cepBepa. [IpH ycTaHOBJIEHHOM 3HaueHUH 1o (HUCTOJb3YeTcs
no ymosuanuio) cepBep KpunroTyHHesst 6yneT ycTaHaBAHMBaTh COEIMHEHHs C KIHEHTaMU 0e3
CepTU(]PUKATOB.
Onuuu verifyChain = yes u verifyPeer = yes noppasymeBatot 3ananue requireCert = yes.

sni = SERVICE_NAME
B takom (oparte ucnosnb3yeTcss TOJNBKO a CTOPOHE KJMEHTa, 3aaéT 3HaueHHe, KOTopoe OyjeT
nepenano B paciupenun SNI mportokona TLS. Ilpu oTcyTcTBUHM 3TOH onuuu B pacliMpeHHH
SNI 6yner nepenaHo 3HaueHue u3 napamerpa connect. Ijsi Toro, 4To6Bl OTKJIOUUTE Nepeaavy
pacuinpenust SNI, sanaiite nmycroe sHaueHue B kauectBe SERVICE_NAME.

sni = SERVICE_NAME:SERVER_NAME_PATTERN
B takoM ¢opmaTte Hcrob3yeTcsl TONBKO HA CTOPOHE CepBepa.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Hcnonb3oBaHue naHHOTO MapameTpa M03BOJSIET CepBepy MPeNoCTaBJsATh HECKONBKO CepTH(U-
KatoB Ha ogHoM [P-anpece u TCP-nopry, u, cienoBaTesbHO, 103BOJSIET PA6OTATh HECKONBKUM
ca#itam (niu gpyrum cepBucam noeepx TLS) Ha omHom [P-anpece 6e3 ncrnosb30BaHUSI OOHOTO
M TOTO Ke cepTH(UKaTa Ha Bcex caiitax. Boibop cepTuduKkara ocyliecTB/sSeTCs B 3aBUCHMO-
CTH OT JOMEHHOTO HWMeHH, mosydeHHoro B paciuupenun SNI mporokosna TLS (cm. omucanue
napaMeTpa sni Ha CTOPOHe KJHEeHTa).

Jnsi Toro, ytoObl HacTpouTb cepBepHbld KpuntoTyHHesnb n/s1 paGoThl ¢ HECKONBKUMU Cep-
TU(HUKATAMH, HY’KHO A/ KaXKAOT0 cepTU(UKaTa co31aTh cBolo cekuuioo. OnHa cekuus OyneT
TJ1aBHOH, B HeH 3aJaloTcsl OOBIYHBI ManaMeTpbl COeMHEHHUS, B TOM YHUCJe MOXKeT 3a4aBaTbCs
yMoJuatesbHblil cepThuukar. CeKUUu A8 APyruX cepTU(UKATOB SIBASIOTCS BCIIOMOTaTe bHbI-
MU, B HUX yKasbiBaercsi napametp sni, B koropom SERVICE_NAME yka3sbiBaeT Ha ryaBHyO
cekuuio, a SERVER_NAME_PATTERN 3anaér nomeHHOe WMSsl, NPH MOSIBJI€HH KOTOPOTO B
pacurpennn SNI mpotokosna TLS 6ynyT ucnonb30BaThes K/IHOY U cepTU(UKAT U3 3TOU BCIO-
MOTaTeJIbHOH CeKIIMH. DTO MMsS MOXKeT HauMHaThbCsl ¢ CUMBOJA '*’, Hampumep *.example.ru’,
a TaKxKe JIOMYCKAeTCs yKa3blBaThb B OJHOM BCIIOMOraTe/JbHOH CEKLHWHW HECKOJbKO MapaMeTpoB
sni.

Huke npuBenéH npumep KoHpUrypauu ¢ ucrnosnbzoBanueM SNI:

[virtual]

; OCHOBHON CEpPBUC, IPUHUMAKMIUN COEeOUHEHWHs Ha YKal3aHHOM IOPTY
accept = 443

connect = 80

cert = default.pem

key default-key.pem

[snil]

; BCIIOMOI'aTeJIbHHN cepBuC 1

sni = virtual:serverl.mydomain.ru
cert = serverl.pem

key serverl-key.pem

[sni2]

; BCIIOMOI'aTEeJIbHEN CEPBUC 2

sni = virtual:server2.mydomain.ru
cert = server2.pem

key = server2-key.pem

verifyPeer = yes

CAfile = server2-allowed-clients.pem

socket = a|l|r:OPTION=VALUE[:VALUE]
HaCTpPOMKa MPUHUMAIOIIETO, JIOKAJbHOIO MK yIaJEHHOTO COKeTa

HpI/IMepr HCII0JIb30OBAHHUMA:

socket = 1:S0_LINGER=1:60
# yCTAaHOBUTB TaMM-ayT Ha OOHY MUHYTY IOJI 3aKPHTHUSA
JIOKAJIbLHOI'O CoOKeTa
socket = r:SO_OOBINLINE=yes
# pasmMemaTh BHeNnoJiocHHe (out-of-band) nmaHHEHE HeNnoCpenCTBEHHO
B IIOTOK IIPHHHMAaEMBIX LOAaHHHEX [OJIAd YIOAaJIEHHEIX COKEeTOB

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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socket = a:SO_REUSEADDR=Nno
# OTKIIOUMTHL IIOBTOPHOE MCIIOJIb3OBaHME ampeca ([0 YMOJIUaHUIO
BKJIIOUEHO )
socket = a:SO_BINDTODEVICE=lo
# DpuHMMATL COeOUHEeHUs ToJIbKo mno miendy (loopback interface)

sslVersion = SSL._VERSION
Bepcusi TLS mpoTokosa

[Tonnepxxusatorcs Bepcuu TLSvI, TLSvI.1, TLSv1.2

TIMEOUTclose = SECONDS
Bpemsi oxxunanus close_notify

PexkomeHnnyeTcsi yctaHaB/auBaTh 3TO 3HaueHue B 0.

TIMEOUTconnect = SECONDS
BpEMS OXKHJAHHs COEIMHEHHUsI C YAaJEHHBIM XOCTOM

TIMEOUTbusy = SECONDS
BpeMs OXKHJAHHUS 3aMpoLIeHHbIX NAaHHBIX

TIMEOUTidle = SECONDS
BpeMsl yaepxKaHusl 6e3elCTBYIOlIero COeMHEeHHS

verifyChain = yes | no
ayTeHTHU(HUKALHUS 10 [ernouKe cepTU(UKATOB

BbinosiHsieT ayTeHTH(HUKALIMIO XOCTa C MPOBEPKOH BCEH LIEMOUKH CepTU(PUKATOB 10 KOPHEBOTO
Y1I.

[Ipu npoBepke cepTH(HKaTa cepBepa TaK»Ke Ba)KHO HCIOJb30BaTh OMNUUHM checkHost wau
checklIP.

CamornoanucaHHbli KOpHeBO# ceptudukat Y11 nosmxkeH xpaHutbes au6o B (haie, yKazaHHOM
B CAfile, nu6o B katasore, ykazannom B CApath.

[To ymMo/suaHHIO OMIMS BBIKJIOUEHA.

verifyPeer = yes | no
ayTeHTU(HUKALHUSA [0 3apaHee U3BECTHOMY CepPTU(PHUKATY
Tpebyet, uTOOBI TMOJYyUEeHHBIH OT BTOPOH CTOPOHBI CepTU(HKAT COBMAfal C CepTU(UKATOM,
KOTOpbIH XpaHuTCcsi Jubo B (aiine, ykazanHom B CAfile, su6o B Karasore, yka3aHHOM B
CApath.
[To ymosuaHuio onuus BBIKJIIOUYEHA.

verify = LEVEL onpenesnsier,kakue npoBepku cepTucuKata BTOPOH CTOPOHBI OYAYT MPOU3BOAUTCS,
MOKEeT MPUHUMATh O 3HAUEHHH:
0 ceptuduKaT KJaHeHTa MPOBepsATbCS He OYIeT, UCMOJb30BAaHHWE 3TOTO 3HAUEHHS HAa CTOPOHE
cepBepa o3HadaeT, 4yTo K KpuntoTyHHe 0 CMOXKeT MOAKJIOUUTHCS JI0O0H M0Jb30BaTe b
Ha coBMecTuMoM [1O. Mcnonb3oBaTh 3TO 3HaYeHHe Ha CTOPOHE KJHMEHTa KaTeropuueckH
He peKOMeHIyeTcs,;
1 ceprucukar Oyner npoBepsATbCS, €CaU JIpyras CTOpoHa ero npenoctaBuT. [IpomexxyTouHblit
BapuaHT Mexay O M 2, UCTo/Ib30BaTh 3TO 3HAUEHHEe HA CTOPOHE KJHEHTa KaTeropuuecku
He peKOMeHIYeTcs;
2 cepTtuduKaT BTOPOH CTOPOHBI OyaeT TpeOoBaTbCsl U MPOBEPSATHCS C UCIONb30BAHHE CEPTUPHU-
kKata Y1l u, npu HeoOXOAMMOCTH, TIPOMEXKYTOUHBIX CePTU(UKATOB (LETNOUYKH CcepTHU(HKA-
TOB), pacroJsioxkeHue KoTopeix ykazaHo B CAFile nmu CApath. Ecau ceprudukar nucrék,

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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BbIZIaH He foBepeHHbIM YL, ero HeT W T.1., coefiiHeHHe OyneT OTBEPrHYTO CEPBEPOM.
dkBuBaseHTHo verifyChain=yes

3 [ONOJIHUTEJbHO K NpoBepKe cepTH(HUKaTa, cOOTBeTCTBYIoIelH verify=2, nposepsercs, 4yTo
NpenbsBJAEHHBIH BTOPOH CTOPOHOH cepTUdHUKaT conepxutcs B (adine CAFile nan xara-
aore CApath
dkBuBaseHTHo verifyChain=yes u verifyPeer=yes

4 mnpoBepsieTCsl, UTO MpeAbsiBJAEHHBbIH BTOPOW CTOPOHOHM CEpPTU(PUKAT CONep:KUTCA B (aiise
CAFile unu xaranore CApath, npu sToM mpoBepka camMoro cepTU(pHKaTa He MPOU3BO-
OUTCS.
DkBUBasneHTHO verifyPeer=yes

6.5.3 Hactpoitka HTTP napameTpoB 3alIMIIEHHBIX COeANHEHUH

Onuuu, DOCTYIMHBIE TOJIbKO MPH Hcnosb3oBaHuu npotokona HTTP (protocol = http):

buffer_size = BUFFSIZE

3an1aét pasmep Oydepa oOMeHa B KuJI0OahTax
[Ipu HopmanbHO# pabote KpuntoTyHHess1 He yka3biBaeTcs.

client_auth = yes | no

BcraeasgeT B HTTP-coo6uenue 3arososok XH09-Cert

DTOT 3aroJIOBOK COEPKHUT CEPTH(PHUKAT MOJb30BATENsI, KOTOPBIH aBTOPHU30BAJICS Ha CepBepe.
Eciu HTTP-coobuienne yxe conepxkut 3aronoBok X509-Cert, 6yner BbinosHeHa ero 3aMeHa
Ha peaJjibHOe 3HAaYeHHUe.

HMcnosb3yercsi ToJbKO Ha cTopoHe cepBepa. [lo yMoyaHHIO OMLHKS OTKJ/IOUEHa.

http_forward = yes | no

yCTaHOBJIMBaeT 3HaueHHe 3arosoBka X-Forwarded-For B HTTP-3anpocax

[lo6aBnsier B nose X-Forwarded-For 3aronoska HTTP-3anpoca IP-ampec xocrta, ¢ koTopblM
YCTaHOBJIEHO COeIMHEHMUE.
[To ymoJsiuaHuio onuus BKJAOUEHa (3HaueHHe yes).

http_merge_packages = yes | no

ykasbiBaeT KpuntoTyHHesto 060benuHsATh nakeTsl 3aronoBkoB HTTP-coobuienni

[Tpu HopmanbHOU pabote KpuntoTyHHens He ykasbiBaeTcs.
[To ymosuaHHIO ONUKS BKJIOYeHa (3HayeHHe yes).

http_realip = force | yes | no

ycTaHOBJMBaeT 3HaueHHe 3arosnoBka X-Real-IP B HTTP-3anpocax

3HaueHHe OylneT cOOTBeTCTBOBATb [P-aspecy xocTa, ¢ KOTOPbIM yCTAHOBJIEHO COEIMHEHHUE.
Ecnu http_realip = yes, HO IpH 3TOM B 3ampoce y»Ke MPUCYTCTBYeT 3arosoBok X-Real-1P, To
3HaueHMe 3arojioBka He OyneT uaMeHeHo. Ecau http_realip = force, To 3HaueHHe 3aro/ioBKa
Bcerga omnpenessiercss KpunroTyHHenewm.

[lo ymo/suaHuio onuHMs BBICTaBJEHA B 3HaYEHHE Yyes.

patch_hostname = yes | no

ykasbiBaeT KpunroTyHHento meHsite 3HaueHue 3arosnoBka Host B HTTP-3anpocax

3HaueHue 3arosoBka Host B 3anpocax k/aueHTa OyneT 3aMeHeHO Ha 3HaueHHe, COOTBETCTBYIO-
lllee oNnuUUU connect. B ciyyae TyHHeIMPOBaHUS yepe3 MPOKCH OyAeT UCIO0JAb30BAHO 3HAUEHHeE,
COOTBeTCTBYIOLIee onuuu protocolHost. Ilpu HopManbHO#H pabote KpuntoTyHHesns He ykasbl-
BaeTcsl.

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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I[To YMOJYAaHHUIO BKJIFOUEHA.

patch_location = yes | no
ykaseiBaetT KpuntoTyHHes0 MeHsATh 3HadeHHe 3arosoBka Location B oTBetax web-cepBepa
[Tpu HopmanbHOU pabote KpuntoTyHHens He ykasbiBaeTcs.
[To ymonuanuio BKJOUEHA.
YuuTBIBa€TCS TOMBKO B KJHEHTCKOH KOH(HUIypaluH, B cjaydae CepBepHOH KOH(MUIypalUH Wr-
HOpHUpYeTCs, T.e. MOOM(HUKALHKs 3arojoBKoB Location mpousBomuTcsi, Ha)ke ec/au ONLHS Bbl-
CTaBJ/IeHa B No.

6.6 Bce onuuu KoHdburypauroHHoro ¢auaa starter.ini

Haunnsiii paznen akryanen TOJIBKO nns OC cemeiictBa Windows. B npyrux OC panHbI# (aiin
He HCII0JIb3yeTCs.

Koudurypaunonnsii ¢aiis starter.ini oTBeuaeTt 3a HaCTPOUKY NpuUJOKeHUs starter.exe. Popmat
(paiiia coorBetcTBYyeT (hopmary ini-paisoB OC Windows.

6.6.1 Cekuusi 06ILKX HACTPOEK common

3a ofblire HACTPOUKH MPUJIOKEHHUS OTBeuaeT CeKLUs common, KOTopas MOXKeT COlepxKaTb cJe-
AYIOLKe OMLHHU:

warning_days = DAYS
YKkasblBaeT 3a CKOJIbKO JHEH yBeIOMJISITb MOJb30BaTe/si 00 OKOHYaHHH CPOKa AEHCTBHS JIH-
neHsuu. [lo ymosuaHuIO0 yBeIOMJIeHHE T10JIb30BaTe s MPOU3BOIUTCS 3a 7 THEH.

6.6.2 Cekuusa urls

PenaktupoBath cekuuto urls Heooxonumo TOJIBKO Ha cTopoHe kaueHTta. JlaHHas cekuus uc-
nosnb3yercss /s yKazaHusi http-cTpaHui, Ha KoTopble cjenyeT MepeHTH IMOCJe yCTAHOBJEHHS 3a-
IIMIIEHHOTO COeIVHEHHUS] C CepBepaMH, a TaKxkKe AJs YKa3aHUsl yNOOHBIX ajJHacoB 3THX CTPAHHUIL
¥ TIPUJIOKEHUH, HCIOJMb3YEMbIX AJS WX MPOCMOTpa. Ecan HeoOXOAMMOCTH B Mepexojie Ha Ornpefe-
JéHHble http-cTpaHuubl cpasy mocje 3amycka starter.exe HeT, TO 3amOJHATh NAHHYIO CEKLHIO He
TpebyeTcs.

Hacrpofika nepexonoB Ha http-cTpaHuubl ocyliecTBasieTcss yKa3aHUeM CJEAYIOLIUX ONLHHI:

url_name = VALUE
3anaér url cepBepa (cchlika Ha http-cTpanuiy)

url_name.title = ALIAS
aJmMac cepeepa

url_name.open = APP_PATH
MyTb K MPHUJIOKEHUIO [Jisi TPOCMOTPA COAEPKUMOTO CTPAHHIIbL

s HacTpoiiky mepexona Ha http-ctpanuuy Tpebyercs:

1. BoiOpaTh yHHKaJbHBIH HAEHTU(PUKATOP CTPaHULBI url_name;
2. Jlo6aButb B KOH(MUT'ypauUHWOHHBIH (aia cTtpoky url_name = URL, rne URL umeer Bupn
http://127.0.0.1:[Homep JoOKa/sbHOTO TOPTa|/<HMSI CTPaHHUIbI HA CepBepe>;

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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3. Jlo6aBUTb B KOH(DUTYPaLMOHHBIN (ais CTPOKy url_name.title = <aauac cepsepa> (yKasblBaTb
He 00513aTeJsIbHO);

4. J1o6aBUTH B KOH(UTYPALHUOHHBIN (Al CTPOKY uri_name.open = <nymo K NPULOHCEHUIO 04
npocmompa cmparuybl> (yKasblBaTh He 00513aTeJbHO).

WUnentudukarop url_name Boibupaercs npousdBosbHo. K upeHtudukaropam url_name umerTcs
2 TpeboBaHUS:

1. Upentudukarop JOJIZKEH 6biTh yHUKAIbHBIM (1 HACTPOHKH Pa3HBIX CTPAHHILL HCIOJb30-
BaTh pPasHble UAEHTHU(UKATOPHI; AJs HACTPOUKH Mepexofa Ha OfHY U Ty Ke CTPaHHULy HUCIOJb-
30BaTh OIMH U TOT K€ HUAEHTHU(PHUKATOP);

2. Unentudpukarop HE JOJIZKEH conepxatb npo6esioB U TOYEK.

[Tpu pabote nosw3oBatesns ¢ «Marllpo Kpunrollaker» B. 3.0 B ucnonnenun «KpunroTyHHenb»
B KOHTEKCTOM MEHIO, KOTOpO€e I0JIb30BaTe/b BbI3bIBAET I111€TYKOM MPaBOH KHOMKH MBILIK 110 HKOH-
ke «KpuntoTyHHenb» B Tpee, BbIBOOIUTCS MMEHHO CIIHUCOK ajlacoB CepBEpPOB. DTOT Ke CIHCOK
BBIBOAMTCS B KauecTBe MeHIo npu 3anycke «KpunroTyHHenb» , eciu B HEM Goslee OfHOTO ajuaca.

Wwms cTpaHuubl Ha cepBepe yKas3blBaeTCcs B TOM CJydae, ecJad Tocje ycTaHoBjaeHusi TLS-
COeIMHEHHS C CEpBEPOM IMO0Jb30BATEN0 HEOOXOAMMO MOMACTb HE HA KOPHEBYIO CTPAHHIY CepBepa,
a Ha Kakylwo-aubo Ipyry. YkazaHue UMeHM CTpaHHULbl HeoOsi3aTesbHO. Eciu ero He yKasbBaTh,
noJib30BaTesio OyneT MpefocTaBaeHa KOpHeBasi CTPaHULIA CepBepa.

[TyTh K npuJ0KeHHUIO A5 npocMoTpa http-cTpaHulbl yKasbiBaTh He 06s3aTesbHO. B aToM ciaydae
IJIsl TlepexoJa Ha CTPaHULy OyIeT 3amylleHO HCIOoJIb3yeMoe M0 YMOJIYaHHIO NpUJoKeHHe (6paysep).

[Tpumep cekuuu urls pns coenvHeHHUs ¢ ABYMSI CEpBepPaMHU:

[urls]

; tls.someserver.ru

url shop = http://127.0.0.1:8080/params.cgi
url shop.title = HHTepHeT-Maras3uH

; tls.anotherserver.ru

url_bank = http://127.0.0.1:8083

url bank.title = HuHTepHeT-6aHK

url bank.open = C:\Program Files\Internet Explorer\iexplore.exe

3nech 3HaKOM ;' TOMeUeHBl TPOU3BOJIbHbIE KOMMEHTAPHH.

Ctpoka ¢ anuacoM «MHTepHeT-MarasuH» COOTBETCTBYeT cepBepy tls.someserver.ru, T.K. AJs Hee
ykazaHn nopt 8080 na 127.0.0.1, kotopbiii B (atisne stunnel.conf ykazaH Kak COOTBETCTBYIOLIHH
cepBepy tls.somserver.ru; najnee ykasaHa cTpaHula params.cgi. B pesysbrare mpu ycTaHOBJIEHUH
tls-coenuneHnus ¢ cepepoM tls.somserver.ru nosb3oBare/b YBUAUT CTPAHHUIY params.cgi Ha cepBepe
tls.someserver.ru.

Crpoka ¢ anuacom «MHTepHeT-6aHK» COOTBETCTBYeT cepBepy tls.anotherserver.ru, T.K. 05 Hee
ykazaH nopt 8083 na 127.0.0.1, koTopeiéi B (aiine stunnel.conf ykazaH Kak COOTBETCTBYIOLIHH
cepBepy tls.anotherserver.ru. Jlajee HUKaKHWX CTPaHHUIl HE yKa3aHO, YTO O3HA4YaeT, YTO INPH ycTa-
HOBJIeHUH tls-coeqMHeHUs M0Jb30BaTeNb YBUAUT KOPHEBYIO CTpaHHULY cepBepa tls.anotherserver.ru.
Il 1aHHOU CTpPaHWILBl OTHEJNbHO YKa3aHO, YTO OTKPbIBaTb eé TpebyeTcs mnpujoxkeHueMm Internet
Explorer. Takum 06pa3om mpocMOTp HAHHOH CTPAHHUIBI OyIeT BBIMOJHEH HMEHHO 3THM Opay3epoM,
He3aBUCHMO OT TOTO, KaKoe MPHUJIOXKEHHEe UCIOJb3yeTcsi B CHcTeMe AJisi mpocMoTpa http-ctpanun mo
YMOJTUAHHIO.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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6.6.3 Cekuus updater

ﬂaHHaH CeKIlUAd HUCIOJb3yeTCd AJd 3aJaHHd MapaMETpPOB IMOJYUYEHHA U 0OHOBJIEHUST JIUIIEH3HUH.
CeKLLI/IH MOXKET Colep2KaTb CJAeAYyIolIHe OILHHU:

address = URL
3aaéT ajgpec cepBepa, K KOTOPOMY MporpaMma 0OpaTHTbCs 3a JULEH3HeH NpU €€ MoJyueHUuH

proxy = [user:password]@host:port
3ajaeT afgpec U HOMep MOpPTa Proxy-cepBepa, ecu AOCTYI K CEPBEPY, YKa3aHHOMY B MapaeMTpe
address, 1mo/KeH OCYIIEeCTBJAThCS Uepe3 proxy. Tak:ke MOXKeT 3agaBaTb UMs M NapoJb JJIs
aBTOPH3ALIMU Ha Proxy-cepBepe, eCyd cepBep TpebyeT aBTOPHU3ALHIO.

delay = VALUE
yKa3blBaeT 3a/lePKKy OTOOpaXKeHHs MPOrpecc-UHAMKALUU MPH TOJYyUeHUH HJW OOHOBJIEHUH
nuteHsnd. OObIYHO Tpollece MoJydYeHHsi/0OHOBJIEHHUS TUIIEH3UN 3aBepIIaeTCsi OUeHb OBICTPO U
He TpebyeT MPOrpecc-uHAMKAIMH, O3TOMY MPOrpecc-HHIMKATOP HauWHAaeT 0TOOPaXKaThCsl He
cpasy, a uepe3 yKaszaHHOe B JaHHOM fapaMeTpe Bpems.
Ecnu VALUE wmenbie 600, oHO TpakTyeTcst Kak CEKYHbI, ecau 6oJbine 600, To KaK MUJIIH-
CEKYH/IHI.
3HaueHHe MO YMOJYAHUIO - 2 CEKYH/IbI.

6.7 KawoueBas nHdppacTpyKTypa
6.7.1 CepBepHas KJw4eBass HHDPACTPYKTYypa

Hans toro, yto6sl «KpunrtoTyHHenb» B cepBepHOl KOH(pUrypalHMH MOT yCTaHABJAMBAThH 3alllU-
lLleHHble COeJMHEHUs C KJUeHTaMHu no npoTokoay TLS, Ha cepBepe HeoOX0oAuUMO ycTaHOBUTb TLS-
cepTU(UKAT, KOTOPbIH OYIeT HUCIOJb30BaThCsA AJ51 ayTeHTHU(HUKALlUK cepBepa, U COOTBETCTBYIOLIHUH
eMy 3aKpbITbIH KJod. Kpome Toro, HeoOX0nMM KOPHEBOH CEepPTU(PUKAT yIOCTOBEPSIOLLErO LEHTPA.

Ceprucukar cepBepa, COOTBETCTBYIOIIMH €My 3aKpHITHIH KU W KOpPHEBOH cepTudukar ¥ L[
cJelyeT yCTaHOBUTb Ha CepBepe B COOTBETCTBUU C KOH(PUTypalHoHHBIM (aisom «KpuntoTyHHe b»
(datin stunnel.conf B karanore ycraHoBkH). Kpome Toro, kopHeBo# ceptudukat ¥ LI nosmxeH 6bITh
NpefoCTaBJeH BCeM KJHeHTaM, KOTopble OyayT yCTaHaBJIMBATh 3allMILIEHHble COeIMHEHHUs C NaHHbIM
CepBepPOM.

TLS-cepTudukat cepepa n0/KeH OTBeYATh CJAEAYIONIUM TPeGOBAHHUSIM:

1. Ecnv Ha BeG-cepBepe pacnoJioxKeH OAMH BUPTYasbHBIH CaHT, TO CepTU(UKAT AAHHOTO CepBepa
noJkeH comepxkatb DNS-umMsa nanHoro caiita B noje CN cybbekra. Ecau xe Ha BeG-cepBepe
pacroJ/ioKeHbl HECKOJIbKO BUPTYaJbHBIX CaHTOB, TO CEPTU(UKAT TAKOI'0 cepBepa J0J/KeH coaep-
KaTb pacuidpenre Subject Alternative Name. B s3Tom paciiuperun 10KHbBI ObITh TPOMUCAHbI
DNS-umeHa Bcex BUPTya/bHBIX CaHTOB, KOTOPble OYAyT AOCTYIHBI MO 3aLIUIIEHHOMY COEIH-
HEeHHI0, B (popmare:

DNS:<caiir 1>,DNS:<ca#éit 2>, ...DNS:<caéiTr N>

Bo3Mo0xXHO Tak»Ke HCIHOJb30BaHHE HA OTHOM CepBepe HeCKOJbKHX CepTH(HUKATOB U COOTBET-
CTBYIOILIMX UM 3aKPBITHIX KJIOueH, nogpobHee 06 3TOM CM. ONKHCAaHHe NMapaMeTpa sni B pasneJe
£.9.2.

2. Ceprudukar cepepa noskeH comepxatb paciuupeHue Enhanced Key Usage co 3HaueHumem
Server Authentication (1.3.6.1.5.5.7.3.1).
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6.7.2 KuueHTcKkas KjawodeBast HHPpaCTpyKTypa

Ecsu mpu ycTaHOBJIEHHH 3alIMIIEHHOT0 COelMHEHUs TpeOyeTcsl TakKe W KJHEeHTCKas ayTeHTH-
¢uxauusi, Heob6xonuMo co3nath TLS-cepTH(HKAT U COOTBETCTBYIOLIMH €My 3aKPbITHIH KU [Js
kKaxnoro kaueHta. Ceprudukar knvenra [JOJIZKEH conepxatph pacuiupenne Enhanced Key Usage

co 3nauenuem Client Authentication (1.3.6.1.5.5.7.3.2).

6.7.3 dopmar (aiinoB KA04eBOH HH(DOPMALUN

Bce daiinbl kaoueBodl MH(OpPMalMH, KaK CepBepHble, TaK U KJIHWEHTCKHE, NOJXKHbl OblTh B (hop-

Mmate PEM.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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7 Hcnoap3oBaHue

7.1 Hcnonb3oBanue B OC cemerictBa Windows
7.1.1 3anyck «Marllpo Kpuntollaker» B. 3.0 B ucnonHennn «KpuntoTyHHenb»

3anyck «KpuntoTyHHenb» ocyliecTBAsieTcss mporpaMmon starter.exe. Kak mpaBuJjo, B cepBep-
HOM HCIIOJIHEHHH SIPJIBIK Ha NAHHBIH (paila co30aéTcsi aBTOMATUUECKH BO BPEMSI YCTAHOBKH U IMOMe-
aeTcsl Ha pabo4Mi CTOJ, IO3TOMY ONepaTopy AJsl Hauasa paboThl AOCTaTOUHO ABAXKAbl LIENKHYTb
MBILLIBIO 110 COOTBETCTBYIOLIEH MKOHKe. B oCTa/lbHBIX C/lydasix 3alyCK OCYILECTBJSIETCS Yepe3 OKHO
«Mo#i komnbioTep». [y 3TOro He06XOAUMO:

1. B cayyae ycraHOBKHM mporpammHoro kommsekca «KpuntoTyHHesnb» Ha BHeLIHeM HOCHTeJe
(flash-ycTpoiicTBO MM Na3epHBIA AKUCK) MOAKJIOUHTE 3TOT HOCHTENb K KOMITbIOTEPY.

2. Yepes «Mo#i komnbloTep» nepedtu B nanky ¢ «Marllpo Kpunrollaker» B. 3.0 B ucnosHenun
«KpunroTynnenb» :

B CryptoTunnel _ (O] x|

‘@;\;Jq | » NokansHel... = CrypkaTunnel - - lﬂﬂ” Momck: ... E

=1=

YNOpALOYHMTE ¥ | OTkpRITE  *  TMeuaTe  HoeaAnanka S- + [ || &

e L Y
* WsBipaHHoe ﬁf‘ \ starker -
R | K pHNTOTYHHENR®
M. 3o Ry || 000 WprnTokon” | Cryptacom Led,

| HepaeHWe MecTa

3. 3anyctuth «Marllpo Kpunrollaker» B. 3.0 B ucnonnenuu «KpuntoTyHHe b» , NBaXK bl LIEJK-
HYB MBILIBIO 110 UKOHKe starter.

Ecny  3akpbIThIl KJI0Y cepBepa/mosib30oBaTeNisi, YKa3aHHbIH B KOH(UTIYpalHOHHOM (haiise
stunnel.conf, 3amuiien PIN-konoMm, To nocse 3anycka «KpuntoTyHHes b» MOSBUTCS OKHO 3ampoca
PIN-kona kJjroua:

Private key: ./crypto/client.key

i,
| Key passphrase: ||

aE. | Cancel

B 3aro/ioBKe OKHa MPUCYTCTBYeT CTPOKA, COOTBETCTBYIOIIAs PACIOJIOXKEHHIO KJio4a, IJs KOTO-
poro 3amnpamuBaetrcsi PIN-kon. Onepatopy B moJje BBoma Heob6xomumo ykaszaTb PIN-kom kiwoua u
HaxkaTb KHOMKy OK.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
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7.1.2 JluueHsupoBaHue

7.1.2.1 Bsopm JauueH3uu
[Tpu nepBom 3anycke starter.exe MOSIBUTCS OKHO BBOJAA KJIIOUa MPOAYKTA:

Marfpo KpyntollakeT, vcnonHenwe KpantoTyHHEe nb

BEEAMTE, NOMANYACTE, KAHY NPOAYETA:

Ok I Cancel

Ot onepartopa TpebyeTcss BBECTH KJIIOU MPOAYKTA U HaxaTb KHOMKY «OK».

[Ipy HaMMuMK JUMLEH3UK B CUCTEMe 3TOT 3arpoc He oToOpaKaercs.

[IpenocraBnisiemasi JMUEH3NUs MOXKeT UMeTb OrPaHWYEHHbIH Nepuol NeHCTBUS U PeryJsipHO aBToO-
MaTthyecku oO6HOBJsieTcsl. OObIUHO OOHOBJIEHHE JIMIEH3UM NPOUMCXOAUT 32 8 NHEH N0 OKOHYaHHUS eé
neiictBus. Ecin 3TOT0 M0 KAKUM-TO MPUUUHAM He MPU30UMET, 32 HECKOJIBKO (10 YMOJUAHHIO, D) THEH
[0 OKOHUYAHHUS CPOKa AelcTBUS JHLleH3UH npH 3anycke «KpuntoTyHHeb» OyneT MosiBASATbCS COOT-
BeTCTBYMOIlee npenynpexaeHue. KoandyecTBo nHel onpepessieTcss HACTPOHUKAMU MporpaMMbl (Omius
warning_days B taiine starter.ini. Ilpu nosiBjeHUH Takoro cooOuLieHUsT HeOOXOAUMO BbISIBUTb U
YCTPAHUTb NMPHUYMHBI, Mellallihe aBTOMaTUUYeCKOMY OOHOBJIEHHIO JIMLEH3UH.

7.1.2.2 TlpocMmoTp cBeileHHUH O JIULEH3UN

st mpocMoTpa CBeleHWH O TeKylleH JHUIeH3HH HeoOXomuMo BeIOpaTh MYHKT «O mporpamme...»
KOHTEKCTHOTrO MeHI0. B 3TOM ciyuae oTKpoeTcsi OKHO, COfiepsKalllee CBeIeHHs O MPOAYKTe U JHLEH-
3UH:

0 nporpaMHe...

Ck.3M «bdarlpo Kpurrallaker 3.0:
CpeacTEo SalMTEl AOCTYNS K CETEERIR
pecypcard ¢KpummoT yHHENB:

MNporpardeda sanycka starker sepowa 2.0.1.739

Nuuenzuap: 000 K purmok o’
MuueHzmrar: A0 "Obpasey’

F.omuecTeo nuweHsME; 1

Kooy mpoaykTa; v 22-8FwWP-MNALE Y LDE
Craryc nuueHzud: 1 [aeficTeye)

= by bichal Trojnara, 1938-2019
& 00 "Epurrokor’’, 2010-20019 Ok

U B BbIMIAJAI0IleM MOAMEHIO - MYyHKT «JInueH3usi». B 3To cnydyae okHO ¢ UH(popMaLMeld 0 JULEH3UU
OyneT UMeTb BU
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ﬂ CK3M «Marllpo KpunTollakeT 3.0 E |

K3 «Marllpo KpuntallakeT 3.0
CpeACTED ZAWMTEl AOCTYNA K CETEERIM DECYRCAM
K pHNTOTYHHENE

MHueHzMap: OO0 "KprnTokom”
MHueHIKAaT: &0 "Dbpazey”

KOnMYECTED NHLEHEHA! 1

Fnhod npoayvkTa: YME2-8PwP-NILE-YLDea
CTATYC NMUEHSMM: 1 (ABRCTEYET)

BEECTH HOBBIH KNHIY NHLEHSHM JaEpEITE

7.1.2.3 CwMmeHa JHLEH3UH

Ecnu Bel Bcnosib3oBasu BpeMeHHYI0 TECTOBYIO JIMLEH3HIO, @ TIOTOM MPHOOPEJH MOCTOsSIHHYI0, Bam
HeoOXOIMMO BBECTH B MPOrPAMMY HOBbIH JIMLEH3UOHHBIN Ktod. J[Ji1 3TOr0 B OMUCAaHHOM BbIllIE OKHE
NpocMOTpa UH(OPMALMK O JULEH3UH HEeOOXOAMMO Ha)KaTb Ha KHOMKY «BBecTH HOBBIH JIMIIEH3HOH-
HbIH KJIH04Y». [ToIBUTCS OKHO BBOZA KJkOUYa MPOAYKTa:

Marfpo KpyntollakeT, vcnonHeHye KpunToTyHHENL

BEEAMTE, NOMANYACTE, KIHOY NpOAYKTa:

(0] 4 I Cancel

Ot oneparopa TpeOyeTcsl BBECTH KJI0Y NMpoAyKTa U HaxaTh KHOMKY «OK». [Tocsie mosnydyennss HoBo#H
JIUIIEH3UH TMOSBUTCS COOOIIEHNE

Coobuyernie E

NHWEHSHA YONELHO oBHOENEHA.
Hosam niueHsHa GV.EET BEEAEHS B A EACTEHE NpH CNeayraLEN
aanycxs KpunToTyHHena,

Js1 Toro, 4ToOBl HOBas JIMLEH3USI BCTYIHUJAA B AeHCTBHe, HEOOXOAMMO 3aBeplinTh paboty Kpunto-
TyHHe/ U 3amyCTUTBh €ro 3aHOBO.
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7.1.3 KoHTekcTHOE MeHI0

KontekctHoe MeHio «KpunroTyHHe/b»

HUKOHKE B Tpee:

FIHTEpHET-Mar asHH
MHTEpHET-0aHE

MokazaTe ¥y¥pHan

CepTHKKEATEI k

Mepesanyck
HacTpoAka. ..

2 nporpasse, .,

JAERPWHTE

OABJSACTCA MPU LIEJYKE HpaBOﬁ KJaBHIIed MBIIIH Ha

KoHTeKCTHOE MEHIO COCTOMUT M3 ABYX yacteid. B BerHeI';I HaCTH BBIBOAUTCA CIIMCOK aJhdCOB http-

B Hu>xHel yacTH BBIBOASITCS CJTy}K66HbIe MNYHKTBHI:

[loxazaTk XYypHaJl — OTKPbIBAeT XKypPHaJ NPOrpaMMbl
CepTudukaTH — [03BOJSET COXPAHATb CEPTU(HUKATE 00BbEKTOB, C KOTOPBIMH YCTAHOBJIEHO 3alllU-

LIIEHHOE cOoelHHEeHUEe

[lepe3anyck — BoinosHseT nepesanyck «KpuntoTyHHenbs

HacTpoiika — OTKpbIBaeT KOH(UTYpPalMOHHBIH (Daks stunnel.conf B penakrope
O mporpamMMe... — OTKPbIBAaeT OKHO, COepxKalllee CBeleHHUS O MPOAYyKTe
3aBepmUTL — 3aBepluaer paboTy MporpaMMbl

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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7.1.4 Tlepexon Ha http-cTpaHulbl 3amuiliaeMbX 06bEKTOB

Ecau B KoHpurypaunoHHoMm ¢aiie starter.ini B cekuuu urls ykaszaHa TONbKO OfHA CTpaHHLA
nepexona, to npu 3anycke «KpunroTyHHenb» aBTOMaTHUeCKH 3amlyCcTUTCS Opaysep, B KOTOPOM
OTKpBbIBaeTCsl He0OXOAKMMasl M0Jb30BATENI0 CTPAHULA.

Ecnn B kKoH(urypaunoHHom caine starter.ini B cekuun urls ykazaHo 6oJsiee OIHOH CTpPaHHILBI
nepexona, TO BbIBOAUTCS OKHO, B BE€PXHEH 4acTH KOTOPOro otoOparkaeTcss HH(POPMALUA O MPOLAYKTe
U JULEH3UH, a B HHXKHEH — MeHIO, NIpeloCTaB/sollee BbIOOp 00beKTa:

F& CK3M «Marllpo KpunTollakeT 3.0»

K3 «Marfpo KpunTollakeT 3.0:
CpeACTED 3aWMTE ADCTYNE K CETEERIM DECyYpCam
+KpHNTOTYHHE N

Muuenzkap: 000 "KprnTokom”
MHueHzKaT: &0 "Obpazey”

FonM4ecTen nMUEHzHA; 1

F.nhoy npoayeTa: ¥M22-8PwP-NILE-YLDE
CTATYC NMUEHSMK: 1 (ABRCTEYET)

¥CTAHOEMTE COEAHHEHHE C:

K.opnopaTHEHEIH NopTan
MHYHBIN KabHHET

O, OTHMEHS

B nanHoM mnpuMmepe ykasaHbl anuacel AByX http-ctpanun, — HMuTepHer-marasun u MHTepHer-
OaHK.

C/lefyeT 1L1eNKHYTb MbILIbIO 110 HAa3BaHHIO HEOOXOAMMOro oObeKTa M HaxaTb Ha KHONKY «OKb».
3anyctutcs 6paysep, B KOTOPOM OTKpOeTcsl He0OXOAMMas MoJb30BaTe/l0 cTpaHuua. Eciau Haxkatb
KHONKYy «OTMeHa», 6pay3ep He Oyner oTkpwlT, HO «Marllpo Kpunrollaker» B. 3.0 B ucnosnenuu
«KpunroTyHnHenb» npomo/KUT paboTy, UKOHKA B Tpee OCTaeTcs.

[TomuMo omucaHHBIX BbILIE CIIOCOOOB, MEPEHTH Ha HYXKHYIO CTPAHHUIY MOXKHO 4yepe3 KOHTEKCT-
HOe MeHI0, LIEJKHYB MpaBoi KHOMKOH MbiK o ukoHKe «Marllpo Kpunrollaker» B. 3.0 B Tpee. B
KOHTEKCTHOM MEHIO B BepXHeH ero yacTu OyIyT COLep:KaThCsl MYyHKThl, HA3BAHUSI KOTOPBIX COOTBET-
CTBYIOT a/lhacaM CTpPaHULl, YKa3aHHbIX B CeKUUU urls daina starter.ini. Insa nepexona Ha HYKHYIO
CTPaHHULy CJeflyeT L1eJKHYTb JIeBOH KHOMKOH MBI MO COOTBETCTBYIOLIEMY MYHKTY.

7.1.5 KypuHan pa6otsl «KpuntoTyHHeb»

Kypuan padotel «Marllpo Kpunrollaker» B. 3.0 B ucnonnenun «KpunrtoTyHHenb» comepKut
HH(DOPMAIHUIO 0 MocaenHuX onepauusix (orpanndeHo 1000 crpokamu), BuinosHeHHbIX «KpuntoTyH-
HeJb» C MOMEHTa MOCJe[Hero 3amycka. Jta MH(OpPMaLUs MOXKeT ObITb M0Je3Ha AJ/151 CHCTEMHOro
aJAMHAHHUCTPATOpa NPH BO3HUKHOBEHUHU KaKUX-IH00 omIMOOK npu pabore «KpuntoTyHHesb» .

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Js Toro, 4ytoObl MpocMOTpeTh KypHasa paboTel «KpuntoTyHHesab» , He0OXOOUMO WIEJKHYThb
NpaBoOi KHOMKOW MbILIK MO UKOHKe «KpuntoTyHHesnb» B Tpee. B mosiBUBLIEMCS KOHTEKCTOM MEHIO
BbIOpaTh MyHKT «[lokasaTb xKypHan». BeiBoputes xkypHaa padoTsl «KpuntoTyHHes b :

ﬂ starter !E
Dafin  ¥npagneHe  CepThdmikatel  domows
] Running on Windows 6.1 a

Ho limit detected for the number of clients

stunnel 3.0 on 286-pc—n=wvc—-1600 platforn

Compiled<running with OpenSSL 1.0.2k 26 Jan 2017
Threading:WIN32 Sockets:SELECT, IFwe TLS:ENGINE, OCSP, PSK,SHI
errno: (* _srrnof )]

GUI message loop initialized

Running on Windows 6.1

Reading configuration from file stunhel  conf

ITF-8 byte order mark not detected

Enabling =upport for engine "cryptocom"

Tl not supported by engine #1 {(cryptocom)

Executing engine control command RNG:PROGEAM

Executing engine control command RENG PARAMS: seed

Erngine ¥1 (cryptocom) =et as default for ALL

Initializing engine #1 (cryptocom)

Engine ¥1 {(cryptocom) initialized

Compres=ion di=zabled —
FPEHG =zeeded =successfully

Initializing serwvice [http]

Ciphers: GOST2001-G0STE9-GOSTEY

TLS option=: 0x03000004 {+0=x03000000, -0=x00000000%

Ho certificate or private key specified

Service [http] need=s authentication to prevent MITH attacks

Configuration successful LI

o L Lo T T U F e T T T U o T T T T o T T T T Lo o T T
L S S S S T S S S T S S S A S S

CJienyeT COXpaHUTb ColepKaHMe KypHaJia B TeKCTOBBIH (pai/1, BOCMONb30BaBUIUCh MYHKTOM «Co-
XPaHUTb JIOT KakK...» MeHI0 «Paiij» B JeBOM BepxHeM YIJIy OKHa )KypHaJja, U NpPefoCcTaBUTh (ail1
CUCTEMHOMY aIMHHHUCTPATOPY.

[lonubi#t jor coobuieHuéd «KpuntoTyHHenb» nuiuercss B ail, 3agaBaeMblil onuued oulfput

Cnenyer noMHUTb, yTo owHOKH «KpuntoTyHHesnb» , cBA3aHHBIe ¢ HeBepHOH KOH(UrypalueH,
TaK»Ke COXPAHSIOTCS B CHeLHaNbHbIH sor-ain stunnel.start.log B nanke mporpamMMsl.

s Toro, 4ToOBl MpocTO yOpaTh C 3KpaHa OKHO MPOCMOTPa XKypHaJa, cJefiyeT HaxaTb Ha
KHOMKY «CBepHYTb» (MOIYEPK) B MPABOM BepXHeM YIJIy OKHa, B TO BpPeMsi KaK Ha)KaTHe Ha KHOTKY
«3aKpbITh» (KPeCTHK) MPHUBENET K 3aBellleHHI0 paboThl TPOrPaMMBL.

7.1.6 Beixon u3 mporpamMMel

Beixon M3 mporpaMMbl MOXKHO OCYILECTBUTb Yepe3 KOHTEKCTHOe MEHI0, MeHI0 OKHa MpPOCMOTpa
’KypHasa U KHONKH yIpaBJeHWs] OKHOM MPOCMOTPa KypHaJa.

Jlns 3aBepuieHuss pabGoThl NPOrpaMMbl yepe3 KOHTEKCTHOe MeHI0 HeOOXOOHMMO B MeHI0 HaWTH
MYHKT «3aBepUIUTb» U LIEJKHYTb 110 HEMY JIeBOH KHOMKOH MBILIH.

Jlna 3aBepiieHuss paboThl IPOrpaMMbl Uyepe3 MEeHI0 OKHa NPOCMOTpa KypHasja HeOOXOAHMO BHI-
6paTb NMyHKT MeHio «Daii» ¥ B BeIMAfaloleM MOIMEHIO — MYHKT «3aBEpPLIUTb».

Jlns 3aBeplueHusi paboTel MporpaMMbl yepe3 KHONKH YIpPaBJeHHS OKHOM MPOCMOTPa KypHaJa
HeOOXOIMMO HaXKaTh Ha KHOIKY «3aKpbIThb» (KPECTHK) B MPABOM BEpPXHEM YTy OKHA W B MOSIBUB-
1LIeMCsl 3ampoce MOATBEPKIAEHUS HaKaTb KHOMKY «Jla».

[Ipu 3anycke «KpuntoTyHHenb» €O CHEMHOrO HOCUTEJSI B KOHTEKCTHOM MEHIO PSOM C MyHKTOM
«3aBepILUTb» TOSIBUTCSA NOMOJHUTEJbHBIH MYHKT «3aBEPIIHUTh U U3BJeUb». OH CJYXKUT AJs 3aBep-
ILIeHUS] TPOrPaMMBbl U MOATOTOBKH ChEMHOTO HOCHUTeJ s K Oe3onacHoMy H3BJedeHHIo. [locse menyka
MBILIBIO [0 JAHHOMY MYHKTY CbEMHBIH HOCHUTE/]b MOXKHO OyeT HM3BJieub U3 CUCTEMBI.

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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7.1.7 Cayx6a «KpuntoTyHHenb»

JlaHHbI# pasmen comepKUT HHGOPMALMIO MO MCMOJb30BAHHIO TMPOAYKTA B CJydae yCTAaHOBKH
«KpuntoTyHHe/b» B KayecTBe CUCTEMHOW CJIyKOBI.

[locne BbimosiHEHUS Mpolenypbl HAaCTPoHKH cayxba «KpuntoTyHHe b» roTtoBa K padore. HeoO-
XOOUMO TIOMHHTB, YTO AJISl TOTO, UTOOBl HACTPOWKH BCTYNHUJHU B CUJY, TpeOyeTcsl BBIIOJIHATEL Mepe-
3amycK cayxKoObl stunnel.

Ecau Bo BpeMms 3amycka c/y»kObl BO3HHUKAIOT OLIMOKH, CB3aHHble C HEBEPHOH KOH(UrypauueH,
TO 6yneT copMUPOBAH cliellHabHBIN Jor-(haiia stunnel.start.log, BKIOYAOLUKUNA COOTBETCTBYOLIHE
coobuieHusi. CooblIeHUs1 0 MPOUnX OIKHOKAaX, BO3HUKAIIIMX MpU paboTe cyyKObl, 10OABJASIOTCS B
OCHOBHOH XypHaJ (3amaétcst onuued output).

[Ipn ncnonb3oBanuu cayx6nl «KpunroTyHHenb» Ha cTOpoHe KJMeHTa AJS yCTAHOBJIEHUS COelH-
HeHHUs1 ¢ web-cepBepoM, 3amUIIEHHBIM MO poTokoay TLS ¢ ucnons3osanuem anroputrmoB 'OCT, B
aJpecHol cTpoke Opaysepa HeOXOOUMO B BBECTH adpec:nopm, yKa3aHHble B (haiije KOH(PUTypaLuu
onuuen accept.

7.2 HWcnoabpsosanue B UNIX-nogo6ueix OC

B ciyuae HCrosib30BaHUsl MPOTPAMMHOrO AaTUHKa CAY4YafHBIX UKCEJ TMepel MepPBbIM 3aMyCKOM
«Marllpo Kpunrollaker» B. 3.0 B ucnonHenud «KpunrtoTyHHesnb» HeoOXomumo cos3path (aiin
MHUIUanu3auuu nporpamMmmuoro JICU. J{ss 3T0oro He0OXOAUMO 3aMyCTUTh MPOrPaMMy

sudo -H /opt/cryptopack3/bin/mkseed -r

M cJenoBaTh eé yKazaHusiM (mogpobGHee cM. «[Iporpamma reHepauuu ¢aija MHHUIHAJA3ALUU TTIPO-
rpamMmuoro JICY mkseed. PykoBoICcTBO M0 HCIIOJb30BaHUIO®).

[Tocsie cosnanus aityna HauaapHOTO 3anosnHeHus nporpaMmHoro JLCY u BeIMOJHEHUS TPOLELYPHI
HACTPOHKH, omucaHHOH B paszesne 6, «KpuntoTyHHenb» ToTOB K padore. 3amycK OCYLIECTBISIETCS
KOMaHI0H

sudo -H /etc/init.d/stunnel-gost start
WU
sudo -H systemctl start stunnel-gost

B 3aBucumocTtu ot tuna OC,

Ecau Bo Bpemsi 3anycka «KpuntoTyHHesnb» BO3HUKAIOT OLIMOKH, CBSI3aHHble C HEBEPHOH KOH-
¢urypauureit, To O6ynet copMHUpOBaH CleLHalbHbIH Jor-haila stunnel.start.log, BKIOYAOLWUH CO-
oTBeTCTBYMIIHe coobiieHns. CooblieHusi 0 MPOUMX OMKUOKaX, BOZHUKAWUIUX NMpu paboTe «Kpumnto-
TyHHesb» , 106aBJSIOTCS B OCHOBHOU XypHas (3amaérest onuuel output).

[Tpu ncnonp3oBanuu «KpuntoTyHHesnb» Ha CTOpPOHe K/HEHTa JJIS YyCTAHOBJIEHUS] COEJAMHEHHS C
web-cepBepoM, 3amuiEHHbIM o poTokoay TLS ¢ ncnonbzoBanuem anroputmoB [OCT, B agpecHo#
cTpoke Opaysepa HeOXOAMMO B BBeCTHU adpec:nopm, yKa3aHHble B (paije KOH(UIrypalLHUH onuuel
accept.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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8 CooOl11eHust onepaTopy

8.1 O06mwue 3ameyaHus

Ecsu npu pabote «Marllpo Kpuntollaker» B. 3.0 BosHuKaeT owmnbOka, B Opay3epe Ha CTOpPOHE
KJMEeHTa MOSBUTCS CTPaHMLA C cooblleHreM 00 owuOKe, HAIpUMeD:

Marllpo KpuntoTyHHenb
I\ owunbKA 831:
Cepeep He CMOr rMpoBepuTh cepTuurKkaT KMeHTa.

Henopaep#Heaemblid THMA cepTrdKKaTa

MonpofByATe cnegylwes:

QBpaTHTECE K 3aMWHHMCTRATORY.

Marfpo KEprnToTyHHENE 331 Cepeep HE CMOr NPOEEOMTE CEpTHOKMEAT ENKMEHT A,

KpynHeiMu OyKBaMH BBIBOASITCS KOA M XapaKTepPHUCTHKA OLIMOKH, HH)Ke — BO3MOXKHAasi NpHUYMHA
U JeUCTBUS, KOTOPbIe CJAefyeT NPeANPUHATb A/ UCIIPABJIEHHS OLIMOKH.
Ecan B KauecTBe nelicTBUS, KOTOpOe CjeldyeT MpeANpUHUMATh AJ5 UCIpaBJeHUs OLMUOKH, yKa-
3aHO «00paTUTeCh K aMHHHUCTPATOPy cepBepa», cjaeayeT 00pallaTbCsl K aAMUHUACTPATOPY TOrO Cep-
Bepa, C KOTOPbIM BBl MbITaeTech yCTaHOBUTH COeIUHEHHE.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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8.2 OuwubKH NpH MOMbITKE YCTAHOBUTb COEIHHEHHE

Kon Omubka Ipuuuna HeiicTBus omeparopa
omuo-
KU
717 He ynanoce onpenenuts an- | BoamoxHo, orcytcTByeT | [IpoBepbTe, uTO KOMMIbIOTEp
pec cepepa mo ero DNS | nonkatoueHue K MHTepHety, | mogkmawodeH kK HHTepHery.
UMeHHU Wid B KoH(purypauuoH- | Ecin mnpobnema coxpaHu-
HOM (paljie HMSI cepBepa | Jacb, NPOBepbTe, NPABUJb-
HalHCaHO C OLIMOKOH. HO JIU OTPelaKTUPOBAaH OC-
HOBHOH KOH(UTypaLHOHHbBIH
dain stunnel.conf (cM. pas-
fes ) ¥ npu HeOOXOLUMO-
CTH BHECHUTE UCIPaBJIEHUS.
813 Her noBepusi k ceptudu- | BoamoxHo, neiictButesbHo | [IpoBeppTe, uTo Ha Baruem
KaTy cepBepa, MOTOMY UTO | CPOK [eHCTBUSI cepTHU(HKA- | KOMIbIOTEPe yCTaBJeHa Mpa-
CPOK ero JeHcTBMA ellle He | Ta ellle He HacTynua. KMau | BunbHas pata. Ecan nata
HaCTYIHJ ’Ke Ha BaumeMm kKommbloTepe | mpaBHJ/bHAsA, cjaenyeT obpa-
yCTaHOBJIEHa HeNpaBHUJIbHAA | TUTbCA K aIMUHHUCTPATOPY
narta. cepBepa MU NPOUH(DOPMHUPO-
BaTb ero o nmnpobJseMax cC
UCIIOJIb3yeMbIM Ha CcepBepe
CepTU(PHUKATOM.
814 Her noBepusi k ceptudu- | BosmoxHo, pefictButesnbHo | [IpoBeppre, uto Ha Baluem
KaTy cepBepa, INOTOMY YTO | UCTEK CPOK AeHCTBUS CEPTHU- | KOMIIbIOTEepe yCTaBJleHa npa-
CPOK €ero IeHCTBHUS HUCTEK (ukara cepepa. Mau xxe Ha | BuibHasg pnara. Ecau npara
Bauwem komnbloTepe ycTa- | mpaBusbHas, cjaenyeT obpa-
HOBJIEHA HeNpaBWJbHAs [a- | TUTbCH K aAMUHUCTPATOPY
Ta. cepBepa U NPOUH(POPMHPO-
BaTb ero o npobsieMax ¢
UCIIOJIb3yeMbIM Ha cepBepe
CEPTU(PUKATOM.
815 CepBep HeoxugaHHo T1pe- | BoamoxHo, B pabote cepBe- | [lonpo6yiiTe ycTaHOBUTH CO-
pBaJl coeiMHeHHe pa npousoles cO60H elHeHHUe T03[Hee
816 Het noBepus k ceptuduka- | OrcyrerByeT uau HeBepHbiil | KopHeBoii ceptudukra Y11
Ty cepBepa KOPHEBOH CepTU(UKAT OTCYTCTBYET, MOBpPeXK1eH
UM HaXOOUTCS He TaM,
rone HyxHo. CkonupyiTte
KOPPEKTHBIH KOpPHEeBOH cep-
tuukar YL Ha HocuTesb,
copepxawnit  KpuntoTyH-
HeJsb, B KaTaJor crypto.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kon Omubka IIpunyuna HeiictBusa oneparopa
omuno-

KH

817 CepBep He oTBeuaer BosmoxxHo, cepBep Hepa- | [IpoBepbre, 4yTO KOMMIBIOTED
6otocrnocobeH, OOCTYyN K | moakJawoueH K KHTepHery.
Hemy 3abjokupoBaH HJd | Ecaum mpo6siema coxpaHH-
ecTb owMuOKa B (pai/e KOH- | Jach, NPOBEPbTE, NIPABUJIBLHO
¢burypaunn JU OTpelakKTHUPOBAaH KOH-

(UrypaloHHbIH dhaia
stunnel.conf (cM. pasgen
) u mpu HeOOXOLMMOCTH
BHECHUTE HCIIPABJIEHHUS.

818 CepBep oTBevaeT, HO coenu- | BoaMoxXHO, HAacCTpoHKU cep- | 3ampocuTe y  aAMHUHHU-
HeHHe C HUM YCTaHOBHTb HE | Bepa He COOTBETCTBYIOT Ha- | CTpaTopa cepBepa, KakHe
ynaetcs cTpoiikaMm kJaueHTa Kpunro- | HacTpoiiku TLS-coennnenus

Tynuenn OH MCII0JIb3yeT, OTPEeNaKTH-
pyHTe  COOTBETCTBYIOLIUM
o0pa3oM  KOH(UTrypalHOH-
HbIH (aiia stunnel.conf (cM.
pasnen )

819 He ynanoce nHuumnanusupo- | BoamoxHo, cywectByet | [IpoBepbTe Hanuuue U 10-
Bath JCY npobJema ¢ aiaom seed CTYMHOCTb Ha 3amuch (aiaa

seed (pacmosioeH B mMarke
MPOTPAMMBI).

821 Baw ceptugukat oTo3BaH Ceprucukar, c¢ mnomolbio | BeiscHuTe y anmuHuCcTpaTo-
KoToporo Bel ayTeHTH(UIHU- | pa yIOCTOBEPSIIOLIETO LIEH-
pyeTecb Ha cepBepe, OTO- | Tpa NMPUUHUHY OT3bIBA W TMO-
3BaH MPOCHUTE Yy HEro CO3AaTh AJIs

BAaC HOBBIM 3aKPBITBIM KJIIOY
u ceprudukar. CkonupyuTte
X Ha HOCHUTEJb, COMEpKa-
wuit KpuntoTyHHens, B Ka-
TaJsor crypto.

823 Cpok peiictusa Bawero cep- | ¥ ceprucdukara, ¢ nomoubto | [lonpocure agmuHHUCTpaTo-
TU(HUKATa UCTEK KoToporo Bel ayTeHTH(HULIH- | pa yAOCTOBEPSIOLIETO LEH-

pyeTech Ha cepBepe, HCTeK | Tpa CO34aTb [Js Bac HO-

CPOK NeHCTBHUSA BbIM 3aKPBITBIA KJIIOU U Cep-
tudpukar. CxomupyHte uX
Ha HOCHUTeJb, COLEepKalIUH
KpuntoTyHHesnb, B Karajor
crypto.

825 BosmoxHo, cepBep Tpeby- | CepBep TpebyeT KaueHTCKol | BHecuTe ucnpaB/ieHuss B
eT KJHUEHTCKOH ayTeHTHU(HU- | ayTeHTUPUKALUU KOH(UTYpaLlMUOHHBIA  (pai
Kauuu, a B KpunroTyHHesnb stunnel.conf, xaxk omnucano
He yKasaH cepTU(HUKAT KJIH- B pasnese 6.
eHTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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KH
826 CepBep He mpuHUMaeT cep- | BosmoxHo, ¢ain ceprudu- | BoisicHute y aaMHUHHCTpa-

THU(UKAT KJIHEHTA KaK J0Be-
PEHHBIH

KaTOB KJMEHTA COLEPXKHUT He
BCIO LIEMIOUKY J0BEpHs, 100
cepBep He 10BepsieT KOpHe-
BOMY CepTH(HUKATY.

TOpa cepBepa, €CTb JIM Ha
cepBepe KOPHEBOH CepTU(H-
KaT TOTO YAOCTOBEPSIOLLEero
LleHTpa, Ha KOTOPOM IOAMH-
CaH M0JIb30BaTEJNbCKUH Cep-
Tuukar. Ecan takod Kop-
HEBOM CepTU(HUKAT OTCYT-
CTBYeT, NOJNIyYUTe €ro y af-
MHUHHUCTpPATOpa YAOCTOBEpS-
IOLEro LEHTpPa U MONpPOCH-
Te aJIMMHHUCTpaATOpa cepBepa
YCTaHOBUTDb €ro.

Ecnn  HyXHBIH KOpHeBOH
cepTU(UKAT HMeeTCs, CKO-
pee BCero MoJib30BaTe/b-
CKMU cepTU(HUKAT MOBpe-
XaeH wuad otosBaH. [lo-
NPOCUTE Y aIAMHHUCTpATOpPA
cepBepa Co31aTh JJis Bac HO-
BbIM 3aKPBITBIA KJIOU U Cep-
tTupukar. CxomupyHTe uX
Ha HOCHTEJIb, COAEpPXKALLUH
KpuntoTyHHesns, B Karajor
crypto.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kox
omuno-
KA

Omuoka

IIpuuuna

HeiicTBusa oneparopa

831

CepBep He cMOr TMPOBEPUTH
cepTU(PUKAT KJIHEHTa.

Henonnep:xupaembiii
cepTuduUKaTta

THUII

BeisicHuTe 'y aaMuHHCTpa-
TOpa cepBepa, €CTb JIM Ha
cepBepe KOPHEBOH CepTU(H-
KaT TOTO YIOCTOBEPSIOLLEro
LleHTpa, Ha KOTOPOM IOAMH-
CaH M0JIb30BaTEJNbCKUH Cep-
Tuukar. Ecan takod Kop-
HEBOM CepTU(HUKAT OTCYT-
CTBYeT, MOJy4UTe ero y aj-
MHUHHUCTpPATOpa YAOCTOBEpS-
IOLEro LEHTpPa U MONpPOCH-
Te aJIMMHHUCTpaATOpa cepBepa
YCTaHOBUTb €ro.
Ecan  HyXHBIH
cepTUdUKaT
cKopee  BCero
TeJbCKUU cepTudUKaT
nospexxjeH. [lompocure vy
aJMUHHCTpPaToOpa YAOCTOBe-
pSAIOLIero LEeHTpa CO3AaTh
I/ TI0JIb30BaTe/l HOBBIU
3aKpBITBIM  KJIKY U Ccep-
tudpukar. CromupyHte uX
Ha HOCHTeJb, colepKallui
KpuntoTyHHesnb, B Karajor
crypto.

KOPHEBOU
uMeercs,
10J/1b30Ba-

832

CepBep He CMOT' MPOBEPUTD
cepTU(PUKAT KJIHEHTa.

Ceptuduxar MOBpPEeX1eH
WJIA XKe CPOK ero JIeHCTBHUS
elle He HACTYIHUI

[lonpocute y agmMuHHCTpa-
topa YL cospmath nJsi Bac
HOBBIH 3aKpBITBIA KJIOY U
ceprucukar.  CkonupyiTte
UX Ha HOCHUTEJNb, COMEepKa-
wui «KpuntoTyHHesnb» , B
KaraJior crypto.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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Kon Omubka IIpunyuna HeiictBusa oneparopa
omuno-

KH
833 Cepep He cmor mpoBeputh | CooblieHne cepBepa: Heus- | BolsicHUTe y aiMHHHUCTPATO-

cepTU(PUKAT KJIHEHTa.

BecTHas1 owubkKa npu obpa-
60TKe cepTU(HUKaTa KJAUEHTa

pa cepsepa, Mo4yeMy CepTH-
(UKaT KJIHEeHTa He ynaercs
npoBepUTh (BO3MOXKHO, OH
HekoppekTeH). Ecnn agmu-
HUCTPATOp CepBepa He 3Ha-
eT NPUUHHY, WJH eCcJH cep-
TU(UKAT HEKOpPpeKTeH, Io-
NpoOCUTE Yy aJIMHUHHUCTpaTopa
YL cospmaTh gJs1 Bac HO-
BbIM 3aKPBITBIA KJIOU U Cep-
tudpukar. CxomupyHTe UX
Ha HOCHUTEJIb, COAEpPXKALLUH
KpuntoTyHHesnb, B Karajor
crypto.

8.3 IlpenynpexxkneHue o nepexofe MO CChILIKE

HpI/I HCITIOJIb3OBAHHUHU OIILIHH paz‘ch_location BO3MOKHO ITIOSIBJIEHHE COOOIIeHHS BHJA:

Marllpo KpuntoTyHHenb:

Bbl moxeTE;

MepeRTH MO NEepefaHHOMy CEpEEpOM 3gpecy httpihexample.cormtpage G223 2aWMTHI

{HE pEKOMEHAYETCA)

NepeRTH No TOMY ¥e 3APecy C MCNONEZ0EAHMEM 3AWMUWEHHOMD NpoTokona hitps

WEb—CEpBEp “O0deT NepealpeCcOoEdTh zallkUeHHOE COEQKMHEHKE Ha COEBAHHEHKE Ces
SAWKTRI.

NeperTH H3 CTPaHWLY Dagde Ha TEKYWLEH caiTe

Hannoe coobuieHue «KpuntoTyHHeb» BBIBOAUT B cjyuyae oOHApyKeHUs MOMBITKU Mepeaapeca-
MM 3aLUMILIEHHOTO COeAMHEeHUs Ha coelnHeHHe 6e3 3allUThI.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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9 [Ilpunoxenus

9.1 ®aiinb cepTUdUKaTOB
9.1.1 ®aiin ceprudukaros Y1

Hns padorer « Marllpo Kpunrollaker» B. 3.0 HeoOxonum (aii, comepKaliuil cepTUPUKATH yA0-
CTOBEpPSIOIINX LIEHTPOB, HA KOTOPBIX TMOAMHCAHBI CEPTU(HUKATBI CEPBEPOB, C KOTOPBIMH yCTAaHABJIH-
BaeTCs 3allullleHHoe coennHeHne. Mms aToro adina ykaseiBaeTcsi B KadeCTBe 3HaUeHHUs MapaMeTpa
CAfile B koHurypauronnom daiise stunnel.conf (B npuBeneHHOM BhIlIe IpUMepe 3TO (aiia ca.crt).

CepTtudukarsl B 3ToM (aiie nomxkHbl ObiTh B (hopmate PEM. Ecau ceprudukar Y1 nonyden B
dopmare DER (pactiupenus .cer uau .crt) nau PKCS#7 (pacuupenue p7b), To ajs KoHBepTalHH
ero B ¢popmatr PEM MoxXHO BOCTO/NIb30BaThCs YTHUAUTOH openssl.

9.1.2 OrpaHuueHre Ha caMOMNOANUCaHHblE CePTU(HHUKATBI CEPBEPOB

Buumanue. Ecan cepTudukar cepBepa sBJAseTCS CaMOMOAMNUCAHHBIM, TO ¢ momollbio «Marll-
po Kpunrtollaker» B. 3.0 3amuiieHHoe coefiWHEHHe C TaKUM CEPBEPOM YCTAaHOBHUTb Hesb3sl. [Ipu
TONbITKE YCTAHOBUTH COEJIMHEHHE C TaKUM CepBepoOM MoJb30BaTe/l0 OyneT BbIAAHO cooblleHHe 06
owubOKe.

9.1.3 ®aiin cepTU(UKATOB U 3aKPLITHIH KJI0Y M0Jb30BATENS

Ecnu cepBep TpebyeT KJHMEHTCKOHW ayTeHTH(HKALHMH, Y KaxKAOTO M0Jb30BaTeNs H0JKeH ObITb
(a1 cepTU(UKaATa, COAepPKAILUH OTKPBITBIM KJ/IO4Y, U (Pal/ 3aKPBITOrO KJ/toua, 3TH (pal/bl MOXKHO
MOJYUYUTb B yIOCTOBEPSIOLIEM LIEHTPE HJIM CO34aTb CAMOCTOSATE/]bHO C IOMOLLBIO CPEeACTBA easy-
gost, Bxoxsimero B KommiaeKT noctaBku «Marllpo Kpunrtollaker» B. 3.0. B kKoHpurypaunoHHsi
¢ain stunnel.conf Heo6xonrmMo 106aBHUTh MapaMeTpbl KJAMEHTCKOH ayTeHTHU(HUKALUH, KaK OMHUCAHO
B paspuese 6.

9.2 Anpeca cTpaHHull, IPUBOASIINE K pa3pbiBy https-coenuHenus

Korna nosb3oBaresb, yCTaHOBUB 3alllMIleHHOe COeAMHEHHe ¢ cepBepoM ¢ nomolubio «Marllpo
Kpuntollaker» B. 3.0, nepexoauT 1o BHyTPEHHUM CChIIIKAM Ha ApPYrHe CTPAHUILbl Ha 3TOM cepBepe, B
6OJIBLIMHCTBE CJyuaeB MepeXof OCYLIECTBJSETCS HOPMAJbHO U COeJMHEHHEe OCTAETCs 3aLIUIEHHBIM.
Ho B HeKOTOpBIX ciydasix NMPOUCXOAWUT Mepexol K He3alMLIEHHOMY COelHHEHHI0. DTO CBS3aHO C
(hopmaToM, B KOTOPOM BO BHYTPEHHHX CChIJIKAX Ha CepBepe yKasaHbl ajpeca CTPaHMILL, HA KOTOpbIe
NepexofuT M0Jb30BaTe b.

9.2.1 A6coaroTHble anpeca

Ecnn nocne ycranoBiaennss HTTPS-coenvineHuss mpoucxonut nepexon Ha CTPaHHUIy, aipec Ko-
TOpOW Ha calTe cepBepa ykazaH kKak oTHocuTesbHblH, HTTPS-coenunenue He paspeiBaetcs. Ho
eCJIM aJipec CTPaHHUIbl YKaszaH Kak abcooTHbiE (Buma http(s)://[ampec]), TO MPOUCXOOUT MOMBITKA
YCTAHOBHUTb HOBOE coelMHeHHWe Hampsmylo. Ecau anpec ctpanuubl mmeer Bua http://[ampec], To
CoeMHeHUe yCTAHABJIUBAETCS, HO yKe He3alllMIIeHHOe, U MO0Jb30BaTe/Nb MOXKET 3TOro BooOlle He
3aMeTuTb. Ecau anpec crpaHunsl umeer Bun https://[ampec], To coeinHeHHe yCTAaHOBUTH, CKOpee
BCEro, He ynmactcsi, T.K. caM Opaysep He MoxeT paborath ¢ anroputmamu [OCT, u mosnb3oBaTenb

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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[NOJYyUHUT coobleHre 00 olnobKe. HOSTOMy BCe CCBhIJIKH Ha 3alll{llaeMOM CalTe NOJKHBI ObITb OT-

HOCHUTEJIbHBIMHU.

9.2.2 Hcnoabsosanue Redirection

B oTBer Ha 3ampockl KaueHTa web-cepBep MoxeT BepHYTh Ko 3xx (Redirection/mepenanpasae-
HHE), 3TOT OTBET MpelIHUChiBaeT Opay3epy MepedTH 1O CChlIKe, YKa3aHHOH B 3aroJjioBke Location.
[Tpu Bk/tOYeHHOM onuu patch_location Takoe mepeHanpaBJ/eHue B OOJbIIMHCTBE CaydaeB oTpaboTa-
eT MPaBUJIbHO, OHAKO CJeflyeT UMeTb BBUAY, UTO Mepeajpecalys Ha APYroH MopT TOTO XKe cepBepa

HE MOoANEPKHUBAECTCA.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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JIncT peructpauuu H3MeHeHUH

Howmepa suctoB (cTpaHuiy)

Hsawm.

H3MEHEH-
HBbIX

3aMeEHeH-
HBIX

HOBBIX

aHHYJIU-
poBaH-
HBIX

Bcero
JINCTOB
(cTpanun)
B JIOKYM.

Ne
NOKYMeHTa

Bxopsamu#
COTIPOBOIH-
TeJbHOTO

JOKYM. U JaTa

ITopnuck

Jlata

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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