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1 HasHauenue

«Marllpo Kpunrollaker» 3.0 B ucnonnennu «OpenVPN-I'OCT»— nosHoleHHasi BUpPTyaJbHast
yactHas cetb (VPN) Ha ocHoBe TLS, KoTOopasi peanusyer pacilivpeHHe ceTeBoi 6e30MaCHOCTH CJIOS
OSI 2 unu 3 ¢ ucrmosb30BaHKWEM TMPOMBIIIJIEHHOTO CTaHaaprta — npotokona TLS, mommepxusa-
eT rubKHe CrocoObl KPUNTOrpauyeckod ayTeHTH(UKAUK yUYACTHUKOB APYT APYTOM U TO3BOJSIET
MCIO0J/1b30BATh M0J1b30BATENbCKHE MJIH TPYMIOBbIE MOJUTHKHA KOHTPOJS AOCTYIA C HCIOJb30BaHUEM
TPaBUJI MEXKCETEBOTO IKpaHa, npruMeHuMble K BuptyasbHoMy uHTepdelicy VPN. «OpenVPN-I'OCT»
He SIBJISIeTCS] CEeTEBbIM MPOKCU-CePBEPOM U He paboTaeT uepe3 BeG-Opaysep.

«OpenVPN-T'OCT» npensiaraer mMaciiTabupyeMblii peXKUM KJHUEHT/cepBep, MO3BOJISET HECKOJIb-
KUM KJHEeHTaM MOAKJ/I0YaTbCs K ofHOMY U ToMy ke cepBepHOMy npolieccy «OpenVPN-I'OCT» uepes
onuH TCP-noprt.

«OpenVPN-T'OCT» — ato coctaBHast yactb CK3U «Marllpo Kpunrollaker» 3.0, a umMmeHHO uc-
nosHeHue 7 (cootBercTByeT Kiaccy KC1) u ucnosnHenue 8 (coorBerctByet Kaaccy KC2) ykazaHHOTO
CK3H.

«OpenVPN-T'OCT» aBasiercss pyHKUHOHANBHO 3aKOHYEHHBIM U3JeHEM.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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2 YcnoBus paboThl IPOrpaMMbl

«Marllpo Kpunrollaker» 3.0 B ncnonunenuun «OpenVPN-I'OCT» npennasHauen njsi paGoTsl B
CJeNYIOIIUX ONEePallMOHHBIX CHCTEMAaX:
Windows 7 SP1/8.1/10,
Windows Server 2008R2 SP1/2012/2012R2/2016/2019;
Debian GNU/Linux 7 (wheezy)/8(jessie)/9(stretch)/10(buster);
OC Numa Edge 1.0;
Linux Mint 17.x, 18.x, 19.x, Linux Mint Debian Edition 2, 3;
Ubuntu 14.04, 16.04, 18.04;
Red Hat Enterprise Linux 6, 7, 8;
CentOS 6, 7, 8;
SUSE Linux 11, 12, 15;
OpenSUSE 42.2, 42.3, 15.1;
0OS EMIAS 1.0;
AnpT JluHykc CIT 6.0;
IucTpubyTuse AnbT JIMHYKC Ha 6ase 7-# mnaTdopme,
Brinouass AnbT Jlunykc CIT 7.0;
IucTpubyTuBn AneT Ha 6aze mmardopm 8 u 9,
BKiouass AneT CepBep, AnbT Pabouas crTaHuus,
AnbT Pabouas craHuus K, AnsT ObpaszoBaHue,
AnpT 8 CII, Sipmly Linux;
MCBCdepa Ceprep 6.3, 7.3, MCBCdepa APM 6.3, 7.3;
ATnuxc 3.1;
Tocnmuuykc IC4, IC5, IC6;
FreeBSD 10.x, 11.x, 12.x;
Oracle Solaris 10, 11;
macOS 10.12, 10.13, 10.14, 10.15;
Rosa Enterprise Desktop (RED) X2, X3, X4;
Rosa Enterprise Linux Server (RELS) 6, 7;
Rosa Enterprise Linux Desktop (RELD) 7;
OC POCA «KOBAJIBT» 1.0;
Astra Linux Special Edition Cwmormenck 1.5 1.6 wucmo.l,
Astra Linux Common Edition 2.12;
OpenWRT 15.05, 18.06, 19.07.

s koppekTHO#H paboTel CK3U «Marllpo Kpuntollaker» 3.0 B ucnonnenuu «OpenVPN-I'OCT»
Heo6xonuMo obecreunTb Bo3aMoxkHocTh noctyna CK3U k pecypcam http://licenses.cryptocom.ru u
https://licenses.cryptocom.ru misi mepuoguueckoro oOGHOBJEHHUS (aiia ¢ UHDOPMALMEeHd O JIHIEH-
31H.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3 Ilepeuenb pyHKUMH

«Marllpo Kpunrollaker» 3.0 B ucnonnenun «OpenVPN-I'OCT» peanusyer cienymouine (yHK-

— peanusauus  nporokona TLS ¢ ucmosb3oBaHMEM ~— POCCHHCKHMX  HaboOpoB  aJ-
TOPUTMOB K poBaHUSs TLS_GOSTR341112_256_WITH_28147_CNT_IMIT "
TLS_GOSTR341001_WITH_28147_CNT_IMIT
(nabop TLS_GOSTR341001_WITH_28147_CNT_IMIT caenyer UCTOJIb30-
BaTb  TOJbKO  [IJIs1  COEIMHEHHWS C  CepBepaMH, He  TMONIEePKHUBAIIIUMH  Habop
TLS_GOSTR341112_256_WITH_28147_CNT_IMIT);

— mudpoBaHue U umMHUTo3amuTa B coorBeTcTBUM ¢ [OCT 28147-89 u HMAC TOCT P 34.11
JaHHBIX, MepeaBaeMbIX 10 CEeTH;

— BBIUMCJEHHS KJo4ya mapHo# cBssu no anaroputmy VKO c ucnosb3oBaHHeM Kak J0JTOBpeMeH-
HBIX, TAK U 3(peMepHbIX Map 3aKPbITBIX U OTKPBITHIX KJIOYeH, CO3NAaHHBIX B COOTBETCTBUH C

[OCT P 34.10;

— ¢dopmupoBaHue ddeMepHbIX KJawodyeBbix nap B cootBercTBUU ¢ [OCT P 34.10;
— (opMHpOBaHUS MTPOU3BOIHBIX CEaHCOBBIX KJIOUEH.
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Hanexxnass kpunrorpaduyeckass 3alura AaHHbIX NOpu ucrnosab3oBaHuu «Marllpo Kpunrolla-
keT» 3.0 obecrieunBaeTcsi TOJNBKO B TOM cJayuae, ecau akcrayarauus «Marllpo Kpunrollaker»
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5 YcraHoBka

Hcnonusemele paiasl «OpenVPN-I'OCT» cienyer ycTaHOBUTbh M Ha KJIHEHTCKOH, U Ha CepBep-
HOM MallMHaX, MOTOMY UTO OJHM M Te e HCIOoJHsSeMble (hal/bl NPeNOCTaB/SIOT U KJIUEHTCKHe, U
cepBepHble (PYHKIIMH.

5.1 ¥YcranoBka B Linux

YcranoBka «OpenVPN-TOCT» B OC auHykc BbinonHsiercs u3 deb- wuaum rpm-nakera
openvpn-gost, cneuu(PUUHOro 1/5 UCIO0/Ib3yeMOH BaMu Bepcuu Linux.

[lakeT openvpn-gost uMeeT psil 3aBUCUMOCTEH, CAMOM BaXKHOW U3 HUX SIBJSETCS 3aBUCUMOCTh
oT naketa openssl-r, coxepxaulero 6asossle koMmnoHeHTsl CK3M «Marllpo Kpunrollaker», atoT
MaKeT TaK»Ke BXOAWUT B KOMIIJIEKT MOCTABKH.

OctaJsibHble MaKeTbl, OT KOTOPBIX 3aBUCUT openvpn-gost, He0OXOIUMO YCTAHOBHUTb K3 LITATHOTO
perno3uTopusl Bauero gucTpubyTuBa Linux.

5.2 ¥YcranoBka B FreeBSD u Solaris

YcranoBka «OpenVPN-I'OCT» Ha 3T onepanvoHHblE CHCTEMBI OCYIIECTBJSETCS MyTeM Pa3Bo-
paurBaHUs JepeBa YCTAaHOBKH W3 tar-apxuBOB.

5.3 ¥YcranoBka B macOS

YcraHoBKa «OpenVPN-TOCT» Ha macOS OCYIleCTBJISIETCS 13 MaKeToB
openvpn_gost_2_3_17_7.pkg u openssl_r_1_0_2m_9_around.pkg (Bepcuu mnakeToB MOTIyT Ba-

PbUPOBATBCS) B MOMOIIIbIO CUCTEMHON YTHJIUTHI installer.

5.4 Ycranoska B Windows

YeranoBka «OpenVPN-I'OCT» B OC Windows ocyliecTBysieTcsi ¢ HUCMOJb30BAHWEM HHCTAJIS-
TopoB mpcp3base-14394-w32-standard.exe (ycranaBnnBaet 6a3oBele KomnoHeHThl «Marllpo Kpun-
tollaketr» 3.0) u mpcp3ovpn-gost-14401-w32.exe (BepCHH MHCTAJNSTOPOB MOT'YT BapbHUPOBATHCS).

«OpenVPN-T'OCT» pomxeH ObiTb YCTAHOBJIEH M 3aMyILEH M0Jb30BaTeJeM, UMEIOLUUM aIMHUHH-
CTpaTHBHbIE MPUBHUJETHH, OIHAKO MOCJe 3alycKa Ja)ke He HMeIOLIHe MpaB aJMHHHUCTPATOpa TOJb-
30BaTesNd CMOryT UMeTh goctyn K VPN.

5.4.1 YcraHoBKa A 3amycKa MOJIb30BATENSIMH, HE HMEOUIUMUA aAMUHUCTPATUBHBIX TPaB

B ycranoBounbii mnaker «OpenVPN-TOCT» BkitodyeHa HeGoJblasi cepBUCHAsi 000J04YKa.
DTOT CEepBUC TMPOCTO 3aMycKaeT BCe KOH(UTrypalHOHHBble (hallyibl, KOTOpble HAaXOOUT B KartaJore
OpenVPN\config. Ecau Bbl xoTHTE, uT0o6B! Bamn TyHHeaAb «OpenVPN-I'OCT» pabotan Bcerna, BHe
3aBUCHMOCTH OT TOTO, BOLIJIH Bbl B CUCTEMY HJIM HET, Bbl MOXKETE MPOCTO CKOH(PUTYPHUPOBATH CEPBHUC
«OpenVPN-T'OCT» aBTOMaTH4eckH 3amyckaTtbcsi pu 3amycke Windows. Ho moxet 6biTh, ynoGHee
3amycKaTh W BBIKJIOYATh TYHHEJb [0 XKeJaHHI0, YTO MOXKHO [e/1aTh, 3alycKasi U BBIKJI0Yasi CepBHC.

KpynHblli HefocTaTok 3TOro croco6a 3ak/aryaeTcss B TOM, YTO HET BO3MOXKHOCTU INPEIOCTaBUTh
cayx6e «OpenVPN-I'OCT» naposib, KOTOpbIH Obll MpUMeHeH AJs 3alIM(POBAHUS BaIlero 3aKphbl-
TOTO KJfoua. DTO 3HAYMT, UTO Bbl JO/KHBI UCIIOJAb30BATh HE3alIU(POBAHHBIM 3aKPBITBIH KJIIOU.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Kak mpaBuso, 3amyck M OCTaHOBKa cepBHca TpeOylOT NpaB aJAMHHHCTPATOPa, HO Bbl MOXKETe
faTh OOBIYHOMY MOJIb30BATEJ/I0 NPaBO KOHTPOJNHMPOBATh MHAUBIUYAJbHBIH CEPBUC. DTO JLeJaeTcs C
nomoulpio yTUIUTH subinacl.exe, BkatouenHoit B Windows Resource Kit.

Yro6bl MpenocTaBUTh Nosb3oBatesio John nmpaBo 3amyckarte W BhiKJ0UaTh cepuc «OpenVPN-
[OCT», BoiiniuTe B CHCTEMY C NPaBaMH aJAMHHHUCTPATOPA U BHIMIOJHUTE CJAELYIOIIYI0 KOMaHIY:

subinacl /SERVICE "OpenVPNService" /GRANT=john=TO

5.4.2 Kourtpoab Han cepsucom «OpenVPN-I'OCT» wu3 rpaduueckoro unHtepdeiica «OpenVPN-
[OCT»

YMmonuatenbHas yctaHoBka rpaduueckoro uHtepdeica «OpenVPN-I'OCT» He naer BaM BO3-
MOKHOCTH KOHTposnpoBath cepuc «OpenVPN-I'OCT». CyuiecTByoT aBa crocoba 3TO ClIesaTh.
Ecsu Bbl paboTaeTe Kak agMUHHUCTPATOP, U MPOCTO XOTUTE YHOOHBIH COCOO KOHTPOJIUPOBATH Cep-
Buc «OpenVPN-I'OCT», BBl MoxeTe nesiaTb 3TO uepe3 CKpbiToe MeHI0. /s 3TOro HeoOXOAUMO
YCTAaHOBUTb CJefylolllee 3HaueHHe peructpa B l:

HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN-GOST GUI\allow_service

CylecTByeT crelHaJbHbId pexxuM «ToJNbKO CepBHUC», MOAXOASIINH /sl MOJMb30BaTe e, paboTa-
KX 0e3 MpaB aAMUHUCTpaTOpa. DTOT pexKUM MeHseT nosefieHue neicTBui Connect u Disconnect
TaKUM 006pa3oM, UTO OHM 3amyckaloT U octaHaBauBaioT cepsuc «OpenVPN-I'OCT» BMecTo npsimoro
3amycka openvpn.exe, Kak o6bluHO. OH Tak:Ke npsiyeT MeHI0 «HacTpoiika npokcu», MOCKONbKY OHO
He BJMSET Ha cepBUC. YTOOBI 3aMyCTUTb ITOT PeXKHM, YCTAHOBUTE CJeNylolllee 3HaYeHHEe PEerrucTpa
B 1:

HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN-GOST GUI\service_only

Taxkxke mnoOMHHUTe, 4YTO OOBIYHBIH MOJb30BaTelb He MMeeT IMpaB 3aluCU B  KaTaJjor
OpenVPN\config, mostomy oH He cMOXeT penakTHpPoBaTh KOH(HUTypauuoHHBIH (aitn «OpenVPN-
[OCT» unu MeHATb CBOW MapoJib, €CJIM Bbl HE NAJUTe eMy MpaBa Ha 3amuchb B 3TU (alsbl. UToObI
CTIPSITAaTh 3TH MYHKTHl MEHIO, YCTAHOBUTE CJleaylollre 3HadeHus peructpa B O:

HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN-GOST GUI\allow_edit

HKEY_LOCAL_MACHINE\SOFTWARE\OpenVPN-GOST GUI\allow_password

5.4.3 Windows «Run as»

B Windows cyiecTByeT BO3MOXXHOCTb 3alyCTUTh MPUJIOKEHHE OT JIMLA APYroro rnoJib3oBaTeds,
HeXKeJIM BOLIeALINH B cucTeMy. JIyuIinil crnoco6 HCMonb30BaTh 3Ty BO3MOXKHOCTb B IaHHOM CJydae
— 3anyctuB rpadpuuyeckuil nHtepdeiic «OpenVPN-TI'OCT». [lockosbky rpacuueckuil uHTepdeiic
paboTaeT OT JIMLla aIMHUHUCTPATOPA, TO MOKA OH paboTaeT, MOXKeT ObITb OTKPHITO U 3aKPBITO J06oe
KosinuecTBO TyHHesed «OpenVPN-T'OCT».

[TomuuTe, 4TO, UCMOMB3YST 3Ty BO3MOXKHOCTb, BBl JaeTe MOJb30BATE/ISIM BO3MOXKHOCTb PaCIIU-
pPUTb CBOM TpaBa 10 aJAMHHHCTPATHUBHBIX. Ecau Bbl He XOTHTe, UTOOBI KOMIbIOTEP paboTas MoK
aJIMUHHCTPATOPOM, /ISl TOTO, UTOOBI 3ALIUTHUTLCS OT BPEILOHOCHOIO KOJla U3 CETH, BBITOJHSIOIEr0Cs
C MpaBaMH afMHHHUCTPATOPA, TO 3TO MOXKET ObITb XOPOILIHH CI0Cc06, HO eCJIM BaIIUM I0Jb30BATE/SIM
HU TIPU KaKHUX OOCTOSITeNbCTBAX HeJsb3sl 3aMyCcKaTb MPHJIOXKEHHs C MpaBaMH aIMHHUCTPATOPA, BBI
HE no/mxHBEl BCnob30BaTh 3TOT crnocod paboTsl ¢ rpaduyeckum nHTepdeiicom «OpenVPN-TOCT»!

YcranaBauBasi rpadudeckuii HHTEpdeiic, obs3atenpHo oTKaouuTe onuuio AutoStart OpenVPN
GUI, nockosbKy BaM MOHAAOOUTCS CO3[aBaThb MKOHKY /51 3aMycKa BPY4HYIO.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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5.4.4 Cosnauue ukonku Run As B OC Windows

CospnaiiTe 00BIYHYIO UKOHKY JJIs openvpn-gui.exe

(C:\Program Files\Cryptocom\OpenVPN-GOST\bin\openvpn-gui.exe) Ha paGouem cToJe.
[lenkHUTEe MpaBO# KJABHIIEH MBILIH 110 UKOHKe U BhibepuTe CBOHCTBA.

lenkuute Ha Advanced...

[TocraBbTe ranmouxky Run with different credentials.

Korna BBl HlenKaeTe ABOWHBIM ILI€JYKOM MBILIM 110 3TOH MKOHKE, MOSIBUTCS OKHO, B KOTOPOM
HY2>KHO OyZleT BBECTH JIOTMH W NapoJib JJIsl 110J1b30BaTes, OT JIMLA KOTOPOro Bbl XOTHUTE 3aMyCTUTh
rpacuyeckuil uHTepdeiic. Ecan Bbl X0THTe, YTOOBI OH 3aMyCKaJ/ICsl aBBTOMAaTUYECKH, KOTrla Bbl BXOIUTE
B CUCTeMYy, [lepeHecHuTe 3Ty MKOHKY B KartaJsor Startup B mento Start-Programs. Torma y Bac 6ynyT
3anpalluBaTh JIOTHH U NapoJib HEMOCPEeACTBEHHO KaXKIbld pa3 NpHU BXOAE B CHCTEMY.

5.4.5 «MosyanuBasi» yCTaHOBKa

YceranoBmuk OpenVPN Moxet paboTtaTh B «MOJMT4a/IMBOM» pexKuMe 6e3 B3aMOLEHCTBUS C M0Jb30-
BaTeJsieM. J{/is BK/IIOUEHHST «MOJTYaIMBOT0» PeXKHMMa MPH 3aMyCKe YCTaHOBILMKA HEOOXOAHMMO yKa3aTh
B KOMaHJHOH CTpOKe KJrod /S.

[Tpu ncnosb30BaHUM «MOJYANHBOTO» pexKUMa MapaMeTpaMy YCTAHOBKM MOXHO YIPaBJ/sThb C I10-
MOLLbIO KJI0Uel KOMaHIHOH cTpokH. MHcTanmsTop 6a30BbIX KOMIIOHEHOB MOAAEPKHUBAET CJENYOLIHe
KJIIOUN

/KEY=KJIou — JIMLEH3UOHHBIH KJtou (00si3aTesieH);
/RNG=Tun — tun JICY (mo ymomyanuio PROGRAM);
/PHOST=xXx0CT — XOCT TPOKCH (TpebyeTcs TOJIBbKO TpU paboTe Yepe3 MPOKCH);
/PPORT=nopT — TOPT NPOKcH (TpedyeTcsi TONBKO MPH paboTe uepe3 MPOKCH);
/PUSER=mosb3 — I0/b30BaTeb MPOKCH (TpebyeTcss TOJNbKO MPHU paboTe yepe3 MPOKCHU C aBTO-
pusanuen);
/PPASS=naposb — NapoJb M0Jb30BaTeNs NPOKCH (TpebyeTcsl TOMBKO NpU padoTe yepes MPOKCH
C aBTOpHU3alHei);
/SELECT_RUTOKEN=1 — npeANuCbiBaeT yCTaHaBJIUBATh MOAYJIHU paboThl ¢ PyTokeHamy;
/D=nyTb — Tanka, B KOTOpyl0 OyleT BHIIIOJHEHa YyCTaHOBKA (MO  yMOJIYAaHHUIO
C:\cryptopack3). IT1oT KJIOU [0/MKeH ObITb MOCAETHHM, TaK KaK BCe, 4YTO Ha-
MHUCAHO TOCJIe HEro, BKJUasi MPoOeJibl, TPAKTyeTCss KaK UM MaIKH.
Hucranasitop «OpenVPN-I'OCT» nonnepkuBaeT cienyoline KJOUH:
/SELECT_OPENVPNGUI=1 — ycraHoButb QUI;
/SELECT_TAP=1 — ycraHoButbh TAP-anantep;
/SELECT_ASSOCIATIONS=1 — accoLMHpoBaTh (halJbl .ovpn;
/SELECT_PATH=1 — no6GaButb nytb B PATH,
/SELECT_SHORTCUTS=1 — co3naTh fipJblK B MeHI0 "[lyck";
/D=nyTb — Tanka, B KOTOpylo OyHeT BBINOJHEHA YCTaHOBKA (3HaueHHe 10 YMOJYAHHUIO
$ProgramFiles%\Cryptocom\OpenVPN-GOST). DTOT K04 A0JKEH ObITh MOC/IeN-
HUM, TaK KakK BCe, YTO HANKCAHO T0CJe Hero, BKJYas Mpobesbl, TPAKTyeTCs Kak UM
Manku.
[To ymosyaHuio Bce 3TH NeHCTBUS BKJ/IOYEHBl, OTKIOUWTh UX MOXKHO, BBICTABUB COOTBETCTBYIOLLEMY
napametpy 3HadeHue 0.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6 Hacrtpoiika

6.1 OO6uue 3ameyanus

Hans Hactpoiiku «OpenVPN-I'OCT» Heobxonumo:

— Omnpenenutbest ¢ Tunom VPN — Bribpath mapuipytusupoBaHiyo VPN unau VPN Tuna «moct»

— Co3path WM BOCMOJB30BATHCS HH(PPACTPYKTYPOH OTKPBITBIX KJ/IOYeH /s CO3LaHUS CEepTH-
(buKaTa 3aKpBITOrO KJIIOYa CepBepa M KaxKAOro KJHEHTa, KOPHEBOIO CepTH(HKAaTa yLOCTOBe-
psIOLLero LeHTpa U KJ/io4a, KOTOPBIH MCHOJb3yeTcs /S MOAMUCH KaK[A0ro U3 CepBEpHBIX U

6.2 Bei6op tuna VPN
6.2.1 MapupyrtusupoBanHas VPN U VPN rtuna «moct»

MapuipyTHsupoBaHie U CBSI3b THNA «MOCT» (OpHUAXKHHT) - JBa crocoba CB3M CHUCTEM vepes
VPN.

Korpna kiueHT noxak/ouaercs K ynaneHHoH ceTu dyepe3 VPN Tuna «MocT», eMy npucBauBaercs
[P-anpec, aBasiomuiics 4acTbio ynaseHHon (usuueckod noacetu Ethernet, u mocse a3Toro oH MmoxeT
B3aHWMOJIEHCTBOBATh C APYTHMH MallMHAMH yIaJeHHOH ceTH, KaK OYATO OHM COeJAMHEHBl JIOKaJbHO.
Hactpoiiku VPN Tuna «moct» TpebyloT clienanbHOr0 UHCTPYMEHTA, 3aBUCAILETO OT ONepalluOHHON
cUCTeMBbl, uTOOBl CBsi3aTh ajmantep noacetd Ethernet ¢ BupTyasbHbIM ycTpoiicTBoM cTussi TAP.
Hanpuwmep, nas Linux takoit unctpymenrt - bretl. Ha OC cemeiictBa Windows BeiGepute apanrtep
TAP-Win32 u anantep cetu Ethernet B Control Panel->Network connections, 3aTeMm IieJKHHTE
npaBo#l KnaBuiled MblK U Beibepute Bridge Connections.

Korna knueHT mopk/toyaercs yepes MappyThsupoBaHHylo VPN, oH ucrnosnb3yeT cOOCTBEHHYIO
OT/eJIbHYIO MOJACEeTb, U MapLIPyThl YCTaHaBJMBAIOTCS W HA KJWEHTCKOH MallWHe W Ha YHaJeHHOM
refite, YToObl MAKETHl JAHHBIX OecrnpensaTcTBeHHO npoxoauau yepes VPN. 3nech KnneHT - HeoOsi3a-
TeJbHO OJiHA MAlllMHA, 3TO MOXeT OBbITh MOACETb M3 HECKOJNbKHX MallHH.

MapuipyTuzauusi ¥ cBsidb THIA «MOCT» C (PYHKLHOHAJbHOH TOYKM 3pEeHUs] OUYeHb IOXO0XKe, C
Ba)KHBIM pa3J/jMuHMeM B TOM, YTO MapuipyTusupoBaHHas VPN He mpomyckaeT LIMpoOKOBelllaTe bHble
paccolnku [P-naketos, a VPN Ttuna «moct» nponyckaer.

d1u pasHoBunHocTH VPN CBsi3aHbl ¢ HCIIOb30BaHWEM Pa3/MYHBIX ananTepoB. ycrpoiictBo TAP
- BUpTyasbHblil anantep cetu Ethernet, ycrpoiictBo TUN - Bupryanbnas IP-cBsisb Touka-B-TOUKY.

Korna Bbl ucnosnb3yere VPN Thna «MocT», BBl TOJIXKHBI BCETa UCMONb30BaTh -dev tap Ha o6oux
KOHLIaX coequHeHUs. Ecnu BBl vcnonb3yete MapuipyTusdpoBanuyo VPN, Bel MoxeTe HCMOJb30BATh
u -dev tap, u -dev tun, HO BBl OJIKHBI UCIOJIB30BATb OHO U TO XK€ Ha 000MX KOHLAX COeMHEHHS.
-dev tun HemHoro 6osiee 3¢p(eKTHUBHBIH BapuaHT OJs cjaydasi MaplipyTH3aluu, ogHako -dev tap
Tpolle HAaCTPaUBATh.

[IpenmymiectBa VPN Tuna «moct»:

— IlupokoBewatespHble paccbliKd [P-nakeroB npoxonst yepes VPN - 310 mosBossieT mnpo-
rpaMMHOMY OOeCledyeHHI0, 3aBUCSIIEMY OT PAcCChlIOK JIOKa/JlbHOH ceTH, Hanmpumep, Windows
NetBIOS, o6mennBaTbes aiiiaMyd U IPOCMAaTPUBATL CeTEBOE OKPYKEHHe.

— He Hy>XHO KOH(HUTypHpPOBaTh MapLIPyTH3aLHOHHBIX YTBEPXKIEHHUH.

— PelleHue, 0OTHOCUTENBHO JieTKOe JJ1s KOHPUI'YPUPOBAHHUS.

Henocrarku VPN Tumna «moct»:
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— Menee s3¢pdekTUBHA, UeM MapLIPyTU3UPOBAHHE, U IJIOXO MACLITAOUPYETCS.
[TpeumymiectBa mapupytusupoBaHHoii VPN:

— D¢ heKTUBHOCTb U MaCLITAOUPYEMOCTh
— [losBossier nyuwyto HacTpoiiky MTU nast apekTUBHOCTH.

Henocratku mapuipytusupoBanHoil VPN:

— KuaueHTsl nosxHbl Bcnonb3oBath cepeep WINS (Hanpumep, Samba), uto6el mo3BoauTh pao-
TaTh NpocMoTpy ceTu yepe3 VPN.

— Heo6xonrMo HacTPOWUTH MapLIPYTHl, CBSI3bIBAIOLIHE KaXKIYI0 MOACETh.

— IIporpammHoOe oGecrnieueHue, 3aBucslllee OT OPOALKaCTOB, He OYeT «BUAETb» MALIUHBI HA APY-
roit ctopone VPN.

B oOuiem, mMapuipyTUsnpoBaHHe, BEPOSITHO, JYULIHMK BbIOOpP [/ OOJbIIMHCTBA I0Jb30BaTeeH,
MIOTOMY UTO OHO 6oJiee 3(pPeKTHBHO U ero Jierde HaCTPOUTh (Kak U camy KoHpurypanuio «OpenVPN-
[OCT»). MapuipyTusupoBaHue Tak»Ke MPeaoCcTaBJsieT OOJMbIIYI0 BOSMOXHOCTb M30HPATENbHO KOH-
TPOJHUPOBATh MpaBa AOCTYIAa HA KJIUEHTCKH-CleUH(DUIHON OCHOBE.

PekomeHyeTCsl MCMOJb30BaTh MapLIPyTH3aLMI0, €ClU TOJbKO BaM He HYXKHBI CHelU(pUuecKue
BO3MOXXKHOCTH, TpeOyIollle HCIO0Jb30BaHUS «MOCTa», TaKHe KakK:

1. Bol 3amyckaere mnpusoxkeHuss Hax VPN, KoTopble moJaraioTcss Ha CeTEBYIO peTpaHC/sLUIo
(Takue Kak ceTeBble HUTPbI)

2. Bbl 66 XOTeJIM M03BOJIUTH NpocMaTpuBaTh yepe3 VPN coBMecTHO HcCMo/b3yeMble pecypchl, He
yctaHaBauBas cepBepel Samba uan WINS.

6.2.2 HeosmoxHocth pa6otsl «OpenVPN-TOCT» nmo nporokony UDP

Caenyet TPUHSTh BO BHUMaHHUe, 4To B CUJTY crieupuKu RFC4357
(http://www.ietf.org/rfc/rfc4357.txt) nanHas peanusauus «OpenVPN-ITOCT»
(B uesiom, Kak u qobas apyras peanusdauusi «OpenVPN-TOCT»), ne 6yner pa6orats no UDP.

6.2.3 Hywmepanus 4acTHBIX ToACeTEH

YcranoBka VPN uacTo TpeOyeT cBSI3bIBaHUSI BMeCTe YACTHBIX MOJACETeN U3 Pa3HbIX JOKALHUMU.

[ANA 3apesepBupoBasa cienywolive Tpyu 6J0ka mpoctpaHcTBa IP-ampecoB mJisi YacTHBIX ceTel
(xomuduuuposano B RFC 1918):

10.0.0.0 10.255.255.255 (mpedukc 10/8)
172.16.0.0 172.31.255.255 (mpe@ukc 172.16/12)

192.168.0.0 192.168.255.255 (mpedukc 192.168/16)

B To BpeMs Kak ajapeca M3 3THX OJIOKOB CJjelyeT B HOpPMe MCIIOJb30BaThb B KOH(PUIypaLHUsiX
VPN, BaxkHO BbIOMpaTb aapeca, KOTOpPble MHHHMH3UPYIOT BO3MOXKHOCTb KOH(DIUKTOB [P-ampecos
UM noaceteld. TUNbl KOH(PIHUKTOB, KOTOPBIX CJeqyeT U3berarth:

— Koudauktel pasubix Mect B VPN, ucnonb3youux onuHakoByo HyMmepauuto noacered LAN;
— CoenvHeHUSs ynaJeHHOr0 J0CTyMa U3 MeCT, KOTOpble UCIOJ/b3YIOT YaCTHBIE MOACETH, KOH(IIHK-
Tylre ¢ BawuMH noacetsiMmu VPN.
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Hanpumep, npennosioxkum, 4To Bbl UCTOJb3yeTe TonyaspHyto noacets 192.168.0.0/24 xak Bamy
yactHyto noncetb LAN. Tenepp Bl mbiTaerech coenunutbesi ¢ VPN U3 uHTepHeT-Kade, UCTOMNB3Y-
rortero Ty ke noxacetb s ceoero WiFi LAN. ¥ Bac Gymer mpoGJseMa MaplIpyTH3alWH, TOTOMY
4TO Ballla MallWHA He noiMeT, oTHocuTcs M 192.168.0.1 k nokanbHOoMy WiFi-refiTy uau K Tomy xe
angpecy Ha VPN.

B kauecTBe npyroro mnpumepa, NpearnosoXKUM, UYTO Bbl XOTHTE COEIUHHUTb BMECTE HECKOJbKO
Toyek ¢ nomoubio VPN, Ho Kaxknmasi Touka ucrnosbsyeT 192.168.0.0/24 B kauecTBe CBOEH MOACETH
LAN. 3to He OyneT pabGoTaTh, ecyid He N00ABUTb HOMOJHUTENbHBIN cjoi TpaHcasuuun NAT, notomy
uto VPN He moiimeT, Kak MaplIpyTH3WPOBAaTh MAKeThbl MEXIy HECKOJbKHMH TOYKAaMH, €CJH 3TH
TOYKH He HCMOJb3YIOT MOACETh, KOTOPAsi YHUKAJNbHO HUIEHTU(DULUHPYET UX.

Jlyuuiee pemenune — wusberath nogbsoBathess 10.0.0.0/24 uau 192.168.0.0/24 B kauecTBe ce-
TeBbIX agpecoB LAN. Bmecto 3Toro mcnosbayiite uto-HHOYOb, YTO ¢ O0Jiee HU3KOHU BEPOSITHOCTBIO
Oynet ucrnosnb3zoBaHo B WiFi-kage, asponopTy u/au oTese, OTKyAa Bbl, BO3MOXKHO, 3aXOTHUTE yCTa-
HOBUTb yJaJieHHH noctyn. Jlydline KaHIUIATH — TOACETH B cepenune Goubiuoro 6soka 10.0.0.0/8
(nanpumep, 10.66.77.0/24).

Yrobbl M36exKaTh KPOCC-JTOKALUOHHBIX KOH(PJIUKTOB HoMepoB [P, Bcerna mcrnosb3yite yHUKab-
HYI0 HyMepauuio nisi Bamux noaceteid LAN.

6.3 HMHdpacTpyKkTypa OTKPBITBIX KJMOUeH
6.3.1 DBaenenue

Hudpactpykrypa otkpbiThix Kiawoded (PKI) coctout uas:

- OtnesnbHoro ceptruKara (TakkKe M3BECTHOIO KaK OTKPBITBIH KJ/I0U) W 3aKPHITOr0o KJroya AJs
cepBepa M Ka)kaIoro KJueHTa, U - KopHeBoro cepTuukara ymoCTOBEpSIOLIEr0 LEHTpPa M KJII0Ya,
KOTOPBbIH HCIMOJIb3YeTCs IJIs TIOATUCH KaXKAOT0 M3 CepBepPHbIX M KJIHEHTCKUX CepPTH(HKATOB.

Jlnsi ayTeHTHPHUKALUE HEOOXOAMMO, YTOOBl KJIHEHT MOT ayTeHTH(HLHUPOBATb CEPBEP IO €ro Cep-
TU(HUKATy. JOMOJHHUTENBHO MOXKHO CHeJaThb TakK, 4YTOOBl cepBep MOl ayTeHTH(HULHUPOBATb KJIHEHTOB
no ux ceprugpukaraMm. «OpenVPN-T'OCT» nopnepkuBaeT Takyio ABYHaNpaBJ/eHHYIO ayTeHTH(HUKa-
IMI0, UTO O3HAYyaeT, UYTO KJHMEHT JAOJ/KEeH ayTeHTH(HLHUPOBATh CEpBEPHBIH CepTHU(HKAT, U CepBep
LOJIKEH ayTeHTH(HIMPOBATb KJIHEHTCKUH CepTHU(HKAT, Tpexae 4eM YCTAHAB/JIMBAETCS B3aWMHOE
L0BepHe.

U cepep, u KaneHT OynyT ayTeHTH(ULIHUPOBATb APYT Apyra, CHauasa NpPOBEPUB, UTO MPEACTaB-
JIEHHBIH KaHAWAAT Obll MOANMCAH Ha cepTH(HUKATe yIOCTOBEpPSIOLIEro LEHTpa, a 3aTeM TeCcTHpYys
MH(OPMALMIO B 3aroJIOBKe YK€ ayTeHTH(HUILHUPOBAHHOTO CepTH(HKATa, TaKyl0, KaK COmmon name
cepTU(UKaTa UK ero THUM (KJHEHTCKUH WM CEePBEPHBIH).

dTa Mozesb 6e30MacHOCTH UMeeT Psill XKeJaTesNbHbIX NMPU3HAKOB ¢ TOYKH 3peHuss VPN:

— CepBepy Hy2KeH TOJIbKO ero COOCTBEHHBIH cepTH(HUKAT/KJII0Y — eMy He HY>KHO 3HaTb MHIMBHU-
Lya/jbHble cepTU(HKATBl BCeX KIHEHTOB, KOTOPbIE, BO3MOXKHO, YCTAHOBST C HUM COeIHHEHHE.

— CepBep OynmeT MpUHHMATb TOJNBKO KJHEHTOB, YbH CEPTU(UKATBI ObLIM MONMUCAHBI HA CEpPTH-
(uKaTe ynoCTOBEPSIOLIEro IeHTpa (KOTOpbli OymeT reHepupoBaH HUXKe). M MOCKOJIBKY cepBep
MOXKET BBIMOJHATh 3Ty NMPOBEPKY MOANUCH 6e3 He0OXOAUMOCTH AOCTYINa K CaMOMY 3aKPbITOMY
kaouy YL, kmou Y11 (cambiét yyBcTBUTENBHBIN K04 BO Bceil PKI) MoxeT HaxomuTbcsi Ha
COBEpLIEHHO APYToil MalllMHe, faKe Ha MalluHe 6e3 CeTeBOro CoefHHEeHHUs .

— Ecsin 3aKpBITBIH KJIOU CKOMIPOMETHPOBAH, OH MOXKET ObITh N€3aKTUBHUPOBAH MyTeM H00aBJie-
Hus ero ceprudukata B CRL (cnucok or3biBa ceptudurkaroB). CRL nmosBosisieT ckomMnpoMeT-

pPOBaHHBIM cepTHU(UKaTaM ObITb OTBEPrHYTHIMU M30UpaTe/ibHO, He TpeOys nepecTpauBaTh BCIO
PKI.
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— CepBep MOXKET YCUJINUTb KJIUEHTCKHU-CIeLU(UUHBIE IpaBa AOCTyIa, OCHOBAaHHbIE HA BHYTPEHHUX
nonsx ceprudukara, Takux kak Common Name.

O6paTtuTe BHHMaHHe, YTO Yachl cepBepa U KJHeHTa AOJKHBI ObITh OoJiee-MeHee CHHXPOHU3UPO-
BaHbl, HHAUe CepTU(PUKATBl MOTYT PabOTaTb HEKOPPEKTHO.

6.3.2 TleHepauusi caMONOANMMCAHHOTO cCepTU(UKATA U KJl04Ya YIOCTOBEPSIOUIETO 1IeHTpa

Jlns reHepauuu KOMILJIeKTa KJ/4ed W cepTH(PUKATOB, He0OXoAMMbIX AJs1 padoTsl OpenVPN-
[OCT, pexkomeHnyeM HCIOJb30BaTh HA0OpP YTHUJMUT easy-gost, MOCTaBJAsEeMbIl B COCTaBe NUCTPHUOY-
THBA.

6.3.3 OT3BIB cepTUPHUKATOB

OT3nbiB CepTI/ICpI/IKaTa 03HauaeT oObsIBJEHHE HelleHCTBUTEJbHbIM paHee MoAINKrCaHHOTro CepTI/I(pI/I-
KaTa, TaK 4TO ero 6oJbllle HeJb3sl HCIO0Jb30BaTh JUIsT Lesied aYTeHTI/ICpI/IKaLLI/II/I.
Tunuunble [IPUYHUHDBI 2K€JIAHUSA OTO3BATb CepTI/IqZ)I/IKaT BKJIIOHAIOT:

— 3akpbIThIH KJ10Y, CBSI3aHHBIN ¢ CePTU(PUKATOM, CKOMIPOMETUPOBAH MU YKpaJeH.
— [lonb3oBaTesb 3alLIK(PPOBAHHOIO 3aKPLITOrO KJio4a 3a0biBaeT MapoJb K KJouy.
— Bbl xoTuTe npekpatuTh focTyn noJb3oBatens K VPN.

CHauaJsia BaM HY?KHO CO3[aTh CMHUCOK OT3bIBa. Xopollasi MpakTHKa — CO3/1aTh MYCTOH CMHUCOK OT-
3bIBa, U MyCTb BALUM KJHEHTbI €ro NpoBepstoT. TakuM 00pa3oM, KOra BaM AE€HCTBUTENbHO NPUAETCS
OT3bIBaThb CepTU(HUKAT, y Bac He OyneT npobJieM ¢ TeM, 4TOObl 3aCTaBUTh KJHEHTOB 3TO 3aMETHUTh.

Yrobbl co31aTh CIHCOK OT3bIBa AJs Bawero YII, Bam mpexkne Bcero Hy»KHO CO31aTb (hala
index.txt. dto cHauana Gymer mycTo# Qaisa (co3maHHbIM KomMaHno# touch). OnHako, Korna Bbl Had-
HeTe OT3bIBaThb CepPTU(PUKATHI, B Hero OyneT n06aBasiTbesi HHMopMmauus. Paila untabesner AJs Jaoaei
¥ HeIoAMMCaH, I03TOMY HaM HYKHO, uTo6bl OpenSSL cnenana nss Hero nognucanuyio PEM-dopmy.
Takum o6pasom, Koraa Bbl MOJy4YUTE CBOH MycTOH (pallyl yKasaTesisi, Bbl MOXKeTe CHIeJaTh U3 HEro
CIIUCOK OT3bIBa C MOMOLILBIO:

openssl ca —-gencrl -keyfile ca.key -cert ca.crt -out crl.pem

roe ca.key —--- 3akpeTHHE Xkjinou CA
ca.crt --- ceprudukar CA
crl.pem --- Tpebyemuit Qaiisi, comepXamuii CIUCKU OT3IHBA

DTa KOMaHJa CO3/acT IJsi Bac CIIHCOK OT3bIBA, JEHCTBUTEJNBHBIH B TeUeHHE YMOJUATEJNbHOTO
npomexyTka BpeMeHd (1 mecsi). B Tom caydae, ecau CnuCOK OT3bIBA HCMOJb3YeTCs TOJIbKO Ha
cepBepax, KOTOpPble Bbl KOHTPOJIUPYeTe, U Tle Bbl YBepeHbl, YTO OOHOBUTE CIIMCOK OT3bIBa IMpU CJie-
AyIOlleM OT3blBe, Bbl, BO3MOXKHO, 3aXOTUTE YBEeJUUYHUTb BpeMs »KH3HHU CIHUCKa OT3blBa. VMHaue uepes
HeCKOJIbKO MecCsiLieB Ballld cepBepbl OyAyT 2KaJoBaThbCsl, YTO CIUCOK OT3bIBA ycTapeJ.

YroObl yBENHYUTL NPOAO/KUTENBHOCTb BPEMEHH, B TeUeHHe KOTOPOro CIIMCOK OT3blBa AEHCTBHU-
TesieH, n06aBbTe onuuio crldays XXX K BbILIENPUBEIEHHOH KOMaH/e reHepaliy CIUCKa O0T3biBa (rie
XXX — KOJIMUECTBO JIHEH, B TeUueHHe KOTOPbIX CIIMCOK OT3blBa JEHCTBUTEJEH)

[Iprmeuanue. Ecan cpok aelicTBUS Balllero CIUCKa OT3bIBA MCTEKAET, NpexKJe 4eM Bbl OT30BeTe
cepTU(UKAT, MPOCTO CO3MANUTE HOBBIH, KaK OMUcaHO Bbille. CIUCOK OT3bIBA — MPOCTO MOAMUCAHHAS
KOIMHS BHYTPEHHEro CIHCKAa OTO3BaHHBIX CepTHU(MKATOB, UMeollasi CPOK NeHCTBUS U 0(OpMJeHHas
B CTaHAAapTHOM (hopmaTe. Brl MoxeTe co31aBaTb HOBble CIIMCKM OT3bIBA, KOTAA 3aXOTHTE.

Tenepb, Korga HauasbHBIM CMHUCOK OT3bIBA FOTOB, Mbl OT30BEM CEpPTH(HUKAT:
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openssl ca -revoke bad.crt -keyfile ca.key -cert ca.crt

rge ca.key u ca.crt --- TO Xe caMoe, UTO M B IOpeAuOylel KoMaHze, a
bad.crt --- oT3mBaemmll cepTuduxkar.

AT1o aBTOMAaTHYeCKH OOHOBUT Baml (ai index.txt, no6aBuB HOBble neTasud 06 OTO3BAHHOM Cep-
TU(uKkaTe. Termepb BaM HYXKHO CO3[aThb HOBBIH (palyl CIHMCKa OT3blBa TOH Ke KOMaHIOH, KOTOPOH
Mbl M0JIb30BAJIMCh BBILIE, YTOOBI co31aTh MmycToi (aia. Korma HOBBIH crnucoK OT3bBIBA CO3[aH, €ro0
HeoOX0AUMO OnmyOJUKOBATH!

Ecay BBl XOTHTE MOUIpaTh C MPOAOJKHUTEJNBHOCTBIO NEHCTBUSl CIIMCKA OT3bIBA U NPOYUMH IO-
NOOHBIMH BelllaMH, BaM HEOOXOAUMO MPOUUTaTh pasnes «OmNUuu CHCKa OT3bIBa» B PYKOBOACTBE T10
OpenSSL CA. Ecsu BBl XOTHTe MaHHIYJHPOBATh CO CIIUCKOM OT3bIBa, MPOCMATPHUBATh €ro H T.I.,
npoyuTaiTe pykoBoAcTBO mo ytuaute CRL.

6.4 KoHpurypauuoHHble (anbl
6.4.1 TlonyueHue npuMepoB KOH(PUTYPALHUOHHBIX (DaHIOB

Jlyule Bcero MCMo/b30BaTh rOTOBBIE MPUMepbl KOH(GHUTYpauuoHHbIX (paiaoB «OpenVPN-TOCT»
B KadyeCcTBe OCHOBBI 1/ BalleHd coO6cTBeHHOH KoHpurypauuu. B OC Windows atu ¢ailasl MOXKHO
naiitu B C:\Program Files\Cryptocom\OpenVPN-GOST\sample-config, B ocranmpueix OC — B
/etc/openvpn-gost.

O6patute BHUMaHHe 4To B Linux, BSD unn Unix-nogo6HbiX onepanroHHbIX CUCTEMAX MPUMEPHI
KOH(UTypallMOHHBIX (DaiI0B HasbiBaloTcs server.conf.sample u client.conf.sample. B Windows onu
HasblBaloTCsl gost-server.ovpn u gost-client.ovpn.

6.4.2 PenaxktupoBaHue cepBepHOro KOH(UTI'YypaLHOHHOrO (haiina

[Iprmep cepBepHOro KoH(pUrypauuoHHOro ¢ailna — uaeasbHas CTapToOBasi TOUKa M5 CepBEPHOH
koHpurypauun «OpenVPN-I'OCT». On coszpact VPN ¢ ucnosb3oBaHueM BUPTYaslbHOIO CETEBOTO
uHTepdetica, 6yneT caymath KJIHeHTCKHe coeqrHeHus Ha tep-nopty 1194 (Homep mopra, 3ape3epBH-
poBanHblil 151 VPN), u 6ynet pacnpenensiTb BUPTYyabHble afpeca 1Jsi MOAKJII0YAOLIUXCsl KJIUEHTOB
u3 noxcetu 10.9.1.0/24.

[Ipexxne ueM HCMOJB30BaTh MpUMep KOH(PUrypauuoHHOro aiaa, BaM Mpexiae BCEro cjenyet
OTpeNaKkTHpPOBaTh MapameTpsl ca, cert u key Tak, 4ToObl OHH yKas3blBajqu Ha (hallJibl, KOTOPBIE BBI
CreHepupoBaJ/H paHblie.

Tenepb KoH(Urypaluio cepBepa MOXKHO HCIOJNb30BaTh, HO Bbl MOXeTe 3aXOTeThb ee elle 0oJibllie
MOAU(DUIHMPOBATS.

1. Ecau Bl ucnosbdyere VPN Tunma «mocT», Bbl NOJKHBI MCIOJNB30BaTh server-bridge BmecTo

server u dev tap.

2. Ecqu BBl XOTHTE HCIOJB30BATh APYroi Habop BUPTyastbHbX IP-ampecos, Hexenn 10.9.1.0/24,
BaM cJjefyeT MOAU(UUUPOBATb AHWpeKTHUBY server. [lomHUTE, 4TO 3TOT HabOp BHUPTYaJbHBIX
aJpecoB J0JKeH ObIThb YAaCTHBIM HAOOPOM, KOTOPBIH He UCMOJb3yeTCsl B Ballled CEeTH.

3. Ho6aBbTe nupekTuBy client-to-client, ecsiu Bel XoTHTe, UTOOBI MOAKJIOYAIOILINECS KJHEHTHI
Morsiv BuaeThb Apyr apyra yepe3 VPN. Ilo ymMonuanuio KJaueHTB MOTYT BUAETh TOJIbKO CepBep.
B cayuae ucnonb3oBanuss TUN-uHTepdelica He0OOXONMMO TaKxKe BKJIOYUTH (popBapauHr [P

4. Ecnu Bbl ucnosnb3yere Windows, He06X0AMMO 3aKOMMEHTHPOBATb OUPEKTHBH user nobody u
group nobody.
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Ecau BBl XOTHTe 3aMyCTUTb HeCKoJbKO 3K3eMMsipoB «OpenVPN-TOCT» Ha omHO#H U ToH xe
MallKHe, KaXXAbld CO CBOUM KOH(UTYPALMOHHBIM (DAKUJIOM, 3TO BO3MOXKHO €CJIU BBI:

1. ucrosb3yeTe OTHEbHBIE HOMED TOPTA AJsI KAXKIOTO IK3EMILIspa.

2. Ecau BBl ucnosnbdyete Windows, kaxknass koHgurypauuss «OpenVPN-I'OCT» pomxHa uc-
MoJb30BaTh cBOH coOcTBeHHbIH anantep TAP-Win32. Bel MoxeTe 106aBUTh NOMOJHHUTEbHbBIE
apantepsl B Start Menu -> All Programs -> «OpenVPN-TOCT» -> Add a new TAP-Win32
virtual ethernet adapter.

3. Ecau Bbl 3anmyckaere Heckosbko 3k3eMmsipoB «OpenVPN-I'OCT» 13 ogHoro u toro ke Karta-
Jora, 00513aTeJbHO OTPeNaKTHPYHTe NAHPEKTHBBI, KOTOPble CO3LAI0T BBIXOAHbIE (haH/Ibl, UTOObI
pa3/JuyHble K3eMIISIpbl He MeperuchbiBajyd BHIXOAHbIE (Dalyibl APYT ApPyra. DTH NUPEKTHBEHI
BKJtovatoT log, log-append u status.

6.4.3 PenaxktupoBaHMe KJIHEHTCKHUX KOH(PHUTYPALHUOHHBIX (DakioB

[Tpumep knueHTckod KoHdpurypauuu (client.conf.sample na Linux/BSD/MacOS wuau gost-
client.ovpn Ha Windows) oTpakaeT ymosiyaTesbHble NUPEKTHUBbI, YCTAaHOBJIEHHbIE B MpHUMepe cep-
BEPHOTr0 KOH(IHUTyPaLMOHHOTO (pak.a.

1. Kak u c cepBepHBIM KOH(pUIrypaUHOHHBIM (palJoM, CHadya/ja OTPeNaKTUPYHTe mapameTphl ca,
cert u key Tak, 4ToObl OHM yKa3blBaju Ha (hal/bl, KOTOpble BBl co3fanu paHblie. O6paTture
BHHMaHHe, 4TO KaXKIblHl KJHEHT JIOJ/KEeH HMeThb CBOl0 cobcTBeHHYyI0 mapy cert/key. Tosbko
¢aia ca yHusepcasen s cepepa «OpenVPN-I'OCT» 1 Bcex K/MeHTOB.

2. Jlanee, oTpefakTUpyHTe NUPEKTUBY remote Tak, 4ToObl OHA yKasbiBasia Ha hostname/IP-anpec
1 Homep mopta cepBepa «OpenVPN-I'OCT» (ecau Baw cepBep «OpenVPN-I'OCT» 6ynet pa-
60TaTh Ha MallKWHe C OHUM CeTeBbIM afanTtepoM 3a 6pannmayspom/NAT-refiToM, Hcnob3yiiTe
ny6auuHblil [P-anpec refita © HoMep mopTa, KOTOPBIH Bbl CKOH(UTYpPUpPOBaIU AJS redTa A/
¢dopeapaunra Ha cepBep «OpenVPN-T'OCT»).

3. Hakonew, y6enurech, 4To KJAMEHTCKUH KOH(UTYPaLUOHHBIH (ais COOTBETCTBYeT AUPEKTHBAM
B CepBepHOM KOH(pHUrypauuoHHoM (datise. Camoe riaBHOe — MPOBEPUTb, UTO AUPEKTHUBH dev
(tun uau tap) u proto (tcp) coBmamator. Takxke ybenutech, uto comp-lzo u fragment, ecsu
MCIIOJIb3YIOTCS, IPUCYTCTBYIOT U B C€PBEPHOM, U B KJIHEHTCKOM KOH(UTypaLHOHHOM (aHe.

6.4.4 Pacmupenune o6mnactu pedictBus VPN ¢ BkJIOUeHHEM [OTOJHUTEJbHBIX MalllMH B
KJHMEHTCKYIO HJIM CEepPBEPHYIO MPOACETh

6.4.4.1 BkJ/iodeHre HECKONBKUX MAIlKMH CO CTOPOHBI cepBepa MPH HCIOJb30BAaHUHU MapLIPyTH3UPO-
BaHHOH VPN

[Tockonbky VPN pa6oraer B pexnMme «TOYKa-TOUKa» MeXIy KJIHEHTOM U CEPBEPOM, MOXKET
ObITb 2KeJlaTesJbHO paclIMpUTh o6saacTb AedcTBUs VPN Tak, uToOBl KJIHEHTBl MOIJIM CBA3aTbCS C
HeCKOJIbKUMH MallMHaMH B CETH CepBepa, a He TOJbKO C CaMOH MalIMHON cepBepa.

[lns ueneldr 3TOro mpuMepa TMpennosiokuMm, duto cepBepHas LAN wucnosb3yer momceThb
10.66.0.0/24, a muoxkectBo [P-anpecoB VPN wucnosbsyer 10.9.1.0/24, kak nokazaHo B AUPEKTHBE
server B KoHpurypauroHHom aiiie cepsepa «OpenVPN-I'OCT».

CHauaJsia Bbl HOJKHBI 00a8ume noacetb 10.66.0.0/24 knuentam VPN kak mocTymHylo yepes
VPN. 3Ot0 Jnerko penaeTcss ¢ MOMOILLb CJeAyIOUIeH NUPEKTHBbI CEPBEPHOTO KOH(UIYpPaLHOHHOTO
(haina:
push "route 10.66.0.0 255.255.255.0"
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3aTeM BBl JOJIKHBI YCTAHOBUTh MapLIPyT Ha reite cepBepHod LAN, uTo6bl MapIipyTH3HPOBATh
noncetb KaueHnta VPN (10.9.1.0/24) na cepep «OpenVPN-I'OCT» (3T0 HE06XOIHUMO TOJBKO B TOM
cnyuae, ecau cepep «OpenVPN-TOCT» u reiit LAN — passiiuHble MalinHBbL.)

Y6enutech, uTo Bbl BKAOUUIN (hopBapauHT [P Ha cepepHoit mamnne «OpenVPN-TOCT» (cm.

6.4.4.2 DBkJoyeHHe HeCKOJbKHMX MallMH Ha CepBepHOH CcTOpoHe Npu Hcmojb3oBaHud VPN Ttuna
«MOCT»

OnHo 13 mpeumyiiecTB ucnosab3oBanus VPN tuna «moct» uepes Ethernet 3akstwouaercs B Tom,
4TO 3TO BBl NoJy4yaeTe 0e3 NOMOJHUTEJNBbHOTO KOH(PUTYPUPOBAHUS.

6.4.4.3 BkJodeHne HeCKOJbKHX MAllMH HAa KJHEHTCKOH CTOPOHE MPH HCMOJb30BAHWH MapIIPyTH-
3upoBaHHOH VPN

B TunuuHOM clieHapuH yAaJeHHOro NO0CTyNa KJAWeHTCKas MallrMHa noiakiawodaetcs K VPN kak
OllMHOUHAsl MawKHa. Ho mpennosioxum, 4To KJAMEHTCKAasi MalllMHAa — TeHT JIOKaJbHOH ceTH (Hampu-
Mep, noMallHero oduca), U Bbl Obl XOTeJH, YTOObl BCE MAIIMHBI KJHEHTCKOH CETH MOTJIH TMOAKJIIO-
yaTtbcsi K VPN.

B nepByto ouepenb HEOOXOAUMO OTMETHTb, UTO CleJaThb 3TO MOXKHO TOJBKO MpPU padoTe yepes
TUN-untepdeiic. Ecniu Bol ucnosnssyere -dev tap, Heo6xonumo 3aMeHHTb ero Ha -dev tun Kak Ha
CTOpPOHE KJIMeHTa, TaK U Ha CTOPOHe cepBepa.

Jlns 3Toro mprMmepa MpennosioKUM, UYTO KJUEHTCKas JOKajlbHas CeTb HCIOJb3yeT IMOACEThb
192.168.4.0/24, a kauent VPN wucnosabsyer ceptudukar ¢ Common Name client2. Hawma uenb
— TaK HactpouTb VPN, uToObl Mi06as MallMHa KJAHEHTCKOM ceTH MorJa o01iaThes ¢ Jbod Mallu-
HOU cepBepHOH ceTH yepe3 VPN.

[lepen HacTpoiikoll HEOOXOAUMO 00eCleunTb HECKOJbKO OCHOBHBIX TPeOOBaHUHU:

— KunueHrtckas jokanbHasi moacetb (B HamieMm npumepe 192.168.4.0/24) He mosKHA 3KCMOPTHPO-
BaTbcsl B VPN cepBepoM UK JIIOOBIMU IPYTMMH KJAHEHTCKUMU JIOKALUSIMH, KOTOpble HCIOJb-
3y10T Ty XKe noxacetb. Kaxnas nopcets, oobenuHenHass VPN yepes mapuipyTusanuio, 10/KHa
ObITb YHUKAJbHOM.

— KunueHt nomxeH umerh yHuKajdbHoe mojte Common Name B cBoeM cepTH(HKaTe (B HalieMm
npumepe client2), u ¢aar duplicate-cn He mo/KeH HCMONB30BATHCS B CEPBEPHOM KOH(HUTYypa-
uuoHHoM aise «OpenVPN-I'OCT».

Janee Mbl mpousBeneM HeoOXOAHMble KOH(UI'YpaLlMOHHblE U3MEHEHHs Ha CepBEpPHOH CTOpOHe.
Ecsu cepBepHBbIHl KOH(HTIYpalMOHHBIH (Daily He yKasblBaeT Ha KaTaJjor KJAUEeHTCKOH KOH(UTypaluH,
no6aBbTe yKaszaHue ceilyac:

client-config-dir ccd

B BeileykazaHHOU aupekTuBe ccd MO/MKEeH OBITh UMEHEM IOAKaTaJjora, KOTOPBIH HeoOXOTUMO
3apaHee co3iaThb B Kartajore ¢ KoHpurypauuoHHeiM daiaom «OpenVPN-I'OCT». B Unix 370 06bIu-
Ho /etc/openvpn-gost, a B Windows C:\Program Files\Cryptocom\OpenVPN-GOST\config. Korna
HOBBIH KJHeHT cBsidbiBaeTcs ¢ cepBepoM «OpenVPN-I'OCT», nemoH mpocKaHUpYyeT 3TOT KaTaJjor B
nouckax (pai/aa, KOTOPbIH COOTBETCTBYET IMOJIO COMMON name coefuHsoLlerocs KaneHta. Ecaun co-
OTBETCTBYIOLIMH (hailn HalieH, oH OyneT NpounTaH U 06paboTaH A5l MPUMEHEHHUS NOMOJHUTENbHbIX
IMPEKTHUB KOH(UTYpaAlHOHHOTO (Daiiia K MOMMEHOBAaHHOMY KJIHEHTY.
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Caoenyrolui war — co3nath ¢aia nox Ha3BaHueM client2 B karasore ccd. dtoT dalla noxeH
colepKaTb CTPOKY:

iroute 192.168.4.0 255.255.255.0

Ito ckaxet ceppepy «OpenVPN-I'OCT», uro nmoncets 192.168.4.0/24 cnenyeT MapiipyTH3HPO-
BaThb Ha client2.

lanee, n06aBbTe CJAEAYIOUIYIO CTPOKY K IJIABHOMY CepBEPHOMY KOH(HTrypanuoHHomy daiay (a
He K Qauay ccd/client2):
route 192.168.4.0 255.255.255.0

Bel MoxeTe crmpocuTh, modyeMy ucnosb3ylorcs u route, u iroute? Ilpuunmna B Tom, 4TO route
KOHTpoJiupyeT MapuipyTtusanuio u3 sapa Ha cepBep «OpenVPN-IT'OCT» (uepes untepdeiic TUN),
a iroute koHTposupyer MapupyTtusaunio oT ceppepa «OpenVPN-TOCT» K ynasneHHBIM KJHEHTaM.
O6a He0OXOOUMBI.

Hanee, cnpocute cebst, XOTUTE JIM Bbl JOMYCTHUTh CETEBYIO Mepegady MHPOPMALUU MeXAy MOJ-
cetbio client2 (192.168.4.0/24) u npyrumu knuentamu cepepa «OpenVPN-I'OCT». Ecau na, no-
6aBbTe K CepBepHOMY KOH(HUTypallMOHHOMY (Dailay cjenyloliee:

client-to-client
push "route 192.168.4.0 255.255.255.0"

Ato 3actaBut cepep «OpenVPN-I'OCT» o6ssa6ume nouncets client2 ocTanbHbBIM MOAKJIOYAIO-
IMMCS] KJIHEHTaM.

[locnenHuii war, KOTOPbIM 4acTo 3a6bIBAIOT — N00ABHUTh MapUIPyT K FelTy cepBepHOH JOKaJ/b-
HOHU ceTH, KoTopbiii HamnpasjseT 192.168.4.0/24 x cepepy «OpenVPN-I'OCT» (Bam 3TO He moHa-
noourcst, ecau cepBep «OpenVPN-I'OCT» - re#iT s cepBepa JokanabHOH ceTn). [lpenmosioxum,
UTO BBl NPOMYCTHU/IM 3TOT LIAT W IMOMBITAJUCh Te€pefaTh CHUTHAJ ping MallvHe (He caMoMy cepBepy
«OpenVPN-T'OCT») B cepBepHoii cetut u3 192.168.4.8. BHelHu# cUrHaJ/I, BepOsITHO, NIOCTUTHET Ma-
IIMHBI, HO OHA He OyJeT 3HaTh, KaK MaplIPyTH3HPOBaTb OTBETHBIH CHUTHAJ, MOTOMY 4TO He OymeT
3HaTh, Kak gocThub 192.168.4.0/24. OcHoBHOE MPaBHUJIO MOJIb30BAHUST COCTOMT B TOM, UTO KOTJa BbI
MapLIpyTH3UpyeTe leJble JoKaabHble ceTH uepe3 VPN (rme cepsep VPN — He Ta ke mamuHa, uto
relT JIOKaJbHOH ceTH), yOennuTeCh, UTO I'eHT JIOKaJbHOH CeTH MapLIpyTHU3upyeT Bce moacetu VPN
Ha cepBepHylo MawinHy VPN.

[Tono6HbBIM ke 06pa3oM, ecau KJWeHTCKas MalllhHa, Ha KoTopod paboTaer «OpenVPN-I'OCT»,
He sIBJISIETCSI TeHTOM KJHMEHTCKOH JIOKAJbHOH CEeTH, TO TeHT KJHMEHTCKOH JIOKAJbHOH CEeTH IOJKeH
MMeTb MaplLIpyT, KOTOPbIH HAaNpaBJsieT BCe MOICETH, KOTOpPble MOKHO BuaeTh yepe3 VPN, Ha kiu-
eHckyto MalnHy «OpenVPN-I'OCT».

6.4.4.4 DBxkJ/o4yeHHe HeCKOJbKMX MalIMH Ha KJUEHTCKOH CTOpoHe mpu ucnosab3oBaHuu VPN Ttuna
«MOCT»

D10 TpebyeT GoJiee CJ0XKHOM HACTPOHUKU (MOXKET ObITh, He CJI0XKHee Ha MPaKTHKe, HO CJOXKHee
1715t 0ObSICHEHHUS B AeTaJsX):

— Heo6xonumMo coennHUTh KJaHeHTCKHE HHTepdeiic TAP ¢ ceTeBbIM aganTepoMm, COeMUHEHHBIM C
JIOKAJIbHOH CEeTbI0 Ha KJIHUEHTe, B PeXKUMe «MOCT».

— Heo6xonumo Bpyunyto yctaHoButb IP/macky cetu Ha untepdeiice TAP Ha kiuenre.

— HeobxonnMo CKOH(pUTYypUpOBaTh MallHMHbl HA KJWEHTCKONW CTOPOHE TaK, YTOOBI OHU HUCIOJb30-
Baau IP/mMacky ceTH, KoTopass HaXOAWTCS BHYTPH MOJCETH, COeAHHEHHOH B peXHMe «MOCT»,
BO3MOXKHO, 3anpamuBas cepep DHCP Ha ctopone cepepa «OpenVPN-I'OCT» B VPN.
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6.4.5 Kaxk Bkawouutb dopeapaunr [P B OC Windows

B oC Windows 1151 TOrO, 4TOObI BKJIIOUUTb ¢dopsap-
IMHT [P, Heo6X0IMMO 3aMyCTUTh penakTop peectpa, Ha#lTH nyTb
HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters u
BeicTaBUTh napametpy [PEnableRouter sHauenue 1 (tun panusix REG_DWORD).

6.4.6 Ilepenaua onuuit DHCP ksineHTam

Cepep «OpenVPN-I'OCT» wmoxer nepenaBatbh Hekotopele onuuu DHCP, takue kak anpe-
ca cepsepoB DNS u WINS, kauentam. Kauentst Windows MmorytT npuHHMaTh INepelaHHbIe OIl-
nun DHCP camu no cebe, a KJAWEHTB APrydUX ONEPALMOHHBIX CHCTEM MOTYT MX TMPUHUMATh, HC-
MONb3ysl CKPUIT UP HA KJAMEHTCKOH CTOpPOHE, KOTOPBIH aHa/JH3UPYeT CIHMCOK IMePeMEHHBbIX Cpeibl
foreign_option_n.

Hanprmep, npeanonoxum, 4To Bbl Obl XOTeJH, YTOOBl COEIUHSIOLIMECS KIHEHTbl UCI0Jb30BaJH
BHyTpeHHUH DNS-cepBep Ha 10.66.0.4 unu 10.66.0.5 u cepep WINS Ha 10.66.0.8. [lo6GaBbTe B
KoH(purypauuio cepsepa «OpenVPN-TOCT»:

push "dhcp-option DNS 10.66.0.4"
push "dhcp-option DNS 10.66.0.5"
push "dhcp-option WINS 10.66.0.8"

Yro6bl MpoTecTHpPOBaTh 3Ty BO3MOXKHOCTb Ha Windows, 3amycTuTe CJenyIOLIyI0 KOMaHLy W3
OKHA KOMaHJHOH CTPOKHM IOCJIe TOro, Kak MalllrHa noakiawduaach K cepsepy «OpenVPN-I'OCT»:

ipconfig /all
3anuch nas agantepa TAP-Win32 mosmxHa nokasath oniuud DHCP, nepenanHbie cepepoMm.

6.4.7 KoHdurypupoBaHue KJUEHT-CIeLU(PHUUHBIX MPAaBUJ U MOJUTHK TOCTYyMa

[Ipennonoxum, yto Mbl HactpauBaeM VPN n/as komnaHuu, U Ham Obl XOTeJOCh YCTAHOBUTh
pa3/JUuHble TIONUTHKUA OOCTYMA A/ 3 Pa3/JHUHBIX KJACCOB MOJb30BaTeNeH:

— CucreMHBle aIMUHUACTPATOPBl — MOJHBIA AOCTYN KO BCEM MAIIWHAM CETH
— CoOTpyAHHUKH — JIOCTYI TOJBKO K cepBepaM Samba/email
— KoHTpakTOpbl — HOCTYI TOJBKO K CIEHaJbHOMY CepBepy

bazoBelil MOAX0M, KOTOPBIA MBI MPeANpPUMEM:

1. BbIEMUTD KaxKAOMY KJjaccy coOCTBeHHBIH nuanasoH [P-anpecos,
2. KOHTPOJNHUPOBATH AOCTYI K MallMHaM, YCTAaHOBUB OpaHAMayspHble MpaBUJia, KOTOPble OCHOBbI-
BaloTCsl Ha BUpTyasabHOM [P-anpece kineHnra.

B Hamem mpumepe, MpeanosoKUM, YTO Y HAC MeHSeTCs KOJMYECTBO COTPYAHHMKOB, HO TOJbKO
OIMH CHUCTeMHBIH aJMMHHCTPAaTOp M ABa KOHTpakTopa. Haw noaxon kK pacnpenenenuto [P 6yner
COCTOAATH B TOM, YTOOBI NOMECTHTh BCEX COTPYAHHMKOB B AuanazoH [P-axgpecos, a moTom BeaTh
¢uxcrupoBaHHble [P-afpeca cucTeMHOMY aiMHHHUCTPATOPY U KOHTPaKTOpPaM.

3ameThbTe, UTO OAHO M3 TpeGOBAaHUHU K 3TOMY MpHUMepy 3akJ/io4yaeTcss B TOM, UTO y Bac eCTb
nporpaMMHbIH 6panamaysp, pabdorarowuil Ha cepsepHoil MamnHe «OpenVPN-IT'OCT», koTopslil na-
eT BaM BO3MOXKHOCTb 3aJaBaTb KOHKpeTHble OpaHAMaydpHble MpaBuja. [l Hallero mpumepa Mbl
MPeATo0KUM, UTO 3TOT OpaHamayap - iptables B Linux.

ChHavana cos3fafiuM KapTy BUPTyaJbHbIX [P-anpecoB B cOOTBETCTBUM C KaKIbIM KJaCCOM:
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Krnacc Juanas3oH [lozBoyieHHHHN OocTyn Ilons common name
BUPTYaJlbHEX IP K JIOKanbHOM CeTH

COTpYyOHUKHU 10.8.0.0/24 CepBep samba/email [pasnuunbe ]
Ha 10.66.4.4

CucremMHbIe

agMuHuCTpaTope 10.8.1.0/24 Bca momceTb sysadminl
10.66.4.0/24

KoHTpaXTOpPH 10.8.2.0/24 CepBep KOHTpakTopoB contractorl,

Ha 10.66.4.12 contractor?

Tenepnb nepeBeneM 3Ty KapTy B cepBepHyio KoHpurypauuio «OpenVPN-T'OCT». [Ipexne Bcero
y6enuTech, 4TO Bbl BBHIIIOJHUJIM BbILIEONHCAHHbIE Mard, caenas noaceTb 10.66.4.0/24 pocrtynHo#
I/ BCeX KJIHEHTOB (XOTS Mbl CKOH(UI'YPHPYeM MapLIPyTH3aLUHI0 TaK, 4TOOBI MO3BOJUTH KJHEHT-
CKUE nocTyn Ko Bcelt nmoncetd 10.66.4.0/24, 3aTeM Mbl HaJI0XKUM OrpaHHUYEHHs] HOCTYTA, MOJNb3YSCh
6paHIMay3pHBIMH MPABUIaMU, YTOOBl peasin30BaTh BHILIENPUBENEHHYIO TAOMUIy TOJUTHK).

[Ipexze Bcero ompenenuMm cTaTHUeCKHH HOMep AJis Hallero MHTepgelca tun, 4ToO6bl Mbl MOTJIH
T103Ke CChLIAaThCS HA HEro B HAlIMX OpaHAMay3pHbIX MpaBHJaX:

dev tun0

B cepBepHOM KOH(HTIypallMOHHOM (aise onpeneaum Avana3oH IP-anpecoB n/s cOTpyAHUKOB:

server 10.8.0.0 255.255.255.0

Jlo6aBuM MapuipyThl AJsl AHANA30HOB CUCTEMHOIO afMHHHUCTPATOpPa U KOHTPAKTOPOB

route 10.8.1.0 255.255.255.0

route 10.8.2.0 255.255.255.0

[IockonbKy Mbl GynmeM mpucBauBaTh (puKcHpoBaHHble [P-anpeca cneun@uuHbIM CUCTEMHBIM af-
MUHHCTPATOPaM U KOHTPAKTOPaM, Mbl OyIeM I0JIb30BAThCS KATAJOTOM KJHEHTCKOH KOH(HUTYpPaLHUH:

client-config-dir ccd

Tenepp momecTHTe crenuasnbHble KOHPUTYpaLUOHHBIE (hal/bl B mopkatasor ccd, 4Tobel onpene-
JuTh pukcupoBaHHbl [P-anpec nna kaxporo VPN-kiveHTa, He fIBJASOLIErOCS COTPYIHUKOM:

ccd/sysadminl

ifconfig-push 10.8.1.1 10.8.1.2

ccd/contractorl

ifconfig-push 10.8.2.1 10.8.2.2

ccd/contractor2

ifconfig-push 10.8.2.5 10.8.2.6

Kaxxnasi mapa angpecos ifconfig-push nmpencraBssier BUpTyasbHble KJHEHTCKHUE U cepBepHble [P-
KOHeuHble TOUKH. OHM HOJIKHBI OBITb B3SITBl M3 MocJjenoBatesbHbiX /30 momcereil, 4ToObl ObITH
COBMeCTHMbIMH ¢ KaueHTamu Windows u ¢ apatiBepom TAP-Win32. B yacTHOCTH, OC/eIHUH OKTET
B [P-anpece kaxmoil napel KOHEUHBIX TOYEK JOJKeH ObITb B3SIT M3 3TOro Habopa:

[ 1, 21 [ 5, 61 [ 9, 101 [ 13, 141 [ 17, 18]
[ 21, 22] [ 25, 26] [ 29, 30] [ 33, 341 [ 37, 38]
[ 41, 42] [ 45, 461 [ 49, 50] [ 53, 541 [ 57, 58]
[ 61, 62] [ 65, 661 [ 69, 701 [ 73, 741 [ 77, 78]
[ 81, 82] [ 85, 861 [ 89, 901 [ 93, 941 [ 97, 98]
[101,102] [105,106] [109,110] [113,114] [117,118]
[121,122] [125,126] [129,130] [133,134] [137,138]
TTopsinkoBbiii Ne u3MeHeH st [Tonnuck JiMia, OTBETCTBEHHOrO 3a | JlaTa BHeCEHHsl W3MeHeHUs
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[141,142] [145,146] [149,150] [153,154] [157,158]
[161,162] [165,166] [169,170] [173,174] [177,178]
[181,182] [185,186] [189,190] [193,194] [197,198]
[201,202] [205,206] [209,210] [213,214] [217,218]
[221,222] [225,226] [229,230] [233,234] [237,238]
[241,242] [245,246] [249,250] [253,254]

dto 3aBepuaeT KoHpurypauuw «OpenVPN-I'OCT». [locnenuuii war — no6aButh 6paamaysp-
Hble TpaBu/a, 4ToObl (PUHANHU3UPOBATH MOJUTHKY HocTyma. [ls 3TOro mpuMepa Mbl BOCIOJb3yeMCs
npaBU/IaMU B cHHTakcuce iptables n3 Linux:

# Employee rule
iptables -A FORWARD -i tun0O -s 10.8.0.0/24 -d 10.66.4.4 —-j ACCEPT

# Sysadmin rule
iptables -A FORWARD -i tun0O -s 10.8.1.0/24 -d 10.66.4.0/24 -j ACCEPT

# Contractor rule
iptables -A FORWARD -i tun0O -s 10.8.2.0/24 -d 10.66.4.12 -j ACCEPT

6.4.8 Hcnosb3oBaHue afbTepHATHBHBIX CMOCOOOB ayTeHTH(DUKALNUN

«OpenVPN-T'OCT» nmMeeT BO3MOXKHOCTb IO3BOJISITb CBOEMY cepBepy 0e30MacHO MosaydaTb Jo-
THH W TapoJib OT MOAKJ/IOYAKOLIerocsi KJAHEHTa W HCIOJb30BaTh 3Ty HH(POpPMALHI0 Kak 6asuc aJs
ayTeHTU(PUKALKH KJIHUEeHTa.

Yro6bl HUCMOMB30BATh ITOT CMOCOO ayTeHTH(UKALWHK, CHauasa noOaBbTe AUPEKTUBY auth-user-
pass B KJHeHTCKYyl KoHdurypauut. Ona 3actaBuT KjaueHT «OpenVPN-I'OCT» szamnpamwuBath y
1oJib30BaTe sl JIOTHH/TIapoJib, NepefaBasi ero Ha cepep no 6esornacHomy TLS-kanamy.

Janee, ckoH(QUrypUpY#Te cepBep Tak, UTOOBI OH MCIOJb30BaJ ayTeHTU(PUKALHUOHHBIH MJIATHH,
KOTOPbIH MOXKeT ObITh CKpUNTOM, 06bekToM 061iero noctyna uad DLL. Cepsep «OpenVPN-I'OCT»
OyneT BbI3bIBaTb 3TOT IJIArMH KaXKAbIH pas3, Korga K/aAvueHT VPN Oyner neltaTbes MOAKJIOUHTHCS,
nepenaBasi eMy JIOTHH M 1apoJib, BBeleHHble Ha KJHeHTe. AyTeHTH(HUKALHUOHHBIHA IJIardH MOXKeT
ynpasJ/siTe TeM, nossoJjseT au cepsep «OpenVPN-I'OCT» kaueHTy coenMHHThbCS, BO3Bpallas 3Ha-
yeHue Heynauu (1) uau ycnexa (0).

6.4.8.1 Icnosnb3oBaHHe CKPUNTOBLIX MJarkHOB

CKpHUNTOBBIE MJIArMHBl MOXKHO TPUMEHSTh, N00aBUB NUpPeKTUBY auth-user-pass-verily B cepsep-
HBIA KOH(UTypauHOHHbIH (aiia. Hanpumep:
auth-user-pass-verify auth-pam.pl via-file

OyneT MPUMeHSTb CKPUNT Ha s3bike perl auth-pam.pl nas ayTeHTH(HUKAUWK JOTHHA U MApOJS
MOJIKJIIOUAIOLIUXCS KJIUEHTOB.

Ckpunt auth-pam.pl Bkaoden B puctpudytu «OpenVPN-IT'OCT». On 6ynet ayTeHTHUULIHPO-
BaTh I0JIb30BaTeJell Ha cepBepe B Linux, UCMosb3yst ayTeHTH(UKALMOHHBIA Monyib PAM, KoTopblii
MOXKET B CBOI OYepellb peajM30BaThb ayTeHTH(HUKALHUI MeTonoM TeHeBoro maposs, RADIUS wnau
LDAP. auth-pam.pl mpexkie Bcero npeiHasHaueH MAJjs AE€MOHCTPAaLMOHHBIX LeJjed. s paGouei
PAM-ayTeHTU(DUKALMK UCIONb3YHTE ONMUCAHHBIA HHKe 0OBEKT obliero moctyna openvpn-plugin-
auth-pam.

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe

[TopsinkoBbi#i Ne M3MeHeHUsI
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6.4.8.2 Wcnoab3oBaHue NUHAMHUUYECKHUX OUOJHMOTEK B KauecTBe IJIAarMHOB

[TnaruHer B popme nuHaMHUYeKHUX OUOJHOTEK OOBIYHO SBJSIOTCS CKOMIUIUPOBAHHBIMH MOILY/ISIMH
Ha si3bike C, KoTopble 3arpyzxatorcs cepBepoM «OpenVPN-I'OCT» B xonme pabotel. B nuctpubytus
«OpenVPN-T'OCT» ngns OC UNIX Bxomut niarud openvpn-plugin-auth-pam. Uro6sl ero ucnosb-
30BaTh, 100aBbTe B CEpBEPHBbIH KOH(UIYpaLUOHHBIH (hallyl CTPOKY
plugin /opt/openvpn-gost/lib/openvpn/plugins/openvpn-plugin-auth-pam.so login

Ona npukaxet ceppepy «OpenVPN-I'OCT» npoBepsTh JIOTHH U MapoJib, BBEIeHHbIE KJHEHTAMH,
¢ ucnonb3oBanueM PAM-monyns login.

Jlnsi peanbHOro pabouero MpUMeHeHHs Jydlle HCIOJIb30BaTh MJaruH openvpn-plugin-auth-pam,
MIOTOMY UTO y Hero eCTb HeCKOJbKO MPeHUMYLIEeCTB Mepen ckpuntoMm auth-pam.pl:

— O6bekxT obiero goctymna openvpn-plugin-auth-pam nas sydmiedt 3aUTsl HCIIOAb3yeT MOAEb
BBIMIOJIHEHUS] C pasfe/leHHbBIMU MpaBaMu. JTo 3HA4uT, uTto cepBep «OpenVPN-I'OCT» moxer
paboTaTb C yMeHbLIEHHBIMH MPaBaMM C UCMOJb30BaHHEM TUPEKTHB user nobody, group nobody
u chroot, U Bce paBHO CMOXKeT ayTeHTU(PUIMPOBATH KJIMEHTOB C MOMOIUIbIO (haiiia TeHeBbIX
napoJsietl, Y4uTabeqbHOr0 TOJIbKO /IS PUBUJIETUPOBAHHOIO MOJNb30BATES.

— «OpenVPN-T'OCT» moxeT nepenaBaTh JIOTHH U N1apoJb B [JIaTMH Yepe3 BUPTYaJbHYI0 NaMSTh,
a He uepe3 (pails1 MU CPeLy, YTO Jy4Ylle AJs JOKaJbHOH 6e30MacHOCTH Ha CepBepHOH MalllHHe.

— KomnunupoBaHHble Mony/u Ha si3bike C 06BIYHO paboTalOT ObICTpEe CKPUIITOB.

6.4.8.3 Hcnosnb3oBaHue ayTeHTH(HUKALWKW 10 JOTHHY W TMapoJil0 Kak eIUHCTBEHHOH (hOopMBI
KJUEHTCKOU ayTeHTU(PUKALUU

[To ymonuanuto, ucnosb3oBanue auth-user-pass-verify unu mpoBepsitoiiero JOrMHb ¥ MapOJIH
MJardiHa Ha cepBepe BKJIOUUT NBOHHYIO ayTeHTH(HUKaALHUI, Tpebys, 4ToObl AJS ayTeHTHU(PHUKALUU
KJHeHTa OBbIIM yCNELIHBl U ayTeHTH(UKALHUA Ha KJHEHTCKOM CepTH(HUKaTe, U JOTHMH-NAPOJIbHAs
ayTeHTU(UKAL KA.

XOTSl ¢ TOUKH 3peHHUs1 6e30MacHOCTH 3TO He PEeKOMEHAYEeTCsl, BO3MOXKHO OTKJIOUHUTb HCIOJb30-
BaHHE KJHEHTCKHUX CePTU(PHUKATOB U OCTABUTb TOJBKO ayTEeHTHU(HKALHMIO MO JOTHHY W mapoJio. Ha
cepsepe:
client-cert-not-required

Takue KoHpUrypaunu 0ObIYHO OOJKHBI UMETb CTPOKY:
username-as-common-name

Kortopasi BeqiUT cepBepy HCMOJB30BaTh JIOTHH A/ LeJed UHAEKCAlUH, KaK OH MCII0Jb30Bas Obl
none Common Name /s KineHTa, ayTeHTH(OUIHUPOBABILETrOCS Ha KJIUEHTCKOM CepTH(HKATE.

O6paTute BHUMaHHe, 4TO CTpoKa client-cert-not-required He ycTpaHsieT He0OXOAMMOCTb B cep-
BEpHOM CepTHU(HKATe, TAaK UTO KJIHMEHT, COeIMHSIOIIMICS C CepBEepOM, KOTOPBIH Hcmosbayet client-
cert-not-required, MoxeT ynajquTb AUPEKTHBBl cert W key M3 KJIWEHTCKOTO KOH(DUTYpPaLlMOHHOTO
(baiina, HO He OUPEKTHUBY Ca, MOTOM UTO KJHEHTY HeOOXOAMMO NPOBEPUThb CEpBEPHBIN CepTHU(UKAT.

6.4.9 JHo6aBnenne k koHpurypauuu «OpenVPN-TOCT» nByxdakTopHOH ayTeHTH(UKALUU C
MCIMOJIb30BaHHEM TOKEHOB Ha KJIMEHTCKOH CTOpOHE

6.4.9.1 O nByx(akKTOpHOU ayTeHTU(PUKALUU

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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JByxdakropHas ayTeHTHU(HUKALUS — 3TO CINOCOO ayTeHTH(HUKALUH, KOTOPbIH 00beduHseT nBa
3JIeMeHTa: YTO-TO, YTO y BaC €CTh, U 4YTO-TO, YTO Bbl 3HAeETe.

UTo-To, YTO y BaC e€CTb, OJKHO OBITh YCTPOHUCTBOM, KOTOPOE He MOXKeT ObITb MPOAYOJHUPOBAHO;
TakKoe YCTPOHCTBO MOXKeT ObITb KPUNTOTpauyecKUM TOKEHOM, COAEPKAaLIUM 3aKPbITHIH KJ04. DTOT
3aKPBIThIH KJIIOU FeHEPUPYeTCsl BHYTPHU YCTPOHCTBA M HUKOTJA ero He nokuaaet. Eciu nosb3oBateb,
00/1a1al0LIUH 3TUM TOKEHOM, NbITaeTCs MOAKJIOUUTBCS K 3alUIIEHHBIM CEPBUCAM B yIaJeHHOH CeTH,
npoLecc aBTOPU3aLMUH, KOTOPHIA NaeT NOCTYIN K CeTH WJHW OTKa3blBaeT B HEM, MOXKET YCTaHOBHUTb,
C BBICOKOH CTeNeHbI0 YBEPEHHOCTH, UTO MOAKJIOUAKLIMNACA MONb30BaTe b (PU3UUECKH 00/1afaeT U3-
BECTHBIM, CEPTU(PULUPOBAHHBIM TOKEHOM.

Yro-TO, UTO BBl 3HaeTe, MOXKeT ObITh MapoJieM (MHH-KOAOM) IJIsi JOCTYTa K KPUNTOrpauuecKoMy
ycTpocTBy. bes nmpenocraB/ieHHss KOPPEKTHOrO MapoJisl Bbl He MOXKeTe BOCIOJIb30BATbCsl 3aKPBITHIM
Kyao4oM. Ellle ogHa BO3MOXKHOCTb KPUNTOTpauuyecKUX YCTPOHCTB — 3alpeTHUTb HCIOJb30BaHHUE
3aKpPBITOrO KJIIOUA, €CJIM HEKOPPeKTHbIH maposb (MHH-KOA) OblI MpefocTaB/eH GoJiblie, 4eM T03-
BOJIEHHOE KOJIMYeCTBO pa3. IJTO IOBeIeHHE TapaHTHPYyeT, UTO €CJM MOJb30BaTe/b IOTEPS CBOE
YCTPOHCTBO, APYTOH 4YeJ0BEK He CMOXKET ero MCIOJb30BaTh.

Takum o06pa3om, HCMNOJb30BaHHWE TOKEHOB MOBbIIIAET 3ALIUILEHHOCTb BHUPTYaJbHOH CETH, IMO-
CKOJIbKY 3aTpy[HSsIeT MOAKJUEeHHe K Hell HeyNOJHOMOUYEHHOro MoJb30BaTes.

6.4.9.2 Koupurypupoanue «OpenVPN-I'OCT» nas pab6otsl ¢ TokeHamu Rutoken

«Marllpo Kpunrollaker» 3.0 mo3BosisieT XpaHHUTb 3aKPLITBIH KJII0Y HE TOJBKO B (haiije, HO U Ha
ycrpoiicte PyTokeH. CyiiecTByeT 1Ba crioco6a xpaHeHUs Kitouel Ha PyTokeHe: B (halljloBOH cucTeMme
YCTPOHCTBA MJIM B HEH3BJIEKAeMOH MaMsiTH (OTMETHM, UTO BTOPOH BapHaHT NOCTYTEH TOJbKO MAJIS
ycrpoiictB Pytoken DUIT u Pytoken PKI).

Kniou B aiizioBoli cucTeMe yCTpPOHCTBA HOJIKeH ObITb co3naH cpeactBamu camoro «Marll-
po Kpunrollaker» 3.0. [l ncnosb3oBaHHUs TAKOTO KJaoo4a HeoOXomuMmo B (paiise KOH(HUrypauuu
stunnel.conf otpenaktTuposath napametp key caenyuium o6pasom:

key [[ENGINE]]cryptocom:RUTOKEN:ums_xkonmeiinepa

Hma_roumelinepa SBJSIETCS YUCJIOM B JECATHUHON MM LLIECTHAALATEPUYHOH 3aMUCH U JTOJAKHO
COBMNAJATh C UMEHEeM_KOHMmelHepa, UCII0Ab30BAHHBIM MIPU TeHepaLny Kaua.

PyTokeH ¢ K/I0uOM B HeM3BJieKaeMOH NaMSATH OOBIYHO NMPUXOAUT U3 YILOCTOBepsIOLleero LeHTpa.
Takrke MOXKHO CO31aTh TAaKOH KJ/IOY CAMOCTOSITEJ]bHO C MOMOILbIO YTUJANUT U3 KOMIJIEKTa IOCTaBKH
Pyrokena, «Marllpo Kpunrtollaker» 3.0 He npenocraBssieT cpeaCcTB AJsl CO3LAHUSA TAKUX KJ/IOYew.

Hcnonbs3oBanue B «Marllpo Kpunrollaker» 3.0 kstoya B HeH3dBJeKaeMOW MaMSITH BO3MOXKHO
JULIb B KJIUEHTCKOH KOH(UTypalUHH U JIHUILb B CJydae, eCld Ha yCTPOHUCTBO 3aMHCaH TOJIbKO OIUH
Tako# KJou. s aToro Heobxonumo B (padine KoH(UTypauuu Stunnel.conf oTpenrakTUpoBaTh napa-
metp key cienymum o6pasom:

key [[ENGINE]]cryptocom:RTPKCSI11

6.4.9.3 KoudurypupoBanue «OpenVPN-T'OCT» nns pa6otsl ¢ TokeHamu Brlora

«OpenVPN-IT'OCT» MoxKeT HCMOJb30BaTh 3aKPbIThle KJHOUH, 3alHCaHHble B (haioBYyIO CHCTe-
My TOKeHOB Bbrora (mosiKHbEl OBITH IOTOJHHTENBHO YCTAHOBJIEHBI ApaiiBepa ycTpoiictBa). laHHas
BO3MOXKHOCTb P€asi30BaHa TOJIbKO AJis 256-OUTHBIX KJIOYeH.

Jlns vcnonb3oBaHus Kitodell ¢ Betoru napamerp key gatina xoudpurypaunn «OpenVPN-I'OCT»
HY2KHO 3a1aTb CJeNYIOLUIMM 00pa3oM:

key [[ENGINE]]cryptocom:VJUGA.X

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.4.10 MapupyTH3anus Bcero KJHeHTCKOro Tpaduka (Bkiawdas Be6-Tpaduk) uepes VPN

6.4.10.1 Bsenenue

[To ymonuanuto, korna kiaueHT «OpenVPN-IT'OCT» akTuBeH, TOJBKO ceTeBOU Tpaduk Ha cepBep
«OpenVPN-T'OCT» u ¢ Hero Oyzmer npoxonuTb depe3 VPN. O6umu#i mpocMOoTp HHTEpPHET-CAUTOB,
Harnpumep, OyIeT BBHIIIOJHEH yepe3 MpsiMble COeUHEHUs], KOTopble He NpoxoasiT yepe3 VPN.

B HeKoTOpBIX cjydasix 3TO MOBeldeHHE MOXKeT ObITb HeXKeJaTeJbHbIM — Bbl MOXKETe 3aXOTeTh,
uto6bl VPN-K/MeHT TyHHesnupoBaJ/ Becb ceTeBod Tpaduk yepe3 VPN, Bkitouass o6LMH NpocMOTp
UHTepHeT-calToB. X0Ts 3TOT TUN KoHpurypauud VPN 3acTaBUT K/aUeHT paboTaTb MelJieHHee, OH
naet aaMuHuactpatopy VPN 6osblIME KOHTPOJb HaA MOJUTHKAMH 0€30MaCHOCTH, KOTrAa KJHEHT
OJHOBPEMEHHO coefuHeH U ¢ nybandyHoi ceTbto MHTepHeT, u ¢ VPN.

6.4.10.2 Peanusanug

Jlo6aBbTe creyolLIy0 TUPEKTUBY K CepBEPHOMY KOH(HUIypallMOHHOMY (aiy:
push "redirect-gateway defl"

Ecan Bama VPN HacTpoeHa B 0ecrnpoBOAHON ceTH, THe BCe KJHEHThHl M CepBep HAXoOATCH B
OJIHOH W TOMH Ke 6ecrnpoBOAHOH MoiceTH, noctaBbTe (aar local:

push "redirect-gateway local defl"

[lepenaua omuuu redirect-gateway kaueHTam 3actaBUT Becb [P-ceTeBoil Tpaduk, HCXONSALIUH
C KJIMEHTCKHUX MalluH, npoxoauTb depe3 cepBep «OpenVPN-TOCT» CepBep HykKHO OyneT Kak-TO
CKOH(UTYpHPOBaTh, YTOOBl OH MOT paboTaTh C 3TUM TPa(PUKOM, HAIPUMep, COEAUHUTb €ro C CeTblo
Hurepuer yepes NAT usiu mapupytusupoBats yepe3 HTTP-npokcu cepsepa.

B Linux Bbl MOXeTe BOCIIOJNb30BAThCSI BOT TAKOH KOMAHIOM, YTOOLI IMOAKJIOUUTH KJIUEHTCKUHI
Tpaduk K cetu MHTepHet uepes NAT:

iptables -t nat -A POSTROUTING -s 10.9.1.0/24 -o eth0 -j MASQUERADE

dta KomaHpaa npenmnosaraet, uto noacetb VPN — 10.9.1.0/24 (B3sitass M3 OUPEKTHUBBLI server
B cepBepHoil KoH(purypauuu «OpenVPN-I'OCT»), u uto jokanbHbIH HHTepdeic cetu Ethernet —
ethO.

Korna ucnone3yercs redirect-gateway, kauentsl «OpenVPN-I'OCT» G6ynyT mMapuipyTH3UpoBaTh
sanpockl DNS uepes VPN, u cepepy VPN HyxHO Oymet ux oOpabaTeiBaTb. DTO MOXKET ObITb
INOCTUTHYTO Nepenaueil agpeca cepBepa DNS nopksodarommmcs KJaMeHTaM, KOTOPbIH 3aMeCTUT KX
o6bluHble HacTpolku cepBepa DNS Ha Bpewms, noka VPN axkrusna. Hanpuwmep:

push "dhcp-option DNS 10.9.1.1"
CKOH(UTYpUpyeT KaueHTb Windows (MJH IpPyrux ornepalvoHHbIX CUCTEM C HEKOTOPBIMH JIO-

MOJIHUTEJIbHBIMUA CKpHUNTaMH) Hcnoab3oBath 10.9.1.1 B kayectBe ux DNS-cepsepa. Jlo6o# anpec,
KOTOPBIH BUIEH C KJHEHTOB, MOXKeT ObITb MCIOJIb30BaH Kak aapec cepepa DNS.

6.4.10.3 IlpenynpexneHus

[lepenanpaBsienue Bcero ceteBoro Tpaduka uepe3 VPN — He coBcem GecnpoO/eMHOe npenJo-
’KeHHe. BOT HeCKOJIbKO THNHUYHBIX MpoOJeM, KOTopble cjelyeT HMeTb B BUIY:

— Muorue mamuHbl-KaHeHTE «OpenVPN-T'OCT», coenunnstomuecs ¢ Mutepuerom, 6ynyT nepu-
OflMYecKH B3auMogaedcTBoBaTh ¢ cepeepoM DHCP, uto6el 06HOBUTH cBoo apeHay [P-anpecos.
Onuus redirect-gateway MoxeT He faTh KJHeHTY cBsizatbesl ¢ JokanpHbIM DHCPO-cepsepom

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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(motomy uyto coobiienus DHCP 6ynyTt mapuipyrtusupoBatbest uepe3 VPN), uTo 3acTaBUT MX
notepsitb cBoto apeHny [P-anpecos.

— CymecTtByloT npobJsembl, cBsg3aHHble ¢ nepenadeit DNS-anpecos Ha kauentsr Windows.

— IIpocMmoTp MHTepHET-CaUTOB Ha KJHeHTe OyfeT 3aMeTHO MeJJleHHee.

6.4.11 Pa6ora cepepa «OpenVPN-I'OCT» Ha nunamuueckom IP-anpece

B 1o Bpemsi kak knueHTBl «OpenVPN-I'OCT» moryT /ierko mocturaTh cepBepa dyepe3 NTHHAMH-
yeckuil [P-agpec 6e3 kakoro-aubo crneunnanbHOr0O KOH(MUTYPHUPOBAHMS, BO3HHMKAIOT ONpefieseHHble
npo6seMbl, Korjga caMm cepsep nMeeT auHamuuyeckuil anpec. Xots «OpenVPN-TOCT» 6e3 npobaem
CIpaBJISieTCsl C CHUTyalueHd Ha JAMHAMHUYECKOM cepBepe, HEOOXOAMMO HEKOTOpOe MONOJHHTEJbHOe
KOH(UTypUpOBaHHUE.

[TepBoifi mar — nmoayuyutb nuHamudecknuii DNS-anpec, KoTopeiii MoXKeT OBITb CKOH(UTYpPHPOBaH
TaK, 4YTOObI «CJIeIOBaTh» 32 CEPBEPOM KaxKAblH pas, Kak MeHsercs [P-anpec cepsepa. CymiecTBytoT
HECKOJIbKO NOCTYMHBIX MpoBakaepoB AnHamudeckux DNS-yeayr, Hanpumep, dyndns.org.

C/enyiolUi mar — HaCTPOUTb MeXaHU3M, 4ToObl KaxKAbli pas, Koraa [P-anpec cepsepa MeHsi-
etrcsl, uMsa nruHaMmudeckoro DNS 6blcTpo mosyydaso 6b1 HoBbIH [P-anpec, mo3Bosisisi KiaveHTaM HaWUTH
cepBep 1o ero HoBoMy I[P-angpecy. EcTb 1Ba 0CHOBHBIX criocoba 3TO cleJaTh:

— Hcnonb3oBatb o6opynoBanue mapuipytusatopa NAT ¢ nonnepxkoii nuHamuueckoro DNS (Ha-
npumep, Linksys BEFSR41). BosnblMHCTBO HETOPOTHX U MIMPOKOAOCTYIHBIX MapllpyTH3aTo-
poB NAT o6sanaroT BO3MOXKHOCTbIO OOHOBJATh AWHamMudyeckoe uMsi DNS kaxknwi#i pas, kKak
HoBasi apenna DHCP noayuena ¢ ISP. Dta HacTpoiika uneasnbHa, Korna cepBep «OpenVPN-
[OCT» siBaisieTcs KOMIIBIOTEPOM C OTHUM CETEBBIM aJarTepoM BHYTPH OpaHaMay’pa.

— Hcnosb3oBaTh NIHUHaMUuyecKoe NPUJIOKEHHE DNS-kmuenra, Hanpumep, ddclient
(http://sourceforge.net/apps/trac/ddclient) nas o6HoBaeHuss muHamuueckoro DNS-ampeca,
KaK ToJbKO momeHsieTcs IP-ampec cepBepa. dTa HacTpoiika ujaeasbHa, Korga MalldHa, Ha
kotopoil paboraetr «OpenVPN-TOCT», nmMeeT HecKOJbKO CeTeBHIX afamnTepoB WU paboTaer
Kak OpaHamaysp/redT. UToObl peanu3oBaTh 3Ty HACTPOHKY, BaM HEOOXOAHUMO HACTPOHUTb
CKPHIIT, KOTOPBIH OYAeT BBHIMOJHSATLCS BalIUM MporpaMMHbIM mnpuioxennem DHCP-knuenrta
Ka>KJbli pa3, KaK MPOUCXOAUT cMeHa [P-anpeca. dtot ckpunt noskeH a) BeinosHATh ddclient,
uyToOBl YBENOMHTb Ball mNpoBaimep nuHamudyeckoro DNS o Bamem HoBoM IP-anmpece u 6)
nepesanyckatb cepBepHblil 1eMoH «OpenVPN-I'OCT».

Knuent «OpenVPN-TOCT» no ymosuaHuio mouyBCcTByeT, Korna cmenutcs [P-ampec cepsepa,
ec/M KJIHeHTCKass KOH(UI'ypalusi UCIOAb3yeT OUPEKTHBY remote, KOTOpasi COOTHOCUTCS C UMeHEeM
nuHamudeckoro DNS. O6biunas uenb co6uiTuil TakoBa: a) kaneHTy «OpenVPN-I'OCT» ne ynaercs
MOJIy4YHUTh CBOEBPEMEHHBIe MO epKHUBatolIe coobuienus co craporo IP-anpeca cepsepa, uto 3anyc-
KaeT repes3arpysky, U 0) mepesarpys3ka 3actaBJjseT nepecmorpetb uMs DNS B mupekTuBe remote,
103BOJISIST KJIHEHTY MepernoiKJ/II0UUThCs K cepBepy 1o ero HoBoMmy IP-ampecy.

6.4.12 Tlonkaouenue K cepBepy «OpenVPN-I'OCT» uepes HTTP-npokcu

«OpenVPN-T'OCT» nonnepxuaer coenunenusi yepe3 HTTP-npokcu, co cnenyomumu Moaes-
MU ayTeHTH(HUKALMHU:

— Het ayrentudrkaunuu Ha npoxcu
— Basic ayTeHTH(HKaLUs Ha NPOKCH
— NTLM ayreHTH(UKaLUs Ha NPOKCH

Jlo6aBbTe nupekTHBY http-proxy B KJIHEHTCKHH KOH(PUTYpPALHOHHBIH (DakI.
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Hanpuwmep, npennosoxum, yto y Bac HTTP-npokcu cepBep Ha KJHMEHTCKOH JIOKaJbHOW CETH
Ha 192.168.4.1, kotopeiii caymaer coenvHeHusi Ha nopty 1080. {o6aBbTe cienyIIyl0 CTPOKY K
KJUEHTCKOW KOH(UTYyPaALUHU:

http-proxy 192.168.4.1 1080

[Ipennonoxum, uto HTTP-npokcu tpebyet ayteHTHU(rKauuu Basic:
http-proxy 192.168.4.1 1080 stdin basic

[Ipennonoxum, yro HTTP-npokcu Tpebyer aytentudukauuun NTLM:
http-proxy 192.168.4.1 1080 stdin ntlm

JBa BbllLlenpHBeNeHHBIX ayTeHTU(PUKALUUOHHBIX NpuMepa 3actaBsaT «OpenVPN-I'OCT» 3zamnpo-
CUTb JIOTHH W NapoJib CO CTAHAAPTHOIO BBOAA. Ec/M BBl BMECTO 3TOro NpearnoyuTaeTe MOMeCTHUTb
JIOTHH W MapoJib B ¢aiis, 3ameHnuTe stdin umeHem (aisa U MOMECTHTE JIOTHH B TIEPBYIO CTPOKY ITOTO
(haiisia, a maposb BO BTOPYIO.

6.4.13 CoennHeHHe ¢ COBMECTHO HCIOJb3yeMbIM pecypcoM Samba yepe3 «OpenVPN-I'OCT»

ITOT MpUMep TNpenHa3HAUeH [Js1 TOTO, YTOOBI MOKa3aTh, Kak KaueHTh «OpenVPN-IT'OCT» moryT
COEIUHSATBCS C COBMECTHO HCIIOJb3yeMbIM pecypcoM Samba depe3 MapuIpyTU3HPOBAHHBIH TyHHEJb
dev tun. Ecau Bel ucnonbsyere «OpenVPN-IT'OCT» Tuna «moct» (dev tap), BaM, BeposiTHO, He
HY>KHO CJIefIoBaTb 3TUM MHCTPYKUHAM, NOCKOJbKY KJaHeHTh «OpenVPN-I'OCT» no/KHbl BUAETDH
MalllMHbl CEPBEPHOH CTOPOHBI B CBOEM CETEBOM OKpPYKEHHH.

Jlnst 3TOTO MpUMepa MPearoJoKUM, YTO:

CepBepHasi JioKaJbHasi ceTh HcnoJbayeT noacets 10.66.0.0/24,

Huanason I[P-anpecoB VPN wucnoabsyer 10.8.0.0/24 (kak ykazaHO B NHUPEKTHBE Server B
cepBepHOM KoHpurypanuonHom aiise «OpenVPN-IOCT».)

CepBep Samba umeer [P-anpec 10.66.0.4 u

CepBep Samba y»xe Obll CKOH(UTYPUPOBAH M NOCTYTEH U3 MECTHOU JIOKaJbHOU CETH.

Ecnu cepBepnl Samba u «OpenVPN-I'OCT» pa6oTaoT Ha pa3juuHBIX MallMHAX, YAOCTOBEpb-
TeCb, YTO Bbl BHINIOJIHUJN yKa3aHusl pasfena «Pacuupenue obnactu neiicteuss VPN ¢ BkJ/loYeHHeM
LIOTIOJIHUTEJ/IbHBIX MAllUH B KJIHEHTCKYIO U/ CEPBEPHYIO MOACETH.

Jlanee oTpenakTupyiTe KOH(DUTypalMoHHbIH (hailn cepBepa Samba (smb.conf). ¥noctoBepbrecs,
gyto aupektuBa hosts allow mosBosut kauentam «OpenVPN-TOCT», nmpuxonsiium H3 MOACETH
10.9.1.0/24, ycranaBnuBaTh coenuHenue. Hanpumep:

hosts allow = 10.66.0.0/24 10.9.1.0/24 127.0.0.1

Ecnu cepBepsl Samba n «OpenVPN-TOCT» pa6oTatoT Ha ogHO# 1 TOM Ke MallWHE, Bbl, BO3MOX-
HO, 3aXOTHUTE OTPeNaKTHPOBaTh AUPEKTHBY interfaces B ¢aise smb.conf Tak, 4To6BI TakXKe caymarthb
Ha nozacetu 10.9.1.0/24 untepdeiica TUN:

interfaces = 10.66.0.0/24 10.9.1.0/24

Ecau cepepnl Samba u «OpenVPN-T'OCT» pa6oTaroT Ha OfHOH U TOH >Ke MallWHe, MOAKJIHYH-
Tech ¢ kaveHTa «OpenVPN-I'OCT» kK coBMECTHO HCIOb3yeMOMY pecypcy Samba ¢ UCrob30BaHUEM
MMEeHH KaTaJiora:

\\10.9.1.1\\sharename

Ecnu cepBepnl Samba u «OpenVPN-I'OCT» pa6oraioT Ha pa3HbIX MalIMHAX, UCIOIb3YHUTE UMS
KaraJjora:

\\10.66.0.4\sharename
Hanpuwmep, 13 okHa KOMaHIHOH CTPOKH:
net use z: \\10.66.0.4\sharename /USER:myusername
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6.4.14 Peanuzauusi KoHQUrypauuu 6asaHCHPOBKH HArpy3KH/BOCCTAHOBJIEHHS Tocye cHos

6.4.14.1 Kauenr

Knuenrtckas konpurypauus «OpenVPN-I'OCT» moxeT yKasbiBaTb Ha HECKOJbKO CEPBEPOB IS
6a/aHCUPOBKHK HAarpy3KH M BOCCTAHOBJIEHHUS MocJje oTKaza. Hampuwmep:

remote serverl.mydomain
remote server2.mydomain
remote server3.mydomain

npukaxet kaueHTy «OpenVPN-I'OCT» neitaTbesi ycTaHaBAUMBATh COelMHEHHE C serverl, server2
1 serverd B 3ToM mnopsiike. Ecau cyuiecTByiolee coenuHeHue pasopBaHo, kaueHT OpenVPN mo-
MBITAEeTCS BOCCTAHOBUTH COEIMHEHHE C TOCJEIHUM CEpBEPOM, C KOTOPBIM COeIHHeHHe OBIIO0 yCTa-
HOBJIEHO, @ €CJIM 3TO He YHacCTCs, TMepelaeT Ha CJAeAYIOUIMH cepBep B CHHUCKe. Bbl Takxke MoxeTe
ykaszatb kaueHTy «OpenVPN-I'OCT» pannomusoBaTh CBOH CIHCOK CepBEPOB NPH 3arpyske, YTOObI
KJIMEHTCKasl Harpyska Obllla BepOSITHOCTHO paclpefiesieHa M0 AUana3oHy CepBepOB.

remote—-random

Ecnn Bbl Takxke XoTuTe, 4ToObl Heynauu paspeienuss DNS 3acraBnasin kaueHt «OpenVPN-
[OCT» nepexonuTb Ha CJAEAYIOIMIUHA CepBep B CMUCKe, N00aBbTe CJAEAYIOIIEE:

resolv-retry 60

[Tapametp 60 Benut knueHty «OpenVPN-I'OCT» nbiTaThcst paspelinTb Kaxkjaoe yaajleHHOe UM
DNS B Teuenue 60 cexyHn, npexje yeM MepexoqUTb Ha CJeNyIOLIMH cepBep B CIIHCKe.

CHHUCOK cepBepOB MOXKET TaK»Ke YKa3blBaTh Ha HECKOJbKO cepBepHbIX neMoHOB «OpenVPN-
[OCT», paborawmux Ha ONHOW W TOH Ke MallliHe, KaXKIbli M3 KOTOPBIX CJyIIaeT COelHHEHHUs Ha
COOCTBEHHOM IOPTY, HalpUMep:

remote smp-serverl.mydomain 8000
remote smp-serverl.mydomain 8001
remote smp-server2.mydomain 8000
remote smp-server2.mydomain 8001

6.4.14.2 Cnucok cepepos

Ecsu Bamu cepBepa — MHOrONpPOLECCOPHblE MAalIMHbI, 3aMycK HecKoJbKHX AeMoHOB «OpenVPN-

[OCT» Ha KaxXKIOM cepBepe MOXKET UMeThb IMPEUMYILIeCTBA C TOUKH 3PEHHUS CKOPOCTH BBIIIOJHEHHUS.
«OpenVPN-T'OCT» Takke momiep»KHMBaeT AMPEKTHBY remote, ykaswiBaiomyto Ha umsi DNS,

KOTOpOoe 00/1afiaeT HECKOJIbKHUMH 3aNUCAMH A B 30HHOH KOH(UTIypaLUuH AJs noMeHa. B aToMm ciyuae

kaueHT «OpenVPN-I'OCT» 6yzner cayualiHbiM 06pa3oM BeIOUPATh ONHY M3 3amuced A KaxKIbli pas,

KakK JOMeH paspellaeTcs.

6.4.14.3 Cepsep

CaMmbléi IPOCTOH mMoaxon K KOoH(Urypauuu 6ajaHCHUPOBKH Harpy3KW M BOCCTAHOBJIEHHS MOCJIe
0TKa3a Ha cepBepe — HCI0J1b30BaTh SKBHBAJEHTHbIe KOH(UTYypaLlMOHHbIE (haiiibl HAa KaXKI0M cepBepe
B KJIacTepe, 33 UCKJIOYEeHHUEM HCIOJNb30BaHUS Pa3/IMUHbIX NHANa30HOB BUPTyanbHbiX [P-anpecos ass
Kaxxaoro cepepa. Hanpumep:

serverl

server 10.8.0.0 255.255.255.0
server2
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server 10.8.1.0 255.255.255.0
server3
server 10.8.2.0 255.255.255.0

6.4.15 Koudurypuposanue padots mo [Pv6

«OpenVPN-T'OCT» moxeT KakK cO37aBaTh 3alllUleHHOe COeqUHeHHe, Ucroab3ysi [Pvb B kaue-
CTBe TPAHCIOPTA, TaK U nepenaBath [Pv6-Tpapuk BHYTPH 3aLIUILEHHOTO COEIUHEHHUS.

Jns Toro, 4To6bl co3MaTh 3alIMIIEeHHOEe coenrHeHHe NoBepx [Pv6, HyXKHO 3aMeHHUTb MmapameTp
proto tcp Ha proto tcp6. Ilpu 3TOoM Ha cTOpoHe KJ/MeHTa ajpec cepBepa MOXKHO YKa3blBaTh Kak B
[Pv6-dpopmare, Tak u (mpu Haauuuu padoratoiero DNSv6-cepepa) B hopmate TOMEHHOTO UMEHH.

Hnst Toro, yTo6Bl BKAWOYUTH Nepenady [Pv6 BHYTpH 3allMIIEHHOTO COeMHEHHs, HY>KHO yKa3aTh
cepBepy napametp server-ipv6. O6patrte BHUMaHHe, UTO MapaMeTp server, 3afaioiini aapec IPv4,
TOXe JI0JIKEH MPUCYTCTBOBATh, T.e. pure IPv6 VPN co3nath HeBO3MOxKHO.

6.4.16 KoudurypupoBanue «OpenVPN-I'OCT» pnas aBTOMaTH4eCKOro 3amycka TpPH CTapTe
CUCTEMBI

HenocraTtok crtanmaptroB B 3TOH 06sacTU 03HA4yaeT, YTO OOJIBLUIMHCTBO OMEPALMOHHBIX CUCTEM
vMeeT COOCTBEHHBIH CrOCOO KOH(PHUTYPUPOBAHHS NE€MOHOB/CEPBUCOB [JIsi 3allycKa MPH 3amycKe CH-
creMbl. JIydini cnoco6 noayduTh 3Ty (HYHKIMOHAIBHOCTb CKOH(DUTYPUPOBAHHON 110 YMOJUAHUIO —
yctanoBUTh «OpenVPN-I'OCT» kak makeT ujn BOCMOJb30BABIIKCh HHCTALAsiTopoM Windows.

6.4.16.1 Linux

Eciau Bl ycranaBiuBaete «OpenVPN-I'OCT» Ha Linux u3 nakera, B /etc/init.d 6ymet ycraHoB-
JIEH CKDHIIT 3amycka openvpn-gost. ABTOMaTH4eCKHUH 3aMyCK 3TOTO CKPHUIITA TPU CTAPTe CHUCTEMBI
HacTpauBaeTCsl MyTEM CO3[aHHsI CUMBOJHUACKHUX CCHLIOK Ha HEro B COOTBETCTBYIOIIMX KaTtasorax,
JeTajy pasaHyaloTCs [Jsi PasHbIX TUCTPUOYTHBOB Linux, oOpaTHTeCch K JOKYMEHTAllUH Ha HCIOJb-
3yeMblil IUCTPUOYTHB.

6.4.16.2 Windows

Hucrannstop Windows ycTaHOBUT CepBHCHYI 000JIOUKY, HO OCTABHUT €€ OTKJIOUYEHHOH M0 yMOJI-
yanuto. Urobsl akTuBHpoBaTh ee, uaute B Control Panel / Administrative Tools / Services, BbiGe-
pute cepsuc OpenVPN, 1menkHute npaBod KiaaBulled Ha cBoicTBax M ycTaHoBuTe Startup Type
B Automatic. 910 cKOH(pUTrypHUpyeT cepBUC I/ aBTOMAaTHUECKOro CTapTa NpU CJeldylollel mnepesa-
rpy3Ke.

[Ipu 3amycke cepBucHasi o6osouka «OpenVPN-I'OCT» mnpockanupyer katasor C:\Program
Files\Cryptocom\OpenVPN-GOST\config B nouckax KoHPUTIypaLHOHHBIX (akIoB .ovpN, HAYMHAS
otnenbHblil npouecc «OpenVPN-TOCT» nna xkaxngoro gaiaa.

6.4.17 3anyck VPN u TecT Ha Haua/lbHYIO MOAKJIOUAEMOCTb

6.4.17.1 3amnyck cepBepa

ChHauana y6enutech, uto cepep «OpenVPN-I'OCT» 6yzner nocTyneH U3 UHTepHETa. DTO 3HAYMT:
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— OtkpbiTb TCP-nopt 1194 Ha G6panamayape (uau m6oi apyroit TCP-mopT, KOTOPBIH BBl CKOH-
(bUryprpoBaIH) UM

— YcTaHOBHUTH MpaBuso (popBapauHTa mopta, utobel mpoussecT (opeapauur TCP-mopta 1194 ¢
6pannmMayspa/reiitTa Ha MaluHy, rae padoraet cepBep «OpenVPN-TOCT».

Hanee, y6enutech, uto untepdeiic TUN/TAP He 3a GpaHamayspom.

Yrobbl yNPOCTUTH IMOWUCK OLIHMOOK, Jiydllle cHauaja 3anycTutb cepBep «OpenVPN-IT'OCT» u3
KOMaH/IHOH CTPOKH (MJIM IIeNKHYThb NMPaBod KjaaBuiledl o ¢auay .ovpn B Windows), a He 3amycKaTtb
ee Kak JIEMOH WJIM CepPBHUC:

openvpn [server config file]

HopmanbHoe Hayaso paGoThl cepBepa AOJIKHO BBITJISAETb NPUMEPHO Tak (BBIBOL MOXKeT ObITh
pa3HbIM Ha Pa3HBIX OMepPallMOHHBIX CHCTEMaX):

Mon Jan 16 15:19:08 2017 OpenVPN 2.3.13 i686-pc-linux—-gnu [SSL (OpenSSL) ]
[EPOLL] [MH] [IPv6] built on Jan 16 2017

Mon Jan 16 15:19:08 2017 library versions: CryptoPack 3.0 OpenSSL 1.0.2j
Mon Jan 16 15:19:08 2017 Initializing OpenSSL support for engine ’'gost’
Mon Jan 16 15:19:08 2017 WARNING: file ’'server.key’ is group

or others accessible

Mon Jan 16 15:19:08 2017 TUN/TAP device tapO opened

Mon Jan 16 15:19:08 2017 do_ifconfig, tt->ipv6=0,

tt->did ifconfig ipv6_ setup=0

Mon Jan 16 15:19:08 2017 /sbin/ifconfig tap0 10.9.1.1

netmask 255.255.255.0 mtu 1500 broadcast 10.9.1.255

Mon Jan 16 15:19:08 2017 Listening for incoming TCP connection on [undef]
Mon Jan 16 15:19:08 2017 TCPv4_SERVER 1link local (bound): [undef]

Mon Jan 16 15:19:08 2017 TCPv4_SERVER link remote: [undef]

Mon Jan 16 15:19:08 2017 Initialization Sequence Completed

Mon Jan 16 15:19:12 2017 /sbin/ifconfig tap0 0.0.0.0

Mon Jan 16 15:19:12 2017 SIGINT[hard,] received, process exiting

6.4.17.2 3anyck KJaueHTa

Kak 1 B ciyuae cepBepHOH KOH(uUrypauuw, Jjyudiie 3anycTutb KiaueHT «OpenVPN-TOCT» us
KOMaHAHOU cTpokH (uau B Windows IieJKHYTh NMpaBod KJaBHIleid Mbiy o daiay client.ovpn), a
He 3aMycKaTb ee KaK IeMOH WUJIH CepBUC:

openvpn [client config file]
HopmanbHoe Havyano paboTel KaueHTa Ha Windows OyzeT moxoxke Ha cepBepHBIH BBIBOJ, NpHBe-
JIeHHBIU BBILIE, U NOJKEH 3aKOHUMThbCsl coobuieHueM Initialization Sequence Completed.

Tenepp nonpoby#iTe oTnpaBuTh curHasa ping udepes VPN oT kauenta. Ecau Bbl ucnosb3yere
MapuipyTusauuio (T.e. dev tun B cepBepHOM KOH(HUTYpPALHOHHOM (aiisie), monpodyirTe:

ping 10.9.1.0
Ecsu Bbl ucnonbdyere VPN tuna «moct» (T.e. dev tap B cepBepHOM KOH(HUTYypallMOHHOM (haiise),

MOMbITAUTECh OTNPABUTh CUrHaJg ping Ha [P-agpec maumHbel Ha nopcetH cepBepHOU ceTu Ethernet.
Ecsy curHan mpoxomut ycmelHo, nosapasJisieM! ¥V Bac Tenepp nefictBytomasi VPN.
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6.4.17.3 Tlouck omunbox

Ecnu curnan ping He mpomen unn uHuuuanusauns kaveHta «OpenVPN-I'OCT» ne 3akoHuu-
JIaCb, BOT CMUCOK OOBIYHBIX CUMIITOMOB U HX pelIeHUH:

1. Ber mosnyuaere curnan own6ku: TLS Error: TLS key negotiation failed to occur within 60

seconds (check your network connectivity). Dta ommn6ka ykaseiBaeT, UTO KJIHEHT He CyMeJl
YCTAaHOBUTb CETEBYIO CBSI3b C CEPBEPOM.
Peluenus:

— Yb6enutech, YTO KJHEHT HCIOJIb3yeT KOppeKTHbIH hostname/IP-anpec u Homep mopTa,
KOTOPBIH M03BOJIUT eMy coefirHUTbCS ¢ cepBepoM «OpenVPN-TOCT».

— Ecau mamnna cepeepa «OpenVPN-TOCT» sB/sieTcss KOMIBIOTEPOM C OZHUM CETEBBIM
ajantepoM BHYTpu samuiieHHoH LAN, y6enurech, 4TO Bbl MOJb3yeTeCh KOPPEKTHBIM
npaBUJOM (popBapAMHra nopra Ha OpaHaMaydp cepBepa. Hampuwmep, mpeamnosoxum, uto
Bai cepBep «OpenVPN-I'OCT» naxonutcs Ha 192.168.4.4 BHyTpu 6panamayapa, cayiias
knueHTckue nonkmaoueHuss Ha TCP-mopty 1194. Teiit NAT, o6caykuBatoiui noacetb
192.168.4.x noJskKeH UMeTb MpaBUJ/0 (POpPBapAUHTa MOPTa, KOTOPOE TOBOPUT «Iepeaipeco-
Bath TCP-mopt 1194 ¢ moero my6auunoro [P-anpeca Ha 192.168.4.4.»

— OrkpotiTe 6paHIMaysp cepBepa, YTOOBl pa3pellinTh Bxopasiiiue coennHenuss Ha TCP-mopt
1194 (unu 6ot TCP-nopT, KOTOPBIE BB CKOH(MUTYPUPOBAJIH B CEpBEPHOM KOH(HUTYpa-
[IUOHHOM (haiiie).

2. Bwel mosyuaete coobuienne 06 omunbke: Initialization Sequence Completed with errors — 3ta

omu6Ka MoxKeT Mpor3oiTH Ha Windows, ec/ii a) y Bac HeT 3alylleHHOr0 JOCTYITHOTO CepBUCa
DHCP wunu 6) Bbl Hcnosib3yeTe nepcoHa bHbIH 6paHaMayap, otandHbid or Windows Defender.
Pewenue: sanyctute cepep a/s kaueHnta DHCP, ecau npo6iema Bbi3BaHa OpaHaMay3poM,
obpaTuTech 3a KOHCYyJbTallMed K ero Npou3BOIUTEIO.

. Bel mosnyuaere coobuienue Initialization Sequence Completed, Ho curnan ping He mpoxomuT
— 3TO 0OBIUHO CBSI3aHO C MOJUTHUKOH HACTPOHKHU OpaHAMayspa Ha CepBEPHOH UJM KJHEHTCKON
CTOpOHE.

Pellenue: paspelinrte NOCBIIKY 3X0-OTBETOB 4epe3 paclUMpeHHble HACTPOHMKH OpaHamayspa
uau o0baBUTe ceTb VPN uyacTHO! U BbIK/IIOUMTE OpaHAMay3p [Jis YaCTHBIX CeTeH.

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue




KpunTo CENY.00009-04 32 09 34

7 Hcnoap3oBaHue

7.1 3anyck Ha OC cemetictBa Windows

[Tocne Toro, kak Bbl BeimosHUTe ycTaHOBKY, «OpenVPN-I'OCT» roroBa K HCHIOJIb30BAHHUIO H
accolMrpoBaHa ¢ (paksaMy ¢ paciiMpeHHeM .ovVpn.
YUrobel 3anyctuth «OpenVPN-I'OCT», Bbl MoxkeTe:

— IllenknyTh mpaBo# KJaaBulledl Ha KoHpurypauuonHom daisie «OpenVPN-IT'OCT» (.ovpn) u
BeiOpaTh Start OpenVPN ¢ stum KoH(urypauuoHHelM (aisom. YToObl BEIATH, MOXKHO BOC-
N0/1b30BaThCs KJaBulled F4.

— 3anyctuth «OpenVPN-I'OCT» us komanaHoi ctpoku Windows Takodl KOMaHIOH, KakK:

openvpn [config file]

3anyueHHyo U3 okHa KoMaHIHOH cTpoku «OpenVPN-IT'OCT» MOXHO OTKJIIOUNTD KJ/aBHLIeH
F4.

— 3anyctuth «OpenVPN-I'OCT» kak cepBuc, NOMECTUB OAMH U/ 00Jblie KOH(UTYPALHOHHBIX
¢ainoB .ovpn B Katasor C:\Program Files\Cryptocom\OpenVPN-GOST\config u 3anyctus
cepsuc «OpenVPN-TOCT», koTopbi#i MoxkeT ynpaasTbesi U3 Start Menu -> Control Panel
-> Administrative Tools -> Services.

7.2 3anyck Ha OC, He BXomsuux B cemeicTBo Windows

[Tocse ycranoBku v HacTpoiku «OpenVPN-I'OCT» rotoBa K ucnosb3oBanuio. Ecin «OpenVPN-
[OCT» He Oblia CKOH(HUTYpHUpPOBaHA [JIsi aBTO3aMyCKa MPH CTapTe CHUCTEMBI, MOXHO 3aMyCTHTb
«OpenVPN-T'OCT» 13 KOMaHIHOH CTPOKH:

openvpn [config file]

7.3 Ynpapjenue 3anyiieHHbIM npoiieccoM «OpenVPN-I'OCT»
7.3.1 Pa6ora Ha Linux/BSD/Unix

«OpenVPN-T'OCT» npuHMMaeT HECKOJbKO CHUT'HAJIOB:

SIGUSR1 — ycJ/oBHBIH mepesamnyck, NpelHa3HAaueHHBIH /s Mepe3anycka 06e3 MPUBUJETHN
CyIepIoJsib30oBaTe s

SIGHUP — xecTkuii nepesamnyck

SIGUSR2 — craTtucTHKa UCXOASLLEr0 COeJMHeHH sl B (halJ XKypHasia UM CUCTEMHBIH XKypHaJl
SIGTERM, SIGINT — Brixon

Hcnonbayiite nupektuBy writepid, uto6el 3anucars PID nemona «OpenVPN-I'OCT» B caii,
uToObl Bbl 3HAJM, Kyda OTMPaBUTh CHUTHaJ (ecJaH BBl 3alycKaeTe openvpn ¢ momollb initscript,
CKPHIT MOXET y»Ke TepelaBaTh NHUPeKTHBY —writepid B KOMaHAHYIO CTPOKY openvpn).

7.3.2 Pabora B Windows B rpaduyeckom nHrepdeiice

Xotsi «OpenVPN-TOCT» moxkeT ObITh 3amylileHa KaK IeMOH, CEPBUC UJIM U3 KOMAHAHOH CTPOKH,
Bo3M0OXXHO ymnpaB/sitb «OpenVPN-I'OCT» yepes rpacduyeckuit uHTepdeiic.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-04 32 09 35

7.3.3 Pabora B okHe KoMaHAHOH cTpoku Windows

B Windows Bbl mMoxete 3anycTutb «OpenVPN-I'OCT», KIMKHYB NpaBo# KJaBHLIeH MBI Ha
KoH(purypaunonHom daiie «OpenVPN-TOCT» (da#in .ovpn) u BeibpaB Start OpenVPN on this
config file.

Ecnn «OpenVPN-TOCT» 3anyiieHna takum o6pa3om, AOCTYIMHBI HECKOJIBKO KJIABUIIHBIX KOMaH/!

F1 — ycnoBHBIl nepe3anyck (He 3akpbiBaeT/nepeoTkpbiBaeT agantep TAP)
F2 — mokasaTb CTaTUCTHKY COeIMHEHHUS

F3 — xecTkuil nepesamyck

F4 — Brixon

7.3.4 Pabora B kauecTBe cepuca Windows

Korna «OpenVPN-I'OCT» 3amyiuieHa B kauectBe cepBuca Ha Windows, ynpaBiasTb el MOXKHO
TOJIbKO:

— Uepes menemxep ynpaJgenusi ceppucamu (Control Panel / Administrative Tools / Services),
KOTOPBIH aeT BO3MOXKHOCTb 3alyCKaTh U BBIK/JIIOYATh CEPBHUC;

7.3.5 Mopudukaius KoHQUIypallK 3aMyIeHHOTO cepBepa

XoTa OOJBIIMHCTBO HM3MeHeHWH KOH(UTypauuu TpeOyIOT Mepe3anycka cepBepa, eCTb ABe JU-
PEeKTHUBBI, CBSI3aHHble C (paljaMH, KOTOpble MOTYT OBbITh AHMHAMHUYECKHU M3MeHeHbl B XOie paboThl, U
KOTOpble HeMeJJIeHHO MOBJIUSIIOT Ha cepBep 0e3 He0OXOAUMOCTH Nepe3anyckaTb Mpolecc.

client-config-dir — sta nupekTHBa ycTaHaB/IMBAET KaTaJOr KJAMEHTCKOH KOH(DUTYpaLHH, KOTOPYIO
«OpenVPN-T'OCT» 6yner ckaHWpoBaTb MPU KaxKIOM BXOASILIEM COeAUHEHWHU B MOUCKAX KJHEHT-
crielM(UUHOr0 KOH(UTrypalLHoHHOro (aiiia. Paliabl B 3TOM KaTaJjore MOryT ObITb U3MEHEHbI B XOJe
paboTel, 6e3 mepesanycka cepBepa. O6paTuTe BHUMaHHe, YTO U3MEHEHHS B 3TOM KaTaJjore MOBJIH-
SI0T TOJIBKO Ha HOBble COEJIMHEHMs, He Ha CYLIeCTBYIOLIMe cOoefAuHeHUs. Ecau Bbl XoTUTe, UTOOBI
U3MeHeHHe KJUEeHT-CIelU(pUIHOro KOH(PUTYPALUOHHOrO (pai/ia HeMeAJIEHHO MOAECHCTBOBAJO HA yXKe
COeIMHMBLIEroCs KJAWeHTa (MK Ha KJIHEeHTa, KOTOPBIH yKe OTKJ/IOUMJICS, HO CEepBep ellle He YHHUTO-
XKHUJI €ro 9K3eMIIsip), YHHUTOXKbTe SK3eMILIsipP KJHeHTa, BOCIO/JIb30BaBLIMCh HHTep(deHcoM ymnpas-

client-config-dir.

crl-verify — aTa mUpeKkTHBa UMEHYeT CIIHUCOK OT3bIBa CePTU(HUKATOB, ONTUCAHHBIH HHXKE B pasiese
«OT3pIB cepTuUKaTOB». Paiin crucka oT3blBa CePTU(MUKATOB MOXKHO MEHSITb B XOfe paGoThl, H
M3MeHeHUs] HeMeNJIeHHO MOBJHUSIIOT HA HOBble COEIMHEHHs, WU Ha CYIIECTBYHOIIHe COeIMHEHHS,
KOTopble 00HOBJAIOT cBoM KaHaa SSL/TLS (mo ymosuaHuio 3T0 mpoucxoauT pa3 B uac). Eciu Bb
XOTHUTE YHHUYTOXHUThb MONKJ/IOUEHHOrO KJHEeHTa, 4el cepTU(HUKAT TOJbKO YTO HOOABHJM B CIHCOK

7.3.6 daiia craryca

YMomyaTenbHBIH (palia server.conf uMeeT CTPOKy

status openvpn-status.log

KoTopast 6yIeT BbIBOAUTh CIIUCOK TEKYIIMX KJIHEHTCKHX COelMHEeHWH B (aia openvpn-status.log
pas B MHHYTY.
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7.3.7 Wcnonb3oBanue uHTep(detica ynpaBJ/eHUs

Hurepgeiic  ynpasaenus «OpenVPN-I'OCT» nosBossier aAMHHUCTPATUBHO  YIPaBJATb
«OpenVPN-T'OCT» u3 BHewHell nporpammbl uepes TCP-coker.

Hurepdeiic Obln criennanbHo pa3paboTaH AJs pa3paboTUMKOB rpadruyeckoro uHtepdeiica u A
TeX, KTO X0TeJs Obl MPOrpaMMHO HJX ynajeHHO ynpaB/site geMoHoM «OpenVPN-T'OCT».

Wurepdeiic ynpasieHns peann3oBaH C HCMOJb30BaHWEM KJaueHT-cepBepHoro TCP-coennnenus,
rie «OpenVPN-T'OCT» 6yner caywatb Ha npepoctaBiaeHHoMm [P-agpece u mopTy BXoasiuiue ynpas-
JSIIOLMe KJIMEHTCKHUEe COelHHEeHMUs .

[IpoTokon ynpaB/ieHus1 cefiuac TeKCTOBBIM 6e3 CJ0KHOro 3aluTHoro cJjosi. [lo 3Toll npuuunHe pe-
KOMeHZyeTcsl, 4ToObl HHTepdelic ynpaBieHus cayman uiau Ha localhost (127.0.0.1) nau Ha Jokasb-
HoM azapece VPN. Bo3MmoxHO ynaneHHoe coequHeHHe ¢ UHTepdelcoM ynpaBJ/eHHUs MOBEpX CaMoH
VPN, XoTs1 HeKoTopble BO3MOXKHOCTH B 3TOM pexKHUMe OyAyT OrpaHUYEHBl, TaKHe, KaK CIOCOOHOCTb
Pel0CTaBATb MapOJH OT 3aKPBITHIX KJ/I0Yel.

Wurepdeiic ynpasaenus Bkjawodaercss B KoHdurypauuonHom daisne «OpenVPN-TOCT» ¢ nomo-
b0 CJEAYIOLIX AHPEKTHUB:

—-management

—-management-query-passwords

-management-log-cache

Korpa «OpenVPN-I'OCT» 3anyiieHa ¢ MOAKJ/JIIOUEHHBIM CJOeM YIIpaBJeHUs, Bbl MOXKeTe MOf-
KJIIOUMThCS uepe3 telnet Kk mopTy ynpaBsenusi (006si3aTesIbHO HCOJNb3YHTE KJAUEHT telnet, KoTopblii
MIOHUMaET «IPyOBIH» PEXKHM).

[Tonk/MIOYUBILIKCH K TOPTY YIpPaBJeHHs, Bbl MOXETe HCMOoJb30BaTh KOoMaHAy help nsis BeIBoma
CIMCKa BCeX KOMaH/.

7.3.7.1 Komauna echo

DTa KOMaH/a UCTO/b3yeTCs, YTOOb 1aTh BO3MOXKHOCTb MJIH BIIUCATh B KOH(UTYPALIHOHHBIN (ai
«OpenVPN-TI'OCT», unu nepenate Ha KaueHT «OpenVPN-I'OCT» ¢ cepBepa mapameTpsl, Criemu-
(bryHble NJA rpauyeckoro HHTeppdekca.

[Tpumepsl KOMaH/BI:

echo on — BKJOUaeT HOTH(HUKALHKIO COOOLIeHUH echo B peasbHOM BpeMeHH

echo all — BBIBOAMT TeKYLIHMH CIUCOK UCTOPHH echo

echo off — ork/rouaer HoTH(HKaLKIO coobleHUH echo B peasbHOM BpeMeHH

echo on all — aromMHO BKJI0OYaeT HOTH(HKALHWIO B peajbHOM BpPEMEHH, TJIIOC TOKAa3bIBAET BCE
cooOuleHus B Oyhepe UCTOPUU

Hanpumep, mnpenmnosoxum, 4To Bbl paspabaTbiBaeTe rpacpuueckuil uHTepdeiic «OpenVPN-
[OCT» u xorute parb cepepy «OpenVPN-I'OCT» cnoco6HOCTb MPOCUTb HHTepdeic 3a0biTh BCe
COXpaHeHHble MapOoJIH.

B cepBepHom koHpurypaunonHom daiae «OpenVPN-ITOCT» no6asbre:

push "echo forget-passwords"

Korna kanent «OpenVPN-I'OCT» mosyuaet cBoii CIMCOK ITHPEKTHUB C CepBepa, AUPeKTHBA echo
forget-passwords Gyner B cmucKe W 3acTaBUT MHTep(elC ynpaBJeHHs COXpPaHUTh CTPoky forget-
passwords B cBoeM CIHCKe TMapameTpoB echo.

KnueHT ymnpaB/eHHs MOXKeT HCMOJb30BaTh echo all mns BeIBoma MOMHOro cnucka napaMmeTpoB
echo, echo on nns BK/OUEHHUsT HOTU(UKALMY 3TUX APAMETPOB B PeasibHOM BPEMEHH depes Mpedukc
>ECHO:, nnu echo off mnsi otkaoyenns HoTH(HUKAIUK B peasbHOM BPEMEHH.
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Korna rpaduueckust untepdeiic noakawoudaercss K cokery ynpasaeHus «OpenVPN-I'OCT», on
MOXKeT OTaaTh KoMaHay echo all, kotopast macT BbIBOA THMA:
1101519562, forget-passwords

END

[To cytu komanna echo mosBosnsa Ham nepenath napametpsl ¢ cepeepa «OpenVPN-IT'OCT» Ha
KJIMEHT, a 3aTeM Ha KJHMeHT yTmpaBJeHus (Takod Kak rpaduyeckuit uHtepdeiic). bBosbinoe memnoe
YHCJI0O — FOHUKCOBAs farta/BpeMsi, KOTAa Obla moJjydeH mapametp echo.

Ecnn KaueHT yrpaB/eHHsl oTHa/] KoMaHAy echo on, oHa BKJIOUHWT HOTH(UKALMIO MapaMeTpoB
echo B peanbHOM BpemeHHU. B 3TOM cayuae Hae coobuieHue forget-passwords 6yneT uMeTb BBIBOA
THUIA:

>ECHO0:1101519562, forget-passwords

Kak u komanna log, komaHna echo MoXxeT aTOMHO MOKa3blBaTb UCTOPHIO, OIHOBPEMEHHO AKTHU-
BUPYsl OOHOBJIEHUS] B peajbHOM BPEMeHH:
echo on all

Pasmep 6ydepa echo B HacTosiiiee Bpemsi kecTko orpaHuueH 100 coobuieHUsiMU.

7.3.7.2 Komanza exit, quit

3aKpbIBaeT CeaHC YIpaBJeHHS U BOCCTAHABJWBAET CJYLIaHWE COEIMHEHHH OT APYTHX KJHEHTOB
Ha nopty ymnpasJenus. B HacTosiiee BpeMms gemMoH «OpenVPN-I'OCT» moxeT noanepKuBaThb camoe
GoJiblllee ONUH KJIHEHT YIIpaBJeHHs B JI060H MOMEHT BpeMeHH.

7.3.7.3 Komanpna help

BBIBOIUT KpaTKHUH CIIUCOK KOMaH[I.

7.3.7.4 Komanna hold

Komanza hold moxet 6bITb Hcrosb30BaHa A5 MaHUNyAsUUi ¢ (aarom hold unn ocBoboxneHns
«OpenVPN-T'OCT» u3 cocrosinus hold.

Ecau ¢aar hold ycraHoBseH npu mepBoHauasbHOM 3amycke uJu mnepesarpyske, «OpenVPN-
[OCT» GynerT HaxooUTbCs B 3aMeplieM COCTOSIHUM Mepej MHULHUaNU3alHiell TyHHeJs, 0K MHTep-
(efic ynpaBseHus He noaydut komanay hold release.

HupextuBa «OpenVPN-TOCT» -management-hold moxeT 6bITh KcHONb30BaHA, UYTOOBI 3amy-
ctutbh «OpenVPN-IT'OCT» ¢ ycraHoBsieHHBIM siarom hold.

YcranoBka (¢aara hold mocrosiHHa ¥ He OyzeT mepekJ/roueHa Mepe3arpy3kaMu.

«OpenVPN-TOCT» ykaxert, 4To oHa B cocTosiHUH hold, oTnpaBUB HOTH(HKALKIO B peasbHOM
BpPEMEHH KJHMEHTY YIpaBJeHHUs:

>HOLD:Waiting for hold release

[TprMepsl KOMaHMIBL:

hold — mokasatb Tekymui ¢aar hold, O=oTkit04eH, 1=BKJjI0OYeH.

hold on — BkusouuTh Qaar hold, utobsl Gynylre nepe3arpy3ku NMPUBOAUIU B cocTostHHe hold.

hold off — orksounts ¢aar hold, yrobel Gynyiive nepes3arpy3ku He MPHUBOTUJIH B COCTOSTHHE
hold.

hold release — BoifiTH u3 cocrosHus hold u samyctuts «OpenVPN-I'OCT», HO He H3MEHHUThb
TeKyllee coctostHue hiara hold.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-04 32 09 38

7.3.7.5 Komauna kill

B pexume cepBepa YHUUTOXKHUTb KOHKPETHbIH 9K3eMIMJISP KJAHEHTa.

[TpumMepe!r KOMaHABL:

kill Test-Client — yHuuToXHTb 3Kk3eMnnsp kaveHTta ¢ Common Name «Test-Client».

kill 1.2.3.4.4000 — yHHUYTOXXWUTb 3K3eMILISIP KJHEHTa C HMCXOASIIMM aJpecoM U TOPTOM
1.2.3.4.4000.

Hcnoap3yiiTe komaHay «status», 4uToObl MOCMOTPeTb, KaKHe KJIUEHThl MOJKJ/I0YEHbI.

7.3.7.6 Komanga log

[TokaswiBaetr daiia xxypHana «OpenVPN-I'OCT». Uurtepdelicom ynpaBieHHs KIMWHUPYIOTCSA TOJb-
KO TocJeflHMe N CTPoK (paiisia xypHasna, rae n ynpasiasercs «OpenVPN-IOCT» — nupexktupoii
management-log-cache.

[Iprmepsl KOMaHAbL:

log on — BxkutounTh BBEIBOJ, KYpPHAJbHBIX COOOIIEHHH B peajbHOM BPEeMeHH

log all — TlokazaTh Tekylly K3MKUPOBAHHYIO UCTOPHUIO (paksa XKypHaJa

log on all — AtomHO MoKa3aTh BCIO TEKYILYIO K3LIMPOBAHHYIO UCTOPHIO (paiiya KypHasa, TOTOM
BKJIIOUHTB BBIBOJ XKYPHAJ/bHBIX COOOILIEHHUH B peasbHOM BpeMeHH

log off — OTkn0UNTh HOTH(UKALMIO COOOIIEHHH XKypHaa B peajbHOM BpeMeHH

log 20 — nokasare nocaennue 20 cTPOK UCTOPUH (haiaa KypHasa

dopmMaTt HOTUPUKALKK B PeasbHOM BPEMEHH:

Coo0leHns XKypHaa B peajJbHOM BpeMeHH HauuHaioTcs ¢ npedukca >LOG:, 3a KOTOpeIM cile-
LYIOT pasjie/ieHHble 3ansTod MoJs:

1. 1oHHKCOBOe Liesioe nata/BpeMs
2. HOJb WM OoJibllle (JaroB cooOLIeHUH B OLHOH CTpOKe:
[ — undopmaumroHHoe
F — ¢aranbHasa omubka
N — He ¢aranbHas omubdka
W — npenynpexnaeHue
D — otnanka, u
3. TeKCT COOOLIeHHS.

7.3.7.7 Komanpma mute

Mensier napamerp «OpenVPN-I'OCT» —mute. dtoT mapamerp ncnosb3yercs, 4ToObl He BBIBO-
IUTb MOBTOPSIIOLIMECS COOOLIEHHS ONHOH U TOU Ke KaTeropuu COOOLIEHHUH.

[Tpumepsl KOMaH/IHI:

mute 40 — ycraHoBuTh napametp mute B 40

mute — mokasarb TeKyllee 3HayeHHUe mute

7.3.7.8 Komanpna net

(Tonbko mns Windows) [laet akBuBaseHT BbiBoga aAupeKTHBH «OpenVPN-IT'OCT» —show-net.
BoiBoz Bk.tovaeT B3rasig «OpenVPN-I'OCT» Ha crniucOK CUCTEMHBIX CeTeBBIX aJanTepoB U TabauLy
MaplLIpyTH3aLHH, OCHOBaHHBIM Ha MH(popManuH, Bo3BpaileHHo# Windows IP helper API.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-04 32 09 39

7.3.7.9 Komanna password u username

Komanna password ucnosb3yercsi, uto6sl nepenasatb naposu B «OpenVPN-I'OCT».

Ecnn «OpenVPN-T'OCT» 3anyiiena ¢ nupekTuBoil —management-query-passwords, oHa OymeT
3ampalirMBath y UHTepdeica yrnpaBJeHUs MapoJd 3aKPhITBIX KJHO4Yed ¥ mapoJb/noruH —auth-user-
pass.

Korpa «OpenVPN-I'OCT» nHyxnaetcs B mapoJie ¢ uHTepderica ynpaBJ/eHus, OHa BBIBOOUT CO00-
uenre >PASSWORD: B peasnbHOM BpeMeHH.

[Ipumep 1:
>PASSWORD:Need ’'Private Key’ password

«OpenVPN-T'OCT» ykasbiBaeT, 4TO OHa Hy»KJaeTcs B MapoJjie THIA «3aKPhITHIH KJ0U».
KineHT ynpaBieHHs HOJ/KEeH OTBeYaTh Ha 3TOT 3aNpoc Tak:

password "Private Key" foo
[Tpumep 2:
>PASSWORD:Need ’'Auth’ username/password

«OpenVPN-T'OCT» nyxnaercs B mapose —auth-user-pass. KnueHt ynpassenust nosxeH oTBe-
TUTb:
username "Auth" foo
password "Auth" bar

Camu JIOTHH Y NapoJsib MOTYT ObITb B KaBblUKax, U CIHellhajJbHble CUMBOJbI, TaKHEe KaK JIBOHHBIE
KAaBbIUKHU WJIK 00pAaTHBIA CJ3LI, JOJIXKHBI ObITh MOJ eScape-Mnoc/ef0BaTeJbHOCTbIO, HAIPUMED:
password "Private Key" "foo\"bar"

[IpaBusa cocraB/ieHHs escape-NoC/aefOBaTeNbHOCTEH TaKHWe e, Kak [/ KOH(PUTYypPalLlMOHHOTO
WEVHER

Tun coobuiennit PASSWORD B peasibHOM BpeMeHH MOXKET TaK»Ke MCI0JIb30BaThCsl, YTOOB yKa-
3aTb HEKOPPEKTHOCTb MapoJisi UKW HEBBIMOJIHEHHE IPYTUX BHUAOB ayTeHTH(HUKALUH:

[Tpumep 3: maposib 3akpoiToro kiawda HekoppekTeH U «OpenVPN-I'OCT» 3aBepuaet paboty:
>PASSWORD:Verification Failed: ’'Private Key’

[Tpumep 4: smorun/maposnp —auth-user-pass nekoppekteH, U «OpenVPN-I'OCT» 3aBepiaer pa-
6ory:
>PASSWORD:Verification Failed: ’'Auth’

7.3.7.10 Komanpa signal

Komanpna signal moceinaer curnan gemony «OpenVPN-I'OCT». Curnan moxet ObITb OMHHUM H3
SIGHUP, SIGTERM, SIGUSRI unu SIGUSR2.

[Iprmep KoMaHAbL:

signal SIGUSRI1 — noceinaer nemony curtan SIGUSRI

7.3.7.11 Komanna state

[TokaseiBaer Ttekyulee cocrossHue «OpenVPN-TI'OCT», nokaseiBaeT HCTOPHIO COCTOSHUH HJIH
BKJIOUAeT HOTHU(UKALIUIO TIepeMeH COCTOSIHHSI B peajbHOM BpeMEeHH.
CyuiectByioT coctosinusi «OpenVPN-I'OCT»:
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— CONNECTING — wucxonnoe cocrosinue «OpenVPN-I'OCT»

— WAIT — (To/bKO KJIMEHT) XKIeT MepBOro OTBeTa OT CepBepa

— AUTH — (T0o/IbKO KJIMEHT) ayTeHTH(ULHUPYETCS Ha cepBepe

— GET_CONFIG — (To/nbKO KJIHEHT) 3arpyzkaeT KOH(PUT'YpALHOHHBIE OMLHHU C CepBepa.
— ASSIGN_IP — npucBauaetr [P-anpec BUpTyasbHOMY CETEBOMY HHTepP(hEHCY.

— ADD_ROUTES — no6aBsisieT K cucTeMe MaplIpyTH3AIHI0

— CONNECTED — unuIHa u3allMoOHHAs MOC/Ie10BaTENbHOCTD 3aBeplieHa.

— RECONNECTING — npousoina nepesarpyska

— EXITING — B npoliecce aKKypaTHOTO BBIXOJA.

[IprMepbl KOMaH[BI:

state — BriBectn Tekyiee cocrosuue «OpenVPN-TOCT».

state on — BKJIIOUWTE HOTH(PUKALUIO U3MEHEHUH COCTOSIHUS B pPeasibHOM BpPeMeHH
state off — BBIK/IOUNTH HOTH(UKALMIO U3MEHEHHUH COCTOSIHHS B peajbHOM BpeMEHH

state all — BBIBECTH TEKYILYIO UCTOPUIO COCTOSIHHUS
state 3 — BbIBecTH 3 MocjieIHUX Mepexofia COCTOSTHUH
state on all — aToMHO MoOKa3aTh UCTOPHIO COCTOSIHUU U B TO YK€ BPEMSI BKJIOUUTb HOTH(PHUKALHIO

OyAyLIHMX MEepPeXoq0B COCTOSIHUHM B peajlbHOM BpPeMeHH.
dopmat BbIBOJA COCTOUT U3 4 pasjiesieHHBbIX 3aNsThIMH MapaMeTPOB:

1. 1esoe IOHUKCOBOE naTa/BpeMsi

2. HauMeHOBaHHE COCTOSIHHUS

3. ONMIMOHAaJ/bHAs omucaTesbHas cTpoka (ucrnosnb3yercsi B ocHoBHOM mpu RECONNECTING usu
EXITING, uto6bl nmoka3aTbh NMPUUHUHY paspbiBa CBSI3H)

4. onuuoHanbHbld JokasabHbli  [P-ampec  TUN/TAP (nokaseiBaetcs nasi ASSIGN_IP u
CONNECTED).

Coo0l1leHHsI 0 COCTOSIHUSIX B peasibHOM BpeMeHH 6ynyT umerb npeduxc >STATE:.

7.3.7.12 Komaupa status

[lokasbiBaeT Tekylly0 HHPOPMALKIO O CTaTyce IEMOHA, B TOM ke (popmaTe, KAKOH UCMOJb3yeTCsi
nupektuBoil «OpenVPN-I'OCT» —status.

[Iprmepsl KOMaHMbL:

status — mokasaTb MH(pOpPMALUIO O CTAaTyCe, UCHOJb3ysl YMOJM4YaTeJbHYI0 BEepCHI0 opmara cTa-
Tyca.

status 2 — nokasath HH(pOpPMALHMIO O CTAaTyce, UCNONB3Ysl BepcHio hopmara cratyca 2.

7.3.7.13 Komauga username

7.3.7.14 Komanpna verb

Nsmensier napamerp «OpenVPN-I'OCT» -verb. Ilapamerp verb kKoHTposupyeT moppo6HOCTb
BbIBOZIa U MOXeT BapbupoBaThbcsi oT O (HeT BbiBoga) n0 15 (MakcHMaJbHBIH BHIBON).

[Iprmepsl KOMaHABL:

verb 4 — usmeHsier napametp verb B 4

verb — mokaszaTh TEKYILYI YCTaHOBKY MapameTrpa verb

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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7.3.7.15 Komanpga version

[TokaseiBaer Tekymune Bepcun «OpenVPN-I'OCT» u unrtepdeiica ynpas/ieHus.

7.3.7.16 Kowmanpa auth-retry

YcranaBnuBaetr napametp auth-retry, kontposupytomuii, kak «OpenVPN-I'OCT» orBevaeT Ha
ayTeHTU(HUKALHOHHbIE OIIHUOKH JIOTHHA/MapoJs.

[IprMepsl KOMaH[BI:

auth-retry interact — He 3aBepwiaTb paboTy, eciud BBeLeHbl HEKOPPEKTHBIE JIOTHH U MapoJb.
3anpocuTh HOBBIH BBOJ M MOBTOPHUTb IMOIBITKY.

7.3.7.17 dopmat coollIeHNH B peaJbHOM BpeMeHH

Wurepgeiic ynpasnenus «OpenVPN-I'OCT» npousBoauT ABa BUIa BBIBOAA:

1. oTBeT Ha KOMaHLY
2. aCMHXPOHHBIH BBIBOA B peasbHOM BpeMeHM, KOTOPbIH MOXKeT ObITb CreHepUpoBaH B JibHoe
BpeMs.

Coo0l1eHHss B peasbHOM BpeMeHW HaYMHAIOTCS C CHMBOJIA > B INEPBOH KOJIOHKE, 32 KOTOPBIM
HeMe[JIeHHO CJlelyeT KJI0UeBoe CJI0BO, yKasblBamllee THI cooblieHus. Celiuac omnpenesneHsl c/eny-
IL[{e THUIIbL:

ECHO — coobuienus echo, nogo6Hble KOHTPOJUPYEMBbIM KOMaHI0H echo

FATAL — daranbHas omubKka, cooOlIeHHe BBIBOAUTCS B XKypHaJ cpa3y TMepel 3aBepLIeHHEM
pabotel «OpenVPN-TI'OCT».

HOLD — ucnogasayercst aas ykasanus, uto «OpenVPN-I'OCT» naxonutcsi B 3ameplieM COCTO-
SHUM W He HayHeT paboTaTh, OKa He MoJayduT KoMaHay hold release.

INFO — undopmaiuoHHble COOOIIEHHS, TaKHe, KaK MPUBETCTBEHHOE COOOIIEHHE.

LOG — BBIBOA KYypPHAJIBbHOTO COOOIIEHHUS, MOAOOHBIH KOHTPOJNHPYeMbIM KOMaHA0H log

PASSWORD — ucnonb3yeTtcs, uToObl COOOUIUTL KJAHeHTY yrpaaenus, uto «OpenVPN-IT'OCT»
HYKJAeTCsl B MapoJie, a TakxkKe UTOOBl COOOLUIUTh O Heynaue MPOBEPKH MapoJis.

STATE — noxaseiBaer tekyiiee cocrossue «OpenVPN-I'OCT», nomo6HOe KOHTpOJHpPyeMOMY
KOMaHIOH state.

7.3.7.18 Paszbop KomaH[

«OpenVPN-T'OCT» ucrosb3yeT TOT Ke JIEKCHUECKUH aHAJMU3aTOP KOMAHAHBIX CTPOK, UTO HC-
nosb3yercsl napcepoM KoHpurypauuonsoro aina «OpenVPN-I'OCT».

[TapameTpsl pasmenstorcss NpooGesoM.

JIBofiHble KaBBIYKH ("") MOXKHO MCIOJb30BaTh, YTOOBl OIPAHHYMUTH MapaMeTpbl, colepxKaline
npobeJ

Hcnonb3yioTcsi escape-mnocyiefoBaTeNbHOCTH, OCHOBAHHBIE HAa 0OPAaTHOM CJISIIe, CO CJeAYIOLIeH
CHUMBOJIMKOH:

\\ — o3HauaeT oguH cuMBoJ oOpaTHOro casmma (\) \" — mepenaer 6yKBaJbHBIH CHMBOJ IBOH-
HbIX KaBblueK ("), He WHTepPIpeTHPys €ro Kak orpaHuueHue napamerpa \[SPACE] — mnepenaer
6yKBaJbHBIH CHUMBOJ Tpobesa UM TaOy/sLUU, He HHTEPNPETHPYsl ero Kak pasfesnuTesib Mapamer-
pOB.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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7.3.8 Ymnpassenue npoueccoM «OpenVPN-TOCT» ¢ nomoluibsio nHTepdeiica ynpasieHns

Wurepgeiic ynpasaenus «OpenVPN-T'OCT» naet Gosblirvie BOSMOXHOCTH YINpaBJ/leHHUs Mpoliec-
com «OpenVPN-T'OCT». Bbl MoxeTe ncnosnb30BaTh HHTepGENC yIpaBeHHs HENOCPeICTBEHHO, O/
KJarouasch yepe3 telnet k mopTy MHTepelica ynpaB/eHHs, UIH KOCBEHHO, UCIOJb3ys IpadruecKuil
uHTepdeiic «OpenVPN-TOCT», KoTopbl#l cam moakJ/aroUaeTcss K HHTep(eHcy yrnpaBjeHus.

Urobbl BKIOYUTH HHTEP(Delic yrnpaBaenus Ha cepBepe uiu KaueHTe «OpenVPN-I'OCT», no6aBsb-
Te K KOH(UTYPALLMOHHOMY (hal/ay CJeqyIOLLYyI0 CTPOKY:

management localhost 7505

Ata crpoka npukaxet «OpenVPN-I'OCT» caymarb Ha TCP-nopty 7505 K/MeHTH HHTepdeiica
ynpaJeHus (mopt 7505 — Mpou3BOJbHBINA BEIGOP, Bbl MOXKETe BHIOPATh JI0O0H CBOGOMHBIH MOPT)

Korna «OpenVPN-T'OCT» 3anyuieH, Bbl MoxKeTe MOAK/JIIOYUTbCS K HHTepdeHcy ynpaBjeHUs,
BOCIOJIb30BaBIIUCh KaneHTOM telnet. Hanmpuwmep:

ai:~ # telnet localhost 7505

Trying 127.0.0.1...

Connected to localhost.

Escape character is ""]'.
>INFO:0penVPN Management Interface Version 1 -- type ’"help’ for more info

help

Management Interface for OpenVPN 2.3.13 i686-pc-linux-gnu [SSL (OpenSSL) ]
[EPOLL] [MH] [IPv6] built on Jan 16 2017

Commands:

auth-retry t
bytecount n

echo [on|off] [N|all]
exit|quit
forget-passwords
help

hold [on|off|release]

kill cn

kill IP:port
load-stats

log [on]|off] [N|all]
mute [n]

needok type action

needstr type action

net
password type p

remote type [host port]
proxy type [host port flags]

pid

Auth failure retry mode (none,interact,nointeract).
Show bytes in/out, update every n secs (0=off).

Like log, but only show messages in echo buffer.

Close management session.

Forget passwords entered so far.

Print this message.

Set/show hold flag to on/off state, or

release current hold and start tunnel.

Kill the client instance(s) having common name cn.

Kill the client instance connecting from IP:port.
Show global server load stats.

Turn on/off realtime log display

+ show last N lines or 'all’ for entire history.
Set log mute level to n, or show level

if n is absent.

Enter confirmation for NEED-OK request of ’'type’,

where action = "ok’ or ’'cancel’.

Enter confirmation for NEED-STR request of ’'type’,

where action is reply string.

(Windows only) Show network info and routing table.
Enter password p for a queried OpenVPN password.
Override remote directive, type=ACCEPT|MOD|SKIP.

Enter dynamic proxy server info.

Show process ID of the current OpenVPN process.

[TopsinkoBbi#i Ne M3MeHeHUsI
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client—-auth CID KID

client-auth-nt CID KID
client-deny CID KID R [CR]

client-kill CID [M]
env-filter [level]

client-pf CID
rsa-sig

signal s

Authenticate client-id/key-id CID/KID (MULTILINE)

Authenticate client-id/key-id CID/KID

Deny auth client-id/key-id CID/KID with

log reason text R and optional client
reason text CR

Kill client instance CID with message M
(def=RESTART)

Set env-var filter level

Define packet filter for client CID (MULTILINE)
Enter an RSA signature in response to >RSA SIGN
challenge

Enter signature base64 on subsequent lines followed

Send signal s to daemon,
s = SIGHUP|SIGTERM|SIGUSR1|SIGUSR2.

state [on|off] [N]all] Like log, but show state history.
status [n] Show current daemon status info using format #n.
test n Produce n lines of output for testing/debugging.
username type u Enter username u for a queried OpenVPN username.
verb [n] Set log verbosity level to n,
or show if n is absent.
version Show current version number.
END
exit
Connection closed by foreign host.
ai:~ #

7.4 Ycunenue 6esonacHoctd «OpenVPN-I'OCT»

OnHa M3 4acTo TOBTOPSIEMBIX MAKCHM CeTeBOH 6e30MacHOCTH COCTOMT B TOM, YTO HHUKOTJA He
CJlelyeT IeJIMKOM I0JIaTaThCsl Ha OAMH KOMIIOHEHT 3alUThbl, MOTOMY UTO €r0 OTKa3 BbI3blBaeT Kara-
cTpoduueckuii mposas B 6e3onacHocTH. «OpenVPN-I'OCT» npenocras/isieT HeCKOIbKO MEXaHHU3MOB,
MPENOCTABJSIONINX BO3MOXKHOCTb JOOABUTb AOMOJHUTEJbHbIE CJIOH 3aLIUTHI, YTOOBl OTTOPOIUTHCS OT
Mof06HOr0 HUCX0/a.

7.4.1 tls-auth

JupekTuBa tls-auth no6asasier nononuutebHylo noanucb HMAC Ko BceM makeTaM XeHlIeHKa
SSL/TLS nnst mpoBepku uesoctHocTH. dta noanuch HMAC npenocTaB/isieT JOMOJTHUTENbHBIN CJIOH
3alllMTHl HaJ U 3a TeM, uto npenoctaBisercs SSL/TLS. Ona moxeT 3alIUTHTD OT:

— DoS-arak

— Ys3BHUMocCTel mepemnosHeHUus Oydepa B peanusauun SSL/TLS

— WMunumauuit xsupweiika SSL/TLS ¢ HeaBTOpH30BaHHBEIX MAIIHH (XOTS TakHe X3HIIIEHKH B
KOHLIe KOHLIOB He OynyT ayTeHTH(UUHMpPOBaHHI, tls-auth MoxkeT MX OoTCeyb HaMHOro paHblie)

Hcnonb3oBanue tls-auth Tpebymet, uTOOBI BBl CreHepUPOBAJH 3aKPBITHIH KJIOU OOIIEro MoJb30-
BaHMs, KOTOPBIH HUCIOJB3yeTCs NOMOJMHUTENbHO K cepThUduKatam/kaouam [OCT:

openvpn --genkey —--secret ta.key

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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dta kKomaHaa creHepupyeT cratudeckuil Kawod «OpenVPN-TOCT» u 3anuuier ero B daiin ta.key.
ITOT KJI0Y CJelyeT CKOIMPOBAaTb Uepe3 yrKe CYyILeCTBYIOUIUH Oe30MacHbIM KaHaJa Ha cepBep U Bce
KJIHeHTCKHe MalluHbl. OH MOXKeT ObITb TOMeIleH B TOT ke KaTtasor, uto u ¢aiasl [OCT .key u .crt.
B cepBepHOll KOH(Urypaunu n00aBbTe:
tls—-auth ta.key O
B K/IMeHTCKOH KOH(Urypauuu noOaBbTe:
tls-auth ta.key 1

7.4.2 user/group (kpome OC Windows)

«OpenVPN-T'OCT» 6bls1a 04eHb TIAaTeJbHO CO3[aHa TaK, UTOOBI TO3BOJNUTb OTKa3aThCsl OT MPaB
TNPUBUJIETUPOBAHHOTO I10/1b30BATE/Isl MOC/Ie WHULHAMU3ALUHA, U 3Ty BO3MOXKHOCTb CJIelyeT BCErna
ucnosb3oBath B Linux/BSD/Solaris. be3 mpaB npuBHierupoBaHHOTro MoJb30BaTes s, paboTaloLIHH
cepBepHblll neMoH «OpenVPN-I'OCT» npencraB/sier co60ii 3HAUWTENbHO MeHee NPUBJIEKATENbHYIO
LeJb AJIS aTaKyIoLIero.

Yr0o6bl OTKJMIOUUTH NTPaBa MPUBUJIETHPOBAHHOTO MOJb30BATE/IS N0CAe HHULHAIN3ALUH, 100aBbTe
B CepBepHYI0 KOH(MUTYPALHIO AHPEKTHUBBI:

user nobody
group nobody

7.4.3 chroot (kpome OC Windows)

HupektuBa chroot nossossier Bam 3anepets gemMoH «OpenVPN-TOCT» B Tak HasbiBaeMyto TIOpPb-
My chroot, roe neMoH He cMOXKeT paboTaTh HU C KAKMMH 4acTSIMH (pal/JOBOH CHUCTEMBl B OMepaly-
OHHOH CUCTeMe, 33 UCKJ/IOYeHHEeM CIellHaJbHOro KaTaJjora, yKa3aHHoOro Kak rnapameTp K IUPeKTHBe.
Hanpumep

chroot jail

sactaBut aeMoH «OpenVPN-TOCT» nepefiTu B momkarasor jail npu uHMLMAAKU3ALHUH, A 3aTEM
NIepeopUeHTHPYeT ero KOpHeBylo (paiyoBYyI0 CHCTEMY B 3TOT KaTaJjor, TaK 4TO 3aTeM [IeMOHY OynaeT
HEBO3MOXKHO YBHJETb HUKAaKHUX (hal/oB CHapy»KH Karajora jail u ero mopkarasnoroB. ATo BaxKHO C
TOYKH 3peHHs1 6e30MacHOCTH, MOTOMY UTO AaxKe ec/M aTaKyIOLMH CMOoXKeT CKOMIPOMETHUPOBAThb Cep-
Bep C MOMOLIbIO BPEIOHOCHOTO KOJa, 3TOT Ko OyHeT 3amepT OoT OoJbllield 4acTh (palJoBOH CUCTEMBI
cepsepa.

[IpenynpexneHusi: nockosnbKy chroot mepeopueHTHpyeT (ailioBy0 cuUcTeMy (TONBKO C TOYKH
3peHHusl eMOHa), HeoOXOOMMO MOMECTUTb Bce (haiiibl, KoTopele MOryT notpe6osarbesi «OpenVPN-
[OCT» nocse vHUIMaaM3aluWH, B KataJjor jail, Hampumep, ¢aia crl-verify uam karasor client-
config-dir.

7.4.4 XpaHeHue KOpHeBOro KJitoua (ca.key) Ha oTnesbHOH MalluHe 6e3 CETEBOrO COeIHMHEHHUS

OnHo 13 npenmytectB ucnoib3oBanus PKI mo crannapry X.509 ¢ Touku 3peHusi 6€30macHOCTH
COCTOHT B TOM, YTO KOPHEBOH KJI0Y YLOCTOBepsiollero LeHTpa (ca.key) He mo/KeH MPUCYTCTBOBATh
Ha cepBepHoil mMamnHe «OpenVPN-I'OCT». B cpene Bbicokoii 6e30MacHOCTH Bbl MOXKETe 3aXOTeTb
CreLHa bHO BBIAENUTh MALIUHY AJS LeJel MOANHUCAHUS KIUeH, 1epKaTh 3Ty MalIUHY (PU3UYEeCKH
XOpOLLIO 3alIHMIIEHHOH U OTKJ/IOUHUTh ee OT BceX ceTel. /s mepeHoca KJ/iO4ed MOXKHO MCIHOJb30-
BaThb CheMHble TUCKH. Takue Mephl JeJa0T KPa)Ky KOPHEBOTO KJI0Ua HUCKJIIOUYHUTEJbHO TPYAHOH MAJIs
aTaKyIoLLEero, eciy TOJAbKO OH He YKpaleT (PU3UYeCKH MAlUUHY AJs MOANHCHIBAHUS KJIOUeH.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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8 [Ilpusoxenue. Cnucok onuui KOMaHIbl openvpn

8.1 O6iue onuuu

«OpenVPN-T'OCT» nosBosisieT nomeuniathb J0OYI0 ONLKI0 B KOMAHIHYIO CTPOKY UJH B KOH(UTY-
pauroHHBIN (aia. XoTs BCe OMUMU KOMaHAHOH CTPOKH HMMeloT mpeduKC B BHAe NBOHHOrO aeduca,
3TOT NpedUuKC MOXKeT ObITh OMYILEeH, KOra ONUHI0 MOMELIAal0T B KOH(UTYPALIUOHHBIH (ail.

--help

[Tokasatb onuuu

--config file

3arpysuthb JOMOJHUTENbHbIE KOH(DUTYPALIMOHHbBIE OMUWH U3 (ai-
aa file, rme Kaxpas cTpoka COOTBETCTBYET OLHOH OMUMU KOMaH[-
HOW CTPOKH, HO C OMYLIEHHBIM ABOHUHBIM A€(PUCOM.
Ecnu --config file - ennHcTBeHHasi omuus B KOMaHAe openvpn,
--config MOXKHO OMYCTHUTb M 3amucaTbh KOMaHLy Kak openvpn file
3ameTbTe, UTO KOH(PUrypallMoHHble (DaH/bl MOTYT ObITh BJIOXKEH-
HBIMU J10 OCMbBICJIEHHOH T1yOUHBI.
MoXHO HCTo/Mb30BaTh ABOHHbBIE WM ONUHAPHbIE KaBBIYKH MAJIS
OrpaHHWYeHUs TapaMeTpoB, BKJ/HOYAKIIKUX Npobes, # WIH ; CUM-
BOJIbl B MEPBOH KOJIOHKE MOXKHO HCIOJb30BaThb AJ/151 0003HAYeHUS
KOMMEHTapHeB.
3amerbTe, 4To «OpenVPN-I'OCT» o6pabaTbiBaeT escape-
NoCJIeI0BaTeIbHOCTH Ha OCHOBE 0OpPATHOM KOCOH 4epThl [IJisi CHUM-
BOJIOB, He 3aKJ/IOYEHHbIX B OfMHAPHbIE KABBIYKH, TaK UTO CJIEAYeT
UMeTb B BUAY CJeaylollde 0003HAUEHHS:
\\ O6o3Havaer ogHy 0OpaTHY Kocyio 4epTy (\)
\" Ilepenaer GykBa/ibHO [BOMHble KaBblUKH, HE UHTEPIPETUPYS
UX KaK OrpaHHYeHHe rapameTpa
\ [SPACE] nepenaet 6yKBa/jbHO NpobeJs UJIU TaOynsLuI0, He HUH-
TeprpeTUpPys UX KakK pas3feseHHe NapaMeTpoB
Hanpuwmep, B8 Windows wucnosb3yiiTe nBOHHbIE 0OpaTHbIE KOCble
4yepThl IJi NPeACTaBJeHUs NyTed K (ainam:

secret "c:\\OpenVPN-GOST\\secret.key"

8.2 TyHHesbHBIE OMLUU

--mode m YcranaBauBaetr pexum padotrel OpenVPN. [lo ywmosnuanuio
«OpenVPN-I'OCT» paboraer B pexkuMe Touka-B-Touky (p2p). B
«OpenVPN-T'OCT» npucyTcTByeT pexXKHUM «CepBep», peasusylo-
IIUH MHOTOKJIMEHTHYI CIIOCOOHOCTb CepBepa.

--local host Umsa unu IP-agpec jokanbHOro XocTa Ajis CBsi3biBaHHSA. Eciu

ykaszaH, «OpenVPN-I'OCT» Oyner cBsI3bIBaTbCSI TOJIBKO C 3THM
anpecoM. Ecau He ykasaH, «OpenVPN-I'OCT» 6ynet cBsi3bIBaTh-
Csl CO BCEMH HMHTepdencamu.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--remote host [port]

Wwmsa nnu [P-agpec ynanenHoro xocrta. [P-agpec moxer ObITh Kak
B ¢opmate [Pv4, tak u B popmarte IPv6.

Ha kaneHTe 3amaér agpec cepBepa U NOpT, K KOTOpOMYy TpebyeTcs
nonkJ/aounThes. Ecnn 3Hauenune napamerpa -- DNS-umMs, koTopoe
paspeuiaercsi B HecKosbko [P-anpeco, onuH M3 HUX OyleT Bbl-
OpaH cJaydalHO, MPeLoCTaBJsis CBOEro poia BO3MOXKHOCTb ypaB-
HOBEILMBAHHUS Harpy3KH.

Jlns HameXHOCTH MOryT OBITb yKa3aHbl HECKOJbKO ONUMUH --
remote, Kaxkaas OTHOCUTCS K oTaenbHoMmy cepBepy OpenVPN-
[OCT. KnueHT OyzeT NblTaTbCsl COEIUHUTBCS C CepBepaMH B I10-
psiiKe, YKAa3aHHOM B CIHCKe onuui --remote. KineHT nepeiaer K
CIeLYIOLIEMY XOCTY B CIIHCKe, €CJU COeIUHEeHHe C MpPebIAYILINM
yCcTaHOBUTh He ypactcsi. O6paTtuTe BHHMaHHe, 4TO B JI0OOH MO-
MeHT BpeMeHH KianeHT OpenVPN-T'OCT moxeT ObITb coelnHeH
TOJIbKO C OfIHUM CEPBEPOM.

YKa3zaHue HeCKOJbKUX ONIMUH --remote -— oTaebHBIN caydail 6o-
Jiee 00I1ed PyHKIIMOHANBHOCTH Npodus coefrHeHUs:. CM. HUXKe
onucaHue <connection>.

O6patuTe BHHMMaHUe Ha CJAeAYIOLIUH MpenesbHbId caydait. Ec-
JU BBl HCIOJb3yeTe ONLMU --remote M OTKasblBaeTecb OT IIpaB
TNPUBUJIETUPOBAHHOTO T0JIb30BATEsl C MOMOILbBIO --USer W/UMU --
group, ¥ KjaueHT pabotaer He B Windows, ec/aiu KJHEHTY HYKHO
MepenoKMOUNTbCS K IPYTOMY CepBeEpPY, U 3TOT CepBep MepenaeT
paznnynble HacTpoiiku TUN/TAP unu MapuipyTHsaluuu, KJIHEHTY
MOXKET He XBAaTUTb HEOOXOAUMBIX MpaB, YTOObI 3aKPbIThb U CHOBA
oTKpbITh UHTepPeiic TUN/TAP. D10 MoxeT NpuUBeCTH K TpeKpa-
IeHUI0 paboThl KJAUEeHTa ¢ (DaTajbHOU OMIMOKOH.

Ha cepBepe --remote 6ynet pa6oTaTh Kak (hUABTP, OTBepras co-
eIMHEeHHs CO BCeX XOCTOB, He COOTBETCTBYIOLIMX 3HAUEHUIO Napa-
MeTpa.

Ecau onuus --remote He ykasaHa, cepBep OyneT cayliaTh Make-
Thl ¢ Jitoboro [P-anpeca, Ho He OyneT o6pabaTbiBaTh 3TH MAKETHI,
ecJI1 OHM He TPOUAYT BCe ayTeHTU(PUKALUOHHBIE TECTBI. DTO Tpe-
O0oBaHHe K ayTeHTH(PUKALUHU OTHOCUTCS KO BCEM MOTEHIIHAIbHBIM
napTHepaM, AaxKe MPUXOASLIUM C U3BECTHBIX U MPEATNOI0KHUTEb-
HO noBepeHHbIX [P-anpecos.

[TopsinkoBbi#i Ne M3MeHeHUsI
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<connection>

Onpenensier npoduab KJAHEHTCKOro coenrHenus. [Ipodpunn kiau-
eHTCKOro coenuHenus - rpynmnsl onuui «OpenVPN-TOCT», onu-
ChIBaWOIlIMe, KAaK CB3aThCs ¢ KOHKpeTHbIM cepBepoM OpenVPN.
[Tpodunu KIMEHTCKOTO COeNMHEHHS yKa3blBalOTCs B KOH(HUTypa-
uuoHHoM (aine «OpenVPN-I'OCT», u kaxaplii npodusib Hauu-
HaeTcst ¢ <connection> u 3akaHuuBaeTcsi </connection>.
Knuent OpenVPN 6ynet npo6oBaTb KaxKIblid PO(UIb COeNUHE-
HUS TOCJeN0BaTebHO, I0Ka He NOCTUTHET YCIEUIHOTO COelnHe-
HHUS.

Onuus --remote-random MoOXeT MCIOJMb30BATHCS JJIsI TOTO, YTOObI
C CaMOro Hayajia «CMellaTb» CIHUCOK COeJHHEeHUH.

BoT npumep ucnosb3oBaHus Npoduaeld coelnHeHUH:

client
dev tun

<connection>
remote 198.19.34.56 1194 tcp
</connection>

<connection>
remote 198.19.34.56 443 tcp
</connection>

<connection>

remote 198.19.34.56 443 tcp
http-proxy 192.168.0.8 8080
http-proxy-retry
</connection>

<connection>

remote 198.19.36.99 443 tcp
http-proxy 192.168.0.8 8080
http-proxy-retry
</connection>

persist-key
persist-tun

pkcsl2 client.pl?2
ns—-cert-type server
verb 3

CHayasma Mbl TIBITAaeMCSl COEIMHUTbCS C  CEPBEPOM  Ha
198.19.34.56:1194, wucnoav3ys TCP. Ecau 310 He ynaercs,
Mbl MbiTaeMcsi coeilnHUuThest ¢ 198.19.34.56:443, ucnonw3ys TCP,
U Jajiee Mo MOPSAKY.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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BHyTpu 6sioka <connection> MOryT ObITH CJedyIOLIMe OMNUHH
«OpenVPN-T'OCT»:

bind, connect-retry, connect-retry-max, connect-timeout, float,
http-proxy, http-proxy-option, http-proxy-retry, http-proxy-
timeout, local, lport, nobind, port, proto, remote, rport, socks-
proxy, and socks-proxy-retry.

CyliecTByeT MeXaHHU3M YMOJUAHUS AJIs1 YKA3aHUS OMUHKH, IpUMe-
HUMBIX KO BceM mpoduasam <connection>. Ecnau mobasi U3 BbI-
IIeyKa3aHHBIX OMUHMHU (32 UCK/OUeHHeM remote) MosiBJsieTCs BHe
6Joka <connection>, HO B KOH(UIrypaLHOHHOM (paie, copepxKa-
1eM XoTsl O6bl ofuH 6J10K <connection>, ata onuus 6yaeT UCMOJb-
30BaHa MO yMOJIUaHUIO AJs1 BceX OJIOKOB <connection>, KoTopele
CJAeNYIOT 32 Hel B KOH(PUrypaUHOHHOM (ai.e.

Hanpuwmep, npenmnosoxxum, yto onuus nobind nomerieHa B Hauamo
TPUBENEHHOT0 BbIllle KOH(MUTYpallMOHHOTO (haiiya, mepes mepBbiM
6sokoM <connection>. dddekT OymeT TakoH Ke, KaK ecJad Obl
nobind 6pina 06bsiBJIEHAa BO BcexX Osokax <connection> mon He.

--remote-random

Korza ykasaHbl HeCKOJIBKO a[IpecoB/MOPTOB remote, UK ecyu Uc-
N0Jb3YIOTCS MPO(MUIN COeAUHEHHs, AaHHAs OINUHMs H3HAYaJbHO
paHIOMH3HPYeT MOPSAOK CIHCKa B KauecTBe CBOEr0 poAa Mpo-
CTeHIled Mepbl PABHOMEPHOTO pacrpefiesieH|sl Harpy3kH.

--proto p

Hcnonb3oBaTh MPOTOKO P AJs CBSI3U C YHaJ€HHBIM XOCTOM. P
mMoxeT ObITh tpe, tep6, tep-client uau tep-server. Ilpu ucnosib-
30BaHUM anroputmoB, oTandHbIX 0T [OCT, Bo3MOXKHO TaKKe HC-
M0J1b30BaTh BapuaHThl udp u udpb.

3HaueHue tCp MpeanUChIBAET UCIOIb30BATh B KAUeCTBE TPAHCIIOP-
ta tcp moeepx [Pv4. a 3Hauenue tcpb — tcp mosepx IPv6.
3HaueHus tcp-server u tcp-clent mosBossilOT ykasaTb, uTO y3esn
Oy#eT y3JioM, NMPUHUMAIOLIUM COeIMHEHHUs, U Y3J0M, YCTaHaB-
JUBAIOLIUM COeIUHEHHs], COOTBETCTBeHHO. [lapTHep, HauaBLIUH
c tcp-server, OyneT 6€CKOHEUHO »KAaTb BXOASILETO COEIUHEHHS.
[TaptHep, HauaBwKi ¢ tcp-client, mombiTaeTcs MOAK/IIOYUTBCS, U
ecsid He ypnactcsi, OyneT craTh O CeKyHHA (3TO BpeMs MOXKHO H3-
MEHHTb C TOMOIILbI0 OMIHUH --connect-retry) u OymeT onsiTh IMbl-
TaTbCSl MOAKJIOYHUTHCS OECKOHEUHOe KOJIMUYeCTBO pa3 uad 1o N
MOBTOPEHUH (KOJMUYECTBO TMOBTOPEHHUH MOXKHO M3MEHHTBb C MOMO-
mpblo onuuu --connect-retry-max). M knueHT, U cepBep OymayT
cumynupoBatb curHagn pecrapra SIGUSRI, ecau kakas-nu6o u3
CTOPOH OyIeT rnepecoequHsIThCS.

--connect-retry n

Hns --proto tcp-client, :xnaTh n ceKyHA MeXMy MOMBITKAMH Tie-
PENpPHUCOeNNHUTBCS (M0 YMOJTUAHHIO D).

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--connect-retry-max n

s --proto tcp-client, mbITaThest mepenoaKJ/OUYUThLCS N pa3 (Gec-
KOHEUHOe KOJIUYeCTBO pa3 M0 YMOJNYaHHUIO).

[lonbiTaThcsl aBTOMaTHUECKH MOYYBCTBOBaTb HacTpoWku HTTP
uau SOCKS-nmpokcu. Ecanv HUKakKUX HacTpoek HeT, GymeT Mpo-
M3BelleHa MOMbITKA MPSIMOro coeAuHeHUs. Ecju mpucyTCTBYIOT U
HTTP, u SOCKS-nactpoiiku, 6yner npeanouren HTTP. Ecuu
HTTP-npokcu-cepBep TpebyeT mapoJsisi, OH OyAeT 3ampolleH co
CTaHJApPTHOrO BXOJAA WJIM uyepe3 HHTepdelc ynpasseHus. Eciu
orepalHOHHasi cucTeMa He nonjaepxxuBaet API njs BosBpaleHus
HaCTpOeK MPOKCH, OYIeT Mpor3BeeHa MOMbITKA YCTAHOBUTDH TMpSsi-
Moe coenuHeHHe. B HacTosiee BpeMs TObKO KaHeHTH Windows
Mo Iep>KUBaIOT 3Ty onuuio dyepes InternetQueryOption API.

--auto-proxy
--http-proxy server port
[authfile|’auto’| ’auto-nct’|

auth-method]

CoenuHuTbes ¢ ynaneHHbIM xoctoMm uepes HTTP-npokcu ¢ an-
pecom server u mnoptom port. Ecau tpebyercs HTTP Proxy-
Autenticate, authfile - daiin, comepxaimuii JorH U mapoJb Ha
2 crpokax, uau «stdin» ags 3ampoca ¢ KOHCOJIH.

auth-method npomken ObITh «none», «basic» uau «ntlm».
HTTP-paiinxkect-ayTeHTUPUKALKSA TaKKe MOANEPKHUBAETCS, HO
TOJIbKO uepe3 (iard auto uau auto-nct (cM. HUXKe).

®gar auto 3acrasasier «OpenVPN-I'OCT» aBTOMatndecku ompe-
nensite auth-method u 3amparmnBath co cTaHAAPTHOrO BXOAA MU
UHTepderica ynpaBJaeHUs JOTHH U TapoJib, eCd TPeOyTCs.
®gar auto-nct (no clear-text auth) Benut «OpenVPN-IT'OCT» aB-
TOMaTHUYECKH OMNpeNeNsTb METOA ayTeHTU(UKALMH, HO OTBEPraThb
cjabble ayTeHTU(HUKALMOHHBIE MPOTOKOJbI, Takue Kak HTTP-
ayteHTH(UKauus Basic.

--http-proxy-retry

BeckoHeuHO MBITaTbCSl MEPENpUCOEAMHUTBCS MpH  OMUOKax
HTTP-npokcu. Ecin npoucxoput takas omnbka, CHMYJIUMPOBATh
SIGUSRI.

--http-proxy-timeout n

YcTaHOBUTB TaliMayT MPOKCH B N CEKYHI, 10 YMOJYAHHUIO O.

--http-proxy-option
type[parm]

YcraHoButh pacuinpeHHble onuuud HTTP-npokcu. IloBTOpuTS,
4TOOBl YCTAHOBUTb HECKOJIBKO OTLHH.

VERSION version - ¥YcranoButb Homep Bepcuu HTTP B version
(mo ymomyanwuio 1.0).

AGENT user-agent - YcranoButs HTTP-ctpoky "User-Agent"s
user-agent

--socks-proxy server [port]

[TopkmoUuThCS K ynaseHHOMY XOCTy uepe3 Socks-mpokcu ¢ aj-
pecom server u noptom port (mo ymosuanuw 1080).

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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--socks-proxy-retry

BeckoHeYHO TBITATBCS MOAKJ/IIOYUTBCSA TIpU omIHOKax Socks-
npokcd. Ecnn caydaercs ommn6ka Socks-mpokcH, cHMY/IMPOBATh

SIGUSRI.

--resolv-retry n

Ecnu paspelneHre HMeHU XocTa JAJis --remote OKa3blBaeTCsl OLLHU-
OOUHBIM, MOMBITATHCS PAa3pelliuTbh B TeyeHHe N CeKYH[ Tepef
OLIMOKOH.

YcranoBuTh n B infinite, 4T06BI MBITATBCS pPa3pelIUTh OECKOHEUHO.
[To ymosuanuio ycraHoBseHa --resolve-retry infinite. MoxHo oT-
KJIOYUTb 3Ty ONLUI0, ycTaHOBUB n=0.

--float

[To3BosiuTh ynaseHHOMY mapTHepy MeHsiTb cBoil [P-ampec u/umiu
HoMep mopra, Hanpumep, u3-3a DHCP (310 ymosauanue, ecau --
remote He ucnosb3yercs.) --float, ykasanubsiii BMecTe ¢ --remote,
no3BoJisieT ceancy OpenVPN n3Haua/sbHO MOAKJIOUATHCS K MapT-
Hepy C M3BECTHBIM aJpecoM, ONHAKO eC/JM MaKeTbl MPUXOAAT C
HOBOT'O ajipeca U MPOXOASAT ayTeHTH(PUKALHUOHHbIE TECThl, HOBBIH
ajipec TMpPUMeT yNpaBJjeHHe CeaHCOM. DTO I0Je3HO, KOraa Bbl CO-
eIMHsAeTeCb C MapTHepOM C AMHAMHYECKHM aJpecoM, Halpumep,
noJb3oBareseM ¢ TesjedoHa uau kaveHtom DHCP.

B cymHoctH, --float Beqaur «OpenVPN-I'OCT» npuHuMaTth
ayTeHTH(ULHUPOBaHHbIE MaKeTbl C JIOOOTO ajgpeca, a He TOJbKO
C TOro, KOTOPbIH yKa3aH B ONLHUHU --remote.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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-ipchange cmd

BrinonHuTh KOMaHLy 000J04KH cmd, Korna Hall yhajeHHBIH ip-
ajipec ¢ caMoro HauyaJja ayTeHTHU(PHULHUPOBAH HJIU H3MEHSETCS.
BeInosiHATh Kak:

cmd ip_address port_number

He ncnonbsyiite -ipchange B pexxnme --mode server. Bmecto 3T0-
rO BOCIOJIb3yHTECh CKpUNTOM --client-connect.

Cwm. B paspnesie «IlepemeHHBIE cpenbl» HUXKEe NOMOJHUTE/bHbIE M-
paMeTphl, MepeiaBaeMble KaK MepeMeHHbIe CPEeibl.

O6parute BHUMaHHe, 4TO cmd MOXeT ObITh KOMaHIOH 060/J0YKH
C HECKOJIbKUMH apryMeHTaMH, B 3TOM CJlyuyae BCe apryMeHTBI,
reHeprupoBaHHbie «OpenVPN-I'OCT», 6ynyT no6aBjeHbl B KOHelL
cTpoku cmd, 4ToOBl CO34aTh KOMAHIHYI CTPOKY, KOoTopasi GymeT
nepenaHa B CKPHUIIT.

Ecsu BH pabGoTaete B cpefie ¢ nepemeHHbIM [P-anpecom, rae IP-
ajipeca KaXkJIOro napTHepa MOTYT MeHsATbcs 6e3 MperyrnpeKie-
HHSI, BBl MOXeTe MCIO0Jb30BaTh 3TOT CKPUIT, HarpHMmep, 4TOObI
penaktupoBaTh (aiin /etc/hosts ¢ TekymwuMm ampecoM mapTHe-
pa. Ckpunt OyneT BBIMOJHATBCS KaxKAblH pas, Korna ynajeHHbIN
napTHep MeHsieT cBoi [P-anpec.

[lopo6ubiM ke obpasom, ecaun Hawt [P-ampec MeHsieTcsi M3-3a
DHCP, Ham caenyeT CKOH(UIypHpOBaThb Halll CKPUIIT MepeMe-
Hel [P-anpeca tak, yto6er «OpenVPN-I'OCT» nosaydana curHads
SIGHUP unun SIGUSRI. «OpenVPN-I'OCT» 3arem nepeycTaHo-
BUT COeIUHEHHE CO CBOWM MOCJEeIHUM ayTeHTH(HUIHUPOBAHHBIM
napTHepoM Ha ero HoBoM [P-ampece.

--port port Homep TCP-nopTa a/s J0KanbHOTO M yAaJ€HHOI'O XOCTOB. Te-
KyLUUH HoMep 1o ymosdaHuto 1194 npexncrasisier oduunanbHOe
HaszHaueHue mopta [ANA nas OpenVPN.

--Iport port Homep TCP-nopra nJisi CBsI3bIBaHHUS.

-rport port Homep TCP-nopra n/is1 ynajaeHHOTo X0cCTa.

--bind CBsi3aTbCsl C JIOKAJbHBIM aZpecoM M MOPTOM. DTO YyMOJYaHHe,
€CJIU He HCMOJb3YITC Kakue-nubo M3 onuui -proto tcp-client,
--http-proxy unu --socks-proxy.

--nobind He cBs3biBaTbCsl ¢ JOKaAbHBIM aapecoM W nopToM. IP-cTek Ha-

3HAYUT NMHAMHUYeCKHH MOPT AJsl BO3Bpallaoluxcs naketos. [lo-
CKOJIbKY 3HayeHue NHHaMHUeCKOro MopTa NapTHEPy HeHW3BEeCTHO
3apaHee, 3Ta ONUMSA MOAXONUT TOJBKO [/ MapTHEPOB, KOTOpbIE
OyayT MHHLHUHUPOBATb COEJIMHEHHE, UCI0J/b3ys ONLHI0 --remote.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--dev tunX|tapX|null

BuptyanbHoe ceteBoe yctpoiictBo TUN/TAP (/s nuHamuuecko-

ro ycrpoiictTBa X MOXKHO OMYCTHTD.)

Bbl goJI2KHBI UCIIONB30BaTh Ha 000MX KOHLIAX COedUHEHUS JIUOO
yctpocTBa tun, snubo tap. Bel He MoxeTe yKasblBaTh Ha OJHOM
KOHIle tap, a Ha apyrom tun, MOCKOJIbKY OHHU NPeACTaBJSAIOT pas-

JIUUHbIE CJIOHN CEeTH.

Yerpoiicta tun unkancynupyot [Pv4 nau [Pv6 (cioit 3 OSI), a
yctpoicTBa tap unkancynupytotr Ethernet 802.3 (cuoit 2 OSI).

--dev-type device-type

Kakoéi Tunm yctpo#icTBa Mbl HcnosbdyeM? device-type moJkeH
uMeTh 3HadeHue tun (cmout 3 OSI) wnm tap (cooit 2 OSI). Hc-
MoJib3yHTe 3Ty OMLHKIO TOJBKO B TOM CJydae, €Cjii yCTPOHUCTBO
TUN/TAP, ucnonb3oBaHHOe B ONIKH --dev, He HauWHaeTcs ¢ tun

uiu tap.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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--topology mode

CKOH(HUTypHpOBaTh BUPTYaJNbHYIO alpeCcHYI0 TOIMOJIOTHIO, paboTas
B pexxuMe --dev tun. dta TUPEKTHBA He UMeeT 3HAUEHHS B PEXKH-
Me --dev tap, KOTOpBIH BCera UCMOJb3yeT TOMOJOTHI0 subnet.
Ecsnu BBl HacTpauBaeTe 3Ty NUPEKTHBY Ha CepBepe, NUPEKTHBBI
--server W --server-bridge aBToMaTHUeCcKH MepenanyT BblOpaHHbIE
BaMH HACTPOMKH TOMNOJNOTMM KJHEHTaM. DTy NHUPEKTUBY TaKxKe
MOXKHO TepeaTh KaneHTaM Bpy4Hyto. Kak u nupektuBa --dev, ata
IMPEKTHBA MOJKHA BCETAa OBITh COBMECTHMOH MEXAY KJIHEHTOM
¥ CEpPBEPOM.

mode MOXKeT UMeTb 3HaueHHUe:

net30 - Hcnosb30BaTh TOMOJOTHIO TOYKA-B-TOUKY, Ha3Hauasi OAHY
nonacetb /30 KaxkaoMy KJHEHTY. DTO MpefHa3HauyeHo MAJis TOTo,
4TOOBl Pa3pelinTh CEMAaHTHKY TOUKAa-B-TOUKY, KOTAA HECKOJBKO
UJIM BCe MOAKJoUYarlrecss KaueHTol MoryT 6uiTb OC Windows.
ITO yMoJUaHUe.

p2p - HCHOJb30BaTh TOMOJIOTHIO TOUYKA-B-TOUKY, Tle yhajeHHas
KOHeuHasi ToukKa hHTepdeiica tun K/MeHTa Bcerga ykasblBaeT Ha
JIOKaJIbHYI0 KOHEUHYI0 TOUKy HHTep(eiica tun cepepa. dToT pe-
KUM HasHadaeT ofuH [P-anpec n/s KaKA0Oro coeauHSIOLIErocs
KyaueHTa. Mcnonb3yiiTe TonbKo Torna, Korna HU OAMH U3 MOAKJIIO-
yaroluxcsl KaueHtoB He sBiasercs OC Windows.

subnet - ucrosp3yiiTe MoACeTh BMECTO TOMOJOTHH TOYKA-B-TOUKY,
CKOH(uUrypuposaB uHTepdeiic tun ¢ goxkanbHbeiM [P-agpecom u
MacKOU TIOJICETH, TMOAOOHBIM TOMOJOTHH, HCIOJIb3yeMOH B --dev
tap u pexume «moct» Ethernet. dtoT pekum HasHauaeT onuH
[P-anpec kaxkaomy coequHsiIoLleMycsi KJHEHTYy W paboTaeT B
Windows u B Unix-nomo6Heix cuctemax. [Ipu ucrnosnb3oBaHuu B
Windows tpebyet Bepcuto npaiiBepa TAP-WIN32 8.2 usu Bbiwe.
[Ipu ucnonb3oBanuu B Unix-nofpo6HbIX cUCTeMaX, TpedyeT, YTOOb
npaiiBep tun mopmepxkuBasn Komannay ifconfig, kotopasi ycranas-
JIMBaeT TMOJACETb BMECTO yaajeHHOro KoHeuHoro [P-anpeca.

--tun-ipv6

[TocTpouTtsb tun-cBsi3b, Coco6HYIO MepenaBaTh Tpa(UK MO MPOTO-
kony IPv6. Cienyer ncrosb3oBaTh COBMeCTHO ¢ --dev tun wuiu
--dev tunX. Ecsu HHMKako# crneuuanbHod mnopaepxkku IPv6 B
TUN nna Bawefl onepauMOHHOM CHUCTeMbl He CKOMIHUJMPOBAHO
B «OpenVPN-T'OCT», 6ynet BBIBOIUTBHCS MpeaynpexaeHue.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpUnTo

CENY.00009-04 32 09 54

-dev-node node

dBHBIM 00pa3oM YCTAHOBUTH y3es YCTPOHCTBA, a He HUCIOJb30-
BaTh /dev/net/tun, /dev/tun, /dev/tap u T.1. Eciu «OpenVPN-
[OCT» He MoxkeT onpenenuTh, iBASeTCS JU node yCTPOHCTBOM
TUN wuau TAP, Ha 0CHOBAaHUMU 3TOr0 UMEHH, BBl JOJXKHBI TaKXKe
yKasatb --dev type tun uau --dev type tap.

B cucremax Windows BuiGepute anantep TAP-Win32, kotopbiii
HasbiBaeTcst node, B Network Connections Control Panel uau
GUID apantepa B ckob6kax. B Windows M0KHO TakK»kKe HCIOJIb-
30BaTh OMUHIO --show-adapters, 4uTo6bl MPOHYMepoOBaThb BCe M0-
crynHole agantepel TAP-Win32, sra onuus mnokaxeT Ha3BaHHe
KOHTPOJIbHOW NaHesu ceTeBbiX coenuHeHud U QUID nns kaxno-
ro agantepa TAP-Win32.

--lladdr address

Ykaszath anpec cjosi cBsisu, Gosee u3BecTHBIH Kak MAC-anpec.
[IpumMensieTcst ToabKO K ycrpoiictBam TAP.

iproute cmd

YCcTaHOBHUTh aJibTePHATHBHYO KOMAaHIY /sl BBIMOJHEHHS BMECTO
yMoJiuaTesIbHOH KoMaHb! iproute2. MoxeT OBITh HCIOJb30BaHa,
uto6bl BEIMOJMHATE «OpenVPN-TOCT» B HenmpuBu/ernpoBaHHOH
cpene.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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-ifconfig | rn

YcraHoBuTh napaMetpbl agantepa TUN/TAP. | - [P-ampec Jo-
Ka/abHOH KoHeuHo# Touku VPN. Ilns ycrpoiicte TUN, rn - IP-
anpec ynajneHHo#l koHeuHod Touku VPN. Ias ycrpoiicts TAP,
rn - Macka MOJACETH BHUpTyaJbHoro cermenta Ethernet, koTopsiii
CO3J1aeTCsl UMK C KOTOPBIM CBSI3bIBAIOTCSI.

Hns ycrpoiicte TUN, koTopele ympoiuiaioT BHUpTyajbHble [P-
COeIMHEHUS] TOUYKa-B-TOUKY, T[PaBUJIbHOE HCIONb30BaHHE --
ifconfig - wucrmosp3oBath nBa uacTHeIXx [P-agpeca, xotopbie He
SBJSIOTCH 4YJEeHAMH KaKOW-J100 HCIOJb3yeMOH CYLIEeCTBYIOLIEH
noncetu. IP-agpeca MoryT uatu noapsia, v UX MOPSIOK Y yAaJeH-
HOro napTHepa AoJiKeH ObITb oOpaTHBIM. [locse toro, kak VPN
yCTaHOBJIEHa, Bbl OylneTe OTIPAaBJAATb CUTHAJ ping Ha rn yepes
VPN.

s yerpoiicts TAP, koTopble mpenocTaB/IsloT BO3MOXKHOCTb CO-
3maBaThb BUpPTyasbHble cerMmeHThl Ethernet, -ifconfig ucnosbsy-
ercsi, uToObl HacTpouTb IP-ampec u Mmacky mnoiceTH Tak xe,
KakK Obls Obl MOAOOHBIM 00pa3oM CKOH(UIYPHPOBaH (PU3NUECKHH
anantep Ethernet. Eciu Bbl mbiTaeTech COENTUHUTBHCS C yAaJjeH-
oM Ethernet-«moctom», IP-anpec u momcerb ciemyer ycraHo-
BUTb B BEJUYUHbI, KOTOpPble OblIK Obl 1eHCTBUTEbHBI B CErMEHTE
Ethernet, ¢ KoTopeIM Bbl coenuHsieTech (0OpaTHTe TaK)Ke BHHMa-
HHe, 4TO JJIs1 9TOH Ke LieJIM MOXKHO Hcroab3oBatb DHCP).

DTa omuMs, M3HAyaJbHO MPOKCH 15 KoMmaHawl ifconfig, mpen-
Ha3HayeHa, uToObl YHOPOCTHUTb TYHHEJbHYI0 KOH(HUIypaLHIO
TUN/TAP, npenocraBssisi cTaHZapTHBIH MHTepdeHc pasaUyHbIM
peanuzauusm ifconfig Ha passUUHBIX NiaTdopMmax.

[Tapamertpsnl --ifconfig, kotopeie sBasitorcs [P-ampecamu, Takxe
MOT'YT OBITh YKa3aHbl Kak uMs, paspewnmoe B DNS unu B dain
/etc/hosts.

Ins yerporicts TAP, --ifconfig He cnenyer ncnosnb3oBath, ecau
uHteppeiic TAP Gyner nosnyuath apenny I[P-ampeca ¢ cepsepa
DHCP.

--ifconfig-ipv6
ipvbaddr/bits ipvbremote

ooHturypupyet [Pv6-anpec ipvbaddr/bits nns ycrpoiicts TUN.
ipvbremote ucnosb3yeTcs Kak agpec, Ha KOTOPBIHA MOJIXKHbBI MapIl-
PYTH3HpPOBATbCsl MAKETHI, €CJHM He 3alaH gateway

--ifconfig-noexec

He BoinonHsaTb Komansl ifconfig/netsh, BMecto saToro nepenasatb
napametpsl -ifconfig B cKpuUNTHI, HCMO/B3Ys TepeMeHHbIE CPEJb.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--ifconfig-nowarn

He BbIBOIUTBb MpenynpexueHue o MpoBepke KOPPEKTHOCTH OMIIHH,
ecau onuus --ifconfig Ha 3To# cTOpOHEe coenUHEHUsS] HE COOTBET-
CTBYeT yHaJIeHHOH CTOpOHe. DTO MOJE3HO, KOraa Bbl XOTHUTE CO-
XpaHUTb OOLIHe MPeuMyIllecTBa MPOBEPKH KOPPEKTHOCTH OMIHH
(cM. Takxke omuuio --disable-occ), oTKJIOYast TOJbKO KOMIIOHEHT
nposepkH ifconfig.

Hanpumep, ecsiut y Bac ecTb KOH(HUTypalus, Tie JOKaJbHBIH X0OCT
ucnosbayet -ifconfig, HO ynaneHHBIH XOCT ee He UCTIOMNb3YeT, TPH-
MeHHTe --ifconfig-nowarn Ha J0KasbHOM XOCTe.

DTa ONUHUS TakxXKe OTKJUWT TpefynpexaeHHs O MOTeHIHaJb-
HbIX KOH(JIMKTaX agpecoB, KOTOpble MHOTAA pa3ipaxKaiT OoJee
OTBITHBIX MOJIb30BaTeJel BKJIOUEHHEM «JIOKHBIX IOJIOKUTE/b-
HBIX» MPefyNpexXIeHUH.

--route network/IP
[netmask] [gateway]
[metric]

Jo6aBuTb MaplIpyT B TabJHLy MapLIPyTOB MOCJ€e TOrO, KaK ycTa-
HOBJIEHO coequHeHHe. MOXHO yKas3aTb HECKOJbKO MaplLIpyTOB.
MapuipyTsl 6ynyT aBTOMATHUECKH OTKJIIOUEHBI B 0OPAaTHOM IMO-
psinke mepen oTk/aodeHueM yctpoiictBa TUN/TAP.

DTa onuus NpefHasHayeHa KakK IMPOKCH /s YA0OCTBA MOJb30-
BaHUSl KOMaHOOH 000/04KH route, B TO ke BpeMsl MPELOCTaB-
JIIsl CEMaHTHKY, NEPEHOCHUMYIO uepe3 MPOCTPAHCTBO MJAT(HOPMBI
«OpenVPN-T'OCT».

netmask no ymosuanuio - 255.255.255.255

gateway 1o ymosmyaHuio - 6epercs U3 --route-gateway usau BTO-
poro mapametpa --ifconfig, xorna ykasan --dev tun.

metric Mo ymosuaHuio - 6epercs U3 --route-metric, B ocTasbHbIX
caydasx 0.

YMosuaHWe MOXKHO yKa3aTb, OCTaBUB OMNLMIO MYCTOH UM yKa3aB
3HaueHHe «default».

[Tapametpel network u gateway moryT Takke ObITb yKa3aHbl Kak
uMsi, paspemtaemoe B DNS wnnu ¢aiin /etc/hosts, unm kak oxHo
M3 TPeX ClelHabHbIX KJIIOUEBbIX CJIOB.

vpn_gateway - anpec ynaneHHo# KoHeuHod Touku VPN (6epercs
und U3 --route-gateway uam u3 BToporo napamertpa --ifconfig,
ecJM yKasaHa omuusi --dev tun)

net_gateway - paHee CyILLeCTBOBABLUHU TFeUT C yMOJYaTeJbHBIM
[P, unraercss u3 TabMUIBl MapLUIPyTU3aUUH (MOALEPKHUBAETCS He
Bo Bcex OC)

remote_host - anpec --remote, ecau «OpenVPN-I'OCT» pa6otaer
B KJIMEHTCKOM pexKHMe W He ollpeJieleHa B CEPBEPHOM peKHMe.

--route-ipv6  ipv6addr/bits
[gateway]| [metric]

Anagor --route nis ceteir [Pv6

--max-routes n

[lo3BosisieT ykasath onuuu --route ¢ MaKCHMaJbHBIM KOJMUYECTBOM
n, 1160 B JIOKaJbHOM KOH(UTypallMOHHOM (haiije, 1100 B3sITblE C
cepepa OpenVPN. Tlo ymomuanuio n=100.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--route-gateway gw|'dhcp’

YKazaTb ymoJsuaTesqbHBIH FedUT gW 1J151 UCIOJIb30BaHUs C --route.
Ecniu B kauecTBe mapamerpa ykazaHo dhcp, ampec reita Gymet
B3sT U3 B3aumoneictBusi DHCP ¢ cepBepHOU JI0Ka/JbHOH CEThIO
«OpenVPN-TOCT».

--route-metric m

YKaszaTb yMoJ4aTeJbHYI0O METPUKY M [Jis HCIOJb30BaHUS C --
route.

--route-delay [n] [w]

[Tomoxnate n cekyHn (mo ymosnuanuio 0) mocse yCTaHOBKH CO-
elMHeHUs, Tpexae yeM n06aBasTb MapuipyTel. Ecau n paBHo O,
MaplpyThl 6yayT no0aBJjeHbl HeMeAJeHHO MOCJe YyCTaHOBJIEHHUS
coenuHenus. Ecau onnuus --route-delay onyuiena, Mmapuipytel 6y-
nyT noGaBJjieHbl cpasy mocse oTKpbiTHs yerpoiictBa TUN/TAP u
BBITIOHEHHSI CKPHUIITA --UpP, NePell OTK/JIIUYEHUEM JIIOOBIX MPaB MpH-
BUJIETMPOBAHHOTO MOJIb30BATE S AUPEKTHBAMH --USEr UJIH --group
(u1u BeIMOJIHEHHUS --chroot).

dta onuus mnoJse3Ha B ClieHapusix, rae ucrnogabdyercs DHCP nns
YCTAHOBKM ajpecoB ananTepa tap. 3amepKka macT XeHIIIeH-
Ky DHCP Bpewmsi 3aBepuiuThesi, npexae ueM OyayT HoOaBJeHbI
MapuIpyTHI.

B Windows onuus --route-delay nbiTaetcst ObITh 60Jiee HHTEJIEK-
TyaJbHOH, 0KHaast W ceKyHA (1o ymosauanuio w=30) BKJIOUYEHHUS
anantepa TAP-Win32 nepen no6aBjeHneM MapLIpyTOB.

--route-up cmd

BeimosiHuTE KOMaHay 060/04kH cmd mocsie TOro, Kak MapiipyThl
no6aBJieHbl B COOTBETCTBUHU C omuueld --route-delay.

Cwm. B paspene «[lepemeHHble cpenbl» HUXKE AOMNOJHUTENbHbIE Na-
paMeTphbl, KOTOpble MepeNalnTcs Kak nepeMeHHble CPebl.
O6patute BHHMaHUe, 4To cmd MoXKeT ObITh KOMaHIOH 000J0UKH
C HECKOJIbKUMH apryMeHTaMH.

--route-noexec

He no6aBnsiTh U He ynandaTb MapLIpyTOB aBTOMaTHUecKU. BmecTo
3TOr0 MepefaBaThb MapLIPyThl B CKPHUNT --route-up ¢ TOMOLIBIO
repeMeHHbIX Cpefibl.

--route-nopull

[Tpu ncnonb3oBanuu ¢ --client uau --pull, npuHATbL onuuu, nepe-
naHHble cepsepoM, KPOME wmapuipyTos.

[Tpu ucrosb30BaHKWK Ha KJHEHTe 3Ta onuus 3G(HEeKTUBHO 3arpe-
11aeT cepBepy A00aBJSATh MapLIPyThl B TaOJIUILy MaplIpyTH3aLHUH
KJIMeHTa, OHaKo oOpaTHTe BHUMaHHe, YTO 3Ta OMIUS BCe XKe M03-
BOsieT cepBepy ycTaHaBiauBaTb cBoicTBa TCP/IP Ha K/neHTCKOM
unreppeiice TUN/TAP.

--allow-pull-fqdn

[TosBosisier knueHTy Opatb DNS-umMeHa ¢ cepBepa (BMecCTO TO-
ro, 4yto6el orpaHuuuthbes [P-ampecom) mas --ifconfig, --route u
--route-gateway.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--redirect-gateway flags...

(OxcnepuMeHTanbHass) ABTOMATHUECKH BBIMOJHSIET KOMaHMIbI
MaplLIPyTH3aLHKH, UTOObl 3aCTABUTh BeCh UCXONSALIHH Tpa(UK Mpo-
xonuThb uepe3 VPN.

DTa ONLHUS BLINOJNHSET TP IIaAra:

1) Cosnaer craTHuecKUi MapLIpyT AJis agpeca --remote, KOTOPBIA
(opBapoUTCSA Ha paHee CYILIECTBOBABLUMHA yMOJYaTeJbHbIH TeHT.
DTO meslaeTcsl /ST TOrO, UTOOBI TPETHUH IIar He CO3[aJ Mapuipy-
THU3aLMOHHOU MeTJ/IH.

2) Ynanser MapipyT yMosn4aTeJqbHOr0 redTa.

3) YcraHaBJIMBaeT HOBBIH YMOJIYAaTeNbHBIH TEHT B KauecTBe KO-
HeuHo# Touku VPN (6Gepercsi mubo us --route-gateway, nu6o u3
BTOpOTro mapametpa --ifconfig, ecnu ykazana onuus --dev tun).
Korna TyHHesb paspelBaeTcsi, BCe BBILIEU3J/I0KEHHBbIE IIAaTH Bbl-
MOJHSAIOTCS B 06pPaTHOM MOPSiiKe, YTOOBl BOCCTAHOBUTb MCXOAHBIN
yMOJT4aTeNbHbIA MapIpyT.

®dniaru onuuu:

local - mob6asbre ¢aar local, ecnn o6a cepsepa OpenVPN mps-
MO COeIMHEHBI Yepe3 00ILIyI0 MOACETb, HApUMep, 6eCIIPOBOAHYIO.
®gar local 3acTaBUT OMyCTUTDH BHILIEONHUCAHHBIN mmar 1.

defl - ucmosnbayiiTe 3TOT (siar, YTOOBI MEPEOTPENESUTb YMOJI-
yateapHbld reit, ucnosb3ys 0.0.0.0/1 u 128.0.0.0/1 BMmecTO
0.0.0.0/0. D10 UMeeT TO MPeUMYIIECTBO, UTO HCXOMHBIH YyMOJI-
yaTe/JIbHBIH TeUT MepeornpenessieTcsi, HO He YHHUTOXKAEeTCs.
bypass-dhep - no6asasier npsimoit mapuipyT k cepsepy DHCP (ec-
JI1 OH He JIOKAJIbHBIH), KOTOPbIH OOXOMUT TYHHEJ b (IOCTYMHO Ha
KareHTax Windows, MoxkeT OBITb HELOCTYNHO Ha IPYTHUX KJHEH-
Tax)

bypass-dns - mo6aBJsieT mpsiMOM MapuIpyT K cepBepy (cepBepam)
DNS (ecai1 oHU He JlOKaJbHbIE), KOTOPbIH OOXOAUT TYHHEJb (10-
CTYyMHO Ha KaueHTax Windows, MoxeT ObITh HEIOCTYIIHO Ha APY-
TMX KJHEHTaXx)

HacrositenibHO pekomeHayeTcs ucnosb3oBaHue ¢uara defl.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--tun-mtu n

[Ipunsite MTU ycrpoiictBa TUN 32 n ¥ BBIUUCAUTL K3 HEro
MTU cBs3u (ymosnuanue=1500). B GosblinHCTBE CilyyaeB BbI,
BEPOSITHO, 3aXOTHTE OCTABUTh ITOT MapaMeTP yCTAHOBJEHHBIM B
yMoJuaTesIbHOe 3HaueHHe.

MTU (Maximum Transmission Unit) - MakcuMaJbHBIH pa3mep
naketa B 0aiiTax, KOTOPbIH MOXKeT ObITb OTIpaBJieH 0e3 parmMeH-
TUPOBaHUSA MO KOHKpeTHOMy nyTH B ceTu. «OpenVPN-TOCT»
TpebyeT, 4TOObl MAKEThl MO KOHTPOJbHBIM KaHa/JaM WM KaHaJam
NaHHBIX TMepechlIannuch 6e3 (pparMeHTHPOBAHHUS.

[Tpo6aemer ¢ MTU yacTo nposiBASIOTCS KaK COeTMHEHUS, KOTOPbIe
0OpBIBAIOTCS BO BpeMsl NE€PHOLOB aKTHBHOIO UCIIOJb30BAHHS.
Jlydire ucnosnb3oBath onuuu --fragment u/unn --mssfix, uTo6sl
CrpaBUThCA ¢ npobaemamu pasmepos MTU.

--tun-mtu-extra n

[Ipennosnoxuts, uto ycrpoiictBo TUN/TAP mMoxeT BepHyTh Na-
KeT Ha n 06alToB OoJsbllle, 4yeM pa3Mep, YKasaHHBIA B --tun-mtu.
DTOT NMapameTp M0 YMOJYaHHIO ycTaHoBJeH B 0, uTo pocTaTod-
Ho musi GosbiuHeTBa yetpoicTB TUN. Yerpoiictea TAP moryt
BBECTH JIONIOJIHUTEJIbHOE yBesnnyeHue padmepa MTU, nostomy Ko-
raa ucnosp3ytores: yerporictBa TAP, ucnosb3yercs ymosyaTesb-
HOe 3HauyeHHe 32. DTOT MapaMeTp KOHTPOJHUPYeT TOJIbKO pasMme-
pel BHyTpeHHero 6ydepa «OpenVPN-I'OCT», Tak uT0o HHKaKoro
yBeJHUYeHUs Mepefayk, CBS3aHHOrO C UCIOJNb30BaHHEM OO0Jbllel
BEJMUHHBI, He MPOUCXOIHT.

--mtu-disc type

Cnenyer nu Ham BoimosHsATe Path MTU discovery na TCP-
kaHaJse? [lognepxkuBaercss tonbko B Takux OC kak Linux, ko-
TOpble TIOAAEP>KUBAIOT HEOOXOAWMBIH CHCTEMHBbIH BBI30B AJS Ha-
CTPOUKH.

'no’ - Hukorma e noceuiath ¢peiimbi DF (Don’t Fragment)
‘maybe’ - UCrMosb30BaTh WHCTPYKIHH, CBSI3aHHbIE C MapUIPyTOM
'yes’ - Bcerna DF (Don’t Fragment)

--mtu-test

Yrobsl smnupuuecku 3ameputb MTU B Hauase coenuHeHus, 10-
0aBbTe onuuio --mtu-test k Bawe# koHpurypauuu. «OpenVPN-
[OCT» oTnpaBUT NHUHIOBbIE AKEThl PAa3HbIX Pa3MepOB yAaJeHHO-
My TapTHepy U M3MepUT caMmble GOJIblINe NMaKeThl, KOTOpble ObLIN
ycnelHo noJaydensl. [Ipouece --mtu-test 06p14HO 3aHUMAaET 0KOJIO
3 MHUHYT.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--fragment max

BkJ/touaeT BHYTpPeHHIOIO (parMeHTalHI0 JaTarpaMM, TakK 4TOOBI
He nocbl1anucb UDP-natarpammel pasmepom Gogblie, yeM max
0anTOB.

[TapameTp max WHTeprpeTHpyeTCs Tak XKe, Kak mapametp --link-
mtu, T.e. Obl1 no6aBseH pazmep UDP-nakera nocse nnHkancys-
M4, Ho 6e3 camoro UDP-3arosnoBka.

Onuusa fragment umeer CMBICA TONBKO B TOM CJy4ae, €CJH Bbl
noJsibdyetechk npotokosom UDP (--proto udp).

--fragment no6aBasier 4 6aiiTa K Ka)K10i matarpamme.

CwM. B omucaHuM onuuu mssfix BHU3Y onucaHue BaXKHOH OMIIUH,
CBsI3aHHO# ¢ --fragment.

Cnenyet Takyke UMeTb B BHUAY, YTO 3Ta OMLHUSA He MpefHa3HaYeHa
aJs Toro, ytoosl 3ameHuTb UDP-¢pparmenrtauuio Ha ypoBHe IP-
creka. OHa BBeleHa Kak rocJjenHee cpenctso, Korna path MTU
discovery HemoctynHo. Mcrnosnb3oBaHHe 3TOH OMUUHM MeHee (-
(ekTHBHO, yeM BoccTaHoBJeHHe OTKpbiTUS MTU-nytu nas Ba-
e [P-cBa3u u ucnonb3oBanusa cobctBeHHOU [P-cdparmenTtauuu.
Ho 6niBaroT oOcTosITeIbCTBA, KOTJa HCIOJb30BaHHE BO3MOXKHO-
creit OpenVPN no BHyTpeHHe# (pparmeHTaLUH MOryT ObITh Ba-
el eNMHCTBEHHON BO3MOXKHOCTbIO, HAMIPUMeED, Nepeaaya no TyH-
HeJl0 MyJbTHKactoBoro notoka UDP, tpebyrtomero ¢gparmenra-
LIUH.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--mssfix max

O6bsiBuTh ceancam TCP, paGorawomum yepe3 TyHHe/b, YTO UM
CJlleflyeT OrPaHUYUTh Pa3Mepbl OTIIPABJASEMbIX MAKETOB TakK, UTO-
6b1 mocse toro, kKak «OpenVPN-I'OCT» ux uHKancyauponaJa,
pasmep pesyabtupytomnx UDP-nakeros, koTopble «OpenVPN-
['OCT» nocelnaer cBoeMy napTHepy, He OyeT MPeBOCXOAUTh Max
6aHlTOoB.

[lapameTp max HUHTepHpeTHpPYeTCs TaK ke, KaK napametp --link-
mtu, T.e. 661 no6aBaeH padmep UDP-nakera nocse unkancys-
uuu, Ho 6e3 camoro UDP-3aroJioBka.

Onuwus -mssfix ©MeeT CMBICS TOJBKO TOTAA, KOTJ@ Bbl UCIOJb3Y-
ete npotokos UPD, T.e. --proto udp.

--mssfix u --fragment B upnease cienyer UCNoJb30BaTh BMeCTE,
rae --mssfix Oyner mpexje Bcero meiTaTbCs CAeNaTh Tak, YTOObI
TCP He Hyxnanoch B (pparMeHTalUU NaKeTOB, U ecyau O0JbllHe
MakKeThbl BCe PAaBHO MPOXOAAT (C MPOTOKOJOB, OTAHUHBIX 0T TCP),
--fragment ux ¢parmentupyer BuytTpu VPN.

W --fragment, u --mssfix npenHasHaueHsl /s TOro, 4To6b 06XO0-
nuTh caydau, korga Path MTU discovery HemocTymHO Ha cere-
BOM IyTH MeXXJy NapTHepaMH, obuamnumucs yepes «OpenVPN-
[OCT».

OObIUHBI ~ CHUMITOM TOAOOHOH Mpo6JeMbl -  COelHHEHHe
OpenVPN, KoTopoe ycremrHo HauMHaeTcsi, HO TIOTOM 3aMHpPaeT
BO BpeMsi aKTHBHOTO HCIIOJIb30BAHHS.

Ecnu onuuu --fragment u --mssfix ucnosbsytores BMmecTe, --
mssfix 6epeT ymo/uaTeibHOE 3HAUEHHE MapaMeTpa Max U3 OMIUU
--fragment max.

Takum 00pa3oM, MOKHO YMEHBIIWTb MaKCHMaJbHBIA pasMep
UDP-nakera mo 1300 (xopoluasi HayasibHasi MOMbITKA AJis1 pellle-
HUs TIpoOsieM coefrHeHUs:, cBsizaHHbIX ¢ MTU) co caenyroimumMu
OMIHUSIMH:

--tun-mtu 1500 --fragment 1300 --mssfix

--sndbuf size YcranaBauBaet pasmep Oydepa ornpasienus TCP/UDP-cokera.
B Hacrosiiiee BpeMst o yMosi4aHH0 paBHO 65536 6alTOB.
--revbuf size YcranaBauBaet pasmep 6ydepa nonyuenuss TCP/UDP-cokera. B

HacTosillee BpeMs M0 yMOJYaHHI0 paBHO 65536 6aiiTOB.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--socket-flags flags...

[IpumeHuTh naHHble (hyiard K TpaHcnopTHoMy cokeTy «OpenVPN-
[OCT». B Hacrosiliee BpeMsi MOAIEPKHUBAETCsS TOJBKO hJar
TCP_NODELAY.

®gar TCP_NODELAY nosnesen B pexume TCP wu 3acraBns-
eT spo cpasdy e IMOCblIaTh TYHHeJbHble NakeTbl yepe3 TCP-
coellHEHMe, He MbITasCh I'PYNNHPOBATh HECKOJIbKO MaJsleHbKHX
MaKeTOB B OOMH OOJBLIOH MakKeT. DTO MOXKET MPUBECTH K Cylile-
CTBEHHOMY YMEHbIIEHHUIO BPeMEeHH 3aIepKKH.

DTa OMuUHUs MOXKeT MepefaBaThCs C CepBepa Ha KJHMEHT, U sl
MaKCHMaJsbHOTO 3 deKTa ee cleayeT UCIONb30BaTh U Ha CEPBEPE,
U Ha KJIHEHTe.

--txqueuelen n

(Tombko maisi Linux) YcraHOBUTH HJuHY odepenud TX Ha HHTep-
¢eiice TUN/TAP. B HacTosiiee Bpemsi o ymosuanuto pasHa 100.

--shaper n

OrpaHW4yuBaeT IHPUHY TOJOCHI MPOMYCKAHUS HCXOASIINX TYH-
HeJIbHBIX NaHHBIX B n 6aiT B cekynny Ha TCP/UDP nopry. Eciu
BBl XOTHUTE OTPAaHUYHUTh LIMPHUHY TMOJOCH TPOMYCKaHUS B 00€ CTO-
POHBI, UCMOJb3YHTE 3Ty OMIHUI0 Y 000UX MapTHEPOB.
«OpenVPN-T'OCT» ucnosnb3yeT caeqyOLUHMN airopuT™ AJs pea-
JIU3allU¥ OTPAHHWYEeHUs TOJIOCHl MponycKaHus Tpaduka. [lpu Be-
JIMYMHE T0JIOCHl MPOMyCKaHWs B N OAUT B CEeKyHIy, MOCJe TOro,
KaK 3amluch gatarpamMmbl B b 6aliToB mocTaBjeHa B o4yepelb Ha
TCP/UDP noprty, nomoxnatb MuHUMYM (b/n) cekyHm, mpexnie
YyeM CTaBUTb B Odepellb CJEYIOULYI0 3aIHUCh.

Cnenyer 3ameTtutb, uto <«OpenVPN-I'OCT» mnonnep:xkuBaer
HECKOJIbKO TYHHeJieH MeXIy ONHUMHU M TeMH Ke JBYMs MapTHe-
paMu, T03BOJIsIi BaM KOHCTPYHPOBAaTb OTHOBPEMEHHO MOJHOCKO-
POCTHbIE TYHHEJH U TYHHEJH C YMEeHbLIEHHON MOJIOCOH MPOonmycKa-
HUS, MapLIPYTU3UPYs HU3KOMPHUOPUTETHbIE AaHHbIE MO TyHHEJSIM
C YMeHbIIeHHOH MOJIOCOH MPOIMYyCKaHHs, a OCTa/lbHble NaHHbIE 110
TYHHEJIIO C MOJIHOH CKOPOCTBIO.

3amMeTbTe TakKe, YTO [JIl TYHHeJeH ¢ HU3KOU MOoJI0COoi mpomycka-
Hus (menbiie 1000 6aiiToB B CeKyHAY) BaM, BEPOSITHO, CJELyeT
UCI0/b30BaTh Oojiee Hu3kHe 3HaueHuss MTU (cm. Bhllle), HHa-
ye BpeMs 3a[ePKKH MaKeTOB TaK BbIPACTET, YTO OyIEeT BbI3bIBATh
tarimayTel B ciaoe TLS u B TCP-coennnenusix, paboTammmx o
TYHHEJIO.

B «OpenVPN-T'OCT» n paspelueHO HaxoIUTbCSl B Mpejesax OT
100 6a#it B cekynay no 100 mera6aiiT B CEKyHLY.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--inactive n [bytes]

3acraBaser «OpenVPN-I'OCT» oTk/ao04aTbCsl MOCTAe N CEKYHJ
HeakTuBHOCTH ycrpoiictBa TUN/TAP. Bpemsi GesneiicTBusi us-
MepsieTcsl ¢ MOoCJIeJHer0 BXOASIIEr0 TYHHEJbHOTO MaKeTa.

Ecsiu BK/IIOUEH OMIMOHA/NbHBINA MapamMeTp bytes, oTKJjo04eHHe T10-
cle n ceKyHn Oe3nedcTBHUS Ha ycTpoicTBe tun/tap mpousBo-
IUT KOMOWHUPOBAaHHBIH MoacyeT 6ailToB Tyna/o6paTHO, KOTOPBIH
MeHbllle, yeM bytes.

-ping n

OTnpaBJasieT curHag ping Ha yaJeHHbIH XOCT yepe3 KOHTPOJbHbIN
TCP/UDP-kaHa/, eciii HUKAaKUX MAKeTOB He ObLJIO OTIPABJEHO
Mo KpaiiHed Mepe n cekyH. (ykaxkuTe ping st 000MX MapTHe-
poB, UTOOB! MaKeTbl ping OTIPaBJAINCH B 000HMX HalpaBJeHMSX,
nockosbky mnaketol ping B «OpenVPN-TOCT» He orpaxaiores,
Kak naketsl ping B IP). [Ipu ucnosb3oBaHuK B OMHOM M3 3alllH-
meHHbIX pexxumoB OpenVPN (rme ykasansl --secret, --tls-server
uny --tls-client) maker ping 6yner xpuntorpaduuecky 3allMiIeH.
DTa onuus MnpefHa3HaueHa A/ ABYX BapUAHTOB MCIIOJb30BAHUS:
1) CoBMecTHMOCTb ¢ GpaHaMaydpaMH, pabOTaOIIMMH Ha CeaHCo-
BOM ypoBHe. [lepuonuyeckuil curuan ping o6ecrneyur To, 4YTO Ta-
Kol 6pannmMaysp, Kotopeiil no3sossier UDP-naketram npoxoauts,
He 000pBeT CeaHC Mo TahuMayTy.

2) IlpenocTaBUTb ynajJeHHOMY XOCTY OCHOBY JJIi TE€CTHPOBaHHS
CYL1eCTBOBAHHUSl ero napTHepa C HCIOJb30BaHUEM ONUHH -ping-
exit.

--ping-exit n

3acrasasier «OpenVPN-I'OCT» 3aBepiuath paGoTy MocJje TOro,
KaK TPOUAYT N CeKyHA 06e3 MoJydeHUs MakeTa ping WJau APyroro
MmakKeTa OT yHAJeHHOrO XOCTa. DTa OMUHsS MOXKET HCIOJb30BaTh-
csl COBMECTHO ¢ --inactive, --ping u --ping-exit, 4ToObl CO31aThb
IABYXSIDyCHOe 3aBeplieHHe pabGoThl B pe3y/bTaTe HEAKTHBHOCTH.
Hanpumep

openvpn [options...] --inactive 3600 --ping 10 --ping-exit 60
UCMOJIb30BaHHOE /151 060uX napTHepoB 3acTaBUT OpenVPN 3a-
BepLIUTh padoTy B TeueHue 60 cekyHH, ecju MapTHEP OTCOENH-
HAeTCs, U B TedyeHHe 4Yaca, eciu He OyneT oOMeHa HHUKAKHUMHU
peasbHbBIMU TYHHEJbHBIMH JAaHHBIMH.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--ping-restart n

[loxoxxe Ha --ping-exit, HO HauWHaeT mnepe3amycK C CHTHAJOM
SIGUSRI mnocse Toro, Kak mpoayT n ceKyHA 0e3 MPUHATHSA Ta-
KeTa ping WM APYroro nakera oT yAaJeHHOIo XOCTa.

DTa omnuMs ToJe3Ha B TeX Cjydasix, KOraa yAajJeHHbIH MapTHep
umeetr nuHaMmuyeckuil [P-anpec, u nns caenoBanus 3a [P-agpecom
ucnosnbsyercsi DNS-ums ¢ auskum TTL ¢ npumeHeHuem cepBuca
tuna http://dyndns.org u nunamuueckoro DNS-kinenra, Takoro
kak ddclient.

Ecsy napTHepa HeBO3MOXKHO NOCTHYb, HAauHeTCs Mepe3anyck, 3a-
CTaBJISIIOLIME MMSsl XOCTa, UCIOJNb30BAHHOE C --remote, nepepas-
peluThes (eC/M Tak»Ke yKa3aHa Omius --resolv-retry).

B cepBepHOoM pexume, --ping-restart, --inactive nau nw60é apy-
rOil BUJ BHYTPEHHEr0 CHUTHaJa, Bceraa OyaeT MpUMeHSThCs K 00b-
€KTaM MHIUBHUAYaJbHbIX KJIHEHTCKHX K3EMIJISPOB, a He K LeJ0-
My cepBepy. Takxke o6paTHTe BHHMaHHE, UTO B CEpBEPHOM pe-
KrMe J10601 BHYTPEHHUH CHUTHaJ, KOTOPBIH B OOBIYHOM CJ/ydae
BBI30BET Tlepe3anyck, BMECTO 3TOTO BBI3OBET yjajeHHe 00beKTa
KJIMEHTCKOT0 9K3eMILIspa.

B k/MeHTCKOM pexuMe, napamerp --ping-restart no ymosnyaHuio
yctaHoBJieH B 120 cekyHa. Idto ymosyaHue OyneT NeHCTBOBATh,
TMOKa KJHWEHT He MOJYyUYUT APyroe 3HayeHHe ¢ cepBepa, OCHOBAHHOe
Ha HacTpokKe --keepalive B cepBepHo#i KoHbuUrypauuu. UtoOs! oT-
KJIIOUHTh 3TO yMoOJuUaTe/bHOe 3HaUeHHe, YCTAHOBUTE Ha KJHEeHTe
--ping-restart O.

CM. B pasjejie CUIHaJOB BHMU3Y JOMNOJHHUTEJbHYIO HUH(POPMALUIO
no SIGUSRI.

O6patute BHUMaHue, uto noBeneHue SIGUSRI moxer 6bITh U3-
MeHeHO OmuusMH --persist-tun, --persist-key, --persist-local-ip u
--persist-remote-ip.

Takxxe ob6paTuTe BHHMaHUe, 4TO --ping-exit u --ping-restart - B3a-
MMOHUCKJII0YAIOIINE OIMIHUH U HE MOTYT MPUMEHSThCSI COBMECTHO.

--keepalive n m

JlvpekTrBa, npeaHasHayeHHas [JI TOTO, 4TOObl YIPOCTHUTb BHI-
paxkeHue --ping W --ping-restart B KOH(pUIypaUHUsIX CEPBEPHOTO
pexuma.

Hanpuwmep, --keepalive 10 60 pacmndpoBeiBaeTcsi Tak:

if mode server:

ping 10

ping-restart 120

push "ping 10"

push "ping-restart 60"
else

ping 10

ping-restart 60

[TopsinkoBbi#i Ne M3MeHeHUsI
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--ping-timer-rem

3amnyckaTb --ping-exit/--ping-restart Tosbko ecsiu y Hac ecTb yna-
JeHHblH anpec. Mcrmosnb3yiTe 3Ty ONLMIO, €CAU Bbl 3alycKaeTe
JIEMOH B CJyLIAIOLIEM peXuMe (T.e. 6e3 orpesieleHHOTO NapTHepa
--remote) ¥ He XOTHTe HAaUMHATb MOAABATb CHTHAJbI TAHMAayTOB,
[I0Ka He COeJMHUTCH yNaJeHHbIH NapTHep.

--persist-tun

He 3akpbiBath ¥ He mnepeoTkpbiBaTbh yctpoiictBo TUN/TAP u
He 3amycKaTb CKpUNTHI Npu nepesanyckax SIGUSRI uau --ping-
restart.

SIGUSRI - curnan nepesanycka, 6auskuit K SIGHUP, Ho npen-
Jlaraliri 6osee TOHKWH KOHTPOJb HaJ OMIUSMH Mepe3anycka.

--persist-key

He nepeuutsiBath K/touyeBble (aitnbl npu SIGUSRI nau --ping-
restart.

ATy OMIHUI0 MOXKHO COBMECTHUTB C --user nobody, 4T0OBI O3BOJSATD
MHULKKpPOBaTh nepedanycku curHaisom SIGUSRI. Kak npasuso,
€CJId Bbl OTKa3blBaeTech OT MPaB NMPHUBUJIETMPOBAHHOTO M10Jb30Ba-
tes1s1 B «OpenVPN-I'OCT», nemoH He MoxeT ObITb Nepe3anylleH,
MIOTOMY 4TO OH Telepb He CMOXKeT MepeyuTaTh 3allUIleHHble KJII0-
yeBble (DaHJIbL.

DTa onuus pemiaer npodsaemy, 3aOMUHAs TPOYUTAHHBIE KJIOUH
npu nepesdanyckax SIGUSRI, tak 4To MX He HYKHO MEPeYUTHI-
BaTb.

--persist-local-ip

CoxpaHUTbh M3HAYaJbHO paspelleHHbIH MecTHbIH [P-ampec u Ho-
Mep nopra npu nepesanyckax SIGUSRI unu --ping-restart.

--persist-remote-ip

CoxpaHUTb NOCJeNHUH ayTeHTU(UUUPOBAHHBIH ynajeHHbH [P-
anpec 1 Homep mopTa npu nepeszanyckax SIGUSRI uau --ping-
restart.

[TopsinkoBbi#i Ne M3MeHeHUsI
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-mlock

OTkawoyaeT nelmKuHT, Bbi3biBasi ¢pyHkunio mlockall nz POSIX.
Tpebyert, uto6sl «OpenVPN-I'OCT» nsnavganbHo Obli1a 3amylie-
Ha MOJ MPUBUIETUPOBAHHBIM I10JIb30BATEEM (XOTS MOTOM MOXKHO
OTKas3aTbCsl OT MpaB MPUBHUJIETMPOBAHHOTO MOJIb30BATENS C MTOMO-
I1bIO OMLKH --USEr).

Hcnonbp3oBanue 3Tol onuuu obecrieydBaeT TO, UYTO KJIIOUEBble U
TyHHeJIbHble JaHHble HUKOIJla He 3alMChIBAIOTCS Ha IUCK M3-3a
onepauyiy MeHIKUHIa BUPTYaAJbHOW NMaMSATH, KOTOPBIE MPOHUCXO-
OSAT B OOJIbILIMHCTBE COBPEMEHHBIX ONepaluoHHBIX cucTeM. OHa
obecreyruBaeT TO, UTO JaKe €CJM aTaKYWUMHd CMOT B3JOMaTb
KoMmrbioTep, Ha KotopoMm pabotaer «OpenVPN-I'OCT», oH He
CMOXKEeT TMPOCKAHUPOBATb CUCTEMHBIH swap-gaiia, 4ToObl MOJYy-
YUTb paHee HCIIONb30BaHHBIE 3()eMepHble KJ/HUYH, KOTOPble HC-
NOJIb3YIOTCSl B TeUeHHe NepHoaa BPEMeHH, ONpPeeJIEHHOTO OILH-
SIMH --reneg (CM. HM2Ke), 3aTe€M OT HHUX OTKa3blBalOTCH.
O6paTHas cTopoHa Hcnob3oBaHus --mlock - To, 4TO OHA yMeHb-
LIUT KOJIUYECTBO (PU3UUECKOH MAMATH, NOCTYMHOU APYTUM IIPHU-
JIO2KEHHUSAM.
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--up emd

Komanna 060/104KH, KOTOPYIO CJedyeT BBINOJIHUTD IOCJe YCIlell-
Horo oTkpbitusi yctpoiictea TUN/TAP (no usmenenuss UID --
user). CKpUNT Up MoJie3eH OJis yKa3aHWsi KOMaHJA MapLIpyTH3a-
MM, KOTOpble MapuipyTusupytorT [P-Tpaduk, npenHasHayeHHbIN
IJ15 YaCTHBIX MOJCeTel, CYLIeCTBYIOIMX Ha ApyroM KoHue VPN-
COe/IMHEeHUSs, B TYHHeJb.

Hns --dev tun BHIMOJMHATE Kak:

cmd tun_dev tun_mtu link_mtu ifconfig_local_ip
ifconfig_remote_ip [ init | restart |

a5 --dev tap BBIMOJHATE Kak:

cmd tap_dev tap_mtu link_mtu ifconfig_local_ip
ifconfig_netmask [ init | restart |

Cwm. B paszenie «[lepemMeHHbIe cpelbl» HUXKE JOTOJHUTENbHbBIE Na-
paMeTpbl, KOTOpPble TIepeNalnTCs KaK MepeMeHHble CPeibl.
O6patute BHUMaHHe, 4To cmd MOXeT ObITh KOMaHIOH 060/J10YKH
C HEeCKOJbKHMH apryMeHTaMH, B 3TOM CJydyae apryMeHTHI, Cre-
HepupoBaHHble «OpenVPN-I'OCT», 6ynyT no6aB/ieHbl B KOHeL|
cTpokd cmd, 4ToObl MOMYUUTh KOMAHAHYIO CTPOKY, KoTopas 6y-
IIeT nepefaHa B 000J0YKY.

Kak npaBuJsio, cmd 3amycTUT CKPUNT, YTOObl 106ABUTh MapIIPYThl
K TYHHeJIIO.

Kak npaBusio, nocse otkpbitis ycrpoiictBa TUN/TAP BbisbiBa-
eTCsl CKPHUINT up. B 3TOM KOHTeKcTe moc/ieHsis KOMaHAa, KOTOPYIO
napaMmeTp nepenas B CKpumT, Oyzet init. Ecau onuusa --up-restart
TaKKe UCTIOJb3YeTCsl, CKPUMNT Up GyaeT BbI3bIBATHCS U s Mepe3a-
nyckoB. [lepesanyck cuutaercs yaCTUUHOU MepeHHULIMaNN3aL el
«OpenVPN-T'OCT», rne coxpansiercsi skzemmnsip TUN/TAP (3o
coxpaHeHue obecreunBaet onuus --persist-tun). [lepesamnyck mo-
X)eT ObITh creHepupoBan curHaitom SIGUSRI, ralimaytom --ping-
restart UM nepesanyckoM COeIMHeHHUs, KOraa onuuel --proto 3a-
nyckaetcsi npotokos TCP. Ecau npoucxonut nepesanyck, u Obl1a
yKaszaHa onuus --up-restart, ckpunt up Oyzaer Bbi3BaH ¢ restart B
KayecTBe IOCJeHETO MapaMeTpa.

C/enyomui oToe bHBIM TPUMep MOKa3biBaeT, KaK CKPHUMT --up
MOKeT OBbITh BbI3BAaH B KOHTEKCTe W WHHUIHAJIM3ALMH, U Tepe3a-
nycka (IIPUMEYAHHUE: B uensx 6e3omacHOCTH, He 3amycKaiTe
stor npumep, ecau UDP-nopt 9999 He 3absokupoBaH BalluM
O6panamayspom. Kpome Toro, nprumep OyneT BBHINOJHATHCS OeCKo-
HEYHO, TaK 4TO ero cJjeldyeT MpepBaTh ¢ MOMOIIbIO control-c).
openvpn --dev tun --port 9999 --verb 4 --ping-restart 10 --up
’echo up’ --down ’echo down’ --persist-tun --up-restart
O6patute BHHMaHue, 4To «OpenVPN-T'OCT» Ttakxke mnpeno-
cTaB/sieT omuuio --ifconfig, uToObl aBTOMaTHYeCKH NPHMEHUTH
ifconfig x yctpoiictBy TUN, uck/a04as HeoOXOTUMOCTb OTpese-
JISITb CKPHUIT --UP, €CJH TOJbKO Bbl HE XOTHUTE TaKXkKe CKOH(HTY-
pUPOBAaTb MapLIPYThl B CKPUMTE --UP.
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Ecau --ifconfig Takxe ykazana, «OpenVPN-I'OCT» nepenacr Jio-
KaJIbHBIM M yIaJleHHbI KOHeuHble MYHKThl KoMaHAbl ifconfig ue-
pe3 KOMaHAHYIO CTPOKY B CKPHIT --UP, TAK UTO OHHU MOTYT ObITh
MCII0JIb30BaHbI, YTOOBI CKOH(UTYPHUPOBATH MApPUIPYThl, TAKHE KaK:

route add -net 10.0.0.0 netmask 255.255.255.0 gw $5

--up-delay

Otnoxute oTkpbiTie TUN/TAP u B03MOXHOEe BbINIOJNHEHHE
CKpHUIITa --up n0 TexX mop, mnoka He ycraHoButcsi TCP/UDP-
coelHEeHHe.

B pexume --proto udp 3ta onuusi, Kak npaBuJo, TpebyeT UCIOJb-
30BaHMe --ping, 4YTOOBI AaTb BO3MOKHOCTb MOYYBCTBOBATb HHULU-
alUI0 COeIUHEHHUS B OTCYTCTBHE TYHHEJbHbIX NaHHBIX, HOCKOJIBKY
UDP - «6eccoenrHuTeNBHBIA» TPOTOKOJ.

B Windows 3Ta onuus oTJoxKHUT nepexon coctosiuss TAP-Win32
B «IIOJIKJIIOUEHHBIH», MIOKA He YCTAHOBUTCS COeIMHEHHe, T.e. MO-
Ka He OyeT MoJiyyeH MepBbld ayTeHTU(PULIUPOBAHHBIA MaKeT OT
napTHepa.

--down cmd

Komanna 060/104KH, BbIMONHSIEMasi T0C/e 3aKPBITHS yCTPOHCTBA
TUN/TAP (nocse usmenenuss UID --user u/uau chroot). Bri3bi-
BaeTCsl C TEMH JKe MapamMeTpaMM M NepeMeHHBIMH Cpeld, UTo U
OMLHUS --Uup, ONMCAHHAs BBILLE.

O6patuTe BHUMaHHe, UTO €CJH Bbl CHHUXKaeTe IpaBa, MOJb3YsCh
OMLHUSAMH --user M/Ujau group, Ball CKpUNT --down Takxke Gyner
BBIMOJIHSATBCS C MOHUKEHHBIMH IIPaBaMH.

--down-pre

BoiseiBaTh KOMaHIy/cKpunt --down 1o, a He MOCJe 3aKPbITHS
TUN/TAP.

--up-restart

O6ecrneunuTb BO3MOXXHOCTb BBI3BIBATb CKPHUITHI --UP U --down mJis
mepe3anyckoB, Kak M JJIS H3HAYaJbHOT'O CTapTa MPOrpaMMbl. DTa
onuusa 6oJiee NOAPOOHO ONMKCAHA BbILIEe B ONMHCAHUM OMLHHU --UP.

--setenv name value

HacTpauBaer n3MeHeHHYIO MepeMeHHYIO cpefibl name=value aias
nepeayrd B CKPUIIT.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--setenv
FORWARD_COMPATIBLE
1

Oc1abuTh MPOBEPKY CHHTAKCHCA KOH(DUTYPALIMOHHOTO (paija Tak,
4yTOObl HEU3BECTHBbIE NUPEKTHBBHl BBI3bIBAJIM NpenynpexieHue, a
He (paTasbHYI0 OLIKMOKY, B MPEANONOKEHUH, YTO JaHHASI HEU3BECT-
Hasi TUPEeKTHBA MOXKeT ObITb 1eHCTBUTEJNbHON B OYAYIIHUX BEPCUSAX
«OpenVPN-T'OCT».

DTON OmMIHeH cJaefyeT MOJb30BATbCS C OCTOPOXKHOCTBIO, TIOTOMY
4TO €CTh Cepbe3Hble MPUYUHBI, CBS3aHHblE ¢ 0€30MacCHOCThIO, 3a-
craBasaTb OpenVPN mnpekpamare pa6oty npu npobaemax B KOH-
¢urypauuonHom (aiisie. Tem He MeHee eCTb NMPUUYUHBI KeJaTb,
4yTOObI HOBbIE TPOrPaMMHbIE BO3MOXKHOCTH He BbI3bIBAJIK MPobJeM
PU BCTpeude CO CTAPbIMHU NPOrPaMMHBIMHU BEPCHSMH.

--setenv-safe name value

YcTaHOBUTD MU3MeHEHHYI0 repeMeHHYI0 cpensl
OPENVPN_name=value pns nepenayu B CKpHUIMT.

DTa OUpeKTHBa IpelHa3HauyeHa MJs Tepeladd C cepBepa KilH-
eHTaMm, U pobasjenue npepuxkca «OPENVPN_» k nepemeHHOH
Cpelbl - Mepa MPeIoCTOPOXKHOCTH, YTOObI MPENOTBPATHUTh aTaky B
ctuse LD_PRELOAD ot 3/10HaMepeHHOr0 UJIH CKOMIIPOMETHPO-
BaHHOTO cepBepa.

--script-security level
[method]

DTa [MpPEeKTHBa TMpPeNoCTaBJseT KOHTPOJb Hal TeM, Kak
«OpenVPN-T'OCT» wucnosb3yeT BHELIHHE MPOTPAMMbl U CKPHII-
Thl, C TIOJIUTHUKAMH, OIpeNeJeHHbIMU uepe3 ypoBHU. Dosiee HU3-
KHe 3HauyeHusi level Hak/aabpIBaOT GOJbIIIe OrPAaHUYEHHH, BHICOKHE
- meHble. Hactpoiiku nas level:

O - cTporo He BBI3bIBaTh BHELIHUX MPOrpaMm

1 (Mo ymoJ/iuaHHI0) - BbI3bIBATh TOJBKO BCTPOEHHbBIE HCIIOJHSIEMbIE
¢atinel, Takue Kak ifconfig, ip, route unu netsh.

2 - TO03BOJIUTb BBI3bIBaTb BCTPOEHHbIE HCMOJHseMble (ailbl, a
TaK>Ke CKPHIITBI, ONpeesieHHbIe TT0Jb30BaTeNEM.

3 - MO3BOJIMTDb MepeiaBaTh MapoJy B CKPUIITHI Yyepe3 repeMeHHble
cpenbl (BeposiTHO HeOe30MacHo).

[Tapamerp method ykaswiBaet, kak OpenVPN cienyer BbI3bIBATH
BHEIIHHEe KOMaHAbl U cKpunThl. HacTtpoiiku mns method:

execve - (10 yMOJYAHHWIO) HCMOJB30BaTh (YHKIHIO execve()
B Unix-cemeiicTBe onepanuoHHbix cucteM u CreateProcess() B
Windows.

system - ucrnosb3oBaTh (PyHKLHIO system() (He peKOMeHAyeTCs U
MeHee 6e30MaCHO, MOCKOJbKY KOMaHIHAasi CTPOKa BHELIHEH Mpo-
rpaMMbl MOAJIEXKHUT PACIIUPEHHIO 060J0UYKH).
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--disable-occ

He BbIBOAMTH Mpeaymnpexaamliee cooOleHHe, eCIU MEXKIY MapT-
HepaMHu o6HapYKeHbl HECOOTBETCTBUS oniui. [Ipumep HecooTBeT-
CTBHS OMLMH - eCJIU ONUH M3 MapTHEPOB HCMOJb3yeT --dev tun, a
BTOpO# --dev tap.

HMcnonb3oBaTh 3Ty ONUHUI0 HE DPEKOMEHAYeTCs, HO OHa Mpelo-
CTaBJ/IsIeTCsl B KayeCTBe BPEMEHHOTrO pelleHUs B CHUTYalUsX, TMe
«OpenVPN-T'OCT» coenunsiercs ¢ OpenVPN 6oJiee cTapoii Bep-
CHH.

--user user

Hamensier ID nosabsoBatenss B mpouecce «OpenVPN-TOCT» B
user mocje WHHULMANM3ALMH, MOHMKAs INpaBa. IJTa OMLUUS TO-
Jie3Ha, uToObl 3aLIUTHUTb CHUCTEMY B TOM CJydyae, KOrga KTO-TO
BpaxKaeOHbIH CMOT MOJNYYUTh KOHTPOJb Haf ceaHcoM «OpenVPN-
[OCT». Xots 6saronaps 3auute «OpenVPN-I'OCT» ato maJo-
BEpPOSITHO, 3Ta OMLHS MPeNoCTaBJsieT AOMOJHUTEbHOE CPEACTBO
0€30MaCHOCTH.

YcranoBuB user B nobody WM 4TO-TO Takoe Ke HENPHUBUJIETH-
pOBaHHOE, Bbl OTPAaHUYUTE BPeJ, KOTOPbIH MOXKeT ObITh PUUHHEH
Bpak1eOHbIM areHToM. KoHeuHo, OTHSIB paBa, Bbl He CMOXKETe MX
BepHYTb B ceaHce «OpenVPN-TOCT». Ito 3Hauut, Hampumep,
4TO ecsd Bbl XOoTUTe nepesanycTuTb geMoH «OpenVPN-T'OCT»
¢ nomouibto curiana SIGUSRI (nanmpumep, B OoTBeT Ha Tepesa-
nyck DHCP), BaM c/ienyeT BoCrosib30BaTbhCsl OMHOH UM HECKOJIb-
KHMH OMIUSAMH --persist, yTo6bl o6ecneunts «OpenVPN-TOCT»
OTCYTCTBHE HEOOXOOUMOCTH MOJb30BAThCS KAKUMHU-IHO0 TPUBH-
JIETUPOBAaHHBIMU OTNEPALUSIMU, YTOObI MMepe3anyCcTUThCs (TaKUMH,
KaK TepeurThiBaHHe KJIIOUeBBIX (paisioB uiu 3amyck ifconfig na
ycrpoiictBe TUN).

--group group

[lono6Ho onuuu --user, 3Ta onuus MeHsiet ID rpynnsl B npouecce
«OpenVPN-T'OCT» B group nocJjie HHUIIMAJHU3AHH.

-cd dir

M3amenutb katasor B dir mepen uTeHHeM JIOOBIX (hal/I0B, TAKHUX
KaK KOH(UI'ypalLlMOHHble (padJbl, KJIHOUeBble (Dau/bl, CKPUITBEl U
T.1. dir 1o/2KeH ObITh aOCOMOTHBIM MYTeM, HAUMHAIIIUMCS C «/»,
U 0e3 KaKUX-IH0O0 CCBIJIOK HAa TEKYLIHMH KaTasor, TAKUX KaK «.»
U «..».

Dta onuus noje3Ha, Korma Bbl 3amyckaete «OpenVPN-TOCT»
B pexuMe --daemon M XOTHUTE CBECTH BCe BalIM KOHTPOJbHbIE
¢daiael OpenVPN B onHOM MecrTe.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--chroot dir

[lepeiitu B dir kak B chroot mocse uHMUManu3auuu. --chroot, B
CYIIHOCTH, mNepeonpenesserT dir Kak BepXHUH YpOBeHb KaTaJjo-
ra B nepese (/). «OpenVPN-IT'OCT» Ttakum 006pa3oM He CMOXKET
JOCTHYb HUKAaKUX (DailJioB BHe 3TOro nepeBa. DTO MOXKeT ObITh
XKeJaTeIbHO C TOYKU 3peHHs1 6e30MacHOCTH.

[Tockosibky omepauusi chroot BbiMoJHsSETCS TMOCJe HHHULHANA3A-
uuu, 6oabiuHCTBO onuui «OpenVPN-TOCT», cBsa3anHble ¢ daii-
Jamu, 6ynyT paboTaTh B KOHTEKCTe, MpeaBapsiomieM chroot.

Bo MHorux ciyuasx napamerp dir MOXKeT yKa3blBaTb Ha MyCTOH
KaTaJjior, HO MOT'YT MOSIBUThbCS MPoOJeMBbI, KOTIa MOCJ/e Olepaiu
chroot BBEITOMHSIOTCS CKPHUIITH MJIH MEPe3aryCKH.

--setcon context

[Tpumenuts SELinux context mnocse wuHMIMaAM3aUUU. ITO,
B CYIIHOCTH, MPENOCTaBJ/sIET BO3MOXKHOCTb OrPAHHYMUTH MpaBa
«OpenVPN-T'OCT» nmo ceTeBbIX omepaluii Bxona/Beixona, O.a-
rogapsi SELinux. dta onuus Muet Aasblie, yeM --user U --chroot,
MOTOMY YTO 3TH JIBe OMIMH, OYLYy4YH MPEeKPACHBIMH BO3MOMXKHOCTSI-
MU 3alLMTHl, K COXKaJleHWI0, He 3allHMIIAI0T OT MOBBILIEHUS MPH-
BUJIETHH C MOMOILBIO MCIIOJNb30BAHHUS YSI3BUMOrO CUCTEMHOTO BbI-
30Ba. Bbl MoXkeTe, KOHEUHO, UCTONb30BATh BCE TPU OILHUH CPaay,
HO ToXKaJayHhcTa HMeHTe B BMAY, YTO MOCKOJBKY setcon TpeOy-
eT JoCTymna B /proc, BaM MpPUIETCS TPENOCTaBJASATb €ro BHYTPH
KartaJsora chroot (Hanmpumep, ¢ momorbio mount --bind).
[Tockosbky omepanusi setcon BBIMOJHSETCS MOC/Ae WHHULIHMAMU3A-
ik, «OpenVPN-I'OCT» MoxeT ObITb OrpaHHYeHa TOJBKO CH-
CTEeMHBIMH BbI30BaMH, CBSI3aHHBIMH C CETbIO, B TO BpeMs Kak IMpu
MCII0JIb30BAHUH KOHTEKCTA Tlepe]] 3alyCcKoM (TakuM, Kak IpejJa-
raembiii B SELinux Reference Policies) Bam npumercsi mo3Bosuth
MHOTO Bellled, TpeOyeMbIX TOJbKO BO BPeMsl MHUIMANHU3ALMH.
Kak u ¢ chroot, Moryt Bo3HUKHYTb Mpo6JeMbl, KOT/ia MoCJje ore-
pauuu setcon BBITOMHSAIOTCS CKPUITHI UJIM T€pPe3anyckH, MO3TOMY
cJelyeT MPU3aAyMaTbCsl HaJA HCIOJb30BaHMEM OIMUMH --persist-
key u --persist-tun.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--daemon [progname]

CraTh IeMOHOM TIOCJe 3aBeplLIeHHs] BceX (PYHKUMH HHHUIHAIN3A-
IMU. DTa OMIHS 3aCTABUT BCe COOOLIEHHUSI OTIPABJSATHCS B (pak
syslog (takoiél kak /var/log/messages) KpoMe BbIBOJA CKPUIITOB
o6osoukn u kKomaupn ifconfig, xkotopwle OymyT oTmpaBisTbCS B
/dev/null, eciu ux He mepeHampaBuUTh B apyroe mecto. [lepe-
HarpaBJieHHe B Syslog MpoucxoiuT HeMelJeHHO B MOMEHT, KOrja
onuus -daemon TPOUUTHIBAETCS B KOMAHIHOH CTPOKE, XOTS MO-
MEHT IeMOHM3alWH HACTyNaeT Mo3xke. Ecau mpucyTcTByeT onHa
M3 OMIHH --log, oHa 3aMeHUT mepeHanpasJeHue B syslog.
OnuuoHanbHBll napameTp progname 3actaBUT «OpenVPN-
[OCT» coo6uiuTh CBOE MPOrpaMMHOE UMSI CHUCTEMHOMY JIOrTe-
py Kak progname. DTO MOXKeT ObITb I0JIE3HO [Jisi CBSI3bIBAHHUS
coobuenn#t «OpenVPN-TOCT» B ¢aiine syslog co cnenuaabHbl-
MU TYHHeJisiMH. Ecsii progname He yKa3aHo, M0 yMOJYaHHIO OHO
openvpn.

Korna «OpenVPN-T'OCT» 3anmyckaercs ¢ onuueil --daemon, oHa
TOMBITAETCS OTJIOXKHUTb NEMOHHM3ALHI0 0 TOrO MOMEHTa, KakK 3a-
BepIIUTCS OOJBIIMHCTBO MHUIMAMN3ALMOHHBIX (PYHKLHH, COCO6-
HBIX K TeHepaluuu (aTaabHbIX OLIHOOK. DTO 03HAUAET, UTO HHHUIIH-
aJM3aLHOHHBIE CKPUIITHl MOTYT MPOTECTHUPOBATh BO3BPAllEHHbIN
CTaTyCc KOMaHJbl Openvpn C AOCTATOUHO HANEXHBIM YyKa3aHHEM
TOrO0, OblJIa JIM KOMaHAa KOPPEKTHO WHHULHMAJM3UPOBAHA M BOLILJIA
JIM B TIETJIIO COOBITHUH (POpPBAPAMHIA NAKETOB.

B «OpenVPN-T'OCT» 6osbluas 4acTb OIIHMOOK, MPOUCXOMSLIAX
nocJjie UHULMAMU3alUU, He (aTasbHBI.

--syslog [progname]

HanpaBssTh BBIBOA »KypHasa B CUCTEMHBIH JIOTTep, HO HE CTaHO-
BUTbCs neMOoHOM. CM. B ONHCAHWH OMPEKTHBH --daemon, mpuBe-
JIEHHOM BbIILIe, OMMCaHKe MapamMeTpa progname.

--passtos

YcranoButh nosie TOS TyHHesNbHOTO Maketa B TO, YeM SIBJISIETCS
TOS un(popmMaOHHOr0 HAMOJHEHHUS MaKeTa.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--inetd [wait|nowait]
[progname]

Hcnoabayiite a1y onuuio, korga «OpenVPN-I'OCT» pa6oraet Ha
cepBepe inetd unu xinetd.

Onuwust wait/nowait mosi»kHa COOTBETCTBOBATh TOMY, 4TO yKasa-
HO B KOH(HrypauuonHom datne ietd/xinetd. Pexkxum nowait mo-
KeT OBITb HCIIOJNB30BaH TOJNbKO ¢ --proto tcp-server. Ilo ymous-
yanuilo wait. Pexum nowait MoxkeT ObITb HCIIOJb30BaH, YTOOBI
npenctaButh AeMoH OpenVPN kak knaccuueckuit TCP-cepsep,
TJle 3aMpOChl KJAMEHTCKUX COeIMHEHUH 00CTYKUBAIOTCS HA OTHOM
HOMepe moprTa.

DTa ONUUS MUCKJI0YaeT HCIOJb30BaHHWe omuui --daemon, --local
U --remote. O6paTuTe BHHMaHWE, YTO 3Ta OIMIIUS 3aCTaBJSeET
o6pabaTbiBaTh COOOLIEHHS, B TOM 4ucJe 00 olIKMOKax, TaK XKe,
Kak onuus --daemon. OnuuoHaMbHBIE TapaMeTp progname Takxke
oOpabaTbiBaeTcs TOUHO TaK ke, KakK B --daemon.

Takxe oOpaTUTe BHUMAaHHUE, UTO B peXXHMe Wait KaXKIblil TYHHEJb
OpenVPN rtpebyer otmenbHoro TCP/UDP-nopra u otnesnbHOro
Bxona inetd maum xinetd.

--log file

BriBonuTh XKypHa/nbHble coobuieHuss B file, Bk/touyas BeIBOA Ha
CTaHAAPTHBIA BBIBOI/CTaHIAPTHYIO OLIMOKY, KOTOPBIH TeHepupy-
eTcsl BbI3BaHHBIMU cKpuntaMmu. Ecau file yxe cyuiectByer, oH 6y-
netT obpesaH. DTa ONUUS aKTUBU3HPyeTCs HeMelJeHHO, KOT/la OHa
MPOUYUTHIBAeTCS B KOMaHAHOH CTPOKe, U 3aMeHHUT BBIBOA B syslog,
eCJIM TaK»Ke yKasaHbl --daemon uju --inetd. dta onuus coxpansi-
ercsi B TedeHue Bcell padotel OpenVPN u He mepesarpyzkaercs
SIGHUP, SIGUSRI unu --ping-restart.

O6parute BHUMaHue, uto B Windows, roe OpenVPN sanyckaet-
Csl KaK CepBUC, »KYPHa/NHpOBaHHe NPUCXOAUT MO yMoJa4aHHIo Oe3
HeoOXOIUMOCTH YKa3blBaTb 3Ty OMIHUIO.

--log-append file

Jo6aBuTh KypHasbHble coobuienus K koHuy file. Ecau file He cy-
ILIECTBYeT, OH OyZeT co3faH. DTa onuus BefeT ceOs TOYHO TAKXKe,
Kak --log, 3a UCKJIIOUEHHEM TOTO, YTO OHA MPUITHUCBIBAET COOOIIIe-
HUS K KOHLY (pa#ina, a He o6pe3aeT ero.

--suppress-timestamps

M3berath 3anucu MeTOK BPeMeHH B XKYpHaJsibHble COOOLIeHUs, Ja-
’Ke TOraa, Korga hHavye oHM OynyT nobaBJjeHbl B Hadaso. B oco-
OeHHOCTH 3TO NpuUJaraeTcss K COOOLIeHHUAM KypHaJsa, HampasJsi-
€MBbIM B CTAaHAAPTHBIA BBIBOJ.

--writepid file

3anucatb ID raasHoro mponecca «OpenVPN-TOCT» B file.

--nice n

M3amMensieT mpropuTeT mpolecca 1nocje HHUIHANU3AIUU (n 60JIb-
we O - MOHMXKEHHe NPHOPUTETa, N MeHblle HyJs - MOBbILIEHHE
TIPUOPHUTETA).

[TopsinkoBbi#i Ne M3MeHeHUsI
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--fast-io

(OkcnepumMenTanpHasi) ONTUMHU3UPOBATH 3allHMCH BBOIA-BbIBOIA
TUN/TAP/UDP, us6eras BbizoBa B poll/epoll/select mepen orme-
pauued 3anucu. Llesbto Takoro BeI30Ba, KaK MPaBUJIO, SIBJISETCS
OJIOKUPOBKA, TOKa YCTPOUCTBO HJIM COKET He OYyAyT FOTOBBI MPH-
HATb 3amuch. Takasi GJOKHPOBKA He fBJseTCs HeOOXOAMMOH Ha
HEKOTOPBIX MJIaT(GopMax, KOTOPble He MOMAEPKHUBAIOT OJOKHPOB-
Ky 3anuceit Ha UDP-cokerax unu yerpoiicteax TUN/TAP. B ra-
KHX CJydasiX MOXKHO OTNTHMH3UPOBATh METJ0 COOBITHH, u3beras
BbI30Ba B poll/epoll/select, Tem cambim ynyuinasi 3 peKTHBHOCTD
CPU Ha 5-10 nporeHTOB.

DTa OMUUs MOXKeT ObITb HCIOJb30BaHA TOJBKO B CHCTEMAaX, OT-
anuHbeix o Windows, Korga ykasaHa onuus --proto udp, u Korna
onuus --shaper HE ykasana.

--multihome

CkoHpurypupoBatb MHorogoMHbeld UDP-cepBep. drta onmus mo-
XeT ObiTh HcnoJb3oBaHa, Korna «OpenVPN-IT'OCT» 6bina ckoH-
(uryprpoBaHa Tak, 4ToObl ClyLIaTh HA BCeX HHTep(elicax, U Oy-
IIeT MbITAThCsl NPUBS3aTh KJAMEHTCKHE CeaHChl K HHTepdelcy, Ha
KOTOPBIH MPUXOASAT MaKeThl, YTOObl UCXOASIIHE MAKeThl MK Ye-
pe3 3ToT xke uHTepdehc. ObpaTuTe BHUMaHHWE, YTO 3Ta OILHUS
peseBaHTHa ToJbKO A/ UDP-cepBepoB u B Hacrosllee BpeMms
peasn3oBaHa TOJIbKO Ha Linux.

[IpumeuyaHue: KJMEHTB, COeQUHSIOLIMECS C CEPBEPOM  --
multihome, Bcerga moJKHBI UCIIOJIb30BATh OIIIHIO --nobind.

--echo [parms...]

KonupyeT parms B BbIBOJ KypHaJa.
[IpennasnaueHo nJsi Toro, 4tobbl OTHPABJATL COOOLIEHHS KOH-

TPOJMHPYEMOMY IMPUJAOKEHHNIO, KOTOPOE MOJYydaeT BbIBOL 2KYpHaJia
«OpenVPN-TOCT>».

--remap-usrl signal

KoHTposupoBaTb, BHyTpeHHHe UK BHelHHe curHagabl SIGUSRI
npespamaTcs B SIGHUP (nepesanyck 6e3 coxpaHeHHOro co-
crostuusi) uad SIGTERM (Beixon).

signal moxet npunumath 3Hadennss SIGHUP nau SIGTERM. Ilo
YMOJTYAHHIO, HUKAKOTO TpeBpallleHHs] He TPOUCXOAHNT.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--verb n

YcraHaBauBaeT MoapoOHOCTb BbIBOAA B n (MO yMoJuyaHHO 1).
Kaxnblil ypoBeHb MOKa3bIBaeT BCIO MH(GOPMAIHIO C MPEAbIIYLIHX
ypOBHEH. YpOBeHb 3 PEKOMEHAYEeTCs, €CJH Bbl XOTUTE XOPOILIUH
OTYET O MPOUCXOASLIEM Oe3 HU3JUIIHEH AeTalU3alNH.

0 - HHKaKOro BbIBOJA, KpoMe (paTasbHbIX OLIHOOK.

1-3 - nMama3oH HOPMaJBHOI'O HCIOJb30BAHHS.

5 - BBIBOOUT CUMBOJIBL R 1 W Ha KOHCOJIb JJIs1 KaXKJ0TO MPOUTEeH-
HOTO W 3alMcaHHOro nakera, sarjaBHele s TCP/UDP-nakeros
u crpounbsle nisg TUN/TAP-nakeros.

6-11 - n1ranasoH OT/MaOYHBIX YPOBHEH.

--status file [n]

3anucbiBaTh OMepalMoHHbIH cTaTyc B file Kaxkable n CekyHI.

CraTyc TakxKe MOXKET 3alMChIBaThCs B Syslog OTMpaBJieHHEM CHT-
Hasa SIGUSR2.

--status-version[n]

Bribpats HoMep Bepcuu Qopmata (aitsna craryca. Cefiuac n mo-
X)eT ObITh 1, 2, 3 U Mo yMosyaHHUIO paBeH l.

--mute n

3anuceiBaTh B KypHaJ He OoJiblie N IMOCJed0BaTeNbHbIX CO00-
IIeHHH OfHOH M TOW ke KaTeropuu. [lose3Ho ass orpaHuyeHUs
TMIOBTOPSIIOLLLET0CSs »KYPHANHUPOBAHUS CXOKHUX THUIIOB COOOLIEHUH.

--com-lzo [mode]

Hcnonb3oBath 6picTpoe cxkatue LZO - mMoxHO no6aBnsth o 1
OaliTa Ha MakeT [J51 HECXKHMaeMblX JAaHHBIX. mode MoxeT ObITh
«yes», «no» uau «adaptive» (ymosuaHue).

B HacTpoiikax cepBepHOro peKMMa BO3MOXKHO H30UpaTesbHO
BKJIIOUATh M BBIKJIIOYAaTbh CXKATHe [Js1 WHAWBUAYAJbHBIX KJHEH-
TOB.

CHaua/ia yI0CTOBEPbTECh, UTO KOH(UTYPALIUOHHBIN (hallyl KJAHEeHT-
CKOH CTOpOHBI ofOecredyuBaeT U30OUpaTesbHOE CxXKaTHe, HUMesl MO
MeHbIIIeHd Mepe OIHY TUPEKTUBY --comp-lzo, Takyw Kak --com-lzo
no. DTO OTKJ/IOYHUT C2KaTHE MO YMOMYAHHIO, HO MO3BOJUT OYAYyIIel
IMpeKTHBe, TepelaHHOH ¢ cepBepa, AMHAMHYEeCKH H3MEHSTb Ha-
CTPOMKH BKJIFOUEHMSI/BBIKJIIOUEHHS/aianTalkH.

Hanee, B ¢aise --client-config-dir ykaxkurte HacTpolky cxkaTus
IJsl KJIHeHTa, HaTlpuMep:

comp-1zo yes

push «comp-1zo yes»

[TepBas cTpoka ycTaHaBirBaeT HacTPOUKY comp-1zo aasi cepsep-
HOM CTOPOHBI COeIMHEHHU s, BTOpPasi HACTPauBaeT KJIHEHTCKYIO CTO-

pOHY.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--comp-noadapt

[Tpu ncnosb3oBaHUM BMecCTe C --comp-1zo, aTa onuus oTK/a04aeT
anroputm agantuBHoro cxkatusi «OpenVPN-I'OCT». Kak npaBu-
J10, alaliTHBHOE CxKaThe obecrneynBaercs --comp-lzo.
AnanTHBHOe C)KaTHe MbITAETCS ONTHMH3WPOBATh CJAydaH, ruae y
Bac BKJ/IIOYEHO CXKaTHe, HO BBl [10CHIJIaeTe B OCHOBHOM HecCXKHMae-
Mble (MJIH yKe CXKaTble) MaKeTbl M0 TyHHEJI0, TaKHe KaK Tepefa-
uya no FTP unu rsync 6ogbiuoro cxkatoro daina. C ananTUBHBIM
cxatreM «OpenVPN-I'OCT» 6yner nepuonnyecku 3amyckaTb Ha
npoOy MpoLecc CKaThf, 4TOObl U3MEepPUTb ero 3(P(EeKTUBHOCTD.
Ecsnu nanHble, nepenaBaeMble M0 TYHHeEJO, YK€ CXKaTbl, 3(pdek-
TUBHOCTb C2KaTHsi OyleT o4eHb HU3KOH, uTo 3acTaBUT «OpenVPN-
[OCT» OTKJI0YUTb CXKaTHe Ha MEPHUOM BPEMEHH IO CJIedyIOIIero
NPOOHOTO CXKATHS.

--management [P port [pw-
file]

[TpenocraButh Bo3moxkHOCTE TCP-cepBepy Ha IP:port ynpasasite
(YHKUUSIMH yrpaBjeHus: neMoHOM. pw-file, ecqin ykazaHo, siBsisi-
etcs (paiisiom ¢ mapoJsieM (mapoJsib B MepBOH CcTpPoKe) uau «stdins
IJ151 BBOJIa MapoJisl O cTaHAapTHoro BBoza. [IpenocraBneHHbldl na-
pOJIb YCTAHOBUT MapoJb, KOTOpeld TCP-KJIHeHTH NOMKHBEI OyIyT
NPefoCTaBAATb AJs A0CTYMNa K (PYHKLHUAM YIpaBJeHUS.
Hutepeiic ynpasiaeHus Takxke MOXKeT CJAyLIaTb HA COKeTe JOMe-
Ha Unix, pas Tex naatdopm, KOTOpble 3TO NoAAepKUBAIOT. UT0OHI
UCIIONb30BaTh COKeT noMeHa Unix, ykaxute nyTb K cokeTy Unix
BMecTO [P 1 ycraHoBuTe 3HaueHMe port B «unix». B To BpeMs Kak
yMoJI4aTesbHOe IMOBeleHUe - co31aTh cokeT noMeHa Unix, ¢ Ko-
TOPBIM MOXXHO COE€IUHHUTBCS JIOOBIM MPOLECCOM, MOXKHO HCIOJIb-
30BaTh NUPEKTHBHI --management-client-user u --management-
client-group, uTo6GBl OrpaHUUYUTD afpec.

MHurepdeiic ynpaB/ieHHs NpenocTaBJ/sieT CIELHANbHBIA DPeXHUM,
rie cBsA3b ¢ ynpasjaeHueM TCP moxer paboTtaTh uepe3 caMm TyH-
HeJslb. UTOOBI BKJIIOUHTH 3TOT pPeXKHM, ycTaHOBUTe 3HadeHue [P B
«tunnel». TyHHe/IbHBIH pEXHUM 3aCTaBUT HHTeP(ENC YIpaBJeHHUs
caywatb coennHeHue TCP na sokanbHom anpece VPN wunHTep-
¢peiica TUN/TAP.

XoTsl NMOPT ymnpaBJ/eHUs NpeqHa3HayeH M5 MPOrPaMMHOIO KOH-
tposst apyrux npunoxeHud Hag «OpenVPN-I'OCT», Bo3MoxkHO
CBSI3aThCS C MOPTOM C momolbio telnet, ucnonb3ys kaueHT telnet
B «TpyOOM» peXuMe. YCTAaHOBHB coeinHeHHe, Habepute «help»,
4TOOBI MONYYUThb CIIMCOK KOMaHA.

HacrostensHo pekomeHayercs ycraHosute [P B 127.0.0.1
(localhost), 4ToObI OrpaHHYMTH AOCTYIHOCTH CepBepa yrpasJe-
HUS 1/ JOKAJIbHBIX KJIHEHTOB.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--management-query-
passwords

Kanan ynpaBseHust 3ampocaMd At MapoJisi 3aKPLITOrO KJua
M JIOTMHA/mapoJist onuuu --auth-user-pass. 3ampaiinaiite yepe3
KaHaJ yTpaBJeHHs TOJNbKO Te 3JeMeHThl BBOJAA, KOTOpble, Kak
MPaBUJIO, 3aMpPalIUBAIOTCH ¢ KOHCOJH.

--management-forget-
disconnect

3actaButb «OpenVPN-I'OCT» 3abeiBaTh napo/u, Korga ceaHc
yIIpaBJ/IeHHs 3aKaHUHBaeTCs.

DTa IMPEKTHBA He BJMSET Ha JIOTHH U NapoJib oNnuuu --http-proxy.
Onu Bcerga K3UHUPYIOTCH.

--management-hold

3anyctuth «OpenVPN-TOCT» B cocTosiHUM rubepHaluH, TMOKa
KJHEHT UHTepdelica yrnpaBJ/eHHs] He 3alyCTUT ee IBHBIM 00pasoM
KoMaHaou hold release.

--management-signal

[Tocaate «OpenVPN-I'OCT» curnan SIGUSRI, ecau ceaHc
yTpaBJieHHsl 0OpbeIBaeTCs. JTO MOJE3HO, KOTJa BBl XOTHUTE Paso-
pBaTb ceanc «OpenVPN-T'OCT» npu oTK/II0OUEHHH TT0b30BaTe s,

--management-log-cache n

KswnpoBate nocsjenHre n CTPOK UCTOpPUM (aiina KypHasaa AJjs
UCIOJIb30BAHNUS Ha KaHaJse yIIpaBJeHHUS.

--management-client-auth

JlaeT k/aueHTy uHTep(elica ymnpaB/jeHHS OTBETCTBEHHOCTb 3a
ayTEeHTU(HUKALUIO KJIUEHTOB MOCJe TOro, Kak UX KJIHUeHTCKUH cep-
TU(UKAT OBl NIPOBEPEH.

--management-client-pf

KnueHTel HHTepelica ynpaBJ/eHUs N0JKHbBI yKa3aTb (pal/1 (puib-
TPa MAKeTOB JJIl KaXKA0ro COeAUHSAIOLIerocs KJHEeHTa.

--management-client-user u

Korna untepdeiic ynpas/jeHus cayluaet Ha cokeTe noMeHa Unix,
M03BOJIATh TOJIbKO COEMHEHHUs ISl MOJb30BaTe s U.

--management-client-group
g

Korna unTtepdeiic ynpas/enus cayliaeT Ha cokeTe nomeHa Unix,
M03BOJISATb TOJIbKO COEMHEHHUS IJ51 TPYNIbl g.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--plugin  module-pathname
[init-string]

3arpysutb MopKJawdaeMbld Mopysnb U3 (akna module-pathname,
nepenasas init-string Kak aprymMmeHT B ()yHKLMIO UHHULHUAJIHU3ALUN
monyaisi. B onun npouece OpenVPN MoXHO 3arpysuTbh HeCKOJbKO
MOJAKJII0YaeMbIX MOMYJIEH.

Heckosbko MonyJsieit MOryT ObITh MOAKJ/IOUEHBl KACKaJOM, U MOXK-
HO HCIOJIb30BaTh MOAYJIH BMecTe co ckpunrtamu. «OpenVPN-
[OCT» Oymer BBI3BIBAaTH MOMLYJH B TOM TOpSiKE, B KOTOPOM
OHH JIeKJapUpOBaHbl B KOH(UTrypauroHHOM (aiisie. Ecau pas on-
HOTO M TOTO »Ke 0OpaTHOTO BbI30BA CKOH()HUI'YPUPOBAHBl W MO-
0yJb, U CKPHUMT, CKPUINT OyAeT Bbl3BaH MocjelHuM. Ecau kop
BO3BpAILleHHUs MOAYJIsl/CKPUIITa KOHTPOJHUPYeT ayTeHTH(HUKALMOH-
Hylo (yHKUHIO (Takyio Kak tls-verify, auth-user-pass-verify uan
client-connect), To KaXnblii MOLYJIb U CKPHUIT IOJKHBI BEPHYTh
ycrnex (0), uTo6bl coefHeHHe ObLIO ayTeHTU(HUIIUPOBAHO.

[TopsinkoBbi#i Ne M3MeHeHUsI
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8.3 CepBepHbIH pexuUM

B «OpenVPN-T'OCT» noppep:kuBaeTcss MHOTOKJIMEHTHBIH CepBEPHBIH PeXKHUM, KOTOPBIH MOXKeT
ObITb BKJIIOUEH C MOMOIILb onuuu --mode server. B cepsepHom pexxume «OpenVPN-I'OCT» cayuaer
Ha OIHOM IOPTy BXOASLLMe KJHEHTCKHe cOelluHeHHUs. Bce K/MeHTCKHe COeIMHEHHUS MaplLIpyTH3HU-
pyloTCsl yepe3 OAMH HHTepdeiic tun uau tap. DTOT pekuM mpeiycMaTpuBaeT MacliTaOUpOBaHUE U
LOJI>KEH ObITb B COCTOSIHUM TOJAEPKUBATh COTHU U JaxKe TBICSYM KJIMEHTOB Ha AOCTaTOYHO OBICTPBIX
MaliMHax. B 3ToM pexume nosKHa Mcnogb3oBaTbhes ayreHTUuKauns SSL/TLS.

--server network netmask

BcrnomorareibHasi 1MpEKTHBA, MpeHA3HAYEHHAs /ISl TOTO, YTOOb!
YIPOCTUTb KOH(PHUTYPALHIO CEPBEPHOTO pekMMa. DTa NTUPEKTHUBA
HactpauBaet cepBep «OpenVPN-I'OCT», koTopelil npucBanBaer
KJHEeHTaM ajapeca U3 ykazaHHbIX network/netmask. Cam cepsep
MpUMeT anpec «.l» NaHHOW CeTH B KaueCTBe HCIOJb30BAHHUS KaK
CepBepHbIH KOHEUHBIH MyHKT JoKaabHoro uHTepdeiica TUN/TAP.
Hanpuwmep, --server 10.8.0.0 255.255.255.0 pacmndpoBeiBaeTcst
CJIeAYIOLHUM 06pa3oM:

mode server
tls-server
push "topology [topology]"

if dev tun AND (topology == net30 OR
topology == p2p):

ifconfig 10.8.0.1 10.8.0.2

if !'nopool:

ifconfig-pool 10.8.0.4 10.8.0.251
route 10.8.0.0 255.255.255.0

if client-to-client:

push "route 10.8.0.0 255.255.255.0"
else if topology == net30:

push "route 10.8.0.1"

if dev tap OR (dev tun AND topology == subnet):
ifconfig 10.8.0.1 255.255.255.0

if !'nopool:

ifconfig-pool 10.8.0.2 10.8.0.254 255.255.255.0
push "route-gateway 10.8.0.1"

He ncnosbsyiiTe onuuio --server, ecjiv Bbl yCTaHaBJIUBaeTe CBS3b
TUNA «MOCT». B 3ToM ciyyae mosb3yiiTech oONLUed --server-
bridge.

--server-ipv6 ipv6baddr/bits

AnanoruuHa AMpeKTHBe --server majsi opraHuszanuu IPv6-cetu
BHYTpH VPN, aktudupyer onuuu --ifconfig-ipv6-pool, --tun-ipv6
" --push tun-ipv6 3nauenue bits momxHO BeIOMpaThCS Mexay /64
u /112.
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--server-bridge gateway | BcriomoraresbHasi nupekTHBa, ogo6Has --server, npeqHa3HayeH-
netmask pool-start-IP | Has nns ynpouenusi koupurypauuu «OpenVPN-I'OCT» B cep-
pool-end-IP BEPHOM peXXHMe B KOH(UTYPALHUSAX THIA «MOCT».

--server-bridge ['nogw’]

Ecau onuus --server-bridge ucrosbsyercss 6e3 Kakux-a160 mna-
pameTpoB, oHa BkJtouaeT pexxkum DHCP-npokeu, rae nogk.roua-
IolMecs KJAWeHThl OynyT nosydath [P-agpec nns cBoux apamnre-
poB TAP or DHCP-cepBepa, 3amylieHHOr0 B JIOKaJbHOH CeTH
cepBepHoi ctopoHbl «OpenVPN-I'OCT». O6partute BHUMaHHE,
4TO TOJNBKO KJHEeHTHI, noanepxuBatouiue cBasb DHCP-knnenta
c apantepom TAP (rakue kak Windows) moryTt mopnep»KHBaTth
3T0T pexkuM. OnuuoHanbHbIN (aar nogw ykasblBaeT, 4To UHDOp-
MallMio O TelTe He cJedyeT MepenaBaTh KJAUEHTY.

YroObl CKOH(UIYpUPOBaTb CBA3b THUIA «MOCT», BaM B MEPBYIO
odepelb CJeLyeT BOCIONb30BaTbCSl BO3MOXKHOCTSMM Balled ore-
PALMOHHOH CHCTeMbl, UTOObl CBSI3aTh «MocToM» MHTep(eiic TAP
c unrepdeiicom NIC Ethernet. Hanpumep, B Linux 3to nenaercs
¢ nomoulpio HHcTpymenTta bretl, a B Windows XP ato BeImosiHS-
ercst B Network Connections Panel BoiGopom anantepos TAP u
Ethernet u menukom npaso# kaasuieit Ha «Bridge Connections».
3aTeM Bbl JO/KHBI BPYYHYIO ycTaHOBUTH [P 1 Macky ceTu uHTep-
deiica «mocta». [lapamerpsl gateway u netmask onuuu --server-
bridge moryT 6biTh ycTaHOBJeHH WK B [P 1 Macky ceTu uHTep-
detica «mocta», uau B IP 1 Macky ceTd ymosdaTesbHOrO redTa/-
poyTepa MOACOeANHEHHOH «MOCTOM» TIOICETH.

Haxkownen, ykaxkute nuanasox [P njs nomcoenuHeHHONH «MOCTOM»
nonceTH, o603HaYeHHBIH nmapaMerpaMu pool-start-IP u pool-end-
[P, yto6er «OpenVPN-I'OCT» HazHauasa uX MOIKJIIOUAOIIUMCS
KJIHEHTaM.

Hanpuwmep, server-bridge 10.8.0.4 255.255.255.0 10.8.0.128
10.8.0.254 pacmngppoBbiBaeTcs CaeAyoOIIUM 06pa3oM:

mode server

tls-server

ifconfig-pool 10.8.0.128 10.8.0.254 255.255.255.0
push "route-gateway 10.8.0.4"

B npyrom npumepe, --server-bridge (6e3 mapameTpoB) paciiud-
POBBIBAETCS KaK:

mode server
tls—-server

push "route-gateway dhcp"

Wnu --server-bridge nogw pacuudpoBbiBaeTcs Kak:

mode server
tls—-server
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--push option

[lepenaTh onuuio KOH(pUrypaunoHHOro (aiaa oO6paTHO KJIUEHTY
A7 yaaneHHoro BbimosHeHus. O6paTuTe BHHMaHHe, uTo option
JOJIKHA ObITb OKpPYy2>Ke€Ha NBOWHBIMH KaBblUKaMu (""). Kauenrt
no/KeH ykasathb --pull B cBoeM KoHpurypaunonHom ¢aiine. Ha-
0op ONUHH, KOTOpble MOT'YT ObITb NepefaHbl, OrPaHHYeH KaK UX
NPUMEHHMOCTBIO, TaK U coobpakeHUsiIMU OeszonacHocTH. Heko-
TOpble OMLHWH, HATPUMEp, BBINOJNHSIOLINE CKPHUITHI, 3alpelleHbl,
MOCKOJIBKY OHU B CYLIHOCTH I103BOJIIIOT CKOMIIPOMETHPOBAHHO-
My CepBepy BbINOJHATH MPOU3BOJBHBIA KOA Ha KJaueHTe. [lpyrue
onuuu, Takue kak napamerpel TLS u MTU, He moryT 6bITh Nepe-
[laHbl, TOTOMY UYTO KJIMEHTY HYXKHO 3HaTh MX [0 TOT0, KaK WHH-
LUMPYeTCsl COelMHEHNE C CePBEPOM.

BoT yacTUUHBIH COUCOK ONMLMHA, KOTOpPble B HACTOsILlee BpeMsl MO-
ryT ObITh TepenaHsl: --route, --route-gateway, --route-delay, --
redirect-gateway, --ip-win32, --dhcp-option, --inactive, --ping, --
ping-exit, --ping-restart, --setenv, --persist-key, --persist-tun, --
echo, --comp-Izo, --socket-ilags, --sndbuf, --rcvbuf.

--push-reset

He HacsenoBaTh ri06ajibHBEIE CIHUCOK TMepeNaHHBIX OMUUH 1715
CrellMa/JbHOr0 9K3eMIIspa KJMeHTa. YKa3blBalTe 3Ty OMNLHIO B
KJIMEHT-CIeLH(PHUHOM KOHTEKCTe, HarnpuMmep, ¢ KOH(UTypaLHOH-
HbIM (paiisiom --client-config-dir. dta onuus Gynet UrHOpPUpPOBATH
ONUMUU --push Ha ryo6asbHOM YpOBHE KOH(HUIypaLHOHHOro (haii-
Ja.

disable

He nomycTHTb KOHKpDETHOro KJIMeHTa (OCHOBBIBAeTCs Ha MoOJe
common name) K coeinHeHH0. He ucnosb3yiiTe 3Ty onuuto, 4To-
Obl He MOMYCKaTh KJHEHTa CO CKOMIIPOMEHTHPOBAHHBIM KJIOUOM
unu naposem. Mcnoabayiite BMmecto atoro CRL (cmucok oT3wiBa
cepTH(UKATOB, CM. onuuio --crl-verify).

DTa Omuusl A0J/KHA OBITb aCCOUMHUPOBAHA C KOHKPETHBIM 3K3€eM-
MJIIPOM KJMEHTa, YTO O3HAuaeT, YTO OHA JOJ/KHA OBITh yKasaHa
UJIU B KIMEHTCKOM KOH(PUTIYPAaLIMOHHOM (paiJie ¢ UCIOAb30BAaHHEM
--client-config-dir nan nuHaMHYecKH creHepHpoBaHa C HCIIOJIb30-
BaHHeM cKpwurmTa --client-connect.

--ifconfig-pool start-IP end-
[P [netmask]

Ykaszatb Habop MojaceTel, NTUHAMUYECKH Ha3HAauaeMbIX COeIUHS-
rolMMest KaueHtam, nono6Ho cepsepy DHCP. Ilasi TyHHesell B
tun-cTue KaxkIomy KJIHeHTY Bblaessietcs noncetb /30 (mast co-
MeCTHUMOCTH ¢ KaueHTaMu Windows). [lsis TyHHe el B tap-cTuJe
BBIJIE/ISIOTCS UHAUBUAYaJbHble afpeca, U Heobs3aTebHbIH Mapa-
MeTp netmask Tak:ke Oyner nmepenaH KJHEHTaM.
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--ifconfig-ipv6-pool
ipvbaddr/bits

Onpenensier nuana3on agpecos [Pv6 nas nuHamuueckoro HasHa-
yeHHe KJaueHTaM. JlnamasoH Hauutaercs ¢ ipvbaddr u BeigaBae-
MBIH azipec yBeJMUHBaeTCs Ha | Ui KaXKAOTO CJENYIOIIEero KJu-
enTa. [lapamerp /bits onpenensier pasmep nuamnasoHa, MOXKeT BbI-
6upatbcs mMexny /64 u /112.

--ifconfig-pool-persist
[seconds]

file

Coxpansite/ynanste nanubsle ifconfig-pool B file, yuepes nHTepna-
Jbl seconds (600 mo ymo/uaHHIO), TaK)Ke Kak W TPH CTapTe H
3aBeplIeHUH PabOTHl IPOTPAMMBI.

Ilenb 3TOH ONUMK - MPENOCTaBUTb LOJTOCPOYHYIO ACCOLHALUIO
MeXJy KaueHTaMu (0003HaYeHHBIMH HX TOJIIMH COMMOon name)
1 BUpTyastbHbiM [P-anpecom, nmpucBoenHsiM uM u3 ifconfig-pool.
[Tonnepkka MOJATOCPOUHOH acCOLHUALMHU T0JIe3HA JJISi KJIHEHTOB,
MOTOMY UYTO OHa T03BOJISIeT UM 3((EKTHBHO HCIOJIb30BATh OIIIHIO
--persist-tun.

file - ASCII-cpaiin ¢ paspenuTensiMu-3ansiTBIMH, OT(HOPMATHPO-
BaHHBIH Kak <Common-Name>,<IP-address>.

Ecnu seconds=0, file 6yner paccmaTtpuBatbesi Kak (haiy TOJIBKO
A7 4yTeHHUs. DTO MOJe3HO, eCJU Bbl XOTHTE paccMaTpuBaThb lile
KaK KOH(UI'YpaLLMOHHBIA (paiJI.

O6paTuTe BHUMAaHHe, YTO 3alUCH B 9TOM (paii/je paccMaTpUBAIOT-
cs «OpenVPN-I'OCT» TonbKO Kak NpenioxKeHHs, OCHOBaHHble
Ha MPOILIJIBIX acCOLMALHUsAX MexAy common name u [P-anpecom.
OHHU He rapaHTHpYIOT, UTO JaHHOe common name OyneT Bcermga
noaydatb naHHbld [P-anpec. Ecau Bbl XOTHTe rapaHTHPOBaHHOE
MpPUCBOEHME, MOJb3yHTech onuuel --ifconfig-push.

--ifconfig-pool-linear

Monuguunpyer nupektuBy --ifconfig-pool Tax, 4yTo6sl npHcBau-
BaTh KJHEHTaM WHAUBUAyaJbHble anpeca uHTepdeiica TUN, a
He noxgcetu /30. [IPUMEUYAHME: Jrta onuusi HecoBMeCcTHMa ¢
kaveHTamMmu Windows.

DTa ONuUHUs HEe PEKOMEHAyeTCs K UCIO/Ib30BAHUIO U JO/MKHA ObITh
3aMeHeHa Ha omuuio --topology p2p, KoTopas (pyHKIIHOHAJbHO
9KBUBAJICHTHA €H.
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--ifconfig-push local remote-
netmask

[lepenatb BHpTya/bHble [P-KOHEUYHBIE MYHKTHl [/ KJIHEHTCKOTrO
TYHHeJIs, 3aMeHsisl IHHAMHUecKoe NprcBoeHue --ifconfig-pool.
[Tapametpel local u remote-netmask ycranaBnuBawTCs B COOT-
BETCTBHH C IUPEKTHUBOH --ifconfig, koTopyio Bl XOTHTe BBINOJ-
HATb Ha KJHEHTCKOH MallirHe [/ KOH(UTYPHUPOBaHUS yAaJeHHO-
ro KoHua TyHHess. O6patuTe BHUMaHUe, 4To napameTpsl local u
remote-netmask cyiiecTByIOT ¢ TOUKH 3peHHs KJIHEHTA, a He cep-
Bepa. OHu MoryT 6biTb DNS-umenamu, a He [P-anpecamu, B 3TOM
ciydyae oHM OyIyT paspellaTbCsi Ha CepBepe BO BpeMsl COeANHEHHUS
KJIMEHTa.

DTa onuusl A0/KHA OBITb aCCOLMHUPOBaHA C KOHKPETHBIM 3K3eM-
MJISIPOM KJHMEHTa, YTO O3HAuaeT, YTO OHAa JOJ/KHA OBbIThb yKasaHa
UJIU B KOH(PUTYPALIMOHHOM (paiiie 9K3eMIIsApa KJAUEHTA C UCIIOJb-
soBaHueM --client-config-file, unu nrHamMHYeckH reHepupoBaThCs
C HCTOJIb30BaHUeM cKpumTa --client-connect.

He 3a0ynbTe TakKe BKJIIOUUTh JUPEKTUBY --route B raBHBIH KOH-
¢urypaunonneiii daitnm «OpenVPN-IOCT», koTopelil BK/IIOYaeT
local, 4To6bI iApO 3HAJO, UTO €ro HagO MapLIPYTU3UPOBATH K HH-
tepeiicy TUN/TAP cepsepa.

Anroputm BeiGopa BHyTpeHHero KJjaueHTckoro IP-agpeca pa6orta-
eT CJeflyIoUUM 00pa3oM:

1 - Ucnonbsy#ite --client-connect script, creHepupoBaHHbIH 1151
cratudyeckoro [P

2 - Hcnonwsyiite daia --client-config dir nns craruueckoro IP
3 - Mcnosbayiite nmpucsoenue --ifconfig-pool nns anHamuveckoro
[P

--ifconfig-ipv6-push
ipvbaddr/bits ipvbremote

Anagor --ifconfig-push nzs cereit [Pv6
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--iroute network [netmask]

CreHepupoBaTb BHYTPEHHHH MapLIpyT AJsi KOHKPETHOIO KJHeH-
ta. [lapamerp netmask, ecau omyleH, Mo yMOJUaHHIO paBeH
255.255.255.255.

DTy IMPEKTUBY MOKHO HCIOJb30BaTh, UTOOBl MapILIPyTH3UPOBAThH
(PMKCUPOBAHHYIO TOJCETb C CepBepa K KOHKPETHOMY KJIMEHTY, BHe
3aBUCHMOCTH OT TOr0, OTKyHa coeluHsieTcsl KiadheHT. [lomHUTe,
4TO Bbl TakXe JAOJ/KHBl N00aBUTb MapLIpyT K Tabjaule Mapli-
PYTH3allUK CHUCTeMbl (Kak MPH TOJb30BAHUM JUPEKTHBOU route).
[IpuurHa, MO KOTOpPOH HYXKHBl [1Ba MaplIpyTa, 3aKJUaeTcs B
TOM, UTO JHUPEKTHBA --route MapuIpyTH3HUpyeT MakeT W3 siApa B
«OpenVPN-T'OCT». Korna naker Typna nomnanaert, IUpeKTHBA --
iroute mMaplIpyTU3UpYyeT €ro K yKa3aHHOMY KJIMEHTY.

DTa onuus AOMKHA OBITh yKa3aHa WM B KOH(DUT'YPALHOHHOM
(aiisie KJIMEHTCKOrO 3K3eMILIsipa C HCMoJdb30BaHHeM --client-
config-dir, uau B AHHAMUUECKH CT€HEPUPOBAHHOM C HCIIOJb30-
BaHHWeM cKpumnTa --client-connect.

JupekTuBa --iroute Tak)ke MMeeT BaXKHOe B3aUMOJAENUCTBHUE C --
push «route...». --iroute B cyuIHOCTH ompenessieT MOACETh, TMPH-
HaJJIeXKAllyl0 KOHKPETHOMY KJHeHTy (Ha30BeM 3TOTO KJHeHTa
A). Ecau BBl xoTHTe, UTOOBI APYTHe KJHEHTHl MOTJH JOCTHYb
nouceTH A, Bbl JOJIKHBI MCMOJB30BaTh --push «route...» BMecTe
¢ omnuued --client-to-client, uto6s moOuThHCH 3TOro. Yrobul Bce
KJHEHTbl MOrJIM BuIeTh noaceTb A, «OpenVPN-TOCT» mosxHa
nepenatb 3ToT MapuipyT BceM kiaueHTam KPOME A, nockoJb-
Ky nozacethb yxxe npuHamiaexutr A. «OpenVPN-I'OCT» mocturaer
3TOro, He IMepelnaBas MapLIPyT KJHWEHTY, €CJU OH COBNafaeT C
OHUM M3 iroute KJHMeHTA.

--iroute-ipv6 ipvbaddr/bits

Anagor --iroute pasg cereit [IPv6

--client-to-client

[Tockonbky cepep «OpenVPN-I'OCT» pa6oTaeT co MHOKeCTBOM
KJUEHTOB 4epe3 OfMH U TOT xe HHTepdeic tun uau tap, oH no
CyTH siBaisieTcsi MapuipytudatopoM. Pmar --client-to-client roso-
put «OpenVPN-T'OCT» mapuipyTusupoBaTh TpapuK OT KJIHEHTa
K KJHEHTy BHYTpPHU celsi, a He MepelaBaTh BeCb HCXOASIIUH OT
KaueHToB Tpaduk Ha uHTepdeiic TUN/TAP.

Korpa wucnosb3yercss 3Ta OMuusi, KaxKAblH KJHEHT <«yBUIHUT»
OCTaJIbHBIX KJMEHTOB, KOTOPble B HACTOSII[ee BPeMsI TIOIKJIIOUEHB.
B npoTuBHOM ciyuae KaxKAblil KJAHEHT OyIeT BUIAETb TOJBKO Cep-
Bep. He ncnosb3y#iTe 3Ty omuuio, eciv Bbl XOTHTE (DUJIBTPOBATH
TYHHeJIbHBIH Tpaduk uepe3 6paHAMAay3p, UCTONb3Ysl COOCTBEHHbIE
TnpaBuJa KJIUEHTOB.
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duplicate-cn

[103BOIUTH HECKONBKHM KJHEHTaM C OfHUM M TeM 2Ke Common
name OTHOBPEMEHHO MOAKJ/I0YaThbcs. B oTcyTCTBHe 3TOH omuuu
«OpenVPN-T'OCT» oTcoenMHUT 3K3eMIJSp KJWEHTa TPHU MOA-
KJIFOYEHHH KJHMEHTa C TeM XKe COmmon name.

--client-connect script

3anycTuThb script npu nopkJwUeHWH KaueHTa. B ckpunt script
nepenatotcs common name U [P-agpec Tosbko 4TO ayTeHTU(DU-
[IMPOBABILET0Cs KJIHEHTa KaK MepeMeHHble cpelbl (CM. pasfes Ie-
peMeHHBIX Cpelibl HHXKe). B cKpUNT Takxke mepenaercs MmyTh ellle
He co3maHHOro BpeMmeHHoro (aia kak $1 (r.e. mepBeIit apry-
MEHT KOMAaHJHOH CTPOKH), UTOOBI CKPHUIIT HCIIOJb30BaJ €ro MJsi
nepefayd IHMPEKTHB JUHAMHYECKH CTeHepPHPOBAHHOTO KOH(UIY-
paunonHoro ¢aiaa B «OpenVPN-TOCT».

Ecau ckpunt xo4eT reHepHpoBaTh AMHAMHUYECKHH KOH(HUTypaLHU-
OHHBIH (pal/a [/ UCIOJb30BAHHUS Ha CepBepe NMpPHU NOAKJIIOYEHHUH
KJIMEHTa, OH J0J/DKEH 3amucaTh ero B daia ¢ umerem $1.

CM. HUXKe B ONTMCAHUHU OIIUHU ——client—config—dir OoIHCcaHue OILUH,
KOTOpPble MOT'YT ObITb IPAaBOMEPHO MCIIOJb30BaHbl B JUHAMUUYECKH
CreHEPUPOBAHHOM KOH(UTYPALLUOHHOM (haiie.

O6paTuTe BHHUMaHHE, UTO KOI BO3Bpara script uMeer 3HaueHHe.
Ecnu script Bo3Bpaliaet HeHy/eBOH OLIMOOYHBIH CTATyC, KJAHUEHT
OyneT OTKJIOUEeH.

--client-disconnect

Onuus noxoxa Ha --client-connect, Ho BbI3BIBaETCS MPU 3aKpPbl-
TUW 3K3eMIispa KaueHTa. He OyneT Bbl3BaHa, €CJd 1/ 3TOrO
9K3eMIlJIsipa He OblM paHee BbI3BaHBI CKpUNT --client-connect u
MOAKJIF0OYaeMble MOAYJIH (€CJIH ONpefesieHbl) ¢ YCIEMIHbIM KOIOM
Bo3Bpara (0).

HckiroueHue U3 3Toro npaBuJa - ecau ckpunt --client-disconnect
UJIM TIOJKJ/0YaeMble MOAYJ/IHM MOJAKJ/IOUEHbl KaCKaloM, U 10 Kpaw-
Hell Mepe onHa W3 (PYHKUMH omuuu --client-connect BeImoJsiHEHA
ycnemHo, 3ateM BCE ¢ynkuuu client-disconnect s ckpuntos
U MJ1ardHoB OyAyT BbI3BaHBI MPU yHaJeHUH 00beKTa 3K3eMILIspa
KJWeHTa, Jaxe B TeX CJydasx, Korga HeKOTOpble W3 B3aHMOCBSI-
3aHHBIX (YHKIHUE client-connect BepHy/M OlIMOOYHBIH cTaTyC.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--client-config-dir dir

Ykazatb Kartasor dir s HHAXBUAYAJNbHBIX KJIUEHTCKUX KOH(UTY-
pauroHHbIX (aiaoB. [locsne Toro, Kak NOAK/AIOYAOLINACA KAUEHT
ayrentuduuuponat, «OpenVPN-IT'OCT» uiier B 3TOM KaTaJjore
(paiia, Ha3BaHUe KOTOPOrO COBMAJaeT C COMMON name KJHeHTa
no npaBuiam X.509. Ecau Ttakoét da#isn cyuectByer, oH Gyner
OTKPBIT M NMPOUYUTAH B MOUCKAX KJHEHT-CMeUU(PHUUHBIX KOHPUTY-
pauMoHHBIX onuui. Ecau coorBercTBylolMi (aill He HalineH,
«OpenVPN-TI'OCT» mombiTaeTcsi OTKPBITh M MPOYUTATH yMOJYa-
TenbHbIH (haiia non HasBanveM DEFAULT, kotopblit MoxkeT ObITh
TpelocTaByeH, HO He o0si3aTesieH.

AtoT (paia MOKeT yKa3blBaTh (PUKCHUpoBaHHbIH [P-anpec mis nax-
HOTO KJHeHTa ¢ momoliblo --ifconfig-push, kak u ¢pukcrupoBaHHbIe
NOACeTH, NPUHAJIeXKallHe KIHeHTY, ¢ MOMOLLbI0 --iroute.

OnHO U3 MoJIe3HbIX CBOMCTB 3TOH OMILMU - TO, UTO OHA MO3BOJSET
yI0OHO CO31aBaTh, PeAaKTUPOBATb UJH YAAISATh KJIUEHTCKHE KOH-
(urypauuroHHble (ai/bl Ipu AeHCTBYIOLIEM cepBepe, 6e3 HeoHXo-
IMMOCTH Tepe3arnycka cepBepa.

B k/neHT-cieln(PUUHOM KOHTEKCTe IPAaBOMOUHBI CJeAYIOIIHe OIl-
uuu: --push, --push-reset, --iroute, --ifconfig-push u --config.

--ccd-exclusive

Tpe6oBath, B KauecTBe YCJOBHUS ayTeHTH(HKALUH, UTOObl TOM-
KJIFOYAIOLIMACS KJIUeHT uMesn ¢aia --client-config-dir.

--tmp-dir dir

Ykazatb Katajor dir mjs BpeMeHHBIX (halJioB. DTOT KaTaJsor Mc-
noJib3yeTcsi cKpunramu --client-connect nss nuHamMuuecKo# rexe-
paury KJIUEHT-CNeUUn(PUUHBIX KOH(UTYPALLUOHHBIX (DAHJIOB.

--hash-size r v

YcTaHOBUTBL pa3mep TalJMLLBl X3lleld peasibHBIX aIpecoB B I, a
BUpPTYyaJibHBbIX afapecoB B v. [lo ymosuanuio pasmepsl ob6eux Tad-
JIML OrpaHHueHbl 256 agpecami.

--bcast-buffers n

HasHnauutb n 6ydepoB [J/s MIUPOKOBEIIATebHBIX JaTarpaMm (Imo
yMoJI4aHuio 256).

--tcp-queue-limit n

MakcumanpHOe KOJMUECTBO MCXOMSINX MaKETOB, CTABSLIUXCS B
ouepenp nepen TCP (no ymonuanuio 64).

Korna «OpenVPN-TOCT» nepemaer mno TyHHeJ IO [OaHHble
¢ ycrpoiictea TUN/TAP ynanenHomy kiaueHty mno TCP-
COeIMHEHHI0, BO3MOXKHO, 4To ycTpoiicTBo TUN/TAP moxet npo-
M3BOAUTH NaHHBIE C GOJbIIEH CKOPOCTBIO, HEXKEJNH MOXKeT MOoAep-
)aTb TCP-coenuuenue. Korma KoJnuecTBO UCXOLSAIIUX [1AKETOB,
MOCTaBJIEHHBIX B ouepeib mnepen otnpaBkoid Ha TCP-coker, mo-
CTHUraeT 3TOro Mpefesa AJs AAHHOTO KJIMEHTCKOIO COeJHMHEHHS,
«OpenVPN-I'OCT» HauHeT WrHOpPUPOBAaTb HUCXOASIIKE MaKEeTH,
HarpaBJieHHble 3TOMY KJHUEHTY.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--tcp-nodelay

dT1oT Makpoc ycraHaBiauBaeT (aar cokera TCP_NODELAY
Ha cepBepe M MepefaeT €ro COeNUHSIOLIUMCH KJiaueHTaM. Pgar
TCP_NODELY orkarwouaer anroputm Harsns na TCP-cokerax,
3acTaBJisis MepelaBaTh MakeTbl HEMEAJEHHO C HU3KHUM BpeMeHeM
3a/lepXKKH, a He KJIaTb KOPOTKUH NPOMEXYTOK BpeMeHH, 4TOObI
00BbeIMHUTb HECKOJIbKO NaKeTOB B OfMH OoJsblluoi naketr. B VPN-
npusoxkeHusix, padoraromux no TCP, TCP_NODELAY, kak npa-
BHJIO, SIBJISIETCS XOPOLIMM ONMTHMHU3AaTOPOM BPEMEHH OXKHIAHHUS.
Makpoc pacinpoBeIBaeTcsl C/IeAYOIHUM 00pa3oM:

if mode server:
socket-flags TCP_NODELAY
push "socket-flags TCP_NODELAY"

--max-clients n

OI‘paHI/Il{I/ITb cepBep N OJHOBPEMEHHO NMOAKJ/JIIOYAIIHUMHACA KJIHEH-
TaMH.

--max-routes-per-client n

[To3BoIMTH MaKCUMyM N BHYTPEHHUX MapLIPyTOB HA OJHOTO KJIH-
eHTa (Mo ymosyaHuio 256). DTo mpenHa3HayeHO MJisi TOTO, YTO-
Obl TOMOYb clep:kaTh DoS-ataku, Korga ayTeHTH(UIUPOBAHHBIN
KJIMEHT 3aXJ/IeCThIBAeT CEpBep MaKeTaMH, KOTOpble, KaK KaKeTcs,
MPUXOAAT C MHOXKecTBa yHHKasnbHbiXx MAC-anpecoB, 3acTaBJsisi
cepBep MCTOLLATh BUPTYaJbHYIO NMaMsATh [0 Mepe TOro, Kak pac-
IIMPSIeTCsl €ero BHYTPeHHsAs Tabsaula MaplipyTH3aluuh. DTy OU-
PEKTHBY MOXKHO HCIOJb30BaTh B (aise --client-config-dir niu
aBTOMAaTHUYECKH T'eHepHpoBaThb CKpUINTOM --client-connect, 4To6bl
3aMeHHUTb TI100aJbHOe 3HAUeHHe JJIi KOHKPETHOrO KJIHEeHTa.
O6paTuTe BHHUMaHHe, UTO 3Ta AHPEKTUBA BJHseT HA BHYTPEHHIOWO
tTabauny mapuipytudauuud «OpenVPN-I'OCT», a He Ha Tabmauuy
MapLIpyTH3aLUU fpa.

--connect-frec n sec

[ToszBosnTh MakcumMyM N HOBBIX COeIUHEHWH B SeC CEKYHHA OT
KJWEHTOB. DTO TMpeaHa3HayeHO MJs TOro, 4ToObl crep:kaThb DoS-
aTaKd, KOTOpble 3aXJ/IeCThIBAIOT CepBep 3ampocaMH Ha COeIuHe-
HHe, UCTIONb3Yysl cepTU(HKATBI, KOTOPblE B KOHIE KOHIIOB He yaa-
eTCsl ayTeHTU(HUIIUPOBATD.

Ho 3To HecoBepleHHOe pellleHHe, MOTOMY UTO B PeajibHOM Clie-
Hapud DoS MoryT Tak»ke ObITh OTBEPTHYTHl MPABOMOYHbBIE COEMHU-
HEHHS.

Jnsa Hauaydied 3amutel oT DoS-atak B cepBepHOM pexXHUMe HC-
noJb3ydre --proto udp u --tls-auth.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--learn-address cmd

3anyCcTUTb CKPUNT AW KOMaHAy 000J0ukH cmd, 4ToOBl Mpo-
BEPUTb NPABUJIBHOCTb KJIUEHTCKHX BHUPTYaJbHBIX aJpPeCcOB HJIH
MapLIpyTOB.

cmd MOKeT BBIMOJHATLCS C TPeMsI MapaMeTpaMu:

1. operation - «add», «update» uau «delete», ocHoBaHHBIN Ha
TOM, 100aBJsieTcs JIM apec K BHYTpeHHel TabJule Mapli-
pytusauuu OpenVPN, Monuduuupyercss U yaansieTcs.

2. address - ajgpec ysHaeTcss WJIM He Yy3HaeTcs. IJTO MO-
X)eT ObiThb anpec IPv4, takoél kak «198.162.10.14», non-
cetb IPv4, Takas kak «198.162.10.0/24», uau MAC-
anpec Ethernet (korma mcrnosbsyercs --dev tap) Takod kak
«00:FF:01:02:03:04».

3. common name - [lone common name cepTucuKara, acco-
IIMHPOBAHHOTO C KJHEHTOM, CB3aHHBIM C 3THM aIpPEeCcOM.
[TpucyrctByet ToNBKO 151 onepaunii «add» u «update», HO
He 175 «delete».

B wmeromax «add» u «update», ecau ckpunT Bo3BpallaeT Kof
omwnbku (He Housb), «OpenVPN-T'OCT» oTBepraer ampec u He
MOAM(HUIUPYET CBOK BHYTPEHHIOW TabJHIy MapIIpyTH3ALHH.
Kak npaBusio, ckpunt cmd Ucnosnb3yeT HHPOPMALIMIO, MPEI0CTaB-
JIEHHYIO BbIllle, YTOOBl YCTAHOBHUTH MOAXOASIIHE NaHHble OpaH/-
mayspa Ha wuHtepdeiice TUN/TAP. TIlockonabky «OpenVPN-
[OCT» npenocraBasier accouuanuio Mmexny I[P-agpecoMm wuiu
MAC-aznpecoM U ayTeHTH(PULUUPOBAHHBIM MOJIEM COMMON name
KJIMEHTa, OHa M03BOJISIET OMpe/ieIEHHOMY M0Jb30BaTeNeM CKPUIITY
KOH(UT'YPUPOBATh MOJHUTUKH A0CTYyTNa OGpaHaMayspa ¢ yUeTOM Bbl-
COKOYPOBHEBOTI'O COMIMON name KJHEHTa, a He HU3KOYPOBHEBBIX
KJIMEHTCKUX BHUPTYaJbHBIX aJPECOB.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--auth-user-pass-verify
script method

Tpebyet, uTOOBl KJIMEHT MPENOCTABHJ JIOTHH U MapoJb (BO3MOX-
HO, B 100aBJieHHe K KJIHEHTCKOMY CepTH(UKATY) IJis ayTeHTU(DH-
KallWH.

«OpenVPN-T'OCT» BbIMOMHUT cKpUNT script Kak KomaHay 060-
JIOUKH, UTOOBI IPOBEPUTDH NPABUJIbHOCTb JIOTHHA U NapoJis, Mpeao-
CTaBJIEHHBIX KJHUEHTY.

Ecniu 3HaueHue mnapamerpa method ycraHoBseHo B «via-envy,
«OpenVPN-I'OCT» Bbi3oBerT script ¢ mnepeMeHHBIMH Cpebl
username 1 pasword, KOTOpPbIM B KauecTBe 3HaYeHHH MPHUCBOEHB
CTPOKH JIOTHHA W TapoJis, pefocTaBaeHHble KaneHToM. Vmelite
B BHUIY, UTO 3TOT crnoco® HebOe30maceH Ha HEKOTOPBIX MJAT(OP-
MaX, KOTOpble JeJaloT cpely mpoliecca MyOJaddyHO BUAMMOH ApY-
THM HeNpPHUBUJIETHPOBAHHBIM IMPOIECCAM.

Ecau 3navyenue napamerpa method ycraHoBsieHo B «via-file»,
«OpenVPN-T'OCT» 3anuiier JIOTMH U NapoJib B NlepBble [Be CTPO-
KU BpeMeHHoro ¢aina. HanmeHoBanue Qaisna Oymer mnepenaHo
B KauecTBe aprymeHta B script, u ¢aia OyneT aBTOMaTHUeCKH
ynaneH «OpenVPN-TOCT» mnocse TOro, Kak CKPUIT MPHUIIJIET
Koz 3aBeplueHHus. [lonokeHne BpeMeHHOro (aiia KOHTPOJUPYET-
cs onuueld --tmp-dir, 1 Mo ymosuaHHuio OyfeT TEKyLIUM KaTtaJjo-
rOM, eCJIM He yKaszaHo japyroe. B nensix 6esonacHocTd nopymarnre
Hajl TeM, 4yToObl YCTaHOBUTH --tmp-dir B HecoxpaHsemylo cpeny,
Takyto Kak /dev/shm (ecsu poctynHa), 4ToObl IPELOTBPATUTH 3a-
NUCh (pai/a C JJOTMHOM M NapoJieM Ha XKeCTKUH JHCK.

CKpUNT J[OJKEH IPOCMOTPeTh JIOTHH M IapoJsb, BO3Bpallas
ycnewHbld Kon (0) ecsim 3ampoc KJHeHTa Ha ayTeHTH(HKALHUIO
cJleflyeT TIPUHSTH, UM KOA OmHUOKH (1), uToOBI OTKa3aTh KJHEH-
Ty.

DTa JMpeKTHBa MpefHa3HayeHa /51 TOro, 4TOOBl 1aTb BO3MOXK-
HOCTb MHTep(elcy B CTHJE MOAKJIIOUAEMbIX MOLY/NEH PaCIIMPUTD
ayTeHTH(UKauroHHble BO3MOKHOCTH «OpenVPN-I'OCT».
UToObl 3alIUTUTBCH OT KJUEHTa, MNepenarollero 3JI0HaAMepPeHHO
CO3JaHHBIE CTPOKH JIOTMHA HWJM TapoJisi, JOTMH BCeraa MoJKeH
COCTOSITb TOJIbKO M3 CJELYIOUIMX CHMBOJIOB: OYKB andaBHTa U
uudp, MomaYepKUBaHUs, Aeduca, TOYKH HJIH at-KOMMepuecKoro
(@). Ctpoka mapoJisi MOXKET COCTOSITh M3 JIIOOBIX CUMBOJIOB, KOTO-
pble MOXXHO Hameuartatb, Kpome CR u LF. Jlo6ble HeKoppeKTHbIe
CUMBOJIBI B CTPOKaxX JIOTMHA WJM MapoJis OyAyT NpeBpallleHbl B
3HaK MOAUYEPKUBAHHUS.

Bce onpenesneHHble mosib3oBaTesieM CKPUITHI AOMKHBI H30erartb
CO3JaHHUSl YS3BUMOCTH 3alIUThl MPH paboTe C 3THMH CTPOKa-
mu. Hukorma He wucnosnb3yiiTe 3TH CTPOKH Tak, UTOOBl OHHU
MOTJIM OBITh TMPOUHTEPIPETUPOBAHBl UHTEPIPETATOPOM 000NO0YKH
UM 9TOOBl CrelrasbHble CUMBOJBI B HUX CTAHOBHUJIHMCH YACThIO
escape-1ocJie0BaTe/bHOCTH.

B kauecTBe 00pa3iia CKpUITA, KOTOPBIH BBITIONHSET ayTEeHTH(H-
kKauuto PAM, cMm. sample-scripts/auth-pam.pl B nuctpubyrtrbe
«OpenVPN-TOCT».

[TopsinkoBbi#i Ne M3MeHeHUsI
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--opt-verify

K/1eHTBbI, KOTOpBIE COEAMHSIIOTCS C OMIUSAMH, HECOBMECTHMBIMU
C OMIUSIMH cepBepa, OYAYT OTKJIOUYEHBI.

Onuwuu, KoTopele 6yAyT CPaBHUBATHCS Ha COBMECTHUMOCTb, BKJIIO-
yatotr dev-type, link-mtu, tun-mtu, proto, tun-ipv6, ifconfig,
comp-lzo, fragment, keydir, cipher, auth, keysize, secret, no-
replay, no-iv, tls-auth, key-method, tls-server, u tls-client.

dta onuus Tpebyet, uto6Bl onuus --disable-occ HE ucnonbzona-
Jach.

auth-user-pass-optional

[To3BoIMTb coenuHeHHE C KJIHEHTaMH, KOTOPbIe He YKa3bIBAIOT JIO-
THH W mapoJb. Kak mpaBu/o, Korna ykasaHbl onuuu --auth-user-
pass-verify unn --management-client-auth (unu ayrentudukanu-
OHHBIH MONKJIOYaeMblii MOIYJb), cepBepHblid neMoH «OpenVPN-
[OCT» Oynmet Tpe6oBaTh y MOAKJIOYAIIINXCS KJIUEHTOB YKa3aTb
JIOTHH W MapoJib. DTa OMUMSA JeJaeT Mepefady JOTMHA U TMapo-
JIsl KJIMEHTaMH OMIIMOHA/NbHOH, NepeiaBasi OTBETCTBEHHOCTD OTpe-
NIeIeHHOMY T0JIb30BaTeeM ayTeHTU(DUKALUOHHOMY MOAYJIO HJIH
CKPHUIITY, KOTOPBIHA OyleT NPUHUMATh UJM OTBEpPraTh KJHEeHTa Ha
OCHOBe ApPYrux (hakTopoB (TaKMX Kak Habop moJieil cepTH(hHKa-
ta X.509). Korna ucrnosb3yercsi 3Ta onuus, U MOAKJIIOYAOIIHECS
KJIMEHT He MepefiaeT JIOTUH U MapoJib, OTpeeIeHHBIN M0Jb30BaTe-
JieM ayTeHTU(UKALUOHHBIA MOLY/Ib UJIM CKPUTIT BYIeT paccMaTpH-
BaTb JIOTMH W MapoJib KaK MyCcTble CTPOKH. AyTeHTH(HHKALHOHHbIH
monysb uau ckpunt JOJIZKEH umerb Joruky, utobbl 3aMeTUTD
3TO COCTOSIHME U OTBETHUTb COOTBETCTBEHHO.

client-cert-not-required

He 3ampamuiBaTte KAHEHTCKUH cepTU(HUKAT, KIAUEHT OyAeT ayTeH-
TU(PHUIUPOBATHCSA TOJIBKO C MOMOLIbBIO JIOTHHA U mapoJs. Vmelite
B BHJY, UTO HCIIOJIb30BaHHE 3TOH JHPEKTHUBBI MeHee 6e30MacHO,
yeM TpebGoBaHHe CepTHU(HUKATOB CO BCEX KJIMEHTOB.

Ecsu BBl Hcrosib3yeTe 3Ty OUPEKTHBY, BCS OTBETCTBEHHOCTb 3a
ayTeHTH(UKaLHKIO OyIeT nepefaHa BalleMy CKpUNTy --auth-user-
pass-verify, Tak uTo UMe#Te B BUALY, UTO OLIMOKH B BallleM CKPHII-
T€ MOTYT MOTEHIMaJbHO CKOMIIPOMETHPOBATh 0€30MacHOCTb Ba-
weid VPN.

Ecsiy BBl He Hcno/ib3yeTe 3Ty AUPEKTUBY. HO YKa3blBaeTe CKPHUIIT -
-auth-user-pass-verify, «OpenVPN-TOCT» npousBenetr nBofiHyto
ayreHTu(ukauuio. [lorpebyercs ycrnex NPOBEPKH KJIHEHTCKOTO
ceprudurara M ckpunra --auth-user-pass-verify, uto6el KaueHT
Obl71 ayTeHTU(ULUHPOBaH U nopkJ/awoueH Kk VPN.

--username-as-CcoImiImnon-
name

Ilns ayTeHTHHUKAUUKM ¢ momollbio --auth-user-pass-verify, uc-
M0JIb30BaTh ayTeHTU(PUKALMUOHHBIM JIOTHH, a He common name
U3 KJIMEHTCKOro cepTH(HKaTa B KayeCTBe COMIMON name.

[TopsinkoBbi#i Ne M3MeHeHUsI
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--no-name-remapping [TosBosutb ctpokam Common Name, X509 Subject u soruna
BKJIFOYATb JIDOOU MedaTHBI CHMBOJI, BKJIOUast Po6eJ, HO UCKITIO-
4asi KOHTPOJIbHBIE CHMBOJIBI, TAKHE KaK TaOyJ/sIHsi, HOBasi CTPOKA
¥ BO3BpAT KapeTKH.

[To ymomyanuto «OpenVPN-T'OCT» npeo6pasyet 10604 cMBOJI,
OTJIMUHBIN OT 6YKB U HU(p, TOAUEPKHUBAHUS, Nedrca, TOUKH U KO-
coil uepthl B noquepkuBanue. Ctpoka X509 Subject, Bo3Bparen-
Hasi mepeMeHHON cpenbl tls_id, MoxeT momosHUTEBHO COmEPKATh
[IBOETOUHE WJIM 3HAK PABEHCTBA.

XoTs npeoOpa3oBaHye UMEH BBITIOJHSETCS B LeJs1X 6€30MacHOCTH,
4yTOOBl YMEHbIIUTb BEPOSTHOCTb BBENEHHS CTPOKH, CO3JaIoLIel
YSI3BUMOCTb, B OINpelesieHHBIX I0Jb30BaTeJeM ayTeHTH(PHKALH-
OHHBIX CKPHITaX, 3Ta OMIHS MPEAOCTABJAETCS AJs TE€X CJIyUaeB,
rJle JKeJaTeJbHO OTKJIIUUTb NpeobpasoBaHue. Mcnosb3yiiTe 3Ty
OTLIMIO TOJBKO B TOM CJydae, eC/d Bbl 3HaeTe, uTo jAesaere!

--port-share host port [Tpu pabore B TCP-cepBepHOM pexXKMMe, HCIO/b30BaTb MOPT
OpenVPN coBMecTHO ¢ JApPYTHM TIpPHJIOXKEHHEM, TaKUM Kak
HTTPS-cepsep. Ecin «OpenVPN-TOCT» mnouyBcTByeT coenu-
HEeHHe Ha CBOeM IOPTY, KOTOPO€ HCIOJ/b3yeT NPOTOKOJ, OTIHY-
bl oT mpoTokosa OpenVPN, ona mpokcupyer coennHeHHe K
cepBepy Ha host:port. B HacTosiiee Bpemsi paboTaer TOJBKO C
HTTP/HTTPS, xors TeopeTHyeckd ee B OyAyIleM BO3MOXKHO
pacIIMpUTh Ha APYTHe MPOTOKOJbI, TaKHe Kak ssh.

He peanusoBana B Windows.

8.4 KuuneHTCKUH pexum

Hcnonb3yiiTe KAUEHTCKUN pexxuM, noakJ/aouasch K cepsepy «OpenVPN-I'OCT», koTopbiii uMeeT
B KOH()UTypaluHu OIHUH --Server, --server-bridge unu --mode server.

--client BcrnomoraresnibHasi AMpeKTHBA, MpeiHAa3HAYeHHAs [JIs TOTO, UTO-
Obl YIIPOCTUTb KOH(HUTYpaLHIO KJAUeHTcKoro pexxuma «OpenVPN-
[OCT». dta nupekTHBa 3KBHUBAJEHTHA CJEAYIOIIEMY:

pull
tls-client
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DTa onuus NOJKHA MPUMEHATbCS HA KJHEHTe, COeNHHSIOLIEMCs
C MHOTOKJHEeHTHbIM cepBepoM. OHa ykasbiBaeT, 4yTo «OpenVPN-
[OCT» pnoJskHa TNPUHSTH OINIMM, NepelaHHble CepBEpPOM, €CJIH
OHH SIBJISIIOTCSl YacCTbl0 NMPAaBOMOUHOro Habopa TepenaBaeMbIX OI-
uui (o6paTuTe BHUMaHHUe, uTo onuus --pull mogpasymeaercs om-
uel --client).

B uactHocTH, --pull mo3BosisieT cepBepy mepenaBaTb KJHWEHTY
MapLIpyTHl, TAK UTO He CJenyeT HCMOJb30BaTh --pull u --client
B CHUTyallMsX, KOTJA Bbl He I0OBepsieTe CepBepy KOHTPOJb HaJ Tab-
JIVLIEH MaplUIpyTH3alUH KJIHEeHTa.

-auth-user-pass [up]

AyrenTudunupoBaThCsi Ha CepBepe C IMOMOILbBIO JOTMHA W Ma-
possi. up - aila, comepKaulMd JOTHH U TapoJb B 2 CTPOKax
(mpumeuanue: «OpenVPN-IOCT» 6ynmeT unuTaTbh Mapo/u TOJBKO
U3 (paksa, CO3LAHHOrO C MOMOLIBI0 KOH(PUTYPALHOHHOH OINLIHUH --
enable-password-save, nnu B8 Windows ¢ momolibeto onpeneseHust
ENABLE_PASSWORD_SAVE B config-win32.h.)

Ecsiu mapameTp up omylIieH, JIOTHH U NapoJib OyoyT 3anpalidBaTh-
csl ¢ KOHCOJIH.

CepBepHasi KOH(UTypalHsi NO/KHA yKa3aTb CKpunT --auth-user-
pass-verify, 4ToOBI POBEPUTDH JIOTHH U MapOJib, NPeIOCTaBIEHHbIE
KJIUEHTOM.

--auth-retry type

Koutponuposate, kak «OpenVPN-I'OCT» oTBeuaeT Ha oHUOKH
MPOBEPKH JIOTMHA W MapoJisi, TaKhe KaK OTBeT C KJHEHTCKOH CTo-
ponbl Ha coobuienre ceppepa AUTH_FAILED unu Heynaua mpo-
BEPKH MapoJis 3aKPBITOrO KJ/oya.

Kak npaBusio, ncnosbayercs, 4ToObl MPeIOTBPATUTh AyTEHTH(H-
KallMOHHBIEe OLIMOKH OT (haTajJbHOCTH Ha KJIUEHTCKOH CTOpOHE, U
M03BOJIUTh MepPe3anpoCUTh JIOTHH U MapoJb B Cjayyae OLIMOKH.
Coobuienne AUTH_FAILED renepupyercsi cepBepoM, €CJiu KJH-
€HT He MPOXOAMT ayTeHTH(UKauuto --auth-user-pass, uiau ecsu
cepBepHBIH CKpUNT --client-connect Bo3Bpalaer cratyc OmMUOKH,
KOTrJa KJHEHT MBITAETCS TOAKIIOUNUTHCS.

type MoxkeT OBITb OAHHUM U3:

none - KJaueHT BBIXOOUT ¢ (haTasbHOH OWIMOKOH (yMOT4aHUe)
nointeract - KnueHT nonbitTaetcs nepenofk/aOUUThCs 6e3 nepesa-
mpoca JIoTHHa W mapoJs --auth-user-pass. Mcnonbsyiite 3Ty on-
LU0 [/ HeoOCyKHMBaeMbIX KJIHEHTOB.

interact - ¥ xsireHnTa 6yzneT nepe3anpolieH JOTUH U NapoJb H/U1
MapoJib 3aKPbITOTO KJ/io4a fepej MOMNbITKOH MepernoaKaoueHus.
O6paTvTe BHHMaHHe, YTO XOTS 3TA OMIUS HE MOXKeT ObITb Mepe-
NaHa, el MOXKHO YIIPaBJsTb C UHTepdenca ynpaBJaeHus.
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--server-poll-timeout n

[{uKnnM4yecKy onpauiuBasi BO3MOXKHble ylajleHHble cepBepa, 4ToO-
Obl MOAKJIIOUUTBCS, TPATUTb He OOJblle N CeKYHJ Ha OXKHAaHHUe
OTBeTa, MpexJe YyeM MepedTH K CJAeAyIOLeMy CepBepy.

--explicit-exit-notify [n]

B UDP-knneHTCKOM pexXHMe UJM B pexXHMe TOUKa-B-TOUYKY IMO-
CblIaTh cepBepy/mapTHepy COOOIIeHHe O BBIXOAE, €CJH TyHHeJb
nepesanyckaercs uiau npouecc OpenVPN 3aBepuaercsi. B kau-
€HTCKOM pexKHMe, IIPU BbIX0Je/Tepe3arnycke, 3Ta OMLUs COOOLIUT
cepBepy, 4TO CJelyeT HeMeNJeHHO 3aKpbiTb ero OObeKT IK3eM-
mJsipa KJHEeHTa, a He »XKJAaTh TaiMmayTa. [lapameTp n (mo ymosya-
HUIO 1) ynpaBJssieT MaKCUMaJbHBIM KOJIMYECTBOM MOIBITOK, KOTO-
pble TpearprMeT KJUEHT, Mochlas coobllieHne 0 BBIXOJE.
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8.5 Onuuu 3amudppoBaHusi KaHaJJa AaHHBIX

OTH ONLMM HMEIOT 3HaueHHWe U JJI CTATUUECKOro pexkuma, U anas pexkuma TLS-norosopeHHoro
KJfo4ya (IOJ2KHBI ObITh COBMECTHMbI MeXKIy MapTHepaMH)

--secret file [direction] Ob6ecrneynTh peXHUM 3alId(pOBaHUsA CTATHYECKOro Kiwoda (He
TLS). HMcnosnb3oBaTh paHee MOJyuyeHHBIH OOOUMH MapTHepaMH
cekpeTHBIH KJtou file, KoTOpbl# Obll CreHEepHpPOBaH C MOMOIIbIO
ONnLHH --genkey.

OnuuonanpHell mapamerp direction o6ecrmeynBaeT HCMOJb-
soBaHue 4 pasauunbix kJaoded (HMAC-ornpaBka, wmudp-
samudpoanue, HMAC-nosnyyenue, mudp-paciindpoBaHue), Tak
UTO KaK/10e HalpaBJjeHHe TeYeHHs JaHHBIX UMeeT Pa3JUuHbI{ Ha-
oop kaouedt HMAC u 3amudoBanus. ITo UMeeT psifi KeJjaTesb-
HBIX 3aLIUTHBIX CBOHCTB, BKJ/IOYas HCKJ/IOYEHHE OINpefieseHHBbIX
BUIOB D0S-aTak W atak rnepenpourpbiBaHUs COOOIIEHUH.

Korna mapamerp direction omyiieH, 2 Kiawoua HCIOJIb3YIOTCS B
IBYX HanpaBseHusix, onuH aasg HMAC u omuH nss 3amudpoBa-
HUs/pacinpoBaHHUS.

[Tapamerp direction Bcerma mosikeH UMeTb AOMOJHSIOIIKAE PYT
Apyra 3HayeHHUs Ha 00eHUX CTOPOHAX COeJUHEHHS, T.e. OHA CTO-
pOHa J0JIKHA UCIOJIb30BaTh «1», a npyrasi ucnoab3oBath «0», Hin
o6e CTOPOHBI JOJIKHbI €r0 OMYCTHUTb MOJHOCTBIO.

[Tapametp direction tpebyer, uto6bl ¢aiin file comepxkan 2048-
OUTHBIHA KJIOY.

Pexxum 3a1npoBKH Ha CTaTUUECKOM KJIIOUe HMeeT OomnpefeJseH-
Hble NpeuMylllecTBa, HauboJiee BaKHOe M3 KOTOPBIX - JIEFKOCThb
KOH(UT'YpHUPOBaHHUSI.

Het cepTudukaros, yI0CTOBEPSIOMINX LEHTPOB UJH CJIOKHBIX J10-
TOBOPHBIX X9H[IIEHKOB U NPOTOKOJOB. ENMHCTBEHHOE TpeOoBaHUe
- yTOOBl y Bac OblJ paHee CYLIECTBYIOUMH 3alMIIEHHBIH KaHaa ¢
BAaILIUM MapTHEPOM (TakoH Kak ssh), uTo6bl M3HAYaABbHO CKOMHPO-
BaTh KJo4. DTO TpebGoBaHHe, BMecTe ¢ (haKTOM, YTO Balll KJIOU
HHUKOTa He MEHSIeTCs], eC/IM Bbl He CreHepupyeTe BPyUHYIO HOBbIH,
JleJlaeT 3TOT PeXKUM HECKOJbKO MeHee 0e30MacHbIM, UeM PexHM
TLS (cm. Huxe). Ecain atakyiomieMy ynaetcst yKpacThb Balll KJiod,
BCe, YTO ObLIO KOTAa-aubo 3alu@poBaHO UM, CKOMIIPOMETHUPOBA-
Ho. CpaBHHUTE 3TO C HJleaJbHBIMM BO3MOXKHOCTSIMHU CEKPEeTHOCTH
B TLS-pexume (c ucrnosb3oBaHueM obOMmeHa KiwouaMu Juddu-
XeJsiMaHa), THe Ha)ke eC/U aTaKyolleMy yIajoch YKPacTb Balll
3aKPBITBIM KJ/I0U, OH He MOJYUYUT HUKAKOH UH(MOPMALUU, KOTOpPas
nomoryia 66l eMy pacliugpoBaTh NpelblAyLIHe CEaHCh.
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Elle onuH mpeuMyIIeCTBEHHBIH acleKT peKuMa 3allu(pOBaHHUs
CO CTaTHYECKHUM KJIIOUOM TOT, UTO 3TO MPOTOKOJ, B KOTOPOM OT-
CYTCTBYIOT X3HALIEHKH, HET HUKAKHUX OTJIWYUTENbHBIX MOIIMUCEN
MJIM TIPU3HAKOB (TaKHUX KaK 3aroJI0BOK MOCJeI0BATENbHOCTH XIH/-
1Ielika MPOTOKOJIA) KOTOpble OTMeuasy Obl 3alIH(pOBaHHBIE MaKe-
Tbl Kak creHepupoBaHHble «OpenVPN-T'OCT». Jlwo6o#, noacay-
IIMBAKIIUK Ha MTPOBOJE, HE YBUAUT HUUETO, KPOMe CJAYYaHHO BbI-
TJSASIIINX AaHHBIX.

--auth alg

AyrentudunupoBath naketsl ¢ HMAC, ucnosbsys ajroputm
naumxkecra alg. (ITo ymomyanuio SHAL). HMAC - yacro ucnoJsib-
3yeMblH anropuT™ ayTeHTHUKanuu coobienus (MAC), ucnoib-
3YIOLIUH CTPOKY NaHHBIX, 6€30MacHbIH aJropuTM X3ILIHUPOBAHUS U
KJII0Y [J151 CO3MaHUsl LU(PPOBOU MOANHUCH.

«OpenVPN-T'OCT» ucnonbzyer HMAC, yTo6bl cHavasa 3aiiud-
poBath maket, notom o6padorate HMAC nosyunBiuniics samud-
POBaHHBIH TEKCT.

B pexume mu(ppoBaHUA €O CTAaTUCTHUYECKUM KJIIOUOM, KJIOU
HMAC BkJoueH B KJHOYeBOH (al/i, creHepUPOBAaHHBIH ONLHel
--genkey. B pexume TLS kmtou HMAC reHepupyeTcss TUHaMH-
4ecKH W TepefaeTcsl MapTHepaMm yepe3 KOHTPOJbHBINA KaHaa TLS.
Ecnu «OpenVPN-TOCT» nosnyuyaer naket ¢ nioxum HMAC, ona
or6pacbiBaeT 3ToT naker. HMAC o6biyHO no6asasiet ot 16 mo 20
6aiiToB Ha naket. YToOBl OTKJIOUUTL ayTeHTU(HUKALUIO, YCTAHO-
BUTe 3HaueHUe MapameTpa alg B none.

--cipher alg

HludpoBaTh makeTbl ¢ TMOMOLIBIO aJrOpUTMa WIH(ppPOBaHUS alg.
[To ymomnuanuto BF-CBC, cokpauenue ot pexuma Blowfish in
Chipher Block Chaining. 9ToT peXXum uMeeT ciaenyioline mpe-
MUMYIlleCcTBa: OH ObICTP, OUYeHb Hafle’KeH M JOMYyCKaeT pa3Mepbl
Kawodei no 448 6utoB. JlaHHBIH peXUM TNpelHa3HAUeH [Jsi HC-
MOJNb30BaHUS B CUTyalUsiX, KOTAA KJIOUH MEHSIOTCS HeUacTo.
Yrobbl yBUAETb, Kakue elle wWHGpbl A0ocTynHbl B «OpenVPN-
[OCT», ucnosbayiite onuuio --show-ciphers.
«OpenVPN-T'OCT» nopnepxxuBaet pexxkumbl wnudpoanus CBC,
CFB u OFB, onnako CBC pekomennyetcsi, a CFB u OFB nosxHbI
CUHTATbCS JOMOJHUTEJbHBIMU PeKUMaMHU.

YcraHoBHTe 3HaueHHe napamerpa alg B none, 4yTOObl OTKJIIOYUTH
I (poBaHHe.
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--keysize n

Pasmep kitoua mugppoBaHus B 6utax (omuuoHansbHo). Ecau He
yKas3aHa, 1o yMOJYaHHUIO paBHA yMOJ4YaTeIbHOMY 3HaYeHHUIO, Cie-
uuduuHoMy st gaHHoro wudpa. Onuusi --show-chipers (cm.
HM2Ke) TI0Ka3blBaeT Bce AocTymHble mudpsl OpenSSL, ux ymoJ-
yaTesibHble pa3Mepbl KJued, W MOXKHO JH H3MEHHUTb pa3Mep
kiatoya. MeHsiliTe yMosnuaTesbHBIH pasMep KJiOua C OCTOPOXKHO-
cTbio. MHorre mudpsl He ObIIK MHUPOKO KPUIITOAHANH3UPOBAHBI
C HeCTaHAAPTHBIMM IJIHHAMU KJIO4YeH, u OoJiee MJUHHBIH KJIOU
MOJKET He NPeLOCTaBJATh peajbHON rapaHTHM GoJbliei Ge3onac-
HOCTH M JlaXkKe YMEHbILIUTb CTeNeHb 3allUThl.

--prng alg [nsl]

(Homosnuutenbhas) nis PRNG (renepaTtopa mnceBmocaydaiHbixX
YHCeJ) HUCTOJb30BaTh aJrOPUTM Hakmkecta alg (Mo ymoJsuaHuUio
shal) u ycraHoButh nsl (mo ymosuanuto 16) B pasmep B 6aiitax
IJIMHBI cekpeTa nonce (Mexnay 16 u 64).

YcraHoBuTe 3HaueHHe mnapamerpa alg B none, 4YTOObl OTKJIIO-
untb PRGN u ucnonbsoBath BMecTo Hee ¢yHKuuio OpenSSL
RAND_bytes misi Bcex TpeGoBaHHE INCEBAOCAYyUalHBIX UHCEN B

«OpenVPN-T'OCT».

--engine [engine-name]

ObecrneynTh (QYHKLUHOHANBHOCTb KPHUITOrPAPUUECKOTO MOMLYJIst
engine OpenSSL, ocHoBaHHYI0O Ha anmapaTHBIX BO3MOXKHOCTSX.
Ecau ykasan mapameTp engine-name, HUCIOJIb30BaTb OMNpeleseH-
HbIH KpunTorpaduueckuil Moy b engine. Mcnonb3yite onuuio --
show-engines, uT06bl MOJTYYUTh CIHUCOK KPUNTOrpapUIECKUX MO-
nyneil engine, koropble mopnaepkupatorcs OpenSSL.
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--no-replay

(domosmuutenbuas) Otkatounth 3amwuty «OpenVPN-I'OCT» npo-
THB aTaK MepenpourpeiBanus. He ncnosb3yiTe 3Ty onmuio, ecau
BBl HE 'OTOBbI 3aMJIATUTb YMEHbIIEHHEM CTENeHH 3alIUThl 33 YBe-
JUudeHHe 3(p(PeKTHBHOCTH.

«OpenVPN-T'OCT» npenoctaB/isieT 3allUTy OT IepernpoUrpbiBa-
HHS laTarpaMM 10 YMOJYaHHIO.

3amunra OT TMepernpoUrpeiBAHUS BBIMOJIHIETCS TOMEYaHHEM KarK-
N0V UCXOASILEH naTarpaMMbl UAEHTU(HUKATOPOM, KOTOPBIH rapaH-
TUPOBAHHO YHHUKAJIEH AJs UCIOJIb3yeMoro KJjawo4a. [lapTHep, KoTo-
pBIH TOJIyyaeT gaTarpamMmy, MPOBepsieT YHUKAJIbHOCTb HAEHTH(H-
KaTopa. Ecau 3TOT uaeHTHPUKATOP yKe Obl1 MOoJydeH B Mpelbl-
nyueir nararpamme, «OpenVPN-IT'OCT» npourHopupyeT mnaxer.
3amura OT MepenpourpeiBaHus BaxKHa IJs TOTO, YTOOBI OTPA3UTh
TaKWe aTakd, KaK artaka mnepernosHeHdns SYN, rme aTakymoouiui
cyliaeT Ha mpoBoje, nepexBatbiBaeT nakeT SYN (MaeHTHDHIH-
pysl €ero no KOHTEKCTY, B KOTOPOM OH BCTPeuaeTcs M0 OTHOLIEHUIO
K JPYTMM IakeTaM), MOTOM IlepefiaeT MOJydaiolleMy MapTHepY
MHOKECTBO KOIHH 3TOrO IMakKeTa.

3amuTta ot nepenpourpeiBaHus B «OpenVPN-I'OCT» peanusosa-
Ha HECKOJIbKO Pa3JIMUHBIMH CIIOCOOAMH, B 3aBUCHMOCTH OT PeXKH-
Ma ynpaBJieHUs KJo4YaMH, KOTOPbIH Bbl BbIOpaJH.

B pexume cTaTHuecKoro KJjwoua WM MPH UCIOJAb30BAHHH LIU()-
poB CFB uan OFB, «OpenVPN-I'OCT» ucnosnbsyer 64-6UTHbIN
YHUKAJIbHBIH HAEHTU(UKATOP, KOTOPbIH COYeTaeT METKY BpeMeHH
C YBEJMUMBAIOMIMMHUCS TOCJEN0BATEJbHBIMA HOMEPaMH.

[Ipy wucnosnbzoBanuu pexuma TLS pas obMeHa KJawouaMu U
muppa CBC, «OpenVPN-TOCT» ucnonb3yer ToJMbKO 32-0UTHBIN
MoC/efoBaTeNbHBIH HOMep 0e3 MeTKH BpeMeHH, MOCKOJbKY
«OpenVPN-T'OCT» MoxkeT rapaHTHpPOBaTb YHHKaJbHOCTb 3TOU
BeJIMUMHBl 1 Kaxkporo kJmoda. Kak B IPSec, ecau nocaeno-
BaTe/bHbIM HoMep npubauxaercs K HyJwo, «OpenVPN-TOCT»
3anycKaeT HOBBbIH 0OMeH KJ/I04aMH.

Uro6bl  MpPOU3BOAWTHL  MPOBEPKY HAa  MepenpoUrpbiBaHue,
«OpenVPN-IT'OCT»  ucnosib3yeT  ajJropuTM  «CKOJIb3SIIIETO
OKHa», hcnosb3yeMbiit [PSec.
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--replay-window n [t]

Hcnonb3oBaTh CKoMb3sillee OKHO AJisl 3aALLUTHl OT Tepernpourpbl-
BaHHUSl pa3Mepa N U BpeMeHHOe OKHO B t CeKyHI.

[To ymosnuanuto n paBHo 64 (ymosuanue [PSec), a t paBHO 16
CeKYyHJaM.

DTa onuus akTyanabHa ToJbko B pexxume UDP, T.e. Korma umau
yKazaHa omnuusi --proto udp, unu BooOlle He yKasaHa ONUHUSA --
proto.

Korna OpenVPN rtyuuenupyer IP-makerst uepes UDP, cyuie-
CTBYET BO3MOXKHOCTb, UTO MaKeTbl MOTYT ObITb MOTEPSIHbl HJH
LOCTaBJIeHbl B HempaBuibHOM nopsake. [Tockosbky «OpenVPN-
[OCT», kak u IPSec, amynupyer cjoéi (pusnyecKoil ceTH, OHa
TIPUMET TOCJIeJOBATENBbHOCTD MAKETOB, MPHUILEALINX B HENPABHUJIb-
HOM TIOpSiiKE, W JIOCTABUT TaKHe MAaKeTbl B TOM Ke TMOpsiIKe, B
KaKOM OHH ObLIM TMoJsyueHbl, B cTeK mpoTokosoB TCP/IP, ecin
OHM YIOBJIETBOPSIIOT HEKOTOPBIM OrPaHUYEHHUSIM.

1. TTakeT He MOXeT OBITh MEpPENPOUTPLIBAHUEM (€CJH TOJBKO
He yKa3aHa omnuus --no-replay, Kotopasi OTK/I04aeT 3aLUTY
OT TepernpoUrpPLIBaHHS)

2. Ecau nakeT npuOblBaeT B HeNpaBUJbHOM MOPSIIKE, OH MO-
KeT ObITb NMPUHAT TOJBKO €CJIH pa3HHLlA MeXJy ero rnocJe-
NI0BaTeJIbHBIM HOMEPOM M CaMbIM OOJIBLIUM Y2Ke TMPUHSATHIM
nocJ/en0BaTeNbHBIM HOMEPOM MeHbllle 1.

3. Ecau naker npubbiBaeT B HeNpaBUJIbHOM MOPsiIKe, OH OyHeT
TNIPUHSAT TOJIBKO €CJIM OH NMpHUOBIBaeT He Mo3Ke 4eM t CeKyH[
nocJie Jil0OOro nakera, copepKaliliero 6oJiee BLICOKHMH MocJe-
J0BaTeNbHBIH HOMeP.

Ecsu Bbl Hcrosb3yeTe ceTeBYIO CBSI3b C GOJIBILOH MarucTpasbio
(4TO 0O3HAUAET LIMPOKYIO MOJIOCY TIPOMYCKAHUS U OOJbLIONH MePHO]L
OXKHUJAHHsSI), BBl MOXKETe 3aXOTeTh HUCIO0JIb30BaTh OOJbIINE BEJH-
urHbl n. Oco6eHHO 4acTo 3Toro TpebyeT CMyTHUKOBAs CBSi3b.
Ecnu Bbl 3anyckaere «OpenVPN-I'OCT» ¢ --verb 4, Bb yBUIH-
Te coobuienne «Replay-window backtrack occurred [x]» Kaxmbiit
pas, KOTa OTCTYIJeHHe MAaKCHMaJbHOTO MOCJeN0BaTeTbHOIO HO-
Mepa YBeJHUHBaeTcs. DTO MOXKET ObITb MCIOJb30BAHO /IS Ka-
JIMOPOBKH 1.

Cyl1ecTBYIOT HEKOTOpble MPOTHUBOPEYHS MO MOBOAY MOAXOASIIE-
ro crioco6a obpalleHdsl ¢ U3MeHEeHHeM MOpsiiKa MaKeTOB B CJO€
0e30MacHOCTH.

A ¥MeHHO, 10 KakKO# CTeleHU [OJXKEeH CJOH 0e30MacHOCTH 3a-
IUIIATh MHKAMCYJHUPOBAHHBIA MPOTOKOJ OT aTak, KOTOpPblE MPH-
TBOPSIIOTCS PA3HOBUIHOCTSIMH OOBIUHOH TOTEPH U IMEPECTAHOBKH
MakeToB, KOTOpble caydatorcst B [P-cersax?

[Tonxon IPSec u «OpenVPN-T'OCT» coctouT B TOM, 4TOOBI pas-
PEeIIUTh MepecTaHOBKY MAKEeTOB BHYTPH OMpeeJJeHHOTO (PUKCHPO-
BAaHHOTO OKHA MOCJ/eI0BaTeIbHbBIX HOMEPOB.
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«OpenVPN-T'OCT» nononnsier monesb [PSec, orpannuuBas pas-
Mep OKHa BO BpeMeHH, KaK U B NPOCTPAHCTBE MOCJeI0BaTEIbHO-
CTH.

«OpenVPN-T'OCT» rtakxe no6asaser TCP-tpancnopt Kak on-
uuto (He npemsaraemyto IPSec), B atom ciyuae «OpenVPN-
[OCT» moxeT 3aHSITh 0YeHb CTPOTYH0 MO3HUIHIO 10 OTHOILEHHIO
K yIaJeHWI0 W MepecTaHOBKe COOOLIEHWH: He MO3BOJISATH 3TOTO.
[Tockobky TCP rapaHTHpyeT HamexXHOCTb, Jro0as MOTeps HJIH
repecTaHOBKa MaKeTOB MOXKeT OBITb COUTeHa aTaKoH.

B 3ToM cMbicjie MOXKHO BO3pa3uTb, 4YTO TyHHeJbHbBIH TCP-
TPAHCIOPT TMpeANouTHTeJeH NpU TyHHeJUpoBaHUU He-IP uu
UDP-npoToko/i0B npu/iokKeHUH, KOTOpble MOTYT OBITbH ySI3BUMBI
0 OTHOUIEHHUIO K aTake yJaJeHHs WM NepPeCTAaHOBKU MaKeTOB,
KOTOpasl He yjaeTcsl B Npeje/aX HOpPMaJ/bHbIX ONepalUuoHHbIX Na-
pametpoB [P-cereil.

[TosTomy yTBep:xaaeTcs, YTO HUKOTA He CJefyeT TYHHEeJIUpPOBaTh
He-IP-npotokon uau UPD-npotokon npunoxenusi yepes UPD,
€CJIM TIPOTOKOJ MOXKeT ObITh YSI3BUM 110 OTHOLIEHHIO K aTake yna-
JIEHHS] WJIM NIepeCTaHOBKH NAaKeTOB, KOTOpasl He yJlaeTcs B Ipeje-
JlaX HOpMaJIbHbIX ONEPallMOHHBIX MapaMeTpPOB TOrO, UTO CJeLyeT
oxkunatb ot (usudeckoro [P-cmnos. [IpobGaema serko peruaercs
npocTeiM Hcrosnb3oBaHreM TCP B KayecTBe TPAHCIOPTHOrO CJIOS

VPN.

--mute-replay-warnings

He BBIBOIUTH NpenynpexkaeHHs O MepenpoOUrpbIBAHUH, KOTOpPbIE
4yacto ObIBaIOT J0XKHOW TpeBorod B WiFi-certax. dra onuus co-
XpaHsieT 0€30MacHOCTb KOJa 3alIMThl OT MepernpourpbiBaHus 6e3
BbIBOJIa MHOXKECTBa COOOLLEHUH 0 NyOJUPYIOLIMXCS TaKeTax.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--replay-persist file CoXpaHsiTh COCTOSIHHE 3aLIUTHl OT MePEeNPOUTPLIBAHUS MEXIY ce-
aHcaMH, ucnoJb3ys ¢aia file nnsg coxpaHeHuss W Tepe3arpysku
COCTOSIHMS.

DTa ONIUS YCUJIUBAET 3alIUTY TPOTHB aTak MepenpoUrpeIBaHHUS,
ocobeHHo Korza Bbl ucnosb3yete «OpenVPN-I'OCT» B nuHamu-
YyeCKOM KOHTeKcTe (Hampumep, ¢ omniued -inetd), xorma ceaHchl
«OpenVPN-T'OCT» yacTo HauMHAIOTCS ¥ OCTaHABJMBAIOTCSI.
DTa OMUHUs COXPAHUT HA AMCKe KOIMHUIO TEKYIIero COCTOSIHHS 3a-
IIMTBl OT MepPEenpOUrpPeIBaHUs (T.e. CaMyl0 TOCJENHIO MEeTKY
BpPeMeHM MakeTa M TOCJel0BAaTeJbHBIH HOMep, MOJy4YeHHBble OT
yIaJIeHHOTO mapTHepa), Tak 4To ecyu ceaHc «OpenVPN-TOCT»
OCTAHOBJIEH U HauaT CHOBA, OH OTBEPTHET JIt000e MepenurpbBaHne
MaKeTOB, KOTOPble OBLJIH YK€ TOJydeHbl B MPEeAbIAYIIeHd CeCCHH.
DTa OMNUMS UMeeT CMBIC/ TOJBKO B TOM CJydae, KOrAa 3all{Ta OT
TepenpoUTpPbIBAHUS BKJIOUEHA (M0 YMOJUAHHIO) U BBl HUCIOJb3Y-
eTe UM --secret (pexuMm oOIIMX CeKpeTHbIX KJrouei) uau TLS-
pexum c --tls-auth.

--no-iv (Homosnuutenbhasi) OTKJIOUYUTL HcHoab3oBaHHe [V (BekTopa
WHUIWanu3aunu mngpa). He ucnosb3yiiTe 3Ty OMIMIO, €CJH Bb
He TOTOBBI 3aMJATHTb MeHbIIEeH CTEeNeHbI0 3alIUThl 32 OOJbIIYIO
3(ppeKTUBHOCTb.

«OpenVPN-T'OCT» ucnosnbsyet [V no ymosmyanuto u Tpedyet ero
nast pexxumoB CFB u OFB (koTopele coBepliieHHO He 3allUIIeHbI
6e3 Hero). McnosbsoBanue IV Ba)kHO 1/151 6€30MaCHOCTH, KOrja
HECKOJIbKO COOOLIeHHH 3aln(poBbIBaIOTCS/paciii(poBbIBAIOTCS
C WUCMOJIb30BaHUEM OJHOTO M TOTO K€ KJ0da.

IV peannsoBaH mo-pasHoMy B 3aBUCHMOCTH OT HCIIOJIb3yeMOIro
pexrMa WH(pPOBaAHHUS.

B pexume CBC, «OpenVPN-I'OCT» ucnosnb3yet nceBnocayda-
Hell [V pid Kaxxporo nakera.

B pexume CFB/OFB «OpenVPN-IT'OCT» wucnonbsyer B Kaue-
ctBe IV yHUKanbHBIH Noc/en0BaTe/bHbIM HOMED U MeTKYy BpeMe-
uu. Ha camom pnene, B pexxume CFB/OFB «OpenVPN-TOCT»
MCIIOJIb3YeT ONTHMH3ALUI0 JaTarpaMM, 3KOHOMSIILYI MeCTO, KO-
TOpasi UCTOJb3YeT YHUKAJbHBIH HAEHTU(DHUKATOP M5 3AMIUTHl OT
TepenpoUrphIBaHUsl AaTarpaMM B KadecTBe [V,

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpunTo CENY.00009-04 32 09 101

--test-crypto BBHIONMHUTE  CaMOTECTHpPOBaHHE  KPUNTOTpadUUeCKUX  ONUHUH
«OpenVPN-T'OCT», 3amudpoBbiBass ¥ paciiddpoBbiBas TeCTO-
Bble MMAaKeTbl C HCIOJb30BaHWEM ONUHH 3alIU(PPOBAHUS KaHAJOB
NAHHBIX, YKA3aHHBIX Bblllle. DTa ONUUS He TpebyeT (PYHKLUHOHHU-
pYIOILLlero mapTHepa, MO3TOMY MOXeT ObiTh ykaszaHa 6e3 --dev u

--remote.

TunuuHbM Hcnonb3oBaHUeM --test-crypto OyneTt 4uTo-To nogoOHOe
CeAYIOLEMY:

openvpn --test-crypto --secret key

UJIH

openvpn --test-crypto --secret key --verb 9

DTa onuus odeHb noJesHa ajs trectupoBanusi «OpenVPN-TOCT»
nocJe TOro, Kak OHa Obljla MOPTHPOBaHA Ha HOBYIO MJaThopMmy,
UJIM 4TOOBI H30JMPOBATh NPOOJIEMbl B KOMIHUJAATOPE, KPUNTOOUO-
auoteke OpenSSL uau kpunrorpapudeckom komae «OpenVPN-
[OCT». [TockosbKy 3TO pexXKUM CaMOTeCTHPOBaHUS, MPOBJIEMBI C
3amiu¢poBaHUEM U ayTeHTU(HUKaLeHh MOryT ObITb pelleHbl He3a-
BUCUMO OT MpPo6JieM C CeTbl0 U TyHHeJEeM.

8.6 Omnuuu pexuma TLS

Pexxum TLS - cambiii MmouiHeiéi Kpunrorpadudyeckuil pexxuMm «OpenVPN-TOCT» kak B o6sacTtu
6e30macHOCTH, TaK U B 00sacTu rubkoctu. Pexkxum TLS paboraer mytem ycTaHOBJEHHS] KOHTPOJIb-
HBIX TYHHeJed U TyHHeJeH NaHHBIX, KOTOpble MyabTUMNeKcupoBaHbl yepe3 onud TCP/UDP-nopr.
«OpenVPN-T'OCT» unuuuupyer TLS-ceaHc mo KOHTPOJNbHOMY KaHaly W HCIOJb3yeT ero, uToObl
npousBecTd obMeH kjarodyamu muppoBaHus ¥ HMAC ngs 3amutel KaHasna naHHbiX. Pexum TLS
UCMOJIb3yeT Pa3BUTHIN cj10H KpuntocTolkocTh Haa UDP-coenrHennem 1 Bcex KOMMYHUKALUH 110
KOHTPOJIbHOMY KaHaJy, B TO BpeMs Kak KaHaJs NaHHbIX, 4epe3 KOTOPbIH MPOXOAAT 3allU(ppOBaHHbIE
TyHHeJIbHble aHHble, (popBapAUTCs 6e3 KaKoro-an6o nocpeiHnyecTBa. Pe3ybTat Hauaydui B 060-
X MUpax: ObICTPBIA KaHa/J NaHHBIX, KOTOpbli (hopBapautcs yepe3 UDP ¢ HenpousBopuTesbHbBIMU
M3lep>KKaMU TOJIbKO B BUe (PYHKUMH 3awmudpoBanus, paciudpoanus ¥ HMAC, u KOHTpOJb-
HBIH KaHaJ, KOTOPbIH MpefoCcTaBJ/sieT BCe BO3MOXKHOCTH 3amuThl TLS, Bk/lo4yas ayTeHTH(UKALHIO,
OCHOBaHHYI0 Ha cepTU(HKaTaX, U CeKpeTHOCTb (opBapauHra Hugpdu-Xennmana.

Yro6bl HMconb3oBaTh pexxkuM TLS, kaxkapiil mapTHep, KoTopeid 3amyckaeT «OpenVPN-I'OCT»,
JIOJI?KEH UMeThb COOCTBEHHYIO JIOKAJbHYIO Napy cepTudUkat/Kiawou (--cert u --key), nognucannyto Ha
KOPHEBOM cepTU(pUKaTe, YKa3aHHOM B --Ca.

Korna nBa napTHepa MoaKJ/04YaOTCS APYT K APYTY, KaXKAbIH MpeIcTaB/seT APYyroMy CBOH JIOKaJb-
HBIH cepTH(UKAT. 3aTeM KaxKAblH NMapTHep NMPOBEPSeT, YTO €ro MmapTHep MpedoCTaBUJ CepTU(HUKAT,
MIOANMCAHHBIM HAa KOPHEBOM CepTH(HUKaTe, YKa3aHHOM B --Ca.

Ecan sTa mpoBepka ycneliHa Ajsi o00MX MapTHepoB, TO OyneT ycrnelwHo ycTtaHoBjaeHo TLS-
coequHeHHe, o0a mapTHepa OOMEHSIIOTCS BPeMEHHBIMH CEaHCOBBIMH KJ/IOUaMH, U TYHHeJNb HauHeT
nepenaBath HaHHBIE.

Huctpubytus «OpenVPN-IT'OCT» conepkuUT HabOp CKPUIITOB easy-gost 1Jis ynpaBjeHHUs CEPTH-
(pUKaTaMH U KJIOYaMH.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--tls-server Bkatouute TLS u npunsiTe Ha ceOsi poJsib cepBepa BO BpeMsi X3H[I-
meiika. O6patute BHUMaHue, yTo «OpenVPN-I'OCT» paspabo-
TaHa Kak INpUJIOKeHHe, paboTawllee B pexHMe OT-NapTHepa-K-
napTHepy. OnpenesieHre KJAUEHTa WU CepBepa CyLIeCTBYeT TOJb-
KO B LeJIsIX YCTaHOBJIEHHS] KOHTPOJIbHOTO KaHana TLS.

--tls-client Bkatouute TLS v npuHaTh Ha ceOst poJib KJAMEHTa BO BPeMsl X3H[I-
LIeHKa.
--ca file daiin ynocrosepsiiouiero nentpa (CA) B dopmate .pem, Takxke

MMeHYeMBbId KOPHEBBIM CEPTU(UKATOM. DTOT (haly MOXKET BKJIIO-
4yaTb HECKOJbKO CEpPTU(HUKATOB B (popMaTte .pem, KOHKaTeHHUPO-
BaHHbIX BMecTe. Bbl MoxkeTe CKOHCTPYHUPOBAaTb CBOH COOCTBEH-
HBbI CepTU(UKAT M 3aKPBITHIM KJIIOU YIOCTOBEPSIOLLEr0 LEHTPA,
UCIIONb3Yysl TAKYl0 KOMaHAy, Kak:

openssl req -days 3650 -nodes -new -newkey
gost2001:A -x509 -keyout ca.key -out ca.crt

3atem oTpenakTHpyiHTe Bawl (aia openssl.cnf u oTpenaktupytite
nepemeHHYy1o certificate Tak, 4ToObl OHa yKa3biBaJjia Ha Ball HOBbIH
KOpHEBOH cepTU(UKaT ca.crt.

Tosbko pasi TectoBbiX 1esed, nucTpubyTuB «OpenVPN-TOCT»
BKJIOUaeT obpaser cepTu(dUKaTa YIOCTOBEPSIOIIEr0 LEHTPa
(ca.crt). KoneuHo, Bam HHKOrza He CJelyeT HCIOIb30BATh
TECTOBble CepPTU(UKATBl M TECTOBble KJIOYU M3 AUCTPUOY-
tuBa «OpenVPN-IT'OCT» B pabouedl 0OCTAaHOBKE, MOCKOJbKY
BCJeICTBHe TOro (pakTa, 4TO OHM BKJIIOUEHBl B OUCTPUOYTHB
«OpenVPN-T'OCT», oHM He MPefoCTaBASIOT HUKAKOH 3allUThl.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--cert file

[lonnucanHblll cepTU(UKAT JOKAJbHOTO MapTHepa B ¢opmare
.pem - [0JKeH ObITb MOAINKCAH yAOCTOBEPSIOUIMM LIEHTPOM, UeH
cepTudUKaT HaxomuTcss B (adse --ca file. Kaxknpiii mapTHep B
«OpenVPN-T'OCT», paborarouieit B pexxume TLS, nosxxeH UMeThb
CBOM COOCTBEHHble (palsbl cepTU(UKaTa U 3aKPBITOTO Kiwoya. B
LIOTIOJIHEHHe, KaXKIblH cepTH(HKAT NOoJKeH ObITb MOANHUCAH KJIO-
YOM YLOCTOBEPSIOIIEro LIeHTPa, Y€l OTKPBITBIH K04 HAXOOUTCS
B (paiisie ymOCTOBEpSIOLIEr0 LEHTpa --Ca. Bbl JIerko MoxeTe co-
30aThb CBOH COOCTBEHHBIH YHOCTOBEPSIOMIUNA LEHTP (CM. BHILIE)
UJIM 3aMJaTUTh NeHbIH, YTOOBI HCIMOJb30BaTh KOMMEPUYECKUi cep-
BUC. UT0oOBI co3maTh cepTU(HUKAT, Bbl MOXKeTe HUCIO0Jb30BaTh Ta-
KyI0 KOMaHIy, KaK:

openssl req -days 3650 -nodes -new —-newkey
gost2001:A -keyout server.key -out server.csr
-extensions tlsserver

HJIH

openssl req -days 3650 -nodes -new -newkey
gost2001:A -keyout client.key -out client.csr
-extensions tlsclient

Ecnu 3aKpeITHIH KJIOU Ballero yA0CTOBEPSIOLIEr0 LEHTPa KHUBET
Ha JpPyrod MalllMHe, CKONUPYWTe 3ampoc Ha MOANHUCH CepPTHU(U-
Kara (mycert.csr) Ha 3Ty APYTyl0 MalIHHY (3TO MOXHO ClIeJaTh
10 He3allWIIeHHOMY KaHaJly, HalpUMep, 110 3JeKTPOHHOH MouTe).
Tenepr mognumuTe cepTUUKAT TAKOW KOMaHIOH, KakK

openssl ca -batch -days 3650 -out server.crt
-in server.csr -md md gost94 -extensions
tlsserver

HJIH

openssl ca -batch -days 3650 -out client.crt
-in client.csr -md md gost94 -extensions
tlsclient

Tenepnr ckomupyiite ceptudukar (mycert.crt) obpaTHo K maprt-
Hepy, KOTOpbIH H3HadajibHO co3fas (ails .csr (3TO MOXKHO cle-
JaTb 4epe3 myo6auuHyto cpeny). Ob6paTHTe BHUMaHHe, UTO KO-
MaHaa openssl ca uMTaeT MeCTOIMOJIOXKEHHE KJ0Ua yI0CTOBEPSIO-
Iero LeHTpPa U3 CBOEro KOH(PUTypallMOHHOro (hausa, TaKoro Kak
/usr/share/ssl/openssl.cnf - Takxke obpartrute BHUMaHUe, YTO I/
(YHKUMH yIOCTOBEPSIOLIEr0 LEHTPA Bbl HOJKHBI CO3[aTh (PakJIbl
index.txt (moxeT ObITh MyCTHIM) W serial (MHHUIHMaJUPYHTE, yCTa-
Hosus 01).

--key file

3aKpBITEIH KJI0U JIOKAJIbHOTO NapTHepa B opmate .pem. Hcrnosb-
3ydTe 3aKpBITHIH KJI04, KOTOPBIHA OblJ CO3/aH, KOrja Bbl CO3/1aBa-
JY Ball NapTHEPCKUH cepTHdUKAT (cM. Bbile onuuio --cert file).

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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--pkes12 file Yxasatb ¢aita dpopmata PKCS#12, comepxamuit nokanbHbll 3a-
KPBITBIA KJIOU, JIOKAJbHBIH CepTU(UKAT U KOPHEBOW CepTU(DUKAT
Y1I. 9Ty onuuio MOXKHO HCIIOJIb30BaTh BMECTO --ca, --cert u --key.

--key-method m Mcnonb3oBaTh METOM COTJIaCOBAHUS KJIIOUEH KaHaJja JaHHBIX m.
KitoueBoll MeTOn MOJIKEH COBMafaTh Ha 00€UX CTOPOHAX COEIH-
HEHUS.

[Tocse Toro, kak «OpenVPN-I'OCT» corsacyer ceanc TLS, rene-
pUpyeTCs HOBBIM HA0Op KJ/rOUel AJ5 3alMThl KaHa/la TYHHEeJbHBIX
NAHHBIX, ¥ TIPOU3BOAMUTCS 0OMeH KJrouaMu depe3 ceaHc TLS.

B metozne 1 o6e cTOpoHBI CO3/AIOT C/1ydaiiHble KJI0YH 3alIU(poBa-
uust ¥ HMAC-ornpaBku, KoTopele (hOpBapAsiTCS Ha IPYrod XocT
no kanaay TLS.

B mertome 2 (ymosuaHue) KJWEHT TeHepUpyeT CJAy4YalHBIH KJIOU.
Kpome Toro, u KJHUeHT, U cepBep TeHEpPUPYIOT KaKoe-TO KoJHuue-
CTBO CJy4aHHOro MHHUIMANHM3aLMOHHOIO MaTepuasa. Becb mate-
puasj UCTOYHMKA KJioued oOMeHHBaeTcsi uepe3 KaHan TLS. Ha-
CTOsILLIMe KJo4H co3patoTres ¢ nomouibio ¢pyHkuuu TLS PRF, ko-
Topasi 6epeT SHTPONUIO UCTOUHHKA U C KJIHEHTa, U C cepBepa.
O6partuTte BHUMaHHe, uTO B pexxkuMme TLS BcTpevaroTes aABa ypoB-
HSl KJIOYeBaHHUS:

1. Coenunenve TLS wusHauasbHO coryiacoBbiBaeTcsi, obe CTO-
POHBbl COeTUHEHHsI TMEeN0CTABJAT CePTHU(PUKATEI U TPOBepPSs
cepTU(UKAT (MU APYTYIO0 ayTeHTU(DHUKALUOHHYIO HHpOpMa-
uuio) apyro# croponsl. [Tapamerp --key-method He okasbi-
BaeT HUKAKOTO BJIMSHUS Ha 3TOT MPOLECC.

2. Tlocne Toro, kak coenvHeHue TLS ycraHoBJeHO, TYH-
HeJIbHBlE CEaHCOBbIEe KJIIOUM OTHEIbHO COIVIACYIOTCS 1O Cy-
mecTBylIeMy 3amuiieHHoMy TLS-kanany. 3mech --key-
method ompenesnsieT mpoucxoXKaeHHe TYHHEJbHBIX CEeaHCOo-
BBIX KJIIOUeH.

--tls-cipher 1 Cnucok | paspemeHHbix TLS-1ucpoB, pasneneHHbIX IBOETOYHS-
mu. Ecsin BBl TpebyeTe BBICOKHI YPOBEHb 3alLIUTHI, BB, BO3MOXKHO,
3aXOTHTE YCTAHOBUTH ITOT MapaMeTp BPYUHYIO, UTOOBI MPENOT-
BPaTHUTh aTaKy OTKaTa BEPCHH, IJie UeJIOBEK MOCepeqrHe MbITAeT-
Csl 3aCTaBUTh JIBYX NMapTHEPOB JOrOBAapHUBATHCS HA CAMOM HM3KOM
YPOBHe 3allUThl, KOTOPBIH OHU 00a mopep:kuBatoT. Mcrnonbayii-
Te onuuio --show-tls, uToObl yBHIETb CIMCOK MOAIEPKUBAEMBIX
TLS-mungpos.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--tls-timeout n YCcTaHOBUTh TaliMayT NMOBTOPHOH Mepefauu NakeToB Ha KOHTPOJIb-
HoM KaHasie TLS, ecnin HHKAKOro OT3BIBA OT yAaJe€HHOTO MapTHe-
pa He NMPHUXOOHUT B TeueHHe N ceKyH. (mo ymosauanuio n=2). Ko-
ria «OpenVPN-T'OCT» oTnpaB/isieT KOHTPOJIbHBIH NaKeT CBOEMY
napTHepy, OHa OXKHAaeT MoJy4YeHHe OT3blBA B TeUeHHe N CeKYHI,
OHa ellle pa3 mepenact naket B cooTBeTcTBUM ¢ TCP-momo6HbIM
aJTOPUTMOM 3KCMOHEHLHAJNbHOTO BO3BpaTa. JTOT MapaMeTp MpH-
MEeHSIeTCSl TOJIbKO K INaKeTaM KOHTPOJbHOro KaHasa. Ha nakeTsl
KaHa/la NaHHBIX (KOTOpble HecyT 3alliM(pOBaHHBIE TyHHEJbHbIE
JlaHHBbIE) HUKOT/A He MPUXOIUT OT3bIB, U OHM HUKOTJA He Tepefa-
I0TCS TIOBTOPHO, IOTOMY YTO CeTeBble IPOTOKOJIbl 00Jiee BBICOKOTO
YypOBHs1, paboTaioliyde Ha BepxXy TyHHess, Takue kak TCP, oxu-
Jal0T, UTO 3Ta POJb OCTABJIEHA UM.

--reneg-bytes n [TepecorsacoBaTth KJ/1104 KaHasa JaHHBIX TOCJ€ TOro, Kak n 6au-
TOB OTIPABJIEHbl HJM MOJy4eHBl (MO0 YMOJYaHHIO OTKJIOUEHO).
«OpenVPN-I'OCT» nosBoJisieT BIpasuTh CPOK KHU3HHU KJ0Ua Kak
KOJIMUECTBO 3alIM(PPOBAHHBIX/paciin(@pPOBaHHBIX 6AUTOB, KOJHUYe-
CTBO MaKeTOB UK cekyHH. [lepecornacoBanue kmtoua OyneT mnpo-
M3BEJEHO HACHJIBHO, ecsd J000H W3 NapTHepOB COOTBETCTBYeT
JI0OOMY M3 3TUX TpPeX KpPHUTEpHeB.

--reneg-pkts n [lepecor/iacoBaTb KJII04 KaHa/a AaHHBIX [OCJE TOro, KaK n nake-
TOB OTTIPaBJIEHBI U TOJNyUYeHbl ([0 YMOMYaHUIO OTKJ/IOYEHO).

--reneg-sec n [lepecorsnacoBaTh KU KaHajla JAaHHBIX Iocjge n ceKyHO (rmo
ymosganuio 3600).

[Ipu ncnonb3oBaHUM ABYX(PAKTOPHOU ayTeHTHU(PUKALKUNA 0OpaTHUTe
BHUMaHHeE, YTO 3Ta yMOJYaTe/bHAS BEJUUNHA MOXKET TMPUBECTH K
TOMY, 4TO KOHEYHOTO MOJb30BaTe/si OyAyT MPUHYKIATh Mepeay-
TEeHTU(ULIHUPOBATHCS pa3 B yac.

Takke MOMHHUTe, UTO 3Ta ONLHA MOXKeT ObITb HCIOJb30BAaHA U
Ha KJHEHTe, U Ha CepBepe, U MepecorsacoBaHue 3alyCTUT TOT U3
MapTHePOB, Y KOO yKa3aHa MeHblias BejquunHa. Yacras omunbka
- YCTAHOBHUTH --reneg-sec B OOJIbIIYIO BEJMYMHY Ha KJIHEHTE WU
Ha cepBepe, B TO BpeMsi KakK JApyras CTOpPOHA IMO-MPEXHEMY HC-
MoJb3yeT yMoJuaTeNbHYI0 BenduHy B 3600 cekyH, UTO 3HAUHT,
4TO MepecorsacoBaHue Mo-npexHeMy O6yaeT MPOUCXOANUTD KaXKble
3600 cekyHn. PerieHre coCTOUT B TOM, UTOOB YBEJIUYUTb BEJIH-
YHUHY --reneg-sec W Ha KJHWEHTe, U Ha CepBepe, MJH YCTAaHOBHUTb
ee B 0 Ha OMHOH M3 CTOPOH coeqUHeHHUsT (UTOOBI OTKJ/IOYUTD), U B
BEIOPaHHYIO BeJIMYMHY Ha APYTrod CTOpPOHe.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--hand-window n OKHO X3HIIIeHKa - ocHOBAaHHBIN Ha TLS oOMeH KirouyaMu 10JKeH
3aBEpIINTBHCS B TEUEHHe N CeKYH] MocJje UHULHMALKMK XIHMIeHKa
JI00bIM K3 mapTHepoB (mo ymosuaHuio 60 cekyun). Ecan xaHn-
MK He 3aBepIlaeTcs YCIellHO, Mbl MTOIMbITAeMCS TepeyCTaHOBUTD
Hallle COeIMHEHHe C HalllMM MapTHePOM M ToTbiTaeMcsi cHoBa. Jla-
)Ke B cJlydae MpoBajia X3HIAIIEeHKa Mbl OyIeM HMCIO0JIb30BaTh Hall
3aBepIIALIMN BpeMsi NeHUCTBHUS KJod 10 --tran-window cekyHn,
4TOOBI MOMAEPKATh HEMPEPHIBHOCTb MepeNadyu TyHHeJbHBIX NaH-
HBIX.

tran-window n OkHO mepefauyd - Hall CTApbld KJIOU MOXKET »KUTb CTOJBKO ce-
KYH/ [I0CJIe TOTr0, KaK HauMHAaeTCs HOBOE MepecorjacoBaHue KJlio-
4a. JTa BO3MOXKHOCTb MO3BOJISIET KOPPEKTHO MEPEUTH OT CTApOro
KJl04a K HOBOMY M yJaJisieT MOoC/e10BaTebHOCTh [IepecoracoBa-
HUS KJ04a C KPUTHYHOTO MyTH (opBapAUHTa TyHHeJbHBIX NaH-
HbBIX.

--single-session [Tocsie ucxomHOro coefrMHeHMs € yAaJeHHBIM MapTHEPOM, 3arpe-
TUTb BCe HOBble coeluHeHHUA. Mcrnosb3oBaHue 9TOH ONLMK O3HA-
yaeT, YTO yJaJileHHbIH NMapTHep He MOXKeT MOAKJ/IIOYHUTBLCS, OTKJIIO-
YUTbCH U CHOBA MOAKJIIOYUTHCH.

Eciu neMoH mneperpyxaercsi OT CHrHa/la WJHM ONLMH --ping-
restart, oH MO3BOJIUT OLHO HOBOE COENMHEHHE.

Onuuio --single-session MOKHO HCIIOb30BATh C OMIHUSMU --ping-
exit uau --inactive, 4yToObl CO31aTh OOMH AMHAMHUYECKUH ceaHc,
KOTODPBIH OTKJIIOYUTCA 110 3aBePLIEHHUH.

--tls-exit OTkatounThes, ecau cornacoBanue TLS He ynaercs.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--tls-auth-file [direction] J106aBUThL NOMOJNHUTENbHBIH cJjoil ayTeHTHGUKauun HMAC Ha
BepxX KOHTpoJsibHOTO KaHana TLS mns 3amutsl ot DoS-araxk.

B nByx cnoBax, --tls-auth momkstogaer cBoero poma «6paHmamay-
5p HMAC» na TCP/UDP-nopty «OpenVPN-I'OCT», rae naxe-
Tl KOHTPOJIBHOTO KaHasa TLS, Hecylire HEKOPPEKTHYIO MOAIMHUCH
HMAC, moryT 6bITh HeMeNJIEHHO NPOUTHOPHUPOBaHbI 6€3 OTBeTa.
[Tapametp file (HeoGxomuMM) - KJ04eBOH (ais, KOTOPbIH MOXKET
OBITH B OJHOM H3 IBYX (hOPMATOB.

1. ®aiin cratuueckoro kiawda «OpenVPN-I'OCT», cosnan-
HbIH onuuel --genkey (HEOOXOMHUM, €CJIH HCIOJNb3YEeTCs Ma-
pametp direction).

2. daiin naposnbHOU (pasel B cBoOOOAHON (popme. B aTom cary-
uae kiatou HMAC nosyyaercsi mpu B3siTHH 6€30MacHOTO X3-
ma 3Toro Qakisa, nogobHo KomaHaaMm mddsum u shalsum.

«OpenVPN-T'OCT» cnauana npobyet dopmar (1), u ecau dain
He y/aeTcsl MpoyecTb Kak (haly CTaTUYecKoro KJjwouya, OyneT Hc-
nosib3oBaTbesi popmat (2).

Cwm. B onuuu --secret nudopmauno 06 ONIMOHANBHOM MapaMeTpe
direction.

Onuusi  --tls-auth  pexkomeHmyercsi, korma BBl 3amyckaeTre
«OpenVPN-T'OCT» B pexxuMe, B KOTOPOM OHa CJyLIaeT MaKeThl C
qmoboro [P-anpeca, Hanpumep Korpa onuus --remote He ykasaHa
UM yKaszaHa ¢ --float.

O6ocHoBaHMe 3TOH onuUKK TakoBO. TLS TpebyeT MHOTOMAaKeTHOTO
ofMeHa, Mpekae yeM OHa CMOXKeT ayTeHTH(HUIUPOBaTh NapTHepA.
B Teuenue storo Bpemenu nepesn ayreHthpukauueid «OpenVPN-
[OCT» Haznauaer pecypchl (mamsite ¥ CPU) atomy moreHIu-
ajqbHOMYy TnapTHepy. [loTeHUHMasbHBIM MapTHep TaKKe OTKpbIBa-
et mHoro yacred «OpenVPN-T'OCT» u 6ubnunoreku OpenSSL
naketaM, KOTopele OH mockl1aeT. CerogHs Haubosiee ynauyHble
ceTeBble aTakKW MbITAIOTCH JUOO HCMOJMb30BaTbh OLIMOKH B IPO-
rpaMmMax (Takve KakK aTakW repernosiHeHHs Oydepa) WM BbIHY-
IWTb NPOrPaMMYy MOIJIOTHTb CTOJNBKO PECYPCOB, UTO €e CTAHOBHUT-
csl HEBO3MOXKHO HCIOJIb30BaTh. KoHEUHO, TepBast JIMHHUS 3aIIUThI
- BCEraa MpefoCTaBJsATh YHUCTBIH, XOPOLIO NMPOCMOTPEHHBIH KOI.
«OpenVPN-T'OCT» 6bla HanmucaHa C NpefoTBpallleHHeM aTak
nepernoJsiHeHus: 6ydepa B KayecTBe nepBoro npuopurtera. Ho kak
rokKasaJjia UCTOpHUSl, MHOrMe U3 HauboJjee LMIMPOKO HCIOJNb3YeMbIX
CeTeBbIX NMPUJIOKEHUH BpeMs OT BpeMeHH MajaJu KepTBaMH aTak
nepenoJsiHeHus1 Oydepa.

[Tostomy B KauectBe BTOpo# nuHUM 3awuThl «OpenVPN-TOCT»
npenJsaraeT 3TOT ClENHUaJbHBIH CIOH ayTeHTH(HKALWHW Ha Bep-
Xy KOHTpoJbHOro KaHasna TLS, Tak uToObl Ka)KAblH MakeT B
KOHTPOJIbHOM KaHaJse ayTeHTH(HuupoBaJscs noanucsio HMAC u
yHUKanbHBIM ID 17151 3alIUTHl OT aTak MepernpourpbiBaHuUS.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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DTa NMOAMNUCH TakxkKe JOJ/KHA MOMOUb 3alIUTUThCA OT DoS-atak
(atak oTKa3a B 00C/JYyKHBaHUH). BaxKHBIM KJ/IOYEBBIM MPABHJIOM
B yMEHbIIEHUH YSI3BUMOCTHU K DoS-atakam siBjsieTCs MUHUMU3H-
pOBaTb KOJMYECTBO PECYPCOB, KOTOPbIE MOXKET TMOTPEOUTH MOTEH-
LIMa/NbHBIH, HO ellle He ayTeHTH(ULUUPOBAHHbIH KJIHEHT.

Omnuus --tls-auth nmesaer 3to, mommuchiBasi KasKAbld MakeT KOH-
TposibHoro KaHana TLS moxnuceio HMAC, BkJoYasi makeTsl, KO-
TOpble OTMPABJSIOTCS OO0 TOro, Kak ypoBeHb TLS wnmesn maHc
ayTeHTU(ULHUPOBATh NMapTHepa. Pe3ynbTaT TakoB, UTO MaKeThl 0e3
KOPPEKTHOH MOANMUCH MOTYT OBbITh MPOUTHOPHUPOBAHBI CPa3y Io-
cjle TOoJydyeHHsl, npexae 4yeM y HHUX OyeT ILAHC MOMVIOTHUTb J0-
TONIHUTEJ/IbHble CUCTEMHBIE PECYPChbl, TaKWe KaK WHHUIHAIU3aLHs
TLS-xsunmelika. Onuus --tls-auth moxer 6bITh ycuseHa noGas-
JIEHHEeM OMUMHU --replay-persist, KoTopasi COXpaHHUT CTAaTyC 3alllH-
Tol «OpenVPN-I'OCT» oT atak nepenpourpeiBanus B ¢aii, 4To-
Obl OH He Tepsl/ICs MPH Nepesanyckax.

C/enyeTt nom4epKHyTh, UTO 3Ta BO3MOXKHOCTb OINLMOHA/IbHA U UTO
¢aiis maccpasbl/Ka04a, UCMOAb3yeMblH ¢ omniued --tls-auth, He
JlaeT MapTHEpPY HUYEro, KpoOMe BO3MOXKHOCTH WHHIHMAJTU3UPOBATD
xanaumedk TLS. OH He wncnosbsyercss ansl 3allM(ppoOBaHUS HJU
ayTeHTU(PHUKALNH KaKHUX-JTUO0 TYHHEJ/bHbIX NaHHBIX.

--askpass [file] [ToayyuTb maposb K cepTUGUKATY ¢ KOHCOIU UK U3 daina [file],
npexkJae YeM Mbl JeMOHH3UPYEeMCS.

Jns ocobeHHO HaIeKHOH 3aIIKUThl MOXKHO 3aLIUTUTh Ball 3aKPHI-
TBIH KJI0U napoJsieM. KoHeyHO, 3TO O3Ha4yaeT, 4TO KaxKAblH pas,
korpa nemoH «OpenVPN-I'OCT» 3anyckaetcsi, Bbl 10OJKHBI ObITh
TaM, 4TOObI BBeCTH MapoJb. Onuus --askpass mosBoJsieT BaM 3a-
nyckaTtb «OpenVPN-I'OCT» u3 komangHo# ctpoku. OHa 3armpo-
CUT y Bac MapoJb, Mpexje yeM JAeMoHH3upyercs. UToObl 3alu-
TUTb 3aKPHITHIH KJI0Y MapoJjeM, Bbl AOJKHBI OMYCTUTb OILHIO
-nodes, Korga mMoJib3yeTech KOMaHIHO-CTPOYHBIM HHCTPYMEHTOM
openssl /s ynpaBieHUs cepTH(PUKATAMH U 3aKPBITBIMU KJ/I0Ya-
MH.

Ecnu ykasan ¢aiin file, yutath maposb U3 1MepBOH CTPOKH ITO-
ro (a#ina. [lomHHTe, 4TO XpaHeHHe Ballero napoJs B (aiine 10
OTpefieJIeHHON CTeNeHH MOHMKAET AOMOJNHUTEJbHYIO 3aIIUTY, KO-
TOPYIO NPENOCTaBJ/sIET UCIMOJIb30BaHHE 3aLIM(PPOBAHHOIO KJIOUA.
(ITpumeuanue: «OpenVPN-I'OCT» Gynet untath naposau u3 daii-
Jla TOJIbKO B TOM CJyuae, ec/ii oHa Obljia coOpaHa ¢ KOH(pHUTypallu-
OHHOU omnuuel --enable-password-save, uau 8 Windows ¢ onpene-
nenneM ENABLE_PASSWORD_SAVE B ¢atine config-win32.h).

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--auth-nocache He k3mupoBaTh JIOTHHBl ¥ MapoJU OMUHKH --askpass uiau --auth-
user-pass B BHUPTYaJIbHOH MaMSITH.

Ecnu aTa nupektrBa ykasaHa, oHa 3acTaBUT «OpenVPN-I'OCT»
HeMeJlJIEHHO 3a0bITh BBOJABI JIOTHHA W MapoJisi, KaK TOJbKO OHHU
ucrnosb3oBanbl. B pesynbrate, Korma «OpenVPN-T'OCT» Hyx-
Hbl JIOTHH W TapoJib, OHa 3alpPOCHT HX BBOA CO CTaHIAPTHOTO
BBOJIa, YTO MOXKET MPOU30HUTH HECKOJBKO pa3 3a BpeMs ceaHCa
OpenVPN.

DTa IMPEKTHBA He BJHUSET Ha JIOTHH U MapoJib onuuu --http-proxy.
OH Bcerza K3lUpyeTcs.

--tls-verify cmd BoimosmHuTe KoMaH#y o60J0ukd cmd, 4YTOObl MPOBEPUTH HMS$
X509 name Tekymero TLS-coenuHeHus, KoTopoe yKe MPOLILJIO
BCe OCTaJsIbHble CepTH(UKALMOHHbIE TECThl (KpOMe OT3bIBA Yepe3
IMPeKTUBY --crl-verily; TecT Ha O0T3bIB MPOU3BOAUTCS MOCJE TECTA
--tls-verify).

cmd pomxHa BepHyTh 0, 4T06H M03BOMKTE TLS-X3Hame#Ky mpo-
nosKatbesi, Unn 1 B caydyae Heynadu. cmd BBINONHSETCS Kak:
cmd certificate_depth X509_NAME_oneline

DTa BO3MOXKHOCTb MOJIe€3Ha, €C/H MapTHeP, KOTOPOMY BBl XOTH-
Te NOBEPSATb, UMeeT CepTHU(HKAT, KOTOPbIH OBbLI MOAMHUCAH YIO-
CTOBEPSIOIIUM LEHTPOM, KOTOPBIH TaKxKe TOAMKMCaJ MHOTO ApY-
THX CepTU(HUKATOB, €CAU Bbl He XOTHUTe NOBEPSATb WM BCeM, a
npeanoyuTaete U3bUpaTebHO OTHOCHUTBCS K TOMY, KaKOH CepTH-
(uKat mapTHepa Bbl MpUMeTe. JTa (PYHKIHOHANBHOCTb TO3BOJIS-
€T BaM HamucaTb CKPHIT, KOTOPbIH OyneT mpoBepsitTb uMs X509
name cepTU(HUKaTa U PEIUT, CJAeIyeT ero MPUHUMATb HJH HeT.
B kauecTBe mpocToro ckpunTta Ha perl, KOTOpPBIH MpOBepsieT MoJe
common name cepTudHUKaTa, cM. daiia verily-cn B 1ucTpubyTrBe
«OpenVPN-T'OCT».

Cwm. B pasmene «IlepemeHHBIE cpenbl» HUKe HHPOPMALHUIO O JH0-
TOIHUTE/IbHBIX TAapaMeTpax, NepefaBaeMbiX KaK epeMeHHble Cpe-
IbL.

O6patuTe BHUMaHHe, UTO KoMaHAa cmd MoOKeT ObITb KOMaHAON
000J/I0UKH C HECKOJIbKUMH apryMeHTaMH, B 3TOM CJIydae BCe apry-
MmeHThl, co3naHHble «OpenVPN-I'OCT», 6ynyT no6aByeHbl B KO-
Hell cTpoKU cmd, 4ToObl CO3AaTh CTPOKY, KOTOpasi 6yneT nepenaHa
B CKPHIIT.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--tls-remote name [IpuHMMaTh coeqUHEHHsT TONBKO OT XocTa ¢ uMeHeM XH09 name
WJIM COmMmon name, COBMAAAMIIUM C Name. Y1aJdeHHBIH XOCT TaK-
Ke J0J2KeH MPOUTH BCe ayTeHTU(PUKALLUOHHBIE TECTHI.
[IpumeuaHue: MOCKOJBbKY tls-ymaseHHBIH XOCT MOXKET TeCTHPO-
BaTbCsl Ha Npe(UKC M0Js COMIMON name, UCHOJb3yHTe 3Ty OI-
U0 TOJMbKO Korma Bbl mojb3yeTech «OpenVPN-I'OCT» co cre-
IMaNbHO CO3[AHHBIM CePTU(UKATOM, HAXOASLIUMCS TOJ BalLIUM
KOHTpoJsieM. Hukorna He UCNoJb3yHTe 3Ty OMIMIO, KOTAA BallH
KJHEHTCKHe CepTU(HUKATH MMOANUCAHBl KEM-TO TPETbUMH, HAIpPH-
Mep, KOMMepuecKUM ceTeBbM ¥ L1.

Name Takke MoxkeT ObITb MpPe(UKCOM IOJISI COMIMON name, Ha-
TIPUMeEp, €CNH Bbl XOTHUTE, UYTOOBI KJAHEHT MPUHUMAJ COeIUHEHHS
TOJBKO ¢ «Server-1», «Server-2» U T.1., BB MOXKeTe MPOCTO BOC-
MoJIb30BaThbCs OMIIMEH BUaa --tls-remote Server.

Hcnonb3oBanue mnpedukca moJs common name - noJesHas ajb-
TepHatuBa ynpasjeHnto CRL (crucka or3biBa cepTH(UKATOB) Ha
KJIMEHTe, TOCKOJbKY OHA M03BOJISIET KIHEHTY OTBEPTHYTb BCE Cep-
TU(UKATBl, KPOMe aCCOLMUPOBAHHBIX C YKAa3aHHBIMU CEpPBEPaMH.
Onuus --tls-remote - mosnesnas 3amena onuuu --tls-verify mias
MPOBEPKH YNAJEHHOr0 XOCTa, MOTOMY uTo --tls-remote pa6otaer
U B OKpPYKeHHH --chroot.

--ns-cert-type client|server | [lorpe6oBaTb, uToOBl cepTH(hHKAT MapTHepa OblJ MOAMHKCAH SBHO
3ananHbIM onpenesneHueM nsCertType «client» nnu «servers.
DTO moJie3Hast 3allMTHAs oMLK A/ KJIUEeHTOB, obecrednBaoiias
TOT (PaKT, YTO XOCT, C KOTOPbIM OHU COEJMHSIOTCS, ONpe/ieseHHO
SIBJISIETCS CEPBEPOM.

Cwm. ckpunrt easy-rsa/build-key-server B KauecTBe mpumepa, Kak
cosnatb ceprudukar ¢ nojem nsCertType, ycTaHOB/IEHHBIM B 3Ha-
UeHHEe «Servers.

Ecau nose nsCertType cepBepHOro ceprugukaTta ycTaHOBJIEHO
B 3HayeHHe «Servers, KJHEHTBl MOTYT MPOBEPUThb 3TO C MOMOILb
ONUMM --ns-cert-type server.

DTO BaKHas MPeIOCTOPOXKHOCTD JAJIsl 3aLIUTHl MPOTHB aTakH «ye-
JIOBEK MOCepefrHe», Tie aBTOPU30BAHHBIM KJHWEHT IBITAETCS CO-
eIUHUTBCS C APYTMM KJHEHTOM, MPUTBOPSSCh cepBepoM. Araka
JIETKO TpefoTBpallaeTcsi, €CJH KJAUEHTbl MPOBEPSIOT CepBepHBIN
CepTU(UKAT C UCMOJb30BaHUEM OAHOH U3 onuuid --ns-cert-type,
--tls-remote nau --tls-verify.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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--remote-cert-ku v...

[loTpe6oBaTh, 4TOOB cepTU(PUKAT MapTHepa OblA MOAMNHUCAH SBHO
3amaHHbBIM key usage.

DTO noJe3Has 3allUTHAS ONUMS AJs KJIHEHTOB, o0ecreunBaoLlas
TOT (PaKT, YTO XOCT, C KOTOPbIM OHU COEAMHSIOTCS, ONpe/eseHHO
SIBJISIETCS CEPBEPOM.

key usage cienyer 3aKoaMpOBaThb B ILECTHAALLATEPUUYHOE YHUCJIO,
MOXKHO yKasaTb 0OoJiee ogHoro key usage.

--remote-cert-eku oid

[loTpe6oBaTh, 4TOOBl cepTU(PUKAT MapTHepa OblI MOAMHUCAH SBHO
sananHbeiM extended key usage.

DTo noJsie3Has 3alUTHAs ONUHUS AJs KJIUEHTOB, o0ecreunBaoLlas
TOT (PaKT, YTO XOCT, C KOTOPBIM OHH COEJUHSIIOTCS, ONpeeseHHO
SIBJISIETCS CEPBEPOM.

extended key usage cnenyer 3akomnupoBath B Hotauuu OID umin
CUMBOJINYeCKOM TipenctaBiaeHnd OpenSSL.

--remote-cert-tls
client|server

[lotpe6oBath, uToObl cepTU(HUKAT MapTHepa Obla1 MOANUCAH SIBHO
saganHeiMu key usage u explicit key usage, ocHOBaHHBIMH Ha
npaBusax TLS, npusenennsix B RFC3280.

DTo MoJsie3Hast 3alIUTHAS ONLHUS AJs1 KJIUEHTOB, 00ecreunBaoLlas
TOT (AKT, UTO XOCT, C KOTOPbIM OHH COEIMHSIIOTCS, OTpeeseHHO
SIBJISIETCS CEPBEPOM.

Onuus --remote-cert-tls client sxBuBaneHTHa --remote-cert-ku
80 08 88 --remote-cert-eku «TLS Web Client Authentication».
Key usage - digitalSignature u/unu keyAgreement.

Onuusi --remote-cert-tls server sxkBuBasieHTHa --remote-cert-ku
a0 88 --remote-cert-eku «TLS Web Server Authentication».

Key wusage - digitalSignature u (keyEnchpherment wuman
keyAgreement).

DTO BaxKHasl MMPELOCTOPOXKHOCTD [IJIs1 3AILUTHl IPOTUB aTaKH «ye-
JIOBEK TOCepeiiHe», TIe aBTOPH30BAHHBIH KJMEHT MBITAETCS CO-
eMUHUTBCS C APYTMM KJHEHTOM, MPUTBOPSSCh cepBepoM. Araka
JIETKO TIPEIOTBPAIlAeTCsl, €CJU KJHEHThl MPOBEPSIOT CepPBEPHBIH
CepTU(UKAT C HUCNOJAb30BAHHEM ONHOH M3 OMUUH --remote-cert-
tls, --tls-remote uau --tls-verify.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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-crl-verify crl [IpoBepuThb, He yKa3aH JiU cepTH(HUKAT mapTHepa B ¢akie crl B
¢dopmare PEM.

CRL (cmucok oT3biBa CepTH(UKATOB) HCIMOJb3YeTCs, KOTa KOH-
KpeTHbIH KJ/104 ckomnpomeTHpoBaH, HO Bcsl PKI coxpanena.
[Ipennonoxum, uto y Bac 6v1a PKI, cocrosmas us YL, kopHeso-
ro cepTU(HUKaTa U HeCKOJbKHUX KJAUEHTCKUX cepTudukatos. [Ipen-
TMOJIOXKKM, YTO HOYTOYK, COAEpKALIMU KJI04 U CepTU(PHUKAT KJIH-
eHTa, Obli yKpaneH. Jlo6aBUB yKpaleHHbIH cepTHU(HUKAT B (aii
CRL, BBl MOKeTe OTBepPrHyTh Ji000€e coequHEeHHe, KOTOPOe MbITa-
eTCsl UM BOCIO0J1b30BaThCsl, cOXpaHss obuyio uejoctHoctb PKI
EnuHcTBeHHBIH caydai, Korga HeoOXOAMMO Iepeco3[aBaTh BCIO
PKI 3aH0BO - ecsiy Obl1 CKOMIPOMETHPOBAH CaM KOPHEBOH CEPTHU-
(ukar.

8.7 MWudopmanus no 6ubauoreke SSL

--show-ciphers (HesaBucumasi) IlokazaTb Bce asropuTMbl LIH(POB, KOTOpbIE
MOKHO MCIOJIb30BaTh C OMuUel --cipher

--show-digests (HesaBucumasi) [TokasaTb Bce airopuTMbl TaiIKeCTOB, KOTOPbIE
MOKHO MCIOJIb30BaTh C onuuel --auth

--show-tls (HesaBucnmas) Iloxkaszats Bce wudpsl TLS (rme TLS wncnons-
3yeTcsi TOJIBKO Kak KOHTpoJbHbli KanaJg). [udpsr TLS 6ymyT
OTCOPTHPOBAHBI OT CAMOTO BBICOKOT'O MpeArnouTeHus (camblii 6e3-
OTAaCHBIH) K CaMOMY HHU3KOMY.

--show-engines (HesaBucumasi) [lokasaTb HOCTYyNHBIE B HACTOsllee BpeMsi OcC-
HOBAaHHble Ha annapaTHOM OOOpPyNOBaHHMH MOAYIH engine KpHII-
Torpauyeckol akceJsepaluuu, MNoALepKHUBaeMble OUOJUOTEKOH
OpenSSL.

8.8 CosnaHue caydaliHOro KJwoua

Atu OINIIMH HCIIOJB3YIOTCA TOJIBKO AJIA peXruMa BaLLII/IquOBaHHH CO CTaTH4YeCKHM KJIIOUOM, He OJId
TLS.

--genkey (HesaBucumas) Cospnath caydalHbIH KJI109 A5 UCMOJb30BAHUS B
KadyecTBe 00IIero cekpera ¢ omniuel --secret. AtoT aia nosKeH
ObITb TepefaH NapTHEpY MO paHee CYLleCTBOBABLIEMY 3allUILEH-
HOMY KaHaJsy, TakOMy Kak SCp.

--secret file 3anucath KJawod B (aia file.
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8.9 Pexum koupurypauuu coxpansiemoro tyHHeas TUN/TAP

Hocrynen Ha Linux 2.4.7+. 9T onuuu BKJ0OUYAOT B ce0s HesaBUCHUMBIH pexxuMm «OpenVPN-
[OCT», xoTOpbIH MOXKeT ObITb HCIIOJb30BaH /15 CO3MAHUS U ylaJeHUs] COXPaHSeMblX TyHHeJeH.

--mktun

(HesaBucumasi) Co3nath coxpaHsieMblid TYHHeJ b Ha Myatdopmax,
KOTOpble TOAJAEPKUBAIOT MX, TakuX, Kak Linux. Kak mnpasuso,
tTyHHesid TUN/TAP cymiecTBYIOT TONBKO B Te€4eHHe TOTO MeprUofia
BpPeMeHH, KOT/a TPUJIOKEHHE NEePKHUT UX OTKPHITHIMH. DTa OMLHUS
nosibdyetcst crnoco6Hoctbio npaiiBepa TUN/TAP cospaBath co-
XpaHsieMble TYHHeJH, KOTOPble COXPaHSIOTCS B TeueHHe HEeCKOJIb-
kux 3anyckoB «OpenVPN-I'OCT» u 3akpeiBaloTCs TOJBKO KOTZA
UX yHaJsSI0T WM KOTJa MallMHa Mepe3arpykKaercs.

OnHO M3 MpeHMYLIECTB COXpaHSEeMbIX TYHHeJeH - TO, 4TO OHHU
MCKJ/I0YAI0T HEOOXOOUMOCTb MAJisi OTHEJbHBIX CKPHUITOB --UP H -
-down 3amyckaTb cooTBeTCTBYyolIMe KoMmaHasl ifconfig u route.
OTHU KOMaH/1bl MOTYT ObITb ITOMeELIEHbl B TOT 2Ke CKPUIT 000J0YKH,
KOTOpbI# HauuHaeT uiau 3akaHuuBaeT ceaHc «OpenVPN-I'OCT».
Elre ofHO MperMyIeCTBO B TOM, UTO OTKPbITble COEIUHEHHUS Ye-
pe3 TyHHesb, ocHoBaHHbIH Ha TUN/TAP, He OynyT nepesarpy-
XkeHbl, ecau naptHep no «OpenVPN-TI'OCT» nepesanyckaercs.
ITO MOXKeT ObITh MOJIE3HBIM, UTOOBI MPEIOCTABUTL HETPEPBIBHYIO
CBsI3b uepe3 TyHHesb B caydae DHCP-nepesarpy3ku oTKpbITOTO
[P-anpeca naprHepa (cm. onuuio --ipchange Brilie).

OnuH HeIOCTAaTOK COXPAHSEMBIX TYHHEJEeH COCTOMT B TOM, UTO
TpyoHee aBTOMATHUeCKH KOH(UTypHpoBaThb ux BennunHny MTU
(cMm. onmumu --link-mtu u --tun-mtu Beile).

Ha HekoTopeix niardopmax, Takux kak Windows, TynHeau TAP-
Win32 coxpaHsoTcs 10 yMOMTYaHHUIO.

--rmtun

(HesaBucumasi) ¥Ynanutb coxpaHsieMbldl TyHHeJb

--dev tunX | tapX

Yerpoiicteo TUN/TAP

--user user

OnuuoHa/MbHBIH T0J1b30BaTeNb, KOTOPbIH N0JKeH ObITh BJajesib-
IEM 3TOr0 TYHHeJs

--group group

OnuuoHanbHas rpymnmna, KoTopas A0JKHA ObITb BJaJesblieM 3TOTO
TyHHeJIS.

[TopsinkoBbi#i Ne M3MeHeHUsI
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8.10 Onuuu, crnenuduunble aas Windows

--win-sys path|’env’ YcTaHOBUTB MyTh K CUCTEMHOMY KataJjory Windows mjsi ucmosib-
30BaHUS NPU MOMCKE CUCTEMHBIX BBINOJHSEMbIX (halyoB, TaKUX
Kak route.exe u netsh.exe. [lo ymosuanuio, ecnu 3ta IUpeKTHBA
He yKasaHa, nyTb ycraHaBauBaercs B C:\WINDOWS.
CreunasibHasi CTPOKa ‘env’ YKa3bIBAET, UTO MYTh CJeIyeT CYUTATh
c nepeMeHHo# cpensl SystemRoot.

--ip-win32 method Hcnonb3ys onuuto --ifconfig B Windows, yctaHOBUTB afgpec u ce-
TeBylo MacKy agmantepa TAP-Win32 ¢ ucnosbszoBanueMm method.
He wucnosb3yiiTe 3Ty ONUMIO, €CqM Bbl TaKXKe HCIOJb3yeTe --
ifconfig.

manual - He ycranaBiauBats [P-anpec nnu ceteByto Macky aBTO-
MaTH4YeCKH. BmMecTo 3TOro BbIBECTH COOOLIEHHe Ha KOHCOJb, Tpe-
Oyiollee OT TMOJIb30BATeNsI CKOH(UTYPHUPOBATh aJanTep BPYUHYIO
1 ykasbiBawlee [P/cereByio macky, kotopbie «OpenVPN-TOCT»
OXKHJAeT B KaueCTBe YCTAaHOBOK agamnTepa.

dynamic [offset] [lease-time] - ABTomaTnyecku yctaHoBUTH [P-
ajzipec U ceTeBylo Macky, oTBeyass Ha DHCP-3anpocsl, co3nanHble
SIpPOM. DTOT PEXKHUM - BEPOSITHO, «CaMOe YHCTOe» pelleHHe MAJs
ycraHoBku cBoicTB TCP/IP, mockosbKy OH HCMOJIb3yeT XOPOIIO
usBecTHbIH poTokos DHCP. Ho cymecTBytor nBa npenBaputesib-
HBIX TPeOOBAaHUS [JIsl UCIOJNB30BAHUS 3TOTO PEXKHUMA.
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1. CgoiictBa TCP/IP nns anantepa TAP-Win32 nosxHbl ObITh
yctaHoBJieHbl B «Obtain an IP address automatically»

2. «OpenVPN-TOCT» neobxomumo mnotpe6oBats [P-ampec B
TMOACETH MAJs MCMOJb30BaHHS B KadyecTBe ajpeca BHUPTY-
anpHoro cepepa DHCP. Ilo ymosnuanuio B pexume -dev
tap «OpenVPN-I'OCT» Bo3bMeT, Kak MpaBU/IO, HEUCIIOJb-
3yeMblil TepBbIM anpec B noaceTd. Hampumep, ecau Baiua
nmonceth 192.168.4.0, a cereBasg macka 255.255.255.0, To
«OpenVPN-T'OCT» Bosbmer [P-agpec 192.168.4.0 B kaue-
cTBe anpeca BuptyanbHoro cepeepa DHCP. B pexume --dev
tun «OpenVPN-T'OCT» 3acraBut cepep DHCP BecTu cebs
TaK, OyITO OH YCTAHOBJIEH B yIA/JeHHOM KOHEUHOM TYHKTE.
OnuuonanbHblll mapametp offset - mesnoe umcnao mMexny -
256 u 256, mo ymosuanuto paBHoe 0. Ecau offset 6osb-
e O, ceppep DHCP 6yner Bectu cebst kak [P-agpec npu
cereBoM agnpece + offset. Ecan offset menbuie 0, DHCP
Oynet BecTu cebs1 Kak [P-ampec mpu mupokoBelaTesbHOM
anpece + offset. MoxHo ncnosnb3oBaTh KoMmanny Windows
ipconfig /all, uro6el mokasare, uem Windows cuurtaer an-
pec cepepa DHCP. «OpenVPN-TOCT» «norpebyer» 3TOT
azpec, no3tomy o00s3aTe/IbHO HCIOJb3yHTe CBOOOAHBIH aj-
pec. Tem He meHee, pasnuunble dK3eMmasippl «OpenVPN-
[OCT», BkJitouast pa3jnyHble KOHIIBI OMHOTO U TOTO XKe CO-
elMHEeHUsI, MOTYT HCIOJb30BaTh OfMH U TOT 2Ke aJpec BHP-
tyanbHoro cepeepa DHCP. [Tapamerp lease-time koHTposH-
pyeT BpeMs apeHasl npucBanBaHusi DHCP, nannoro apanre-
py TAP-Win32, u Belpaxkaetrcs B ceKyHnax. Kak mpasuJo,
MPEeANOYTUTENBbHO OYeHb OOJIbIIOE BPEMSI apeHMbl, TOTOMY
4TO OHO TPENOTBpAllaeT MOTEPI0 MAPLIPYTOB, BKJIHOUYAILIHUX
anantep TAP-Win32, korma cuctema 3aceimaer. YmoJsya-
TeJIbHOe BPeMs apeH[bl - OUH TOf.

netsh - aBTomaTHuecku yctaHoBUTH [P-ampec u macky cetu, wuc-
Mo/b3yst KOMaHIHO-CTPouHYyl0 KomaHny Windows «netsh». Jror
croco6, moxoxe, KoppekTHo pabotaer Ha Windows XP, Ho He Ha
Windows 2000.

ipapi - aBTOMaTHUecKH ycTaHOBUTb [P-anmpec u macky cetH, uc-
nonb3yss Windows IP Helper APL. DToTr momxom He uMeer upe-
aJbHOU CeMAHTHKH, XOTSl TeCTUPOBaHHE MOKAa3aJso, 4TO Ha Mpak-
THKe OH paboTaeT xopouo. Ec/au Bbl HCMOJMb3yeTe 3Ty OIIHIO,
ayudie Bcero octaButh cBodctBa TCP/IP nmns amantepa TAP-
Win32 B ymosuaTesbHOM cocTostHuM, T.e. «Obtain an [P address
automatically».

[TopsinkoBbi#i Ne M3MeHeHUsI
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adaptive - (YMo/suaHHe) HM3HAUAJNBHO TIOMBITATHCS HCIOJb30BATh
cioco6 dynamic, 3atem mnepeliTi K netsh, ecqau cornacoBaHue
DHCP c¢ anantepom TAP-Win32 He 3aBepiiaercs yCrHelHO 3a
20 cekynn. Takue ciydyau M3BECTHBI, KOT/la MaKeThl HEKOEro Mo-
CTOPOHHEero OpaHaMayspa, YCTaHOBJIEHHOTO Ha KJHEHTCKOH Ma-
muHe, 6saokupytoT cornacoBanne DHCP, ncnosb3yemoe apanre-
pom TAP-Win32. O6patuTe BHUMaHUe, YTO €CJIU MIPOUCXOAHUT Iie-
pexon K netsh, TCP/IP-cBoiictBa amantepa TAP-Win32 6Gynyt
nepeycranoBsensl ¢ DHCP Ha cratuueckue, u 3To 3actaBuT 0y-
nyuue nepesanyckd «OpenVPN-I'OCT», ucnogbayionieil pexum
adaptive, cpasy ke ucrno/sb3oBaTh netsh, He ucrosb3ys cHadaJga
dynamic. Uto6bl «mepeknoduTh» pexkuM adaptive ¢ ucmosb3o-
BaHusi netsh, zamycture «OpenVPN-TOCT» no xpatineii mepe
OJIMH Pa3 C WUCMOJb30BaHHEM pexkuMa dynamic, 4ToObl BOCCTaHO-
BuTb TCP/IP-cBoiictBa anantepa TAP-Win32 B koHdurypamuzo
DHCP.

--route-method m Kakoil cmoco6 m ucrno/b3oBaTh AJs N00aBJEHHS MaplIpPyTOB B
Windows?

adaptive (ymo/suaHue) - cHauaJa MOMbBITATHCS HUCIOJNb30BATh
[P helper API. Ecaiu 370 He ynaetcsi, BepHYTbCS K KOMaH]Ie
000Ji04KH route.exe.

ipapi - ucrosbzoBatb [P helper APIL

exe - BbI3BaTh KOMaHIy 000JI0YKH route.exe.
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--dhcp-option type [parm] YcranoButh pacimiupenHble TCP/IP-cBoiictBa amantepa TAP-
Win32, onuus mo/MKHA HCMOJb30BaThecsl ¢ --ip-win3d2 dynamic
uau --ip-win32 adaptive. DTy omnuMo MOXHO HCIOJb30BaTh,
4yTOoOBl YCTaHOBUTH AonosHuTesbHble TCP/IP-cBolicTBa anantepa
TAP-Win32, u oco6eHHO MoJie3Ha IJisi KOHMUTYPUPOBAHHUS KJH-
eHta OpenVPN nasi noctukeHnus cepepa Samba uepes VPN.
DOMAIN name - ycranoButb DNS-cydduke, cneunduuHeil aus
COOTBETCTBYIOLIETO COEUHEHHS.

DNS addr - ycraHoBuTh agpec mepBUYHOIO cepBepa IOMEHHbBIX
uMeH. [ToBTOpUTH 3Ty OMIMI0, YTOOB YCTAHOBUTDH ajpeca BTOPHUY-
HbiX DNS-cepBepos.

WINS addr - ¥YcranoButb aznpec mnepsuyHoro WINS-cepsepa
(NetBIOS over TCP/IP Name Server). [ToBTroputh 3Ty omnuuio,
4yTOOBl YCTAHOBUTH anpeca BTopuuHbix WINS-cepBepos.

NBDD addr - ¥cranoButh ampec nepsuunoro NBDD-cepsepa
(NetBIOS over TCP/IP Datagram Distribution Server). ITosto-
pUTBH 3Ty ONLMIO, YTOOBl YCTAaHOBUTH aapeca BTopuuHbiXx NBDD-
CepBEpOB.

NTP addr - ycranoButh anpec mnepsuyHoro NTP-cepsepa
(Network Time Protocol). IloBToputh 3Ty omuuio, 4ToObl ycra-
HOBUTb anpeca BTopuuHbX NTP-cepBepos.

NBT type - ycranoButb tun ysna NetBIOS over TCP/IP. Bos-
MOXHBIe onuuu: 1 - b-y3es (wupokoBemianue), 2 - p-y3es (UMeH-
Hble 3ampochl TouKa-B-Touky K WINS-cepBepy), 4 - m-y3es (uu-
pOKOBelllaHWe, 3aTeM CcepBep HMeH 3anpocoB) U 8 - h-ysen (cepsep
MMeH 3alpocoB, 3aTeM LIMPOKOBEIaHHUE).

NBS scope-id - ycranoButh obsactb nerictBusi NetBIOS over
TCP/IP. ID o6anactu neiictBuss NetBIOS npenocraBnasier pac-
IIUpeHHbIH cepBUc uMeH mns mopyasi NetBIOS over TCP/IP
(usBectHoro kak NBT). I'naBnasi uesap ID obsactu aedcTBHSA
NetBIOS - wuzonupoBats tpacduk NetBIOS B onHo#t cetu Tak,
4yTOOBl OH MPOXOAMJ TOJBKO 4epe3 y3Jbl ¢ TeM ke ID obsactu
nefictBusi NetBIOS. ID obnactu pefictBust NetBIOS - cumBosib-
Hasi cTpoka, Kotopas pobasasercs K uMmeHu NetBIOS. ID o6.a-
ctu neiictBus NetBIOS Ha nByx XocTax moJKeH COBManaTh, WX
nBa xocta He cMmoryT obuiatbes. [D o6mactu neiictBusi NetBIOS
TaK2Ke [103BOJISIeT KOMITBIOTEPaM UCII0JIb30BATh OJHO U TO XKe KOM-
NbIOTEPHOE WMS, IOTOMY UTO y HUX pasHble ID obsactu nelcTBus.
ID obmacty nmeiictBUsL cTaHOBUTCS uacTbio MMeHH NetBIOS, ne-
Jlasi 3TO UMSI YHHUKAJbHBIM.

DISABLE-NBT - orkuiouuts NetBIOS-over-TCP/IP.

O6patuTe BHHMaHue, uTo ecau onuus --dhcp-option mepenana
yepes --push knueHty, pabotawinemy He B Windows, oniusi 6ynet
coXpaHeHa B OKPYKEHHH KJIHeHTa Iepef TeM, Kak OyneT Bbl3BaH
CKpHUIIT Up, mof Ha3BaHueM «foreign_option_n».
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--tap-sleep n 3actaButbh «OpenVPN-I'OCT» 3acHyTb Ha n CeKyHI cpasdy xe
mocJie TOro, Kak cocrosiiue agantepa TAP-Win32 ycranoBseHo B
«connected».

dTa omnuus NpenHa3HadyeHa MIJs UCIOJIb30BAaHHUS MPU TpodeMax
¢ onuusmu --ifconfig u --ip-win32, u ucnosbsyercs, yToObl AaTh
anantepy TAP-Win32 Bpemsi momHATbCS, Tpexie 4eM K HeMY
OynyT npumeHenbl onepauud Windows IP Helper APIL

--show-net-up BriBectu B3rsin «OpenVPN-T'OCT» Ha cucTemMHyl0 Tabauiy
MapLIpPyTH3aLWHU U CIIUCOK CeTEeBbIX afanTepoB B syslog uau dan
XKypHaJa nocJie Toro, kKak 6ul1 nogHsAT agantep TUN/TAP u 6bi-
JU1 106aBJieHbl KakKhe-1100 MapLIpyTHI.

--dhcp-renew [Tonpocuts Windows o6HOBUTH apeHay amantepa TAP npu 3a-
nycke. DTa ONUMUS, KaK NpaBuUJa, He SIBJsSETCS HeOOXOAUMOH, TOo-
tTomy 4To Windows aBTOMaTHUeCKH 3aMyCKaeT MepecorjiacoBaHHe
DHCP na apantepe TAP, korna oH mogHHMaeTcsl, OQHAKO €CJH
BBl ycTaHOBUJIM cBoHcTBO Media Status amantepa TAP-Win32 B
«Always Connected», BaM MoxKeT NMOHafLOOUTbCS ITOT (Jar.

--dhcp-release [Tonpocuts Windows ocBo6oauth apenny anantepa TAP npu Bbi-
KJIIOYeHUHU. DTa ONUUS HMeeT Te Ke OTOBOPKH, 4To H --dhep-
renew.

--register-dns 3anyctuth net stop dnscache, net start dnscache, ipconfig

/flushdns u ipconfig /registerdns nmpu WHMLMALKK COeNHMHEHUS.
M3BecTHo, uTo 31O 3actaBasier Windows y3HaBaTh nepenaHHble
DNS-cepBepsl.

--pause-exit BeiBecTu coobuieHue «press any key to continue» Ha KoH-
cosb, mpexnae ueMm mnporpamma «OpenVPN-T'OCT» 3aBepiiaer
paboTy. DTa ONUHsS aBTOMAaTHYECKH HCMOJb3yeTCs MPOBOAHUKOM
Windows, korna «OpenVPN-I'OCT» 3anyuieHa ¢ KoH(Urypauu-
OHHBIM (pal/OM, BBIOPAHHBIM C MOMOILBIO KOHTEKCTHOT'O MEHI0
NPOBOJHHUKA.
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--service exit-event [0|1] Cnenyet ucnosnb3oBaTb, Korna «OpenVPN-TOCT» aBTomaTuuye-
CKM 3aMyCKaeTcsl APYrod NMPOrpaMMOd B TaKOM KOHTEKCTe, UTO
HUKAKOe B3aMMOLEHCTBHS C MOJb30BATEEeM 4Yepe3 MOHHUTOP HJH
KJIaBUATYPy HEBO3MOxKHO. B o6IieM, KOHEUHBIM T0JIb30BATENSM
He CJefyeT UMeTb He0OXOAHMOCTb SIBHBIM 00pa3oM UCII0JIb30BaTh
3Ty OINIMIO, MOTOMY UYTO OHa aBTOMaTH4YeCcKH n006aBJjsieTcs cep-
BucHOH o6osoukol «OpenVPN-T'OCT», korna naHHasi KoH(UTY-
pauus «OpenVPN-I'OCT» 3amyckaeTcsi Kak cepBHC.

exit-event - umss oO6bekra rjobanbHOro coObiTHs Windows, u
«OpenVPN-T'OCT» ©OynerT HenpepelBHO NpPOBEPSITb COCTOSIHHE
3TOr0 00beKTa COObITHS U 3aBEPLIUT paboTy, KOTAA OOBEKT CTaHeT
CUTHAJM3UPOBAHHBIM.

Bropoi#i mapameTp ykasblBaeT HCXOAHOE COCTOSIHHE MapaMeTpa
exit-event u, kKak mpaBuJso, Mo ymoJsuaHuio paseH 0.

MoxeT BBITIONHATBCS  OJHOBPEMEHHO HECKOJIbKO TPOIeCCOB
«OpenVPN-T'OCT» ¢ onHuM U TeM Xe napameTpoMm exit-event. B
JI000M cJiydae KOHTPOJIMPYIOUIUH MPOLECC MOXKEeT CHUTHAJNHU3HUpPO-
BaTb exit-event, 3acrasJ/ifi BCe TaKUe MPOLECCHl 3aBePLIUTHCS.
[Tpu Bbinosnnenuu npouecca «OpenVPN-I'OCT» ¢ nupektrBoi --
service, y «OpenVPN-I'OCT», BeposiTHO, He 6yIeT KOHCOJBbHOTO
OKHa M/ BbIBOJA COOOLIEHHH O cTaTyce M OLIMOKaX, MO3TOMY
TM0JIE3HO HCI0JIb30BaTh OMUHUHU --log uau --log-append, utobwl 3a-
MUCBIBATh 9TH COOOLIEHUS B (pailJ.

--show-adapters (HesaBucumas) [lokasate noctynHele agantepsl TAP-Win32, ko-
TOpble MOTYT OBITb BBIOpPAaHBl C MOMOILIbI onuuu --dev-node. B
cucremax, oTinyHbix ot Windows, komanna ifconfig mpenocras-
JIsIeT CXOAHYI0 (PYHKIMOHAJIbHOCTb.

--allow-nonadmin [TAP- | (He3aBucumasi) YcranoButb TAP-anantep Tak, 4ToObl MO3BOJIHUTD
adapter] JOCTYN OT He-agMuHHUcTpatopoB. Ecau mapamerp TAP-adapter
onyiueH, Bce TAP-ananrtepsl cucteMbl GyayT CKOH(UTYPHUPOBAHBI
TakK, YTOOBI M03BOJIUTb HEaJIMHUHUCTPATUBHBIA nocTymn. Hactpoii-
Ka HEeaJMHUHUCTPATUBHOTO NOCTymna OyaeT MPOAOJIKATbCS TOJbKO
TOT TepHol BpeMeHH, moka 00beKT yctpoicTBa TAP-Win32 wu
I paliBep OCTAIOTCS 3arpy>KEeHHBIMH, U ee HeoOXOAUMO OyAeT CHO-
Ba YCTaHABJMBATb MOCJe Tepe3arpy3kd, WU ecau ApaiBep Obla
BBITPY?KEH U CHOBA 3arpykeH. DTy AUPEKTHBY MOXKET HCIOJb30-
BaTh TOJBKO aMHUHHUCTPATOP.
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--show-valid-subnets (HesaBucumasi) Ilokasath neHdCTBUTeNbHbBIE TOACETH MAJIs SMYJsi-
uun --dev tun. Ilockosmbky npaiiBep TAP-Win32 skcmopTupyet
uHTep(deiic ethernet B Windows, u nmockosbky ycrpoiictea TUN
Mo CBOel mpupoze paboTalT TOUKA-B-TOUKY, HJs ApaiBepa TAP-
Win32 Heo6XoiMMO HakJaAblBaTb HEKOTOpblE Or'PaHHYEHHs] Ha
BbIOOp anpecoB B KoHeyHOM nyHKTe TUN.

A uMeHHO, KOHEUHbIe MyHKTHI TOYKAa-B-TOUKY, HCIOJb30BAHHBIE B
smyasunu yerporictea TUN, no/KHbI OBITH 1Ba afpeca U3 cepe-
nunbl oacetd /30 (ceteBasi MacKa 255.255.255.252).

--show-net (HesaBucumas) [Tokazats B3rasig «OpenVPN-TOCT» nHa cucrem-
HYI0 TabJMIy MapLIPyTH3aLKUH U CIIUCOK CETEBBIX aJalTepoB.

8.11 CkpuntoBaHHe U NepeMeHHble CPelbl

«OpenVPN-T'OCT» skcnopTupyet psifi TepeMeHHBIX CPE/ibl, UCIOIb3YIOLUIUXCS B CKPUTITAX, OMpe-
JleJIeHHBIX M0JIb30BaTeJ/eM.

8.11.1 Tlopsinok BbINOJHEHHS CKPUIITOB

--up Brinosinsietess mocjie toro, Kak cesiseiBaetcst coker TCP/UDP u
otkpbiBaercsi TUN/TAP.

--tls-verify BeinosiHsieTess, KOra y Hac eCTh II0Ka elle HelOBepeHHBbIH yna-
JIEHHBIF MTapTHED.

--ipchange BrinosnHsercs nocse ayTeHTU(PUKALUU COEIUHEHHUS WJH H3MEHe-
HUs ynanenHoro [P-agpeca.

--client-connect BrinosHsieTest B pexkuMe --mode server cpasy mocse KJIHEeHTCKOH
ayTeHTU(PUKALKH.
--route-up BrinonHsieTcss nocse ayTeHTHU(PUKALMK COeIMHEHUs, WU Ccpasy

XKe, WK CITYCTS] HECKOJIBKO CEKYHII, BPeMsI OXKHAAHHS OMpeeJisi-
eTcst onuuel --route-delay.

--client-disconnect BrinosnHsercs B pexxnuMme --mode server mpu 3aKPBITHH IK3EMILS-
pa KJHeHTa.

--down Brinonusercs nocie 3akpeituss TCP/UDP u TUN/TAP.

--learn-address BrinonHsieTest B pexxumMe --mode-server, Koria WM agpec/mapii-

pyT IPv4 nnu anpec MAC no6aBsisieTcst BO BHYTPEHHIOK0 TabJIHILY
mapuipyTtusauuu «OpenVPN-I'OCT».
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--auth-user-pass-verify BrinosiHsieTest B pexxuMe --mode-server Mmpu MOAKJIOUEHHH HOBBIX
KJIMEHTOB, KOTJa KJIUEHT ellle He SIBJSETCS NOBEPEHHBIM.

8.11.2 Tunsl u npeo6pazoBaHue CTPOK

B onpenenennnix caydasx «OpenVPN-I'OCT» BrinosnHsieT mpeo6pazoBaHie CUMBOJIOB B CTPOKAX.
A uwmeHHO, JI06ble CHMBOJIBI, He BXOASIIIME B HAa0Op pa3pellieHHbIX CHMBOJIOB JJISi KaXKJAOTO THIIA
CTPOK, OyAyT nmpeoOpa3oBaHbl B 3HAK NMOAYEPKHUBAHUS.

Bompoc. [louemy npeo6pazoBaHue CTPOK HEOOXOIUMO?

OTtBet. D10 BaxKHasl 3alUTHas (DYHKLUHS, NpefiHa3HayeHHAas [1Js TOro, YToObl MPEefOTBPATUTh
3JI0HaMeHeHHOe KOIUPOBaHHe CTPOK U3 HEOBEPEHHbIX HCTOYHHUKOB, KOTOPbIE TepelalnTcs KakK napa-
MeTpbl B CKPHIITBHI, COXPAHSIOTCS B Cpejie, UCMOJb3YIOTCS B KauecTBE COMIMON name, MepeBoasiTCs
B UM (paksia ¥ T.1.

Bonpoc. MoxkHO /M OTKJIOYUTb Npeobpa3oBaHHe CTPOK?

OtBert. [a, ucrnonb3ys onuuio --no-name-remapping, ofHAKO 3Ty ONLHIO CJAelyeT CUHTAThb JO-
TIOJIHUTEJIBHOH.

Bor kpatkoe onucanue nmerouxcs B «OpenVPN-I'OCT» THNOB CTPOK U pas3pelieHHbIX KJIacCOB
CHUMBOJIOB JIJIS1 KAXKJ0H CTPOKH.

HmeHa, coctaBieHHbIe 10 mpaBuwiaM X.509: 6ykBbl 1 LHpPbI, 3HAK MopdepKruBaHus (_), aeduc
(-), Touka (.), at-kommepueckoe (@), nBoetouue (:), kocas yepra (/) u 3HaK paBeHcTBa (=). DykBbI
¥ UADPBI OTPeNesSIoTCs KakK CUMBOJIBI, KOTOpPble 3aCTaBJslOT (GyHKIHI0 6ubanoTekun C isalnum()
BEPHYTb 3HaUeHHE «UCTHHHO».

ITonas Common Name: DykBbl ¥ uudpbl, 3Hak noguepkuBauus (_), neduc (-), Touka (.) H
at-kommepueckoe (@).

--auth-user-pass username: To xe, uto y noseii Common Name, ¢ OIHUM HCKJ/IOYEHHEM:
napametp username nepenaercs B muarud OPENVPN_PLUGIN_AUTH_USER_PASS_VERIFY
KaK ecTb, 6e3 npeoOpa3oBaHHUS.

--auth-user-pass password: JIio60ii «neuatHbiii» cumBoJ, Kpome CR u LF. [leyaTHble cumBo-
JIbl OTIPENeNISIOTCS KaK CHMBOJIBI, KOTOpble 3acTaBasioT PyHKUMI0 6ubnunoreku C isprint() BepHYTbH
3HaueHUe «HCTHHHOY.

--client-config-dir filename kKak mpou3BOOHBIE OT MOJEH COMMON name WM username:
BykBbl U IUQPHBI, 3HAK MogyepKuBaHus (_), neduc (-) U Touka (.), 32 UCKJIIOUEHHEM «.» U «..» B Ka-
YyecTBe OTJAEIbHBIX CTPOK, a TaKxKe CUMBOJ at-koMmepueckoe (@), noGaBJeHHbIH AJS COBMECTHMOCTH
C KJIaCCOM CHMBOJIOB COMIMON narme.

VimeHa mepeMeHHBIX cpeabl: OYKBbI U HU(PLl UM 3HAK MOAYepKHUBaHHUS (_).

3HauyeHUs MepeMEeHHbIX Cpeabl: 000/ MmeyaTHbIH CUMBOJI.

Bo Bcex cayuasix, CUMBOJIBI B CTPOKE, KOTOpble He §IBJSIOTCS YJeHaMH pa3pelleHHOro KJjacca
CHUMBOJIOB JIJIS 3TOTO THIMA CTPOK, MPeoOpa3oBbIBAIOTCS B 3HAK MOAUEPKUBAHHUS.

8.11.3 IlepemenHble cpenbl

OpnHaxbl yCTAHOBJIEHHAs NepeMeHHasl Cpefibl COXpaHseTcs, [I0Ka ee He MepeyCTaHOBSAT WUJM He
OyzeT mepesamnylieHa CACTEMA.

B cepBepHOoM pexnMme nepemeHHble cpenbl, yctaHoBaeHHbe «OpenVPN-I'OCT», onpenensitores
B COOTBETCTBHM C OOBEKTAaMM KJHEHTOB, C KOTOPBIMH OHH AaCCOLMHUPOBAHBI, MO3ITOMY He JOJIKHO
ObITb CJly4aeB, KOTJla CKPHUIITHI MOJNYUYalOT NOCTYN K paHee YCTaHOBJIEHHBIM NepeMeHHbIM, KOTOPBIE
OTHOCATCS K APYTHUM 3K3eMILIsipaM KJHEHTOB.
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bytes_received O61ee KoaMuecTBO GaMTOB, MOJYyUEHHBIX OT KJHEHTa BO BpeMs
ceaHca VPN. YcranaBnuBaeTcsl mepes BbIIOJHEHHEM CKpPHUIITA --
client-disconnect.

bytes_sent O61ee KoaMuecTBO 6alTOB, NepeaHHbIX KIUEHTY BO BpeMsl ceaH-
ca VPN. YcranaB/inBaercs nepeq BBIIONHEHHEM CKpHIITa --client-
disconnect.

common_name [Tore common name ayTeHTH(ULUHUPOBAHHOTO KJ/HEHTa. YCTa-

HaBJIMBaeTCs Tepell BBIMOJHEHHeM CKpUITOB --client-connect, --
client-disconnect u --auth-user-pass-verify.

config Wwms nepsoro ¢aiina --config. YcranaBnupaercs npyu MHHUIHALKUN
nporpaMmbl 4 nepeycraHasiausaetcs npu SIGNUP.

daemon YcranaBiuBaetcs B «l», ecaM yKasaHa qUpeKTHBa --daemon, U B
«0» BO BCeX OCTa/bHBIX CJAyYasiXx. YCTAaHABJIUBAETCS MPHU WHHUIIH-
aluu mporpamMMmbl U nepeycraHaBanBaetcs npu SIGNUP.

daemon_log_redirect YcranaBauBaetrcst B «l», ecau ompenesieHbl TUPEKTHBHl log WU
log-append, u B «0» BO BcexX OCTa/JbHBIX CjydasiX. YCTaHABJH-
BaeTCs TIPH MHULHALMK NIPOTPaMMbl U TepeyCTaHaBIUBAETCS MPU
SIGNUP.

dev [etictButenpHoe ums ycrporictBa TUN/TAP, Bkaiouas Homep,
€clid OH CYIIeCTBYeT. YCTaHaBJAHBaeTCs Iepel BBINOJHEHHEM
CKPHITOB --up HJH --down.

foreign_option_n Onuusi, nepenanHasi AMPEKTUBOHN --push KJIHeHTY, KOTOpHIH He 06-
JlajaeT BCTPOEHHOHU MOANEPKKOM 3TOH OMUMH, HANPUMEP, OMLUSA
--dhcp-option B cucteme, otauunoit ot Windows, Gyznet 3anucana
B 3Ty IOCJIEI0BATENbHOCTb T€PeMEHHBIX CPeIbl MepPell BhIMOJHE-
HHEM CKpHUIITa --up.

ifconfig_broadcast [IlupokoBeriaTeabHbI agpec AJs CerMeHTa BUPTYaJbHOH CETH
ethernet, onpenensiemelét u3 onuuu --ifconfig npu nenosnb3zoBanuu
onuuu --dev tap. YcranasnuBaercs nepen TeM, kKak «OpenVPN-
[OCT» Be3biBaer Komanny ifconfig nam netsh (Bepcus ifconfig
s Windows), 4To 0ObIYHO CJyyaeTcsi 0 BBIOJHEHUS] CKPUITA

--up.
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ifconfig_local [P-anpec noxkanbHoro koHeuHnoro nyHkta VPN, ykazaHHbl# B orl-
uuu --ifconfig (mepBeIil mapaMeTp). YcTaHaBJIUBaeTCs Mepel TeM,
kKak «OpenVPN-TOCT» BbisbiBaer komanny ifconfig uaum netsh
(Bepcus ifconfig mas Windows), 4To o6bI4HO ciryyaeTcsi [0 BhI-
TMOJIHEHHUS] CKPUMTA --up.

ifconfig_remote [P-anpec ynanenHoro koHeuHoro nyHkta VPN, ykasaHHBIH B oOIl-
uuu --ifconfig (BTOpoii mapameTp) mpu HCMOJIb30BAHUH OIIHH --
dev tun. YcranaBnuBaetcsi nepen tem, Kak «OpenVPN-TOCT»
BbI3biBaeT KomaHny ifconfig usam netsh (Bepcusi ifconfig mas
Windows), 4To 06BIYHO C/y4YaeTCsi O BBITIOJHEHHS] CKPUITA --Up.

ifconfig_netmask Macka mnonceTu cerMeHTa BHUpPTyaJsbHOU ceTH ethernet, ykaszaH-
Hasi Kak BTOpPOH mapametp onuuu --ifconfig nmpu ucnonbzoBanun
onuuu --dev tap. YcranaBnuBaetcs nepen TeM, Kak «OpenVPN-
[OCT» BwisbiBaer komaHny ifconfig uau netsh (Bepcus ifconfig
nast Windows), 4To 06bIYHO c/lydaeTcsl 10 BBIMIOJHEHUS] CKPHUIITA

--up.

ifconfig_pool_local_ip JlokanpHbl# BUpTyanbHbiH [P-anpec mas TynHens TUN/TAP,
B3ATbIN U3 NUPEKTHUBHI --ifconfig-push, ecnu ona ykasana, nin xe
13 nuanasona ifconfig (koTopbiii ynpaB/sieTcsi TUPEKTHBOH KOH-
¢urypaunonHoro ¢aiaa --ifconfig pool). YcranaBmuBaercs To/b-
KO IJ1s1 TYHHeJseH ¢ onuued --dev tun. dTa onuus ycTaHaB/HMBa-
eTcs Ha cepBepe Mepel BbINOJHEHHEM CKpUNTOB --client-connect
u --client-disconnect.

ifconfig_pool_netmask CereBasi macka BuptyanbHoro IP masi Tynnens TUN/TAP, Bas-
Tasi U3 NUPeKTUBHl --ifconfig-push, ecnn oHa ykasana, uau xe u3
¢aitna ifconfig pool (koTopblit ynpaB/sieTcss TUPEKTHBOH KOH(H-
rypanuonHoro (aiina --ifconfig pool). YcranaBnuBaetcs ToJbKO
IJs TyHHeJed ¢ onuued --dev tap. DTa onuus ycTaHaBIHBaeT-
csl Ha cepBepe Mpefie BHIMOJHEHHEM CKpUNTOB --client-connect u
--client-disconnect.

ifconfig_pool_remote_ip Ynaneuusiit BupTyanbHbiil [P-anpec nsist tynnesnss TUN/TAP, Bas-
TBIA U3 NTUPeKTHUBH --ifconfig-push, ecsu ona ykasana, uiu xe u3
¢atina ifconfig pool (koTopblii ynpasJsieTcss TUPEKTHBOH KOH(H-
rypauuonHoro ¢aina --ifconfig pool). drta omuus ycraHaBiuBa-
eTcs Ha cepBepe Mepel BbIIOJHEHHEM CKpUNTOB --client-connect
u --client-disconnect.

link_mtu MakcuManbHBId pasmep nakera (6e3 yuera [P-3arosioBka) TyH-
HeJIbHbIX JaHHBIX B pexxuMe TpaHcrnopta B UDP-tyHHese. Ycra-
HaBJ/IMBAeTCs TMepel BBITOJHEHHEM CKPHUITOB --Up U --down.
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local [TapameTp onuuu --local. ¥cranaBnvBaeTcsi Mpy 3amycKe Mporpam-
Mbl U nepeyctaHaBauBaetcs npu SIGNUP.

local_port Howmep nokasbHOrO MopTa, yKasaHHBIN omniuel --port uau --Iport.
YcraHaBaMBaeTCs NP 3alycke MPOrpaMMbl U IMepeyCcTaHaBJIUBa-
ercst npu SIGNUP.

password [Taposb, nmpenocTaB/IeHHBIH MOAKOYAIOLMIMMCS KJIUEHTOM. YCTa-
HaBJ/MBaeTCs Mepeji BBINOJHEHHWEM cKpumnra --auth-user-pass-
verily, TonbKo Korpa ykasaH MopuduKaTop via-env, u yaansercs
U3 Cpeibl M0CJe TOro, KaK CKPUNT BO3BpalllaeT 3HAUeHHe.

proto [lapamerp onuuu --proto. YctaHaB/UBaeTCsi MPU 3alycke Mpo-
rpamMMbl ¥ nepeycranasausaetcs npu SIGNUP.

remote_n [TapameTp onuuu --remote. YcTaHaB/aMBaeTCsl NPH 3aMycKe IMpo-
rpamMmMbl ¥ nepeycranasaubaetcs npu SIGNUP.

remote_port_n Howmep ynanenHoro nopra, ykasaHHbIH onuuel --port uau --rport.
YcraHaB/aMBaeTcsl NpU 3amycke MPOrpaMMbl M IepeycTaHaBJ/IUBa-
ercst pu SIGNUP.

route_net_gateway Panee cyulectBoBaBIIME yMmosuatesbbld [P-refit B Tabauue
MapLIPpyTU3aLUKU CHCTEMBl. YCTaHaBJIUBAETCS Mepel BbINOJHEHHU-
eM CKpunTa --up.

route_vpn_gateway YMosuatenbHbI TeHT, UCMOJMb3YeMbIH ONUUSIMHU --route, ykazaH-
HBIH 100 B onuuu --route-gateway s160 B KauecTBe BTOPOro mna-
pametpa omnuuu --ifconfig, korna ykasana onuus --dev tun. Ycra-
HaBJIMBAeTCS Mepesl BbIIIOJHEHHEM CKpPHUITA --up.

route_parm_n Habop mnepemeHHBIX, KOTOpble ONpelessiOT KaxKAbld nobasJsie-
MbIH MapLIpyT, U yCTaHABJIUBAIOTCS Tepefl BBIIOJHEHHUEM CKPHUITA
--up.

parm MoXeT UMeTb 3HaueHus «network», «netmask», «gateway»
Un «metric».

n - Homep mapuipyta «OpenVPN-IOCT», Hauunas ¢ 1.

Ecsu ceTb unu rediT fBAsIOTCS pagpeminMbiMi uMeHamu DNS, 6y-
OYyT 3alKUChIBAaTbCA TPaHCAAUUM UX [P-anpecoB BMeCTo MX HMeH,
KaK yKa3aHO B KOMaHAHOH CTPOKe UK KOH(PUTYypallUOHHOM aii-
Je.

script_context YcraHaBnuBaetcs B «init» uau «restarts mnepen BBIIONHEHUEM
ckpunrta up/down. JomosHUTEbHYI HH(OPMALHIO CM. B OITH-
CaHWH OMNLMUHU --up.
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script_type OnmuH W3 caenyouUUx cKpuntos: up, down, ipchange, route-
up, tls-verify, auth-user-pass-verify, client-connect, client-
disconnect, unu learn-address. YcranaB/iuBaeTcss mepes BHIMOJ-
HeHHeM JIIO0r0 CKPHIITA.

signal [IpruyuHa BbIXOHA WAM mnepe3arpy3ku. MoxeT ObITb OLHUM U3
sigusrl, sighup, sigterm, sigint, inactive (ynpaBssembim om-
el --inactive), ping-exit (ympaBjsieMblM omnuued --ping-exit),
ping-restart (ympaBssieMbiM omiueii --ping-restart), connection-
reset (3amyckaercsi mpu nepesarpyske TCP-coenuHeHust), error,
or unknown (HeM3BECTHBIH CHTHAJ). DTa TepeMeHHasi yCTaHAJH-
BaeTCsl HEMOCPENCTBEHHO Tepel BbIOJHEeHHeM cKpunrta down.

time_ascii MeTka BpeMeHH COeJIMHEHHsl KJHMeHTa, OT(POpPMaTHPOBAHHAA KaK
CTPOKa, KOTOPYI0 MOXKeT MPOYMUTATh UeJIOBEeK. YCTaHaBJHMBaeTCs
nepen BBIMOJHEHHEM CKpumnTa --client-connect.

time_duration [TponomkuTenbHCTh (B CEeKyHIAX) ceaHCa KJHEHTa, KOTOpPbIH
ceiiuac OoTcoenMHsleTCsl. YCTaHaBJIMBaeTCsl Iepejl BbINOJHEHHEM
ckpunra --client-disconnect.

time_unix Metka BpeMeHH COelMHEHHs KJHeHTa, oT(PopMaTHpPOBaHHAs Kak
IOHUKCOBAsl lieJiasi BeJHYMHA [aTbl/BpeMeHH. YCTaHABJIMBAeTCs
mepesl BBIMIOJHEHUEM cKpunTa --client-connect.

tls_id_n Cepusi mojiel cepTU(pHUKATOB OT YyAaJeHHOro MapTHepa, TIe
N - ypOBeHb NPOBEPKH. YCTaHaBJWBaeTCs TOJMbKO najs TLS-
COeIMHEHUH. YCTaHABJIMBAETCS Tepel BHIIIOJHEHHEM CKpHUIITa --
tls-verify.

tls_serial_n CepuiiHbli HOMep cepTHU(HKATa OT YAaJE€HHOro TMapTHepa, Tle
N - YpOBeHb IPOBEPKH. YcTaHaBJMBaeTcs Tosabko anas TLS-
COelMHEHUH. YCTaHABJIMBAETCS Mepel BHIIIOJHEHHEM CKpUIITa --
tls-verify.

tun_mtu MTU vycrpoiictea TUN/TAP. YcranaBinBaercst nepes BbIOJNHE-
HHUEM CKpHIITA --up WM --down.

trusted_ip HeiictBurenpubiii [P-afpec mnopksouarolierocss KJaUEHTa HJH
nmapTHepa, KOTOPbIH OblJl ayTeHTH(HHUIUPOBAH. YCTaHABJIHBAETCS
mepes BBIMIOJHEHUEM CKPUITOB --ipchange, --client-connect u --
client-disconnect.
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trusted_port JlelicTBUTENbHBI HOMEp MOPTa MOAKJIOYAIOUIErocs KJAHUEHTa WU
napTHepa, KOTOPBIA OblJ1 ayTeHTHU(HLHUPOBAH. YCTaHaBJIHBaeTCs
mepen BBIMOJHEHHEM CKPUMNTOB --ipchange, --client-connect u --
client-disconnect.

untrusted_ip HetictBurenpHblil [P-afpec mnopksiouaromierocss KiaheHTa HJH
napTHepa, KOTOPBIH ellle He Obl1 ayTeHTU(DHUIMpoBaH. MHOrna uc-
T0JIb3yeTCsl, YTOOb! BBIOJHUTE (PYHKIHIO nmap /s MOAKJI0Uak0-
I[erocst XOCTa B CKpuMTe --tls-verify, 4To6BI 06eCNeUUTh MpaBUIb-
HYy10 paboTy OpaHAMay3pa. YCTaHABJIMBAETCS Mepe] BbIOJHEHUEM
ckpuntoB --tls-verify u --auth-user-pass-verify.

username JIoruH, mpenocTaB/eHHbIH MOAKJ/IOUAIOLIUMCS KJAUEHTOM. YcTa-
HaBJIMBaeTCs Tepel BBIMOJHEHHEM CKpunTa --auth-user-pass-
verify, TosbKO Kora ykazaH MopuduKatop via-env.

X509_n_subject_field [Tone X509 subject u3 ceprudukara ynajeHHOro mapTHepa, Tie
N - ypOBeHb NPOBEPKH. YCTaHaBJWBaeTCs TOJbKO najs TLS-
COeIMHEHUH. YCTaHABJIMBAETCS TMepel BHIIIOJHEHHEM CKpHUIITA --
tls-verify. 9ta nepemennas noxoxa Ha tls_id_n, 3a uckmoueHuem
TOTO0, 4TO mMoJsi-KoMrnoHeHTbl X509 subject ynaneHsl, 1 HUKaKOTo
npeo6pa3oBaHUsl CTPOK B 3HAUEHMSAX ITHX I0JEH He MPOUCXOAUT
(32 WCKJOUeHHEM MpeoOpa3oBaHUs YIPABJSIOMIUX CHMBOJIOB B
3Hak nopuepkuBanusi) Hanpumep, Ha cepBepe «OpenVPN-TOCT»
MPU KCMOJb30BAaHUKM 06pasilia KJIHEHTCKOro cepTH(HKaTa U3 Ka-
tajora sample-keys (client.crt) 6ynyT ycTaHOBJIEHbB CJeAYIOLIHE
nepeMeHHble (06paTHTe BHUMaHHe, YTO YPOBEHb MPOBEPKH paBeH
O nust KaMeHTCKoro cepTudurkata u | misi ceprudukara YLI):

X509_0_emailAddress=me@myhost.mydomain
X509_0_CN=Test-Client

X509 _0_0=OpenVPN-TEST

X509_0_ST=NA

X509_0_C=KG

X509_1 emailAddress=me@myhost.mydomain
X509 1 O=0OpenVPN-TEST

X509 1 L=BISHKEK

X509 1 ST=NA

X509_1_C=KG
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8.12 CuruaJnanl

SIGHUP 3acraBasier «OpenVPN-I'OCT» 3akpbiTh BCce ceTeBble COeIHHe-
Husi 1 coenuHenuss TUN/TAP, nepesamycTuTbesi, nepeuyuTaTthb
KOH(UT'YpPallMOHHBIH (hali/l (eClu ecTb) ¥ 3aHOBO OTKPBITH CeTe-
Bole coenuHenus u coenunenuss TUN/TAP.

SIGUSRI1 [Toxoxx Ha SIGHUP, 3a uckmiodeHuem Toro, 4to KOH(UIrypauu-
OHHBIH (halis He mepeyuTbIBaeTCs, U, BO3MOXKHO, He 3aKpbiBaerT-
cs yerpoiictBo TUN/TAP, nepeunThiBatoTcsl KJ04YeBble (aiJibl,
coxpaHsieTcsi JokaJbHbIH [P-ampec/mopt, nau coxpaHsieTcsi 1o-
CleHUN ayTeHTH(HUIMPOBAaHHBIH ynaneHHbld [P-anpec/mopT, oc-
HOBaHHble Ha OMIHUAX --persist-tun, --persist-key, --persist-local-
ip, and --persist-remote-ip cooTBeTCTBEHHO (CM. BBILLE).

OTOT CHUTHaJl TakKKe MOXeT ObITb CreHepUpOBaH BHYTpPHU
«OpenVPN-T'OCT» cocTosinveM TadimMayTa MOA yINpaBJeHHeM OI-
uuu --ping-restart.

DTOT CUTHaJ B COYETAaHWU C omuuel --persist-remote-ip moxer
OBITb OTIIPABJIEH, KOT/Ia MOAJIeXKalllie NapaMeTpbl CeTeBOro UHTep-
(efica xocTa MeHsAIOTCS, HanpuMep, Koraa xocT - kKjaueHT DHCP u
eMy npucBoeH HoBbll [P-anpec. JlonosHuTenbHYI0 MH(OPMALUIO
CM. B ONMCAHHUH ONLHUHU --ipchange Bbille.

SIGUSR2 3acrasssier «OpenVPN-TOCT» BbIBECTH CBOKO TEKYIILYIO CTATH-
cTuky (B (aiinm syslog, ecau ucnosb3yetcs: onuusi --daemon, B
MPOTHBHOM CJlyyae Ha CTaHIAPTHLIA BBIBOJ).

SIGINT, SIGTERM 3acrasaser «OpenVPN-I'OCT» koppekTHO 3aBeplIUTh paboTy.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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