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1 HA3HAYEHME ITPOI'PAMMBbI

[Tporpamma mkkey n3 kommiekra «Marllpo Kpuntollaker» 3.0 BeImOHSIET CO31aHNe 3aKPBITHIX
KJIIOUeH 1151 UCrosib30BaHus B nporpaMmMHoM Kommekce «Marllpo Kpunrollaker» 3.0, B Tom uncie

CO3/laHHe KJIIOUeH Ha anmapaTHBIX HOCHUTEJISIX.
[Topnep:xuBatorcs annapatHele HocuTeau Beiora, Rutoken S, Rutoken DLIIT.

[Iporpamma He QopmupyeT 3asiBKM Ha mnosydyeHue ceptudukara. [as dopMupoBaHHs 3asBOK

HeoOXOIMMO HCIMOJb30BaTh KOMAHAY req YTUJAWUTHL openssl.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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2 YCJIOBHY PABOTHI [TPOT'PAMMBI

Jns waunuanusanuu Kaasuatypaoro JICUY, 3ampoca maposisi K KJHOYeBOMY KOHTeHHepy U Co-
0OL1EeHHs 10/1b30BATEJI0 O HEOOXOAUMBIX NEUCTBUAX C allapaTHbIMHA YCTPOHUCTBAMM NPOTrpaMMa Hc-
NoJib3yeT TeKCTOBBIH HHTepdeHcC.

3ajaHue peXUMOB paboTHl (HamprUMep, MapaMeTpbl aJrOpUTMOB U HabOp TeHepUPYeMBIX KJI0Ueil)
BBITIOJIHAETCS € MMOMOLLUbBIO OMIUH KOMaHAHOU CTPOKH.

B ciydae ncnosib3oBaHUs KJ1aBUATypPHOU TeHepaluuu (aiia MHHLKaau3auny nporpaMmmyoro J1CY
mporpaMma He J0JI’)KHa 3amycKaTbcsl B ssh-ceccud.

[Iporpamma npenHasHadyeHa it paboThl B CJAEAYIOLIMX OMEPallMOHHBIX CHCTEMaXx:

Windows 7 SP1/8.1/10,
Windows Server 2008R2 SP1/2012/2012R2/2016/2019;
Debian GNU/Linux 7 (wheezy)/8(jessie)/9(stretch)/10(buster);
OC Numa Edge 1.0;
Linux Mint 17.x, 18.x, 19.x, Linux Mint Debian Edition 2, 3;
Ubuntu 14.04, 16.04, 18.04;
Red Hat Enterprise Linux 6, 7, 8;
Cent0OS 6, 7, 8;
SUSE Linux 11, 12, 15;
OpenSUSE 42.2, 42.3, 15.1;
O0S EMIAS 1.0;
AneT JluHYKC CIOT 6.0;
IucTpubyTuBH AneT JIMHYKC Ha 6asze 7-u ninaTdopms,
BKJouasa AnsT Jlunykc CIT 7.0;
OucTpubyruse AnbT Ha 6asze nnardopm 8 u 9,
Bkinmouasa AneT CepBep, AnbT Pabouas crTaHuus,
AnpT Pabouas craHuus K, AnsT Obpa3oBaHue,
AnpT 8 CII, Sipmly Linux;
MCBCdepa Ceprep 6.3, 7.3, MCBCdepa APM 6.3, 7.3;
ATnukc 3.1;
Tocnuuykxc IC4, IC5, IC6;
FreeBSD 10.x, 11.x, 12.x;
Oracle Solaris 10, 11;
macOS 10.12, 10.13, 10.14, 10.15;
Rosa Enterprise Desktop (RED) X2, X3, X4;
Rosa Enterprise Linux Server (RELS) 6, 7;
Rosa Enterprise Linux Desktop (RELD) 7;
OC POCA «KOBAJIBT» 1.0;
Astra Linux Special Edition Cmomnenck 1.5 1.6 ucmo.l,
Astra Linux Common Edition 2.12;
OpenWRT 15.05, 18.06, 19.07.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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3 OYHKLUHWH [TPOTPAMMBI

[Iporpamma npenocrtaBJisieT yA0OHbBIH M0Jb30BaTENbCKUM HHTEP(EHC NJis BBIMOJHEHHUS Onepanui
M0 CO3/aHMIO 3AKPBITHIX KJOYeH W KJlo4yeHd MOAMUCH U UX 3alKCH Ha KJI0UYeBOH HOCUTE/b, a TaKxKe
dhopmupoBaHus (paiaa MHULMAJIU3ALUNA TPOTPAMMHOIO AATUMUKA CJAyUalHbBIX YUCEI.

[Iporpamma He BBINOJIHAET YKa3aHHble OMepalUMd CaMOCTOSITeNbHO, a JMLIb oOeclieynBaeT B3a-
UMOJIeHCTBHe C moJib3oBaTeseM. Jasi popMupoBaHUs Kiwodel BbI3bIBaeTcs yTuanta openssl. [as
(opmupoBaHus (aiaa nHruKanusauny nporpamMmmuoro JICY BbisbiBaeTcs yTusanta mkseed.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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4 (QOo0becrieyedue

UH(POPMaALLUOHHOH

0e30IaCHOCTH

ncnonb3oBanuu «Marllpo Kpunrollaker» 3.0

Hanexxnass kpunrorpaduyeckass 3alura AaHHbIX NOpu ucrnosab3oBaHuu «Marllpo Kpunrolla-
keT» 3.0 obecrieunBaeTcsi TOJNBKO B TOM cJayuae, ecau akcrayarauus «Marllpo Kpunrollaker»

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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5 YCTAHOBKA Y HACTPOMKA ITPOI'PAMMBI

[Iporpamma ycTaHaB/MBaeTCs M HAaCTpauBaeTCs aBTOMATHUYECKH MPHU YCTAHOBKE YTUJAUTHI openssl
(cm. «CpenctBo Kpuntorpadrueckot samutsel uHpopmauuu «Marllpo Kpunrollaker» 3.0. YTuaura

openssl. PykoBonctBo mo ucnosnb3oBanuio», CEMY.00009-04 34 03).

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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6 WCIIOJIbSOBAHUE ITPOT'PAMMBbI

6.1 dopmat 3amycka mporpaMMbl

dopmat 3anycka nporpaMmbl:

mkkey [onmuu]

[To ymosmyanuio (ec/iu He yKasaHbl ONLKH) NIPOrpaMMa BbIBOIMUT KPAaTKYH CIPaBKY 00 OMIHUSX.

6.2 Onuuu
-V - 0oTOOpa3uThL HOMEP BEPCHUU IPOIrPAaMMEL
-r [uma Qamrna] - 3anuck Qamnryia WHULUKAJNIK3aALWKU OporpaMMmHoro HOCU

ecnu ums Qanyia He ykaszaHo, OyOeT HCHONb30BaH Qainn
/home/abra/.magprocryptopack/random_seed

-a — aJIrOPUTM KJIoua, I[I0 yMoJuaHuio gost2012 256

-n - He mudpoBaTh KIIOU

-p <mapameTp> - Habop napaMeTpoB OJid Kioua (yMojiuaHue - A)

-w <ums Qanna> - Pais, B KOTOPHM OyOgeT 3anucaH 3aKpPLHTHHE KIIOU

-t <HocuTenp> - 3anucaTb KJIOU (M) Ha HOCHUTEJIbL YyKal3aHHOI'O THIla
nognepxuBaTca Hocurenu: VJUGA, RUTOKEN

-y - yOaJUTh KJIOU (M) C anmnapaTHO'O HOCUTETIS

-c <umsa Qaunna>
-K <umsa Qawnmna>

HCIOJIL30BaTh Qarn KoHPUrypaluu openssl
HCIIOJIb30BaTh KJIOU M3 ykKas3aHHOro Qawnna (DER-Jopmart)

Tomnbko Omna HocuTernsa VJUGA:
-s <mapameTp> - Habop MmapaMeTpoB MOJis Kjloua MNOANUCH (yMoruaHue - A)
-x <napameTp> - Habop mapaMeTpoB OJis Kinoua mudpoBaHUs (yMonuaHue — XA)

Tonbko nOiyns HocuTesida RUTOKEN:
-k <HOMEeDP> - ngeHTUQUKALMOHHHN HOMEP KJiloua
-P - BamumaTb KJimou PIN-xrogom

6.3 Bbi6op aaropurma

[Iporpamma mkkey npenoctaBssieT BO3MOXKHOCTb CO3[AaHHUs KJIOUEH MOANUCH U 0OMeHa 1Jis aaro-
putMa TOCT P 34.10-2012 u TOCT P 34.10-2001 (mocsienHu# - TOJMBKO AJS LieJied COBMECTUMOCTH
C MpeABIAYILIUMH BEPCHSAMH).

6.4 Bribop ¢aina ununuanusauuu J1CH

[Tpu cosmanuu Kitoued mporpamMma cosgaeT (alja WHULHaAu3auuu nporpammuoro JCY, uro
M03BOJIsIeT HajbHeHyo sKkenayataunio OpenSSL ¢ Bei6panubiM JICY.

Ecau B MOMEHT 3amycKa MporpaMMbl He YKasaH mapameTp OMUHUH -, TO CO3AaéTcs (haia HHULH-
aJqu3alllKu ¢ yMoJYaTebHbIM UMEHEeM:

B OC Windows — $APPDATA%\MagProCryptoPack\random_ seed

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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B POSIX-cucremax — $SHOME/ .magprocryptopack/random_ seed
B canydae ucnosb3oBanus kaauatypHoro JJCY Takxke BO3MOXKHO SIBHOe yKa3aHHe WMeHH (paiJa
uHUIHa u3anuu. Mms dadina ykaseiBaeTcss B KaueCTBe 3HAUEHHUs MapameTpa -r.

6.5 HWMuuumanuszauusa J1CU

B cayuae ucnosb3oBaHMSA KJAaBHATYPHOrO JaTyMKa CJAyYalHBIX UHCeJ MporpaMma MpejJaraet
M0J1b30BaTeJI0 MOCJAe10BATEbHO BBOAUTD C KJIABUATYPbl YKAa3aHHbIe CHMBOJIbI: JJATUHCKHE OYKBbI U
uucdpsl. BBox ocyiiecTB/sieTcs rpynnamMy Mo 5 CHMBOJOB (MOCJeNHSS T'PyINa MOXKeT ObITb KOpO-
ye). B Hauase KaxkIOH CTPOKH TMpHUIJIAlleHHs BBOAA CHMBOJIOB B CKOOKAX BBIBOAMUTCS KOJHUYECTBO
BBEJIEHHBIX CHMBOJIOB U 00lllee KOJMUYECTBO TpeOyeMbIX CHMBOJOB, pa3fieseHHbIX Kocoi uepTod. B
c/Jyyae HEKOPPEKTHOr0 BBOAA KOJHWYECTBO TpeOyeMbIX CHMBOJIOB yBeJHUUBAETCS.

6.6 Bson maposas

Jns oTkaza oT 3amMQpoBaHUs KJOUEBBIX KOHTEHHEPOB Ha MapoJie HeoOXOAUMO IpU 3armycke
NporpaMMbl yKasaTb OINLHIO -N.

Ecau onuusi -n npu 3amycke mporpaMMmbl He Obla yKasaHa, nepen uHunuanusaunuei JLCH mpo-
rpamma TpeOyeT ABaXKAbl BBECTH MapOJib [JIS 3aLIUTHl KJIOYEBbIX KOHTEHHEPOB IJIUHOH OT 6-TH
CUMBOJIOB /10 32 CHMBOJIOB.

Jlnst oTMeHBl BBOA MapoJisi cjelyeT BBECTH MYCTOH MmapoJb, T.e. HaxKaThb Enter, He BBOAS HUKa-
KHX CHMBOJIOB.

B napoJsie Moryt ObITb Hcnoib3oBaHbl Kak cuMBoJibl ASCII, Tak u pycckue 6yKBbl. Pycckue GyKBbI
HHTepnpeTHpyrTcs Kak umeroure konupoBky UTF-8, uto cootBeTcTByeT pekomennauusm PKCS#5.
Canenyet o6patutb BHUMaHHe, uTo OpenSSL u GoJblast 4acTh MPHUIOKEHHH, €€ UCIIOJMb3YIOLINX, He
MPOU3BOAUT HUKAKHUX Npeobpa3oBaHUM KOAUPOBKHU napoJs. [loaTomy K/touH, 3aliullleHHble TapoJieM,
COCTOSILLIUM M3 PYyCCKUX OYKB, MOI'YT ObITb MCIIOJIb30BAHBl C KOMaHAHO-CTPOUYHOH yTUJIHUTON openssl
1 GOJIbILIMHCTBOM TpHJ0KeHUH 6ubmnorekn OpenSSL TosbKO MpH 3amycKe MOCJEIHUX B JIOKAJIH
UTF-8.

6.7 Co3naHue KOHTeHHEpPOB Ha anmnapaTHOM HOCHUTeJe
6.7.1 BriGop anmapaTHOTO HOCHUTEJIS

KitoueBble KOHTelHepBl Ha anmapaTHBIX HOCHUTEJSIX CO3JAI0TCS B TeX CJAydasix, ecJqd yKaszaHa
onuus -t co 3HaueHuem VJUGA wnan RUTOKEN. 3anuch KioueBbIX KOHTEHHEPOB MPOU3BOAUTCS
Ha COOTBETCTBYIOLIEe YCTPOHCTBRO.

He npennonaraercs pabota ¢ HECKOJIbKUMH YCTPOHCTBAMU OFHOTO THIA OLHOBPEMEHHO.

6.7.2 Pabora c kaouaMy Ha ycTpoicTBe Brrora

YcrpoiicTBo Belora mo3BoJsisieT XpaHUTh TOJBKO [Ba KJIOUa.

[Ipyn cosmanum kJ/awouell Ha ycTpoiicTBe Bblora Bcerpa co3paércsi ABa Kioda - KJOY MOAMH-
CH ¥ KJIoY mHuppoBaHus. [lo ymMonyaHHIO 3TH KJOYM HMeroT mapaMmeTpsl mudpoBanus A u XA.
AnbrepHaTHBHBIE MapaMeTpbl MOTYT ObITh YKa3aHbl C TMOMOIIBIO ONUHKH -S U -X, HAPUMED:

mkkey -t VJUGA -s C -x XB

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6.7.3 Pab6ota ¢ kawouamu Ha ycTpoiicTBe Rutoken

YerpoiictBo Rutoken mosBosisieT XpaHHTb HECKONBKO KJtouell B Mpelesax AOCTYMHOH MaMATH
ycTpoicTBa. Kaxkiomy Kiiouy HaszHadyaeTcsl IeCATHUYHOE YHUCJIO B MHTepBase oT 1 mo 65535 - uneH-
TU(UKALUOHHBIH HOMep. [Ipu cospanuu kJ/awoua TpebyeTcss ykKasaTb UAEHTHU(PUKALHMOHHBIA HOMED,
KOTOpBIH OyeT Ha3HAueH CO3[JaBaeMOMY KJI0Uy, HalpuMep:

mkkey -t RUTOKEN -k 20

B stom cayudae GyneT co3maH Kiawou ¢ uaeHTUukartopoMm 20, mpu panpHedlnell paboTe ¢ 3TUM
KJIIOYOM (HampuMmep, ¢ TOMOILBIO YTHJAUTH openssl) cienyeT HCMO/NB30BaTh €ro creld(UKALHUIO:
RUTOKEN:20

Ecsiy Ha TokeHe yXKe UMeeTCs KJIOU ¢ YKa3aHHBIM MIeHTHU()HUKATOPOM, BHOBb CO3[aHHBIH KJ/I0Y
3aMEHHUT CTaphIH.

Jns 3amutsl kaoda PIN-kopom cienyet ucnosb3oBaTh onuuio -P. B atom cnyvae n/s yteHus
KJIoua ¢ ycrpoiicta Oynetr Tpe6oBathesl BBox PIN-kona mosb3osareds.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpunTo CENY.00009-04 34 06 12

7 CO3HOAHHME 3A4BOK HA TITOJIYUYEHHUE CEPTHU®UKATA

7.1 KpaTkue cBeneHUs 0 KOMaHe req YTUJIUTHI openssl

[Tporpamma mkkey co3maeT TOMbKO 3aKpHITHIH KJIHOY.

Jlna nonydyenus cepTh(UKata Ha COOTBETCTBYIOILMH OTKPBITBIH KJ/0Y HEOOXOAMMO CPOPMHUPO-
BaTb 3asIBKY Ha KJIIOU C TOMOLIbIO KOMaH/bl req yTUJINUTH openssl.

Buumanue. Ha kaxkabifi KJI04 CO31aETCS OTHeJbHAS 3asBKa.

KomaHpna req nosBosisieT BBOAUTb HH(OPMALMIO, KOTOPAs I0JKHA COAEepKaThbCs B 3asiBKe, C KJa-
BUATYPBI, JUOO CYUTHIBATH €€ U3 KOH(PUTypaLHOHHOrO (haiia.

Ecau B nossix ceprudukara A0JKHB NPUCYTCTBOBATb PyCCKHe OYKBBI, BBOAUTb HH(OPMALHUIO C
KJIaBUATypbl cyenyeT B KouupoBke uti-8.

dopmar BbI30Ba KOMaHIBI req mpu ucrosb3oBaHuu PKCS#8-koHTeliHepoB (comeprkamuxcst B
dainax):

openssl req -new [-config Qann-koudurypauuu] -key Pammn-pkcs8\
-out umMmaA-Qania-3asBKU
dopmat BbI30Ba KOMaHMbl req NPU HCIOJb30BAaHUU allapaTHOro KOHTelHepa:

openssl req -new [-config Qamn-kouHurypanuu] -key cnenuduranus-ximoua \
—-keyform ENGINE -engine cryptocom -out umsa-@anmna-szasaBku

Crneunukanus K/w4a, XpaHsLIErocss B anmapaTHOM KOHTeHHepe, MOxKeT ObITb OJHOH M3 mepe-
YHCJIEHHBIX:
Kurou monnucu Ha yctpoiictBe Brlora:
VJUGA. S
Kuntou mndposanust Ha yctpoiictBe Boiora:
VJUGA.X
Kaou Ha ycrpoiictBe Rutoken ¢ upeHTHdrKkaTopoM <HOMep>:
RUTOKEN : <HOMEP>
Bosiee noppo6Has uH(poOpMaLMs MO KJa4YaM KOMaHAbl req NpuBeneHa B Jo0KyMeHTe «CpencTBo
Kpuntorpaduyeckoin samutel uHGopMaunn «Marllpo Kpunrollaker» 3.0. ¥Ytunura openssl. Pyko-
BOJCTBO 10 HcrmoJgab3oBanuio», CEMY.00009-04 34 03.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpunTo CENY.00009-04 34 06 13
JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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