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1 HasHauenue

«YTUauTa openssls — 3To KOMaHIHO-CTPOYHAS YTUJMTA AJsl BBIIOJHEHHS Pa3JUUHBIX KPUITO-
rpauuecKrux ornepauuil U3 KOMaHIHOH 000/04kH. C ee MOMOIIBIO MOKHO BBIMOJHATH KPHIITOTpa-
(uueckue npeobpa3oBaHus (aiaoB (B TOM uucae (aina CTaHIAPTHOTO BBOMA), TPeXKJIe BCETO B
¢dopmatax CMS n S/MIME, a takxe ¢gopmMHpoBaTh K/I0YeBYI0 HH(POPMALHIO, METKH 10BEPEHHOrO
BpeMeHH W peasii30BbIBATH MPOTOKOJ OHJAMH-NPOBEPKH CTaTyca cepTH(HUKATA.

TakKe yTHIUTa MOXKET MCIOJb30BaThCs Kak npocTefimue tls-kaueHT u tls-cepsep.

«¥Ytunura openssl» — 310 cocraBHas yactb CK3U «Marllpo Kpunrollaker» 3.0, a numenHo uc-
nonHenue 3 (coorBerctByeT Kaaccy KC1) u ucnonHenue 4 (coorBeTcTByeT Kaaccy KC2) ykazaHHOTro
CK3H.

«¥Ytuaura openssl» siBsercsd QyHKUHMOHATbHO 3aKOHUEHHBIM U3JIEJTHEM.

Bce kpunrorpaguueckre npeo6pa3oBaHUsl U MPOTOKOJIbI OCHOBAaHBI, B MEPBYIO Ouepelb, Ha aJ-
roputmax [OCT. Anroputmbl mudpoBanus u pacindposbiBanus cootBetcTBY0T [OCT 28147-89,
anroputMbl uMuTOo3auTh cooTBeTcTBYl0T [OCT 28147-89 1 HMAC T'OCT P 34.11-94/2012, an-
FOPUTMBI BblYKCIeHUS X31I-PyHKUUH cooTBeTcTBYIOT [OCT P 34.11-94/2012, anroput™bl co3naHus
u nposepku III coorserctBytor [OCT P 34.10-2001/2012. B GosbliMHCTBE C/IydaeB aarOPUTMBbI
[OCT wncnosb3ytoTest Mo YMOJUaHHIO, B HEKOTOPBIX KOMaHJax HcrnoJb3oBaHue anroputmos ['OCT
HeoOXOAMMO 3a[aBaThb clielHanbHbIM KJ4oM. [lonpobHee 06 0COOEHHOCTH 3a4aHUSI KPUIITOAJTO-
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2 YcnoBuS BBINOJHEHUS MPOTPAMMBI

«¥Ytunura openssl» nmpenHasHadeHa At paboThl B CJAEAYIOLUIMX OMEPALUOHHBIX CHCTEMAX:

Windows 7 SP1/8.1/10,
Windows Server 2008R2 SP1/2012/2012R2/2016/2019;
Debian GNU/Linux 7 (wheezy)/8(jessie)/9(stretch)/10(buster);
OC Numa Edge 1.0;
Linux Mint 17.x, 18.x, 19.x, Linux Mint Debian Edition 2, 3;
Ubuntu 14.04, 16.04, 18.04;
Red Hat Enterprise Linux 6, 7, 8;
CentOS 6, 7, 8;
SUSE Linux 11, 12, 15;
OpenSUSE 42.2, 42.3, 15.1;
0S EMIAS 1.0;
AnpT Jluaykc CIT 6.0;
IucTpubyTuse AnbT JIuHYKC Ha 6ase 7-u muaTdopme,
Bkinmouass AnbT Jluanykc CIT 7.0;
IucTpubyTuBn AneT Ha 6aze mmardopm 8 u 9,
Bkimouasas AneT CepBep, AnbT Pabouas craHuus,
AnbT Pabouas craHuus K, AnsT ObpaszoBaHue,
AnsT 8 CII, Sipmly Linux;
MCBCdepa CepBep 6.3, 7.3, MCBCdepa APM 6.3, 7.3;
Arnukc 3.1;
Tocnuuykc IC4, IC5, IC6;
FreeBSD 10.x, 11.x, 12.x;
Oracle Solaris 10, 11;
macOS 10.12, 10.13, 10.14, 10.15;
Rosa Enterprise Desktop (RED) X2, X3, X4;
Rosa Enterprise Linux Server (RELS) 6, 7;
Rosa Enterprise Linux Desktop (RELD) 7;
OC POCA «KOBAJIBT» 1.0;
Astra Linux Special Edition Cmomnenck 1.5 1.6 ucm.l,
Astra Linux Common Edition 2.12;
OpenWRT 15.05, 18.06, 19.07.

Hnsa xoppektroii pabotst CK3U «Marllpo Kpuntollaker» 3.0 B ucnosHennu «Ytunura openssl»
Heo6xonuMo obecreunTb Bo3MoxKHOCTh noctyna CK3U k pecypcam http://licenses.cryptocom.ru u
https://licenses.cryptocom.ru ans nepuoandeckoro o6HOBJEeHHS (akna ¢ HH(opMaLUeld O JHUIeH-
3UH.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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3 Ilepeuenb pyHKUMH

«Marllpo Kpunrollaker» 3.0 B ucnosmHeHHH «YTuauta openssls peanusyer cienymwoiine (yHK-

LUHU;

— CO3J]aHHe W MPOBepPKa 3JEKTPOHHOU MOANUCH NAHHBIX, TPEICTABJIEHHBIX B BUe (DaiioB (B TOM
uncsae aitna cranmaptHoro BBona), B cootBetctBuu ¢ [OCT P 34.10;

— 3amkdpoBaHUe W pacliM(poBaHUEe NAHHBIX, MPENCTABJEHHBIX B BUIe (aljoB (B TOM uHC]e
(aiina crangapTHoro BBoza), B coorBetcTBuu ¢ [OCT 28147-89;

— MMHTO3alIUTa AAaHHBIX, NMPeNCTaBJAeHHBIX B BUAe (PaisioB (B TOM uucsae ¢alga CTaHAAPTHOTO
BBoza), B coorBercTBUH ¢ [OCT 28147-89 u HMAC I'OCT P 34.11;

— BbIUHMCJEHHe 3HaYeHHs X3MI-(PYHKLUHWH NAaHHBIX, IPeACTABJIEHHBIX B BUIe (aijoB (B TOM UHCIe
(aiina crangaptHoro BBoza), B cootBercTBuu ¢ [OCT P 34.11;

— BBIUKCJEHHE KJioua napHod cBsA3u 1o anroputmy VKO c ncnonb3oBaHHeM Kak J0JTOBpeMeH-
HbIX, TaK W 3()eMepHbIX Map 3aKpPbIThIX U OTKPBITBIX KJIOUeH, CO3AaHHBIX B COOTBETCTBHUHU C
[OCT P 34.10;

— BbIpabOTKa CJy4yalHOro 4nc/a 3aaHHOH JJIMHBI;

— CO3/laHHWe 3aKPBITHIX KJOUeH U KJded 3JeKTPOHHOH mnoamnucu B cootBeTcTBUH ¢ [OCT P
34.10;

— BBIUMCJEHHE OTKPBITBIX KJIIOUEH W KJ/rodel mpoBepkd moanucd B cootBerctBun ¢ [OCT P
34.10, popmupoBaHHe 3apoOCOB Ha BBINYCK CEPTHU(HUKATA;

— (opMHpOBaHUe U NpOBepKa CepTU(PHUKATOB OTKPBITHIX KJ/IOUYel W KJoyeld MpoBepKH MOAMUCH B
dopmare X.509, a TakKe CIHMCKOB OT3bIBa CEPTH(PUKATOB;

— 3KCIIOPT KJIOUeHd B TPAHCMOPTHBIM KOHTEHHEep U UMIOPT KJKYed U3 TPAHCIIOPTHOTO KOHTeHHepa
B (opmate PKCS#12;

— Kpunrorpapuueckass oopaborka coobuieHuil B popmarax CMS u S/MIME;

— peaJju3all¥sl MPOTOKOJA MOJYyYeHUs] METOK JOBEPEHHOr0 BPEMeHH;

— peaausauus npotokosa OCSP oHnaliH-poBepKH cTaTyca cepTU(HKATA;

— peanusauuu  npotokosa TLS ¢ wucnosb3oBaHWeM — poccHHCKMX — HaboOpoB  al-
TOPUTMOB mudpoBaHus TLS_GOSTR341112_256_WITH_28147_CNT_IMIT U
TLS_GOSTR341001_WITH_28147_CNT_IMIT
(nabop TLS_GOSTR341001_WITH_28147_CNT_IMIT ciaenyet UCIIO0JIb30-
BaTb  TOJbKO /151  COeIMHEHHWs C  cepBepaMH, He  MONJEepPKHUBAIILKMMH  Habop
TLS_GOSTR341112_256_WITH_28147_CNT_IMIT).
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ncnonb3oBanuu «Marllpo Kpunrollaker» 3.0

Hanexxnass kpunrorpaduyeckass 3alura AaHHbIX NOpu ucrnosab3oBaHuu «Marllpo Kpunrolla-
keT» 3.0 obecrieunBaeTcsi TOJNBKO B TOM cJayuae, ecau akcrayarauus «Marllpo Kpunrollaker»
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5 YcraHoBka

5.1 VYcranoska mpig OC cemenictea Windows

s ycranoBku «Marllpo Kpunrollaker» 3.0 B ucrnosHeHuu «YTusanta openssl» BoCmosb3yi-
Tech uHcTanasitopoMm «Marllpo Kpuntollaker» 3.0.
[Tpu He0OXOMUMOCTH BHIMOJHUTb «MOJYAJIUBYIO» YCTAaHOBKY 0€3 B3aMMOIEHUCTBHS C M0Jb30BaTe-
JIeM CJlelyeT 3aMyCcKaTb HHCTAJIATOP C KJUOM /S
B pexunme «MosM4anniBOH» YCTAHOBKH MapaMeTPaMH YCTAHOBKH MOXKHO YTPABJISATH C TOMOLIBIO
KJIIOUed KOMaHAHOU cTpokH. [loanep:KUBatOTCS CaefyIOLIfe KJIIOYH:
/KEY=KJIou — JIMLEH3HOHHBIH KJiou (00si3aTesieH);
/RNG=Tun — tun JICY (mo ymonyanuio PROGRAM);
/PHOST=x0CT — XOCT TPOKCH (TpebyeTcs TOJIBKO TpU paboTe depe3 MPOKCH);
/PPORT=mopT — MOPT MPOKCH (TpebyeTcsi TOJbKO MpH paboTe uepe3 MPOKCH);
/PUSER=m07nb3 — M0Jb30BaTe b MPOKCH (TpebyeTcsl TOJMBKO MpHU paboTe uepe3 MPOKCH C aBTO-
pusanuen);
/PPASS=naposb — MapoJib 10Jb30BaTeNs MPOKCH (TpebyeTcsl TOJMBKO TpU paboTe uepes MPOKCH
C aBTOpHU3alHei);
/SELECT_RUTOKEN=1 — mnpeAnuCcbiBaeT yCTaHaBJAUBATh MOAY/IHU paboThl ¢ PyTokeHamy;
/D=nyTb — Tanka, B KOTOpyl0 OyleT BHIIOJHEHa YyCTaHOBKA (MO  yMOJIYAHHIO
C:\cryptopack3). IToT KJ0OYU [0KEH ObITh IMOCJeIHHM, TaK KaK Bce, 4YTO Ha-
MHMCAHO MOCJIe Hero, BKJUas NpodeJibl, TpaKTyeTcs Kak MMs ManKH.

5.2 YcraHoBka mis unix-nmonodHsix OC

Hns ycranoBku «Marllpo Kpunrollaker» 3.0 B ucnosHeHUM «YTUIHTA Oopenssls BBITOJHHTE
cJefyrolie I1eHUCTBUS:

1. Ilepeiinute B KaTtajor ¢ yCTAaHOBOUHBIMU (halaMHu (MakeTamH).

2. C nowmoubio cucreMHbix ytuaut (dpkg, apt, rpm, yum, dnf u T.1.) ycraHOBHUTe mNakeThl
openssl-r* noaxonslled apxUTeKTypbl. BosHHKalolMe 3aBUCUMOCTH CJelyeT pas3pellaTb
C MOMOIIbI0 CHCTEMHOTO HJIM MHOTO PEMO3UTOPHs, KOTOpoMy Bbl moBepsiere. YcTaHoBKa mpo-
M3BOAMTCA B KaTasor /opt/cryptopack3.
[Tocne ycTaHOBK MHEOOXOAMMO BBIMOJHHTBH TMPOLENYPY aKTHBALMH, 3alyCTUB OT MMEHHU aj-
MUHHUCTpaTopa CKpUnt /opt/cryptopack3/ssl/misc/getlicense.sh. B xone akru-
BalMK OyIeT 3ampolleH KJIOU MPOAYKTa, YKa3aHHBIH Ha KOPOOKe ¢ AUCTPUOYTHBHBIM IHCKOM
WJIA TIOJYYeHHBIH APYTHM CIIOCOOOM.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6 Hacrtpoiika

6.1 OO6uue 3ameyanus

[To ymosmyanuio yTuaMTa openssl 3a4WTbIBaeT HACTPOHKHM H3 KOH(HUTYpPaLHMOHHOTO (halia
/opt/cryptopack3/ssl/openssl.cnf (m1s OC Linux, Solaris, MacOS, FreeBSD) wuau
C:\cryptopack3\ssl\openssl.cnf (ang OC Windows). AnbTepHaTHBHBIN (halls KOHGHUTY-
pauuu MoxKeT ObITb 3a/laH NepeMeHHOH OKpyxeHUe OPENSSL_CONF, HeKOTOpble KOMaH[bl TaKxKe
NOMYyCKalT SIBHOe yKasaHue (aiina KoHQUrypauuyd yepe3 mapamMeTp KOMaHIHOH cTpoku —config
(B aTOM ciayyae mapameTp KOMAHAHOH CTPOKH MMeEET TPUOPUTET Hal MepeMeHHOH OKPYXKeHHS).

6.2 Koudurypauuonnsle paiasl OpenSSL
6.2.1 Onucanue

Kondurypauuonneiit gaitn OpenSSL pasnesnen Ha psan cekuuid. Kaxkpas cekuus HauMHaeTcs CO
CTpOKH [ section_name | u 3aKaHYMBaeTCs TaM, IJile HAUMHAETCS CJEAyOILasi CEKLUsl UM 3aKaHUHU-
BaeTcs (paila. VMg cekMM MOXKeT cOCTOSITb U3 OYKB, LIM(P U 3HAKOB MOAYEPKHUBAHMUS.

[lepBasi cexuusi kKoHdurypauronHoro akna ocobasi. O Hel TOBOPAT Kak 00 yMoJdaTesbHOH
cekuuu (default section). O6bIUHO OHA He WMEHOBaHAa U pacroJiaraeTcsl OT HadaJja ¢aiaa 10 nepBou
UMeHOBAaHHOU cekUMH. Korma WilyT Kakoe-TO MMS, ero CHayaJja MILYT B MMEHOBAHHBIX CEKLHSAX
(ecsin TakoBble €CTb), a 3aTeM B YMOJYaTeJbHOH CEKIIHH.

Kaxknass cekuusi B KOH(pUIypaLHOHHOM (paiijie COCTOMT M3 HEKOTOPOro KOJMYeCcTBa Map HMS-
3HaueHue B opmare

HMA=3HaUeHHue

«MMsi» MOXKeT conepxKaTh JtoOble JaTHHCKHE OYKBbI U LU(PbI, a TAKKE HEKOTOpPble 3HAKH MyHK-
Tyauuu: ., ; U _

«3HaueHUeM» CUYUTAEeTCsl YacTb CTPOKH, CJedylollas 3a CUMBOJOM = W MNPOAOJKAIoLlAsAcsd [0
KOHIla CTPOKH, HO He BKJouatwllas npobesbl B Hayale U B KOHIle. Bo3aMoXKHa 3anuch «3HaUeHUsI» Ha
HECKOJIbKMX CTPOKaX, M/l 3TOTO B KOHLE BCEX COAEPIKAIIUX «3HAuUeHHe» CTPOK, KpoMe IOoCJ/eqHeH,
HY>KHO TIOCTaBHUTD \.

B cTpoke «3HaueHHe» MPOU3BOASITCS MOACTAHOBKU IEPEMEHHBIX: €CJIM B CTPOKE BCTpeuyaeTcs
KOHCTPYKUHMA $var uiaud ${var}, oHa OyneT 3aMeHeHa Ha 3HaueHHe YKa3aHHOU MNepeMeHHOH B
TeKyllled cekunu. MoXXHO Tak»Ke MOACTABUTb 3HAYeHUE U3 NPYrodl CeKLUHH, HUCIIONb3ys CHUHTAKCHUC
$section::name uiu ${section::name}. Ucnosbsyss kouctpykuuio $ENV:name, moxHo
MOACTaBJIATh MEepPeMeHHbIE OKPYKEeHHUS.

MoxHO ynoTpeOUTh HEKOTOpPbIE CllelhasbHble CUMBOJBI KaK OObIUHbIE, €C/IU 3AKJIIUUTh COMEP-
KAyl UX CTPOKY B KaBBIUKH WJIM MOCTABUTH Tepel CUMBOJIOM 3HaK \. Kpome Toro, pacrnosHatorcs
CTaHIapTHBIE TOCJeN0BaTeJIbHOCTH 3HaKOB \1, \r, \b, \t.

Crpok#, HaUUHawLIKecss ¢ H#, CYUTAIOTCS KOMMEHTapUsIMHU.

6.2.2 KoHhuUrypauuoHHbI# MOAY/Ib YTUANUTHL openssl

dopmart (aiina KOHPUTYpaLKUK JOMYCKAaeT BO3MOXKHOCTb UCIOJIb30BAHHUSI OMHOTO U TOT0 XKe (haii-
Ja pa3UYHbIMH TIPUJIOKEHUSMH, MPH 3TOM HACTPOHKH, CrenudUUHble I/ KOHKPETHOTO MPHJIO-
XKEHHsl, YKa3bIBAIOTCSl B OTHEJNbHBIX HMEHOBAHHBIX CeKIUAX. VIMsI ceKUHH, comeprKalield HacTPOHKH
YTUANTH openssl, 3amaercs mapametpom openssl_conf B ymosndaTenbHON ceKunu. DTa CEKLUS MOXKET

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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colepaKaTb CCBIIKM Ha KOH(UTrypaunoHHble Monynu Ajsi ASNI1-06beKTOB U /Il KOHPUTYPUPOBAHUS
monynedt ENGINE.
[Tpumep KOH(HUTYPaLUOHHON CEKIUH YTHJUTHL openssl:

openssl_conf = openssl_def
[openss]l _def]

oid section = new_oids
engines = engine_section

[new_oids]
new oids here
[engine_ section]

engine stuff here

6.2.3 KoHudurypupoanue nopaepxxku anroputmos [OCT

[Tonnepxka anropurmo 'OCT peanusyercs moarpykaemeiM mMomyJeMm engine cryptocom. Kon-
(urypauroHHbd (ais, cosgaBaemblil npu yctaHoBke «Marllpo Kpunrollaker» 3.0, yxe comeput
ceKL MU, obecrneynBalolle NOAKIAOUeHHe aToro Moayasl. [lapamerpsl camoro engine cryptocom 3ana-
I0TCSl B CeKLMM cryptocom_section. Drta cekuus foJ/KHa COepKaTb 10 MeHbllel Mepe ABe CTPOKH,
B OJHOH YKa3blBaeTCsl MIEHTU(PUKATOP MOAYJS, BO BTOPOH — a/JrOPUTMbl, KOTOpble OH OyleT npeno-
CTaBJISIT!

[cryptocom section]
engine_id = cryptocom
default algorithms = ALL
Kpome 3Toro, ata cekuusi MoKeT BKJ/IOUAThb UeThbipe JOMOJHUTENbHbIX apamMeTpa:

RNG — Tun maruuka CJIy4YaUHBIX YHCEJI. I[onyCTHMbIe 3HaueHUs. PROGRAM (yMOqueHI/Ie), VJUGA,
ACCORD, SOBOL, KRAFTWAY.

RNG_PARAMS — JlonoJiHWTe/bHble MapaMeTpbl AaTuMKa CJAydyalHbIX uduces. s mporpaMMHOro
JaTYMKa 3TOT MapaMeTp YKasblBaeT Ha pACMOJOXKeHUs (paija HayaJbHOrO 3aIOJIHEHHS IPO-
rpammuoro JICUY, ecau ero mecTonoJsioxkeHHe He COBMALAET ¢ yMOJYATEbHBIM.

CRYPT_PARAMS — [lapamerpsl anroputma wugposanus [OCT 28147-89. 3naueHuem onuuu sBs-
asietcss OID uau cuMBosiMYecKoe MMS MapaMeTpPoB a/ropuTMa IK(POBAHHUS, KOTOPBIK OyaeT
MCII0/Ib30BAThCA sl 3alUM(POBAHUS NOKYMEHTOB, MOAAEpKHBaeMble HA0OPbI TapaMeTpoB:
id-tc26-gost-28147-param-Z (ymo/auaHue)
1id-Gost28147-89-CryptoPro-A-ParamSet
id-Gost28147-89-CryptoPro-B-ParamSet
1id-Gost28147-89-CryptoPro-C-ParamSet
1id-Gost28147-89-CryptoPro-D-ParamSet
id-Gost28147-89-CryptoPro-RIC-1-ParamSet
Ha pa6oty TLS 3ToT mapameTp He BJHfeT, TaK Kak MapaMeTpbl MIHU(PPOBAHUS KECTKO (PUKCHU-
pOBaHBI B crieqU(puKaunud Kpunrtonadopos TLS.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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CCENGINE_LICENSE — PacnosoxeHue aiia JUIEH3UHU (€CAH ero pacrosioKeHHe OTIHYaeTCs
OT YMOJIYaTeNbHOr0).

[lepeunc/ieHHble BbIllle NOMOJHUTE/bHbIE MAapaMeTPbl KOHPUTYypaLUK MOTYT ObITh TaKxKe 3aJaHbl
C TOMOILbIO MepeMeHHbIX OKPYKEHHUSI C TeMH Ke MMeHaMM M 3HaueHUSIMH. 3HaueHHus, 3aJaHHble
repeMeHHbIMU OKPY2KeHHs, UMelOT NIPUOPUTET Mepell 3HaUeHHUSMHU B KOH(UTypaLlMOHHOM (akie.

6.2.4 Kondpurypauuonusiii monynb njss ASN1-06bekToB

ITOT Mony/ib MMeeT MMs oid_section. 3HaueHHe 3TOH MepeMeHHOH yKas3blBaeT Ha CEKIHIO, CO-
nepxkalnyto napel umsi-3HaueHue agas OIDos: ums — miauHHOe M KopoTkoe umsi OID, 3Hauenue -
uncaenHas (opma OID. XoTsi HekoTOpble M3 KOMaHI YTHJHUTH openssl y»xe HMelOT COOCTBEHHYIO
¢yHkunoHa bHOCTh cekiun ASN1-06bekTOB, HO He Bce. [Ipu HCMoMb30BaHUK KOH(HTYPALIUOHHOTO
monyasi inss ASN1-060beKTOB Bce KOMaH/Ibl YTUIUTB Openssl TakxKe MOT'YT BUIETb HOBble OOBEKTBHI,
KaK U BCe COBMeCTHMble MpusoxeHnus. Hanpumep:

[new_oids]

some_new_oid = 1.2.
some_other oid = 1.

Tak:xe BO3MOXKHO yCTAHOBHUTb B KauecTBe 3HAUEHHs JJMHHOE MM, 32 KOTOPbIM HIET 3ansTas U
yncneHHas gopma OID. Hanpuwmep:

shortName = some object long name, 1.2.3.4

6.2.5 Koudurypaunonusiii monysb ans mopyneid ENGINE

DTOT KoHUrypauuoHHelii Monyb anas monynedi ENGINE (sumkuH) nmeer uMs engines. 3Ha-
yeHHe 3TOH MepeMeHHOH yKasblBaeT Ha CeKLHIO, COAepxKallylo AajbHEHIIYI0 KOH(HUI'YPALHOHHYIO
uHpopmanuio g monysned ENGINE.

CeklHs, Ha KOTOPYI yKasbiBaeT engines, siByisieTcs Tabsuleld nMeH Monynei (Ho cM. engine_id
HUKe) W NaJbHeHIINX CeKIHH, ComepKalluX KOHPUTYPAIHOHHYIO HH(DOPMALIMIO, CIIEUPHUUHYIO AJs
kaxnoro monynss ENGINE.

Kaxpnas takas ENGINE-cneunduunas cekuus ucrnosb3yercss AJs YCTAHOBKH aJTOPUTMOB I10
YMOJIYaHUIO, 3arpy3Kd NUHAMUYECKH 3arpyKaemblX MOMYJeH, BBIMOJHEHHS HWHULHAMU3ALUUNA |
OTIPaBKH YINpaBJAlOLIUX KoMaHA. Kakasi HMMeHHO orepauus BbINOJHSETCS, 3aBUCUT OT HMeEHH
command, KoTopoe SBJsieTCS UMeHeM B rape UMs-3HaueHHe. [lonnepKrBaemble B HacTosiIlee BpeMs
KOMaH/Ibl NTepevyrcaeHbl HUXKE.

Hanpumep:

[engine_ section]

# Configure ENGINE named "ryptocom"
cryptocom = crypocom_section

# Configure ENGINE named "bar"

bar = bar_ section

[cryptocom_section]
... cryptocom ENGINE specific commands
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[bar section]
"bar" ENGINE specific commands

Komanna engine_id ucnonbsyercs nas 3aganus umeHd moaynass ENGINE. Ecau sta komanna
MCIIOMIb3yeTCsl, OHA JOJKHA WATH nepBoil. Hanpuwmep:

[engine_section]

# This would normally handle an ENGINE named "libcryptocom"
cryptocom = cryptocom section

[cryptocom section]
# Override default name and use "mycryptocom" instead.
engine_ id = mycryptocom

Komanna dynamic_path sarpyxaer u nmo6aBasier mopynb ENGINE ¢ ykasannoro myTtu. OHa
SKBUBaJIeHTa OTNpaBKe ympasJstouleir kKomanabl SO_PATH c¢ aprymentom path, 3aTem KoMaHbl
LIST_ADD co 3HauenueM 2 u LOAD nunamudecku 3arpykaemomy monyiato ENGINE. Eciu tpeby-
eTCsl MHO€e MOBeJIeHHe, MOXKHO OTIPABUTh a/JbT€PHATHUBHBIE YIPABJSIONINE KOMAH/bl HETOCPEAICTBEH-
HO nuHamuuecku 3arpyxkaemomy moaynato ENGINE, ucnonbsyiomemy ynpapasiomie KOMaHIbL.

Komanpna init onpenensier, Hano v uHHLMaausupoBaTb Monyiab ENGINE. Eciu ee 3nauenue
0, to monynp ENGINE He 6ymer uHMuManu3upoBaH, ecad 1, To AesaeTcs MOMbITKA HeMeIJEHHO
uHuraausuposatb Mmonyiab ENGINE. Eciu komanga init orcyTcTByet, To OyeT chesaHa MOMbITKA
uHuuranusrpoatb Mony/ib ENGINE nocse toro, kak 6yayT oTnaHbl Bce KOMaHIbl B 3TOH CEKIIHH.

Komanna default_algorithms ycranaBnnBaer anroputmel o ymMosn4aHHi0, KOTOpble OyIeT MOAAep-
x)uBath Monynb ENGINE, ucnonbsyst ¢pynkunu ENGINE_set_default_string().

Ecau uMs He COOTBETCTBYET HU ONHOW M3 NMpPUBENEHHBIX Bblllle HA3BAHWH KOMaHM, MpejroJara-
eTcsl, 4YTO 3TO yIpaBJsiollas KomaHaa, kotopas ormpasJjsercsd monyaio ENGINE. 3Hauenue sToi
CTPOKH B KOH(PUTypaUHOHHOM (aijie — apryMeHT 3TOH yIpaBJsiollledl KoMaHAbl. Eciu 3HaueHue -
ctpoka EMPTY, To HUKakoro aprymeHTa KOMaHfe He NepenaeTcs.

Hanpumep:

[engine_ section]

# Configure ENGINE named "cryptocom"
cryptocom = cryptocom_section

[cryptocom section]
# Load engine from DSO

dynamic_path = /some/path/libcryptocomengine.so
# A foo specific ctrl.

some_ctrl = some_value

# Another ctrl that doesn’t take a value.
other_ctrl = EMPTY

# Supply all default algorithms

default_ _algorithms = ALL
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6.2.6 Ilpumeuanus

Ecan koHpUrypauroHHbIH (haiis nbiTaeTcs MOACTaBUTh HECYIIECTBYIOULYIO TepeMeHHY0, BbICTaB-
asiercst psar owMOKK U aila He OyneT 3arpyKeH. DTO MOXKET MPOU3OHTH, €CJU [esaeTcs MOMbIT-
Ka TOJACTaBUTb HECYIECTBYIOLLYI0 NepeMeHHYI0 OKpy:KeHHs. Hampumep, B npenpiayleldl BepcUH
OpenSSL ywmosuatenbHBIH TyIaBHBIA KoH(UrypauuoHHbH (aitn OpenSSL ucnonb3oBasn 3HaueHue
HOME, kotopoe He Moryio ObITh ompeneseHo B He-Unix-mompoGHBIX ONMepanMoHHBIX CHCTEMax, UToO
BbI3bIBAJIO OLIUOKY

ITO0 MOXKHO OOOHTH, BKJIOYHUB yMOJUaTeNbHYIO CEKLHIO, KOTOpas MpPeNoCTaBjseT yMoJadaTesb-
HOe 3HayeHHe: TOTAa eC/JU B OKPYKeHUM He yAacTCsd HAaHUTH COOTBETCTBYIOLLYIO CTPOKY, BMECTO Hee
OyneT UCMOJAb30BAHO YMOJIUaTe bHOE 3HaueHHe. UToObl 3TO HalexkHO paboTaJsio, yMoadaTebHOe 3Ha-
npuMep, KaK 3TO cjeayeT 1esaTb.

Ecau B ofHOH U TOH Ke CEKIMH CYylleCTBYeT HeCKOJIbKO 3HAaUeHHWH OIHOM W TOH Ke mepeMeHHOH,
TO BCe 3Ha4YeHMs, KpoMe MocJefHero, OyAyT NMPOUTHOPUPOBaHbl. B HEKOTOpPBIX 00CTOSITENbCTBAX,
Hanpumep, ¢ DN, ofHO U TO e moJsie MOXKET BCTPETUTHCS HECKOJBKO pa3. ATo 0OBIYHO OOXOAUTCS
UTHOPUPOBaHHUEM JI0ObIX CHMBOJIOB Nepen NnepBoil. Hanprumep:

1.0U="My first OU"
2.0U="My second OU"

YKaspiBaTh B KOH(DUTypalLlMOHHOM (paiiie KiioueBble (hal/bl BO3MOKHO TOJBKO B CJyyae, eCJu
COOTBETCTBYIOLIAsl KOMaHIA YTHJWTHEl openssl (M3 OMHCAHHBIX B NaHHOM PYKOBOICTBE 3TO TOJBKO
KOMaH/ia ca) MOoAJNEePKHUBaeT YKa3aHHe KJjdeld B KOHQUrypalHoHHoM ¢aiie. [Ipu 3TOM, ecau Koy
pacroJioxKeH He B (paiijie, a HA anmapaTHOM HOCHTeJie, TO yKa3daHHe Ha 3TOT pakT (-keyform engine)
LOJI?KHO MPUCYTCTBOBATb B KOMaHIHOH CTpOKe.

6.2.7 Ilpumepsl

3nech npuBeseH 06pasel] KOH(UTYPALUOHHOrO (akia ¢ UCIONb30BaHUEM HEKOTOPBIX BO3MOXKHO-
CTeH, ONMCAHHBIX BhBILIE.

# This is the default section.
HOME=/temp

RANDFILE= ${ENV::HOME}/.rnd
configdir=$ENV: :HOME/config

[ section_one ]

# We are now in section one.

# Quotes permit leading and trailing whitespace
any = " any variable name "

other = A string that can \
cover several lines \
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by including \\ characters
message = Hello World\n
[ section_two ]

greeting = $section_one: :message

Crenyiomui npuMep rnoxkasbiBaeT, Kak 6€3011aCHO MOJACTABJISATh NepeMeHHble OKPYKeHHS.

[Tpenmonoxkum, Bel XOTHTe, uTOOBI mepeMeHHasi tmpfile ykasbiBana Ha BpemeHHOe uMs (haii-
qa. Karanor, B KOTOpoM noMmeleH (ailj, MOXKHO OINpedesUTh C MOMOIILbIO MepeMeHHbIX OKPYKeHHUS
TEMP unu TMP, HO UM MoXeT He ObITh NPUCBOEHO BOOOILle HUKAKOTr0 3HaueHus. Ecau Bbl MpocTo
BKJIIOUMTE Ha3BaHHs MEPEMEHHBIX OKPYKEeHHs, a KaKasi-HUOYAb U3 3TUX MepeMeHHbIX He CYIeCTBY-
€T, 3TO BbI30BeT OLIMOKY MPH MONbITKE 3arpy3UTh KOH(UTypauHoHHBIH (aita. [Ipyu ncnosnb3oBaHUU
yMoJi4aTeJIbHOM CeKLIMU MOXKHO HaUTH o0e nepemeHHble, npuueM TEMP 6ynetr umets npuopurer, a
ecJIM HU OJIHA U3 HUX He olpeleJsieHa, OyneT ucmoJb3oBaHa /textbackslash tmp:

TMP=/tmp

# The above value is used if TMP isn’t in the environment
TEMP=S$ENV: : TMP

# The above value is used if TEMP isn’t in the environment
tmpfile=${ENV: :TEMP}/tmp.filename

6.2.8 dopmaT KoH(DHUTypaLUi pacIiMpeHUH cepTU(PHUKATOB

6.2.8.1 Onmnucanue

HexoTopble KoMaHIbl yTHUIUTB openssl Moryt no6aBisTb pacLIMpPeHHs K cepTH(HUKaTaM HJH
3ampocam Ha CepTH(HUKAThl Ha OCHOBE COAEPKaHUA KOH(PUIYPALLMOHHOrO (aia.
Kak npaBuso, npu/oKeHHe CONEPKUT OMNLIMIO, YKA3bIBAIOILYIO Ha CeKIHUIO paclinpeHui. Kaxnas
CTPOKa CEeKLHH pacliMpeHUd NpHUHHUMaeT (opmy:
extension name=[critical,] extension_ options

Ecnu npucytctByet onuus critical, pacunpenve 6yneT KpUTHUECKHUM.

®dopmart 3HaueHu# extension_options 3aBUcCHUT OT 3HaueHHUs extension_name.

EcTb ueThlpe ryiaBHBIX THUIIOB pacliHpPeHHUH: CTPOKOBble pacIipeHUsi, MHOrO3HaYHble PacllHUpeHHs,
OWHapHble U NPOU3BOJIbHbIE PACLUIHMPEHUS.

CTpoKOBBIE paclIMpeHHs BKJIOYAIT NPOCTO CTPOKY CHMBOJIOB, COAEPKALLYIO UM CaMO 3HaUeHHe
WJIH KaK ero IMOJIyUYUTb.

Hanpumep:

nsComment="This is a Comment"

MHoro3sHauHble pacUIMpeHHsT UMEIT KOPOTKYyH W AjuHHylo ¢opmy. KopoTkas dopma — 310
CIIUCOK MME€H W 3Ha4YeHHH:

basicConstraints=critical,CA:true,pathlen:1
JlnuHHasa ¢opma Mmo3BoJsieT MOMECTUTh 3HAUeHUS] B OTAEJNbHYI0 CEKLHIO:
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basicConstraints=critical, @bs_section
[bs_section]

CA=true
pathlen=1

O6e ¢GopMbl 5KBUBAJIEHTHBI.

CuHTakcuc OMHApHBIX pacIlWpeHHH omnpenessieTcsi KOAOM PaCUIMpPEHHUs: HANpUMep, OHO MOXKET
coflepKaTh JaHHble B HECKOJbKHUX ceKUHsAX. [IpaBUJ/IbHBIM CHHTAKCHC B KaXKAOM CJjyuyae orpeneJs-
eTcsl CaMHUM KOJIOM pacLUMpeHUs: [Js MpUMepa NMPOCMOTPUTE paclIUpeHHe, copeprKallee MOJUTUKY
cepTU(HUKarTa.

Ecan Kako#-To THI paclIUMpeHUsl He MOJAAepKHUBAETCs, CleAyeT M0Nb30BaThCS CHHTAKCUCOM MPO-

.............

6.2.8.2 CraHpapTHble paclIMpeHHs

Crenyomiye pasziessl B MOAPOOHOCTAX OMUCHIBAIOT KaKJI0e MOJJepKHUBaeMoe paclihpeHue.

6.2.8.2.1 Basic Constraints

DTO MHOTO3HAYHOE pacCIIMpeHHe, KOTOpPOe yYKa3blBaeT, SBJSETCS JIU CEPTHPHKAT cepTU(UKATOM
Y1I. [lepBoe (o6si3atesibHoe) uMss — CA, 3a HuM caenyetr TRUE nau FALSE. Ecau 3nauenune CA
paBHo TRUE, To M0oXHO BKJ/IOYHMTH onuHOHaNbHOe MMs pathlen, 3a KoTopeIM ciefyeT HeoTpHIlla-
TeJbHOE YUCJIO.

[Ipumepsr:

basicConstraints=CA:TRUE

basicConstraints=CA:FALSE

basicConstraints=critical,CA:TRUE, pathlen:0

Ceprudukar Y1I momxeH Bk/awodaTh 3HaueHue basicConstraints, roe 3nauenue mosss CA ycra-
HoBsieHo B TRUE. B KoHeYHOM M0JIb30BaTENbCKOM CEPTH(HUKATE CIEAYeT UM YyCTaHOBUTH moje CA
B 3HayeHne FALSE, uau momHOCThIO HCKJIOUHTBH 3TO paciiMpeHde. HekoTopele Mpu/okeHHs MO-
ryT Tpe6oBaTh BKJueHHe basicConstraints ¢ mosem CA, ycraHoBjeHHbM B 3HadeHune FALSE, B
M0/1b30BaTeNbCKUe CePTU(UKATDI.

[Tapametp pathlen ykasbiBaeT MakcHMa/IbHOE KOJHUECTBO cepTH(HKaTOB ¥ LI, KoTopoe MoxkeT mo-
SIBASATBCS TOJ 3TUM cepTHdUKaToM B Lenouke. [losTomy ecnn y Bac ceprudukar YL co 3HaueHnem
pathlen, paBHBIM HYJTI0, TO €r0 MOXKHO HCIOJb30BaTh TOJNBKO MAJisI TIOAMUCH KOHEUHBIX MOJb30BATEb-
CKHX CepTU(UKATOB, HO He Npyrux cepruduraron ¥ L1.

6.2.8.2.2 Key Usage

Key Usage — 3T0 MHOro3HauHOe paclllMpPeHHe, COCTOslee U3 CIHMCKAa HMeH J03BOJIEHHbBIX MpHU-
MeHeHHH KJro4da.

[lopnepxuBaemble MMeHa: digitalSignature, nonRepudiation, keyEncipherment,
dataEncipherment, keyAgreement, keyCertSign, cRLSign, encipherOnly and decipherOnly.
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[Ipumepsr:
keyUsage=digitalSignature, nonRepudiation

keyUsage=critical, keyCertSign

6.2.8.2.3 Extended Key Usage

DTO paclivpeHre COCTOUT W3 CIIUCKA NMPUMEHEHHH, YKa3blBAWOIIUX LeJHd, AJs KOTOPbIX MOXKHO
MCII0JIb30BATh OTKPBITBIH KJIOU, COEPKALIUHCS B cepTU(UKATE.

OnHM MOTYT ObITb JIUOO KOPOTKUMH HMeHaMH 0ObEeKTOB MJIM UHCJeHHO-ToueyHol dopmoit OIDos.
XoTs MOXKHO HCTosb30BaTh Jw060it OID, cMmbic/ UMEIOT TOJbKO HeKoTopble 3HadeHHs. OcobeHHO
BaxkHbI caenytoinue sHadenns PKIX, NS u MS:

3HaueHUe CMEICTI

serverAuth SSL/TLS Web Server Authentication.

clientAuth SSL/TLS Web Client Authentication.

codeSigning Code signing.

emailProtection E-mail Protection (S/MIME).

timeStamping Trusted Timestamping

OCSPSigning OCSP Signing

ipsecIKE ipsec Internet Key Exchange

msCodeInd Microsoft Individual Code Signing (authenticode)
msCodeCom Microsoft Commercial Code Signing (authenticode)
msCTLSign Microsoft Trust List Signing

msEFS Microsoft Encrypted File System

[Ipumepsr:

extendedKeyUsage=critical, codeSigning,1.2.3.4
extendedKeyUsage=nsSGC, msSGC

6.2.8.2.4 Subject Key Ildentifier

DTO Ha caMOM Jiejle CTPOKOBO€e paclIMpeHHe, KOTOpoe MOXeT MPUHUMATh JBa BO3MOXHBIX 3Ha-
yenus. Mau cmoBo «hash», koTopoe aBTOMaTHyecku cooTBeTcTByeT ykaszaHusiM U3 RFC3280, nau
IIeCTHaALaTepUyHasi CTPOKa, 3ajaiollasi 3HAaueHHWe pacCIIMpeHHsi, KOTOPOe CJeNyeT HCMOJb30BaTh.
Hcnonb3oBaHue MeCcTHAALLATEPUUHON CTPOKH HE PEKOMEHIYeTCs.

[Ipumep:

subjectKeyIdentifier=hash

6.2.8.2.5 Authority Key Identifier

Pacmupenne Authority Key Identifier umeer nBa xommnonenra: keyid u issuer; o6a Moryt npu-
HUMAaTb OIIHOHAJbHOE 3HaueHHe «always»

Ecsu npucyretByer KommnoHeHT keyid, nesmaetcst moneitka ckonuposatb Subject Key Identifier us
POAMTEJBCKOTO cepTHduKaTa. EciM mpucyTCcTByeT KOMIOHEHT always, TO MpH HeylauHOM 3aBeplile-
HUHU BBITIOJIHEHHUS] 3TOH MOMBITKK BO3BpalllaeTCsi OLIMOKa.
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KommnoneHT issuer konupyert issuer u serial number u3 ceprucukara issuer. 9To BBHIIOJIHSAETCS
TOJILKO B TOM CJydyae, ecld KOMMOHeHT keyid BBIMOJHUTBL He ynasoch, WM KoMmroHeHT keyid He
BKJIIOUEH, HO (psiar always Bcerna 6yneT BK/IIOYATh 3TO 3HAUEHHE.

[Tpumep:

authorityKeyIdentifier=keyid, issuer

6.2.8.2.6 Subject Alternative Name

Pacmnpenne subject alternative name mnosBosisieT BK/0OYaTbh pasinyHble OyKBeHHble 3Hade-
HUS B KOH(UTypauuoHHBIH (aii. OHM Bk/atodyaioT email (agpec snekTponHod moutsl), URI (enu-
Hbli uHIUKaTop pecypcoB), DNS (DNS-umsa nomena), RID (3apeructpupoBannsiii ID: OBJECT
IDENTIFIER), IP (IP-anpec), dirName (distinguished name) u otherName.

KomnoneHnT email Bk/ouaer cneuuaspHOe 3HaYeHHE COPY. DTO AaBTOMATHUECKH BKJ/IOYAeT BCe
3JIEKTPOHHbIE aapeca, Colep:Kalllyecs B MoJje cepTuduKara subject name, B paciuupeHue.

[P-anpec, ucnosnbaytomuiics B komnoHeHte [P, moxet 6bITh UM B popmate [Pv4, unu B hopmate
[Pv6.

3Hauenue dirName MoJ/’KHO yKasbiBaThb Ha CeKIIHIO, comepzkallyl Heobxomumoe distinguished
name B BUJe Habopa nap uMs-sHadeHue. [IpubaBuB crnepeny K HMeHH 3HaK +, MOXKHO C(pOPMHUPOBATH
mHorosnaunbie AVA (Attribute Value Assertion).

3Hauenue otherName MokeT BKJIIOUaTh NMPOM3BOJIbHBIE AaHHBIE, cBsisaHHble ¢ OID: 3HaueHuem
nomxeH 6biTh OID, 3a KOTOpBIM CjleqyeT TOUKa ¢ 3alsiTOH U colep:KaHUe B CTaHAAPTHOM (opmarte,
BocnpuHuMaeMoMm pyHkuued ASN1_generate_nconf.

[Iprumepsr:
subjectAltName=email:copy, email :my@other.address,URI:http://my.url.here/
subjectAltName=IP:192.168.7.1
subjectAltName=IP:13::17
subjectAltName=email :my@other.address,RID:1.2.3.4
subjectAltName=otherName:1.2.3.4;UTF8:some other identifier

subjectAltName=dirName:dir sect

[dir sect]

C=UK

O=My Organization
OU=My Unit

CN=My Name

6.2.8.2.7 Issuer Alternative Name

KomnoHneHT issuer alternative name momnep»kuBaeT Bce OyKBeHHble omiuu subject alternative
name. OH He mNOAIEepXKHBaeT OMUMIO email:copy, MOTOMy 4YTO 3TO He HMeJjo Obl cMbicia. Ho
OH TIONIEeP>KUBAET JIOTMOJHHUTENbHYI0 OIIHIO iSSuer:copy, KoTopas KOMHMpyeT Bce 3HaueHus subject
alternative name u3 ceptudukara issuer (ecJu BO3MOXKHO).

[Ipumep:

issuserAltName = issuer:copy
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6.2.8.2.8 Authority Info Access

Pacmupenue authority information access mnpemocraBssieT mompoGHOe oOmNHMCaHHe TOro, Kak
MOJYyYUTb OIpele/ieHHYyl0 HH(popMaluio, cBsidaHHylo ¢ ceptudukarom YII. Ero cuntakcuc -
accessOID;location, raoe location uMeeT TOT e CHHTaKCHC, UuTO U subject alternative name (To/sbKO
email:copy He nopnepxuBaetcsi). accessOID moxeT 6bITh M06BIM fAeficTBUTebHBIM OID, HO ToJBKO
HeKOTOpble 3HaueHHsi UMetoT cMbics, Hanpumep, OCSP u calssuers.

[Ipumep:

authorityInfoAccess = OCSP;URI:http://ocsp.my.host/
authorityInfoAccess = calssuers;URI:http://my.ca/ca.html

6.2.8.2.9 CRL distribution points

OTO MHOTO3HAauHOE paclIMpPeHHe, KOMIOHEHThl KOTOPOTO MOXKHO YKas3aTb HJM B BHIE Tap
MMsi:3HauUeHHe, UCTONb3ys Ty ke ¢opMmy, uTto W y subject alternative name, uau B Bume omHO-
r0 3HaueHUs, NpeaCTaBJsoLIero coboil UMs CeKLUH, coiepKallell Bce MoJs TOYKH paclpeesieHus
CRL.

Ecnu ouepennoii komnoHeHT DistributionPoint nmeet dopmar napsl uMs:3HaueHHe, TO CO3AaeTCS
3HadyeHue ¢ nosem [ullName, ycrtaHoBieHHBIM B HaHHOe 3HaYeHHE, W OTCYTCTBYIOLIMMH MOJSIMH
cRLissuer u reasons.

B cnyuae, eciu KOMIOHEHT UMeeT (DOPMY MMEHH CEKLHH, TO yKa3aHHasl CEKLHS CONEepKUT 3Ha-
YeHHUs A/ KaxkJIoro noJss. B aToll cexuuu:

Ecau 3nauenue mnogs «uMsi» — fullname, To mosie «3HaueHHe» MOJKHO COMEPKATb TMOJHOE UMS
TOYKM pacrnpefiesieHHst B TOM ke ¢dopmate, uyto U subject alternative name.

Ecnu 3HaueHue mosis «uMsi» — relativename, To moJsie «3HaueHWe» MOJKHO CONEPIKATb UMS CeK-
IIMH, COolepkKaHHe KOTOPOH mpencTaBJsieT cob6oi gparment Distinguished Name, kotopblii cienyet
TIOMECTUTb B 3TO MOJIeE.

Ecnu npucyrterByer nmst CRLIssuer, oHO mo/?KHO conmep»KaTh 3HaueHHe /ST 3TOrO MoJsi B (op-
mate subject alternative name.

Ecsnu 3HadeHue mosist «MMsi» — reasons, TO MoJe «3HayeHHEe» NOJKHO COCTOSITb M3 pasjesieH-
HBIX 3aMATbBIMK ToJieH, comepKamux npuuunbl. [lomnepxkuBatorcs npuuubbl: «keyCompromises,
«CACompromise», «affiliationChanged», «superseded», «cessationOfOperation», «certificateHold»,
«privilegeWithdrawn» and «AACompromise».

[IpocTeie npumeps:

crlDistributionPoints=URI:http://myhost.com/myca.crl
crlDistributionPoints=URI:http://my.com/my.crl,URI:http://oth.com/my.crl

[TosHBIA MpHUMep TOYKH pacrpeneseHus:
crlDistributionPoints=crldpl_section

[crldpl_section]
fullname=URI:http://myhost.com/myca.crl
CRLissuer=dirName:issuer sect

reasons=keyCompromise, CACompromise

[issuer sect]
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C=UK
O=0Organisation
CN=Some Name

6.2.8.2.10 Issuing Distribution Points

DTO paclidpeHHe IOJ/KHO MOSIB/IATHCS TOMAbKO B CIUCKax or3biBa ceptugukaros (CRL). Ito
MHOTI'03HayHOe paclliMpeHHe, CHHTAaKCHUC KOTOPOro MOXO0XK Ha CHMHTAKCHUC «CeKIMHM», HAa KOTOPYIO yKa-
3biBaeT pacuiupenne CRL distribution points, Ho ¢ HeKOTOPBIMU OTJIHUUSIMH.

Hwmena reasons nu CRLissuer He pacnosnarores.

JonyctrMo uMs onlysomereasons, KOTOpoe yCTaHaBJMBAaeT 3HaueHHe MOJs reasons. 3HaueHHe
yKa3bIBaeTcsl B TOM ke popmaTte, 4To U moJie reasons pacmupenns CRL distribution point.

Takxe momyckatrotcss uMmeHa «onlyuser», «onlyCA», «onlyAA» and «indirectCRL». 3Hauenwus
nomxubl 0bITh OysaeBbiMH (TRUE unu FALSE), yTo6bl yKasaTh 3HaueHHe COOTBETCTBYIOLIETO MOJIS.

[Ipumep:

issuingDistributionPoint=critical, Q@idp_section

[idp section]

fullname=URI:http://myhost.com/myca.crl
indirectCRL=TRUE
onlysomereasons=keyCompromise, CACompromise

[issuer_ sect]
C=UK
O=0Organisation
CN=Some Name

6.2.8.2.11 Certificate Policies

IT0 GHHapHOe pacliMpeHue. Bce moss aToro pacuvpeHuss MOryT ObITh YCTaHOBJIEHBI C [IOMOLILbIO
COOTBETCTBYIOLLEr0 CHHTAKCHCA.

Ecqu Bol caenyere pekomenpauusiMm PKIX u npocto ucnonbsyere ogrn OID, Bam cienyer npocto
BKJIIOUMTb 3HaueHHe sTtoro OID. Bosee ogHoro OID MOXHO ycTaHOBUTb, pa3fie/MB UX 3aMsATHIMH,
HanpuMep:

certificatePolicies= 1.2.4.5, 1.1.3.4

Ecau Bbl XOTHTe BK/IOYUTb KBanugpukatopsl, To OID monmuTUKH M KBaaU(PUKATOPBI HOJKHBI

ObITh yKa3aHbl B OTIEJbHOE CEKIMH: ITO JeJaeTcs ¢ UCMONb30BaHUEM CHHTaKcHca @section BMecTo

6ykBeHHoro 3HauyeHus OID.
Cexuus, Ha KOTOPYIO YKa3blBaloT, Jo/KHa BKAo4aTh OID MosUTHKK ¢ UCNONBb30BaHHEM HUMEHH

policyldentifier, xBanudrkatopel cPSuri MoryT 6BITE BK/IOUEHB! C MOMOLIBI0 CHHTAKCHCA:
CPS.nnn=value
userNotice.nnn=@notice

3naueHue KBasnucpukaropa userNotice ykasbiBaeTcss B COOTBETCTBYIOLIEH CEKLUHH. IJTa CeK-
IUsT MOXKeT BKJo4YaThb KommnoHeHTHl explicitText, organization u noticeNumbers. explicitText u
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organization — tekctoBble cTpokH, noticeNumbers — cnucok uuces, pasfeseHHbIX 3anaTbiMU. Ec-
JIM BKJIIOUEHBl KOMITOHEHTHI organization u noticeNumbers, oH1 10/2KHBI TPUCYTCTBOBaTh 00a. Eciu
BBl HcIoJb3yeTe KommnoHeHT userNotice ¢ Internet Explorer 5, Bam moHamo6utcsi onuus iadorg Ha
BEpPXHEM ypOBHe, UTOObl MOAU(HULHUPOBATh KOOAUPOBKY; B IPOTUBHOM CJly4yae OHA He OyzeT NPaBUIbHO
UHTEPIPETHPOBAHA.
[Ipumep:
certificatePolicies=ia5org,1.2.3.4,1.5.6.7.8,@polsect

[polsect]

policyIdentifier = 1.3.5.8
CPS.1="http://my.host.name/"
CPS.2="http://my.your.name/"
userNotice.l=Q@notice

[notice]

explicitText="Explicit Text Here"
organization="Organisation Name"
noticeNumbers=1,2, 3,4
Onuwus iadorg usmeHsiet tum noJisi organization. B RFC2459 3to nosie MoxkeT GBITh TOJNBKO THMA
DisplayText. B RFC3280 rtakxe monyctum Ttun [A5Strring. Hekoropble npuJsoxeHus (Hampumep,
HekoTopble Bepcuu Internet Explorer) moryT motpe6oBath iaborg.

6.2.8.2.12 Policy Constraints

DTO MHOTrO3HAa4YHOe  paclivpeHue, cocrosimee u3 uMeH requireExplicitPolicy  wnim
inhibitPolicyMapping u HeoTpuuaTesbHOro Lea0ro 4ucsaa. Jlo/KeH NPUCYTCTBOBATh MO KpakH-
Hel Mepe OJHMH KOMIIOHEHT.

[Ipumep:

policyConstraints = requireExplicitPolicy:3

6.2.8.2.13 Inhibit Any Policy

ITO CTPOKOBOE BbIpaxkeHHe, 3HaUeHHEM KOTOPOrO AOJKHO ObIThb HEOTPULIATEJbHOE 11eJ10€ YUCJIO.
[Ipumep:
inhibitAnyPolicy = 2

6.2.8.2.14 Name Constraints

Pacmupenrne name constraints — MHorosHauHoe pacuiupeHue. FimMsi 0O/KHO HauyMHATBCS €O
caoB permitted unm excluded, 3a KoTopeIMHU ciienyeT TouKa ¢ 3ansaTod. OcrajsbHas 4acTb UMEHH U
3HayeHHe CJelyeT CUHTaKcucy paciinpenus subjectAltName, 3a uck/aroueHuem Toro, uto email:copy
He noanepxkuBaetcs, U ¢opma [P nosmxHa cocroste U3 IP-agpecoB u macku mopceTH, pasneséHHbIX
CHMBOJIOM /.

[Ipumepsr:
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nameConstraints=permitted;IP:192.168.0.0/255.255.0.0
nameConstraints=permitted;email:.somedomain.com

nameConstraints=excluded;email:.com

6.2.8.2.15 OCSP No Check

Pacmupenne OCSP No Check — 310 cTpokoBoe paciiupeHre, HO ero 3HaUeHHe yCTaHaBJIHWBAETCS
B ignored.
[Tpumep:
noCheck = ignored

6.2.8.2.16 Onuus TLS (maxace uzsecmrnas kax Must Staple)

DTO MHOIO3HAuUHOE paclIHpeHHe, COCTosllee M3 CHUCKA MIeHTH(HUKATOpoB paciuupeHuit TLS.
Kaxnblil U3 uieHTH(HUKATOPOB MOKET ObITh YhcaoM (0T 0 no 65535) nau nopaepKMBaeMbIM HMEHEM.
Korna kauent TLS nocelnaeT pacuivpeHue U3 CIUCKa, TO OXKUAAETCs, 4TO cepBep TLS BK/IOUHT 3TO
pacuiupenve B oTBeT. [lopnep:kuBaemble uMeHa: status_request u status_request_v2.

[Ipumep:

tlsfeature = status_request

6.2.8.3 HepekomeHnyemMble pacuInpeHUs

OnucaHHblE HUXKE pacliupeHud He ABJIAITCA CTaHAAPTHBIMUH, OHU CI'IEU,I/Iq)I/I‘—IHbI JJ1d Netscape H
B OCHOBHOM YCTapeJiu. Hx ucronb3oBaHue B HOBBIX MIPUJOKEHHAX HE PEKOMEHAYETCHA

6.2.8.3.1 Pacwupenusa Netscape String

Netscape Comment (nsComment) - CTPOKOBOE pacClLUHpeHHe, colaepKallee KOMMEHTApUH, KOTO-
pbIil BBIBOAUTCSI B HEKOTOPBIX Opaysepax Mpu MPOCMOTPe cepTUdHUKaTA.
[Ipumep:
nsComment = "Some Random Comment"

Jpyrue mnopnepKruBaeMmble paciidpeHuss w3 3toi Kateropuu: nsBaseUrl, nsRevocationUrl,
nsCaRevocationUrl, nsRenewalUrl, nsCaPolicyUrl u nsSslServerName.

6.2.8.3.2 Netscape Certificate Type

DTO MHOTO3HaYHOE paclIMpeHHe, COCTOsIIIee M3 CIUCKA (/1aroB, KOTOPHIH HY>KHO BKJIOYHUTH B
ceptuukar. OHO HCIOJMB30BAJIOCh AJISl YKa3aHHUs LieJied, /s KOTOPBIX MOXKHO HCIIOJIb30BaTh Cep-
tTudukar. Cellyac BMeCTO HEro McnoJb3ytoTes paciuupenus: basicConstraints, keyUsage u extended
key usage.

Jonyctumele 3Hauenus s pacmnpenus nsCertType: client, server, email, objsign, reserved,
sslCA, emailCA, objCA.
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6.2.8.4 IlpousBosibHbIE pacIIUpeHHsI

Ecnu pacmmpenue He mopnepkuBaetcs B kope OpenSSL, ero cienyer 3akonupoBaTh, HCMOJb3YS
(hopmaT NPOU3BOJNBHBIX pacilipeHUH. MoXHO TakKe HCM0Jb30BaTh (hOpMaT NMPOHU3BOJBHBIX PaCIIU-
peHUil U [Js moajep:KuBaeMbix paciunpeHuil. Caenyet obpamiatbh ocoboe BHHUMaHHe Ha TO, YTOOHI
LaHHble OblIM O0T(HOPMATHPOBAHBI KOPPEKTHO B COOTBETCTBHHU C THUIIOM JAHHOTO PaCLIMpeHHs.

CyuiecTByeT 1Ba croco6a KOAMPOBAHHUS MPOU3BOJIBHBEIX PACLIMPEHUH.

[TepBoi#t croco6 - ucnosnb3oBath cioBo ASNI, 3a KOTOPBIM CJIeNyeT COlepKaHHe pacllhpeHHUs B
¢dopmare, BocnpuHuMaeMoM (yHkiued ASN1_generate_nconf. Hanpumep:

1.2.3.4=critical,ASN1:UTF8String:Some random data
1.2.3.4=ASN1:SEQUENCE:seq sect
[seq_sect]

fieldl = UTF8:fieldl
field2 = UTF8:field2
BosmoxkHO Tak:ke ucrnosb3oBaTh cioBo DER n/s BKitoyeHusi GHHAPHBIX KOIHMPOBAHHBIX NAHHBIX
B Jil0OO€e paclIupeHue.
1.2.3.4=critical,DER:01:02:03:04
1.2.3.4=DER:01020304
3Hauenue, caenytouiee 3a DER — mectnanuartepuunsiét namn DER-konupoBku paciivpeHus.
JI1o60e paciivpeHre MOXHO 3anucaTb B 3TOH (popMe, UTOOBI MepeornpefesuThb MOBeAeHUe M0 YMOJ-
uyaHuio. Hanpumep:
basicConstraints=critical,DER:00:01:02:03

6.2.8.5 [IlpenynpexxneHue

Het rapanTtuu, uto KOHKpeTHasi peanusauus OyneT o6padaTbiBaTh Kaxkaoe KOHKPETHOE pacIlIu-
peHue. TakuMm o6pa3om, HHOTIA CYLIECTBYeT BO3MOXKHOCTb HMCIOJb30BaTh CEPTU(HUKATBHl B LeNAX,
3amnpelleHHbIX B MX pacLIMpPeHHsiX, MOTOMY UTO KOHKpeTHOe IpPUJIOKEHHE He paclo3HaeT UJU He
YUHUTBHIBaeT 3HaUeHUS] COOTBETCTBYIOLUIUX PACUIMPEHHUH.

Heo6xonumo ¢ ocTopoxxHOCTbI0 Hcnob3oBath oniudd DER n ASNI1. Ecau HeocTopoxHO HCTOb-
30BaTh 3TH ONLHUH, MOXKHO CO3[aTh COBEPLIEHHO HEKOPPEKTHbIE paCLIMpEHHUS.

6.2.8.6 Ilpumeuanus

Ecnn pacuivpeHre MHOTO3HAuHO, W TOJe «3Ha4eHHE» NOJKHO CONEpPXKaTh 3amsiATYIo, CJAedyeT
MCII0JIb30BaTh JJIMHHYIO (DOpMY, MHade 3amsiTasi MOXKeT ObiTb HelNpaBUJbHO MHTEPIIPETHPOBAHA KakK
paszmenuresb nojeld. Hanpumep:

subjectAltName=URI:ldap://somehost.com/CN=foo, OU=bar
BbI30BET OLINOKY, HO 9KBUBaJIeHTHas (popma:
subjectAltName=@subject_alt_section

[subject_alt section]
subjectAltName=URI:ldap://somehost.com/CN=foo, OU=bar
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BIIOJIHE KOPPEKTHA.
13-3a noBenenus 6ubauoreku OpenSSL conf ogHO ¥ TO XKe UMSI MOJIST MOXKET BCTPEUYaThCs TOJIbKO

ONIMH pa3 B CEKLHUU. DTO O3HAUAET, UTO:

subjectAltName=@alt_section
[alt_section]

email=steve@here
email=steve@there

pacriosHaeT TOJIbKO IMoCJeNHEeEe 3Ha4YeHHUeE. DT0 MOXKHO O6OI>1TH, HCII0JIb3YA q)OpMyZ

[alt_section]

email.l=steve@here
email .2=steve@there
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7 Hcnoap3oBaHue

7.1 @®opmar BbI30BA YTUJIUTHI

openssl KomaHga [oMUKK KOMaHAbI| [apryMeHTB KOMaHAbl| — OOLIMH (hOpMAT BbI30BA YTHJMUTEL

openssl [ list-standard-commands | list-message-digest-commands | list-cipher-commands |
list-cipher-algorithms | list-message-digest-algorithms | list-public-key-algorithms] — dopmat
BBI30Ba IMCEBIOKOMaH]

openssl no-XXX [Heo6s13aTesibHbIE ONUHUK| — MPOBEpPKa CYIIECTBOBAHUSI KOMAaH/bI

7.2 HcnonbsoBanue anroputmoB 'OCT

B OosblIMHCTBE ciy4yaeB SIBHOE yKa3aHHe alrOpUTMa He HYKHO, UCIOJb3yeMbId aJrOpPUTM aB-
TOMaTHYeCKH OIpelesiieTCss Ha OCHOBE HCIOJb3YeMOro KJoya.
Heo0xonumo siBHEIM 00pa3oM yKasblBaTh aJOPUTMbI NIPU UCIIOJNb30BAHUM KOMAaHI!

HeoOX0onUMO yKa3biBaTh mapametp -md_gostl2_256, -md_gost12_512 uau -md_gost94 (nocnenuuii
BapHaHT CJedyeT HCIOJb30BaTh TOJNBKO JJsi oOecriedeHHs COBMECTHMOCTH C TPeNbIAYIIHMH Bep-
CUSIMH); IJs1 BeluucjeHuss uMUToBCcTaBkH nmo [OCT 28147-89 Heo6XomMMo yKasbiBaTh MapameTp
-mac gost-mac uau -mac gost-mac-12 (pasnn4arTcsi UCMONb3yeMbIM HAOOPOM MapaMeTpPOB).

AMMO SIBHBIM 00pa3oM yKasbiBaTb aaroputm gost2012_256, gost2012_512 uau gost2001 ¢ HyXHBIM
Ha6opoM napametpoB (anroput™ gost2001 caenyeT Mcmo/b30BaTh TOJBKO 1/ 00ecreyeHHs] COBMe-
CTHMOCTH C NpPeIblIYLIIHMH BEPCUAMH).

CJenyeT yKasblBaTh aJirOPUTM CHMMETPUYHOro mudpoBanus -gost89.
CanenyeT umeThb B BULY, 4To nocJge 31 nekabps 2019 roga anroputm 'OCT P 34.10-2001 nosxeH
MCII0JIb30BAThCS TOJBKO JJIS IPOBEPKH paHee BbIpaOOTAHHBIX MOATHCEH.

7.3 Kuoun Ha annapaTHBIX HOCUTEJSIX

[Tonb3oBaTeb yTHUAUTB openssl MOXeT BOCHOJb30BATbCS KJ/IOYaMM, HAaXOAAIIMMHCS Ha ammna-
pPaTHBIX HOCHUTEJSIX, €C/M UCIoNb3yeMasi KOMaHaa hUMeeT onuuio keyform uiau aHasoruuHyio.

Jlns ncnosib30BaHUS KJOUeH Ha annapaTHbIX HOCHUTEJX HeOOXOAUMO YCTAHOBUTD JOMOJHHUTEb-
HBIH MOAYJ/Ib MOAJNEPXKKHU 3TOr0 HOCUTeJsl. B HacToslllee BpeMsi JOCTYMHBl MOAYJIU MOANEPXKKU AJS
CJIEIYIOLUIMUX TUIIOB YCTPOWCTB:

RUTOKEN — ycTpoiicTBo «PyToKkeH» ¢ XpaHeHHeM KJodeld B (Dal/JOBOH CUCTEME TOKEHa;

RTPKCS11 — ycTpoicTBO «PyTOKeH» ¢ XpaHeHHWeM KJiloua B HeHu3BJieKaeMOH mamsiTh (MOMYJb
obecrneuynBaeT TONbKO BO3MOXKHOCTb MCIOJb30BAHUS KJIOUA B HEU3BJEeKaeMOU NMaMATH, CPeACTB
nJs co3nanus Takux Kiaoueil «Marllpo Kpunrollaker 3.0» He mpenocrasiisieT);

VJUGA — ycTpoiicBo «Bbloras.

B GynyumemM MoryT ObITb n00aBJieHbl MOLYJIH MOALEPXKKHU U IPYTUX YCTPOHUCTB.

Jlns vcrnonb3oBaHusl KJOUa Ha annapaTHOM HOCHTeJse He0OXOAMMO AOMNOJHUTE]bHO YKa3aTh Ma-
pameTpsl ~keyform ENGINE u —engine cryptocom, a B napameTrpe —key BMeCTO UMeHH (ak-
Jla YKa3blBaeTCsl CTPOKAa-UAEHTU(PUKATOP, UMeIoLlas CAeAYIOLUH (popMmar:
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RUTOKEN : uMsi—xoumetHepal . P | — ucnoab3yercs npyu XpaHeHUH KJoyell B (paiJoBOH cHCTeMe
ycTpoicTBa «PyTokeH», 3nech umsa-koumetinepa siBJsieTCS UACJIOM B NECATUUYHOH UJU LIECTHA-
ALUATepPUYHON 3alHUCH U UAEHTH(ULHPYeT (pala B (palJ0BOU CHCTeMe «pyTOKeHa», paclIMpeHHe
.P ucnonb3yercs TOMBKO MPU CO3[AaHUM KJIOUEBOrO KOHTelHHepa W MpeANUChIBAeT 3aLIUTY KOH-
teinepa PIN-konom.

RTPKCS11l — ucno/b3yeTcsl NP XPaHEHHH KJ0Ua B HeU3BJEeKaeMOH NMaMsaTH ycTpoucTsa «PyTo-
KeH» (Tosibko anst yctpoucTB «Pyrtoken DUIT» u «Pyrtoken PKI»). Ucnonb3oBanue kirwoua B
HEH3BJEKAEMOU MaMATH YCTPOUCTBA BO3MOXKHO JIMLIb B C/Aydae, €CJHU HAa YCTPOHUCTBO 3alHUCaH
TOJIBKO OJIMH TaKOM KJ104, I03TOMY yKa3aHHe HAeHTU(UKATopa Kaoda He Tpebyercs. B HacTos-
llee BpeMsl MCMOJNb30BaHKE KJIOUa B HEM3BJeKaeMOU MaMsaTH ycTpoiicTBa «PyTokeH» BO3MOXKHO
JIMLIb B HEKOTOPbIX KOMaHAAaX YTHUJIUTH openssl.

VJUGA. {X|S} — ucnoJsb3yeTcsl IpU XpaHeHUH KJ04el B ycTpolcTBe «Brlora», paciunpenus .X u
.S WOeHTU(UIUPYIOT KU Ha ycTpoicTBe: X — KJIOU OOMeHa KJIoUaMu, S — KJII0U TOAMHUCH.

7.4 Tlaposn Kak apryMeHTHI

HexkoTopble KOMaHIbl TPUHUMAIOT TAPOJIH B KAa4eCTBE apryMeHTOB, KaK MPaBHJO, UCTIONb3Ys IJs
BXOJIHOTO M BBIXOAHOTO MapoJiell COOTBETCTBEHHO OMIMHU -passin U -passout. DT ONIUH MO3BOJSAIOT
MoJIyyaTh MapoJsid U3 pa3/jWyHbIX UCTOYHHUKOB. Kaxkias U3 3THX ONUMH NMPUHUMAaeT OOWH apryMeHT,
(opmaT KOTOpPOro TokaszaH HUxkKe. Ec/iM aprymMeHT He yKasaH, a MapoJib 3arpalinBaercs, M0Jab30Ba-
TeJI0 MpeaJaraeTcsi BBECTH MapoJib: Kak MPaBUJIO, TAKOH MapoJib BBOAUTCS C TEKYIILEero TepMHHa/a
6e3 BbIBOJA Ha 3KpaH.

®opmar apry- | Onucanue
MeHTa
pass:napoJib [laposib ykaseiBaetcs siBHbIM 0Opa3oM. [TockosbKy Takoil maposb BUAAT YTH-
JAuThl (Hampumep, ytuaurta ps nox Unix-momo6usie OC), 3ToT croco6 BBOxa
napoJisi cjefyeT UCHOJb30BaTh TOJIbKO B TOM Cjyudae, ec/M 0e30MacHOCTb He
BakKHa.

env:var CuuTaTbh nmapoJb U3 nepeMeHHOH cpenbl var. [lockosbKy cpena Apyrux mpo-
11eCCOB Ha HEKOTOPBIX MJaTdopMax BHAHA (HampuMep, pS MOL HEKOTOPBIMH
Unix-nogo6ueimu OC), 3T0oT crnoco6 BBOAa MapoJisi CJAedyeT HUCIONb30BaTh C
OCTOPOXKHOCTBIO.

file:pathname [TlepBas ctpoka ¢ailma ¢ umeHem pathname sBasieTcss maposem. Ecau ogHo
U TO Ke UMS (paiyia yKasblBaeTCs B KaueCTBe apryMeHTa ONUMH -passin # -
passout, To AJ1g BXOAHOTr0 napoJisi 6yaeT UCIo/b30BaHa NepBasi CTpoka ¢aiia,
a /g BbIXOHHOro — BTopasi. Heo6si3aTesbHO yKa3biBaTb MMEHHO Ha haii:
MOXKHO, HalpruMep, YKa3blBaTh Ha YCTPOUCTBO HMJIM MMEHOBAHHBIH KaHaJl.
fd:number [Tpountars maposib U3 OTKPBITOro (halja TeKyllero npouecca, 3aJaHHOro
YHUCJIOBBIM [eCKPUITOpPOM number. DTO MOXXHO HCIOJIb30BaTh, HaINpHMep,
4yTOOBI TepefaTh NaHHble [0 HEMMEHOBAHHOMY KaHaJy.

stdin [IpouuTath maposib CO CTaHAAPTHOTO BBOAA.

Ecau maposib comepKUT pycckue OYyKBBI, OH JoJiKeH OblThb mepenaH B kKonupoBke UTF-8. Kak
CJIe[ICTBHe, KOPPEKTHOE YKa3aHHe TaKOro MapoJisi B KOMaHIHOW CTPOKe UJIM BBOJ €ro ¢ KJaBHaTYphl
BO3MOXKHBI TOJIKO €CJId MporpaMma samnyiieHa B jokanad UTF-8.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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7.5 OnucaHue KOMaHL

Yrunura openssl mpenocraB/sieT WIMPOKHH BBIOOP KOMaHA (CM. Bbillle yrnoTpebJeHHe TOHSATHS
«KOMaHfia» B (hopMaTe BbI30Ba YTHUJIHUTHI), MHOTHE U3 KOTOPBIX HCIIOJb3YIOTCS C PA3JHUYHBIMH OIIH-
SIMH U apryMeHTaMHd (CM. BBILLE «OIMIHH KOMaH/bl» ¥ «apPIryMeHTBl KOMaH[IBI»).

[IceBnokomannbl list-standard-commands, list-message-digest-commands wu list-cipher-
commands BBIBOASAT CIHCOK MMeH (MOCTPOYHO) CTAHAAPTHBIX KOMaHJ, CIHCOK HOCTYTHBIX KOMaHJ
X3UIMPOBAHUS U CIUCOK AOCTYMHBIX KOMaHJ MH(POB.

[TceBmokomanns list-cipher-algorithms u list-message-digest-algorithms BeIBOmSIT crucoxk mo-
CTYIMHBIX a/JTOPUTMOB LIH(POB U AJATOPUTMOB X3LIHPOBAHHUS.

[TceBnokomanna list-public-key-algorithms BeIBOIUT crHUCOK MopIep:KHUBaeMbIX aJTrOPUTMOB C OT-
KPBITBIMU KJII0YaMHU.

[TceBnoxomanna no-XXX npoBepsieT, [OCTyNHA JH yKa3aHHas KomaHaa (BmMecto XXX ykasblBa-
eTcs Ha3BaHMWe KOMaH[bl). Ecaiv KOMaHIBl ¢ yKa3aHHBIM HMeHeM He CyllecTByeT, KoMaHaa no-XXX
Bo3Bpamaer 0 (ycrmex) v BeIBOZUT no-XXX; B NMPOTHBHOM CJyuyae OHa BO3BpallaeT | U BBIBOTUT
XXX. B oboux cayuasix pedy/abTaT HanpaBJsieTcs B CTAHAAPTHBIH BBIBOA U HUUEro He BBIBOAUTCS B
stderr. Jlono/siHHTe/IbHBIE KOMaHAHO-CTPOYHbIE apryMeHThl BCeraa UrHOPUPYIOTCS.

Komanzna no-XXX He MoxeT omnpene/iuTh AOCTYNHOCTb MCEBAOKOMAH/, TAKMX Kak quit, a Takke
caMo# KomaHabl no-XXX.

7.6 CranpapTHble KOMaH/IbI

Komanpa Onucanue

‘asnlparse Paz6op ASN.1-cTpyKTyp, MoHHMaeMbIX OUOIHOTEKON

‘cal YnpaBJsieHre yIOCTOBEPSIIOUIUM LIEHTPOM

‘ciphers: BoiBon criucka poctynHbeix kpuntoHabopos SSL/TLS

‘cms: Yrunura CMS (Cryptographic Message Syntax)

crl: O6paboTka crnrckoMm oT3beiBa ceptudukartos (CRL)

‘crl2pkcsT: Cosnanue crneuunasnbHoro coobiieHusi ¢popmara PKCS#7 us CRL u cnucka
....................... S —

dgsti Bblunc/ieHne Xo1I-cyMMBbl

lerrstr Pacuindposka kopa omubdKu

‘genpkey: [eHepalusi 3aKpHITOrO KJi0Ya.

‘genrsa: [enepanus 3akpoiToro kiawda RSA

‘ocsp: YTHINTA OHJIAHH-TIPOTOKOJIA CTATYCOB CEPTH(MUKATOB.

pkcsT: PaGota ¢ Gopmatom PKCS#7

pkcs8: Pa6ota ¢ opmatom PKCS#8

pkcsl2: Pa6ora ¢ ¢opmatom PKCS#12

pkey: YrnpaBJsieHHe OTKPBITEIM U 3aKPBITBIM KJIOUOM.

pkeyparam YnpaBJsieHre napaMeTpoM ajJropuTMa OTKPHITOrO KJ/rYa.

pkeyutli YTuauta [Jsi BHIIOJIHEHUs] KPUITOrpapuuyecKUX orepaluil ¢ ajiropuTMaMu
.................. S

‘rand: [eHepauus nceBnocaydailHbix 6alToOB

reg Pa6ota ¢ 3asiBKo# Ha moJsydyeHue ceptudukara popmara X.509 (CSR)
HOpHﬂKOBHﬁ Ne nsMeHeHus ITOHHHCb JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Komanpa Onucanue

s_client: Peanuzauus SSL/TLS-knuenta obiero HasHaueHHs, KOTOPbIH MOXET ycTa-

"""""""""" HOBUTb MPO3pauHOe COeJHMHEeHHEe C yHdaJeHHbIM CepBepoM, paboTaloOLIUM I10
npotokoay SSL/TLS. KnueHT npenHasHadeH TONBKO IJIs1 TECTOBBHIX LieJied U
NPeNOCTaBJsAeT TONbKO MPOCTEHIINHU HHTep(eHlc ¢ pyIMMEeHTApHOH (PyHKIIU-
OHaJBHOCTbIO, XOTSl BHYTPH ce0s1 OH HCIOJIb3yeT NMPAKTHUECKH BCIO (PYHKLH-
oHaJibHOCTb OubanoTekn OpenSSL.

is_server: Peanuzauus SSL/TLS-cepBepa ob1iero Ha3HaueHHUs1, C KOTOPBIM MOTYT ObITb

"""""""""" YCTaHOBJIEHBl COEMHEHHS yIaNeHHbBIMH KJHeHTaMH, paboTaolUMK M0 Mpo-
tokony SSL/TLS. CepBep mnpenHasHaueH TOJbKO [IJIsi TECTOBBIX LeJed H
NPefOoCTaBJAET TOJNBKO NMPOCTEUIINH UHTep(delC ¢ pyaruMeHTapHOU (DYHKLH-
OHaJIbHOCTbIO, XOTSl BHYTPH ce0s1 OH HCIOJb3yeT NPAKTHUYECKH BCIO (DYHKLHU-
oHa/bHOCTb O6uOmuoTekn OpenSSL. OH npenocTaB/sieT Kak CBOH cOOCTBeH-
HbIH, ODUEHTUPOBAHHBIA Ha PaboTy B KOMaHAHOH CTPOKe MPOTOKOJ A/ Te-
ctupoBanust pyHkuui SSL, Tak u nmpocreiiuunii http-cepsep.

's_time! M3mepurenb npoussogutesbHocTH SSL.

‘smime: O6paboTka MouToBEIX coobuleHUH popmara S/MIME

speed: Onpenesnenre cKOpoCcTH paboThl aAropUTMa

'spkaci Ytunura reHepauud u BoiBoga SPKAC (Signed Public Key and Challenge)

‘tsi WucTpymeHT n71s paboThl ¢ MeTKamu BpeMeHH TSA (ksueHT/cepBep).

verify: [TpoBepka KoppekTHOCTH cepTudukatoB dhopmara X.509

version BeiBon uHdbopmanuu o Bepcuu 6udnnoreku OpenSSL

x509: Pa6ora ¢ ceprudukaramu opmara X.509

7.6.1 Komanma asn

lparse

7.6.1.1 Ormnucaune KOMaHIbI

Komanna asnlparse — nuarHocthyeckast yTH/AHTA, KOTopas MoxkeT MHTepnpeTHpoBaTb ASN.1-
CTPYKTYphl. Ee Tak:kKe MOXKHO HCNOJB30BaTh [J/151 YTEHUS NAHHBIX, 3anucaHHbIX B GopmaTte ASN.1.

7.6.1.2 ®opmat BBOJA KOMaH/bI

openssl asnlparse |-

inform PEM|DER] [-in filename] [-out filename] [-noout]| [-offset number]

[-length number] [-i] [-oid filename] [-dump] [-dlimit num] [-strparse offset] [-genstr string]

[-genconf file]

7.6.1.3 Omnuuu KOMaHIbl

Onnusa

Onucauue

-inform DER|PEM

®opmat BXxogHbIX AaHHBIX. DER — nBouunbiii opmat naHHeix, a PEM
(ymo/suaHHe) — maHHBIE B KOAMPOBKe base64.

-in filename

BXOIHOH (pakJ, CTaHAAPTHBIM BBOA IO yMOJYaHHIO

HOpHﬂKOBHﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,HaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Onnug

Onucauue

-out filename

BBIXOJHOH (pail/1, B KOTOpHIH 3anmucbiBaloTcs naHHble B DER-konuposke.
Ecau 3Ta onuus oTCyTCTBYeT, He BBIBOAUTCH HUKAKMX JaHHBIX. DTO 0CO-
OeHHO MO0JIe3HO B COUETAHHM C ONLHeH -strparse.

-noout

OTMeHsieT BBIBOJ MHTEPIPETUPOBAHHON BEPCHH BXOAHOTrO (haitsa

-offset number

HavanbHoe cMeleHWe MpU HHTEPNpPeTAlMH, 1O YMOJUAHHUIO — HadaJo
(danna

-length number

KosuuecTBo 6afiToB, KOTOpBIE CJefyeT WUHTepPNpPeTHPOBATh, MO yMoJya-
HUI0 — [0 KOHLA (haH.a.

BeIBOOUT faHHbIE ¢ OTCTYNaMH, COOTBETCTBYIOLIMMHU «IJyOHWHE» CTPYK-
Typ

-oid filename

Paiin, comepxamuii gonosHutesbHbie OBJECT IDENTIFIER-b1 (OID-

-dump OTtobpakaeT faHHble HEM3BECTHOTO THIA B LIECTHAALATEPUYHOM (popMma-
Te
-dlimit num AnanornuHo —dump, HO BBIZAIOTCS TOJIBKO T€pBble YKas3aHHble num

OaMT.

-strparse offset

Wurtepnperupyer okteTsl, comepxaminecs B ASN.1-o6bekTe, HauMHas C
nosuuuu offset. ATy onuKio MOKHO HUCIIOIB30BATh HECKOJIBKO pa3, 4TOObI
POaHa/M3UPOBATh BJOXKEHHYIO CTPYKTYDY.

-genstr
-genconf file

string,

[enepupyer 3aincppoBaHHble f1aHHbIe, OCHOBaHHble Ha 3HaueHUAX string,
file nu ¥ ToM W Opyrom C HCMOJb30BAaHHEM CTaHAAPTHOTO (opmara,
BocnprHuMaemoro (ynkuued ASN1_generate_nconf. Eciu npucyrcrsy-
et TosbKo file, To 3HaueHue string Gepercs U3 yMoJ4aTENbHOH CEKLIMHU C
UCIIoJIb30BaHWeM UMeHH asnl. 3amudpoBaHHble AaHHblE NPOMYCKAIOTCS
yepe3 uHTepnperatop ASNI U BBIBOASITCS, KaK BBIBOIMJINCH Obl JaHHbBIE
u3 (aiya, TakuM 00pa3oM, colep:KaHHe MOXKeT ObITb MPOCMOTPEHO U
3aMyCcaHo B (paiJy ¢ MOMOILLBIO onuuu out.

7.6.1.4 BruiBon

BbiBoz, Kak MpaBUJO, COLEPXKUT CTPOKH, MOAOOHbIE CJIeyIOLINM:

0:d=0 hl=4 1= 681 cons: SEQUENCE
229:d=3 hl=3 1= 141 prim: BIT STRING
373:d=2 hl=3 1= 162 cons: cont [ 3 ]
376:d=3 hl=3 1= 159 cons: SEQUENCE

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

IlaTa BHECEHHA M3MEHEHHSA
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379:d=4 hl=2 1= 29 cons: SEQUENCE

381:d=5 hl=2 1= 3 prim: OBJECT :X509v3 Subject Key Identifier
386:d=5 hl=2 1= 22 prim: OCTET STRING

410:d=4 hl=2 1= 112 cons: SEQUENCE

412:d=5 hl=2 1= 3 prim: OBJECT :X509v3 Authority Key Identifier
417:d=5 hl=2 1= 105 prim: OCTET STRING

524:d=4 hl=2 1= 12 cons: SEQUENCE

ITOT NpUMep - YaCTb CAMOIOANHKCAHHOroO cepTudukara. Kaxnas cTpoka HauMHaeTcsl ¢ HauaJb-
HOTO CMelleHHsI B JecATHUHOH crucTeMe cuuciaeHusi. d=XX ykaspiBaeT Tekyliytw rayouny. [ny6una
yBesuuuBaetrcsi B npefnenax gwobdoro SET unn SEQUENCE. hl=XX ykasbiBaeT A/iuHy 3aroJioBka
(oxteTnl tag u length) Texkyurero tuna. I=XX ykasbiBaeT JJUHY OKTETOB COIEPKaHHS.

MoxHO HCTO0/1b30BaTh OMIUIO -i, YTOOBI BBIBOJ, UUTAJCS Jlerye

Heo6xonumo HekoTopoe 3HaHue ASN.1-cTpyKTypbl, 4TOOb HHTEPIPETUPOBATH BLIBOL.

B stom npumepe BIT STRING npu HauasbHOM cMelieHUu 229 — 3TO OTKPBITBIH KJ0Y, COlep-
)amuiics B ceprurkarte. OKTeTbl ero coep:kaHus OyayT comepKaTb MH(OPMALHI0 06 OTKPBITOM
Kitoue. Ecin Bocmosib30BaThes onuuer -strparse 229, moaydum:

0:d=0 hl=3 1= 137 cons: SEQUENCE

3:d=1 hl=3 1= 129 prim: INTEGER :E5D21E1F5C8D208EATA2166C
TFAFO9F6BDF2059669C60876DDB70840F1A5AAFAS59699FE471F379F1DD6A487ETD
5409AB6A88D4A9746E24B91D8CF55DB3521015460C8EDE44EE8A4189F7ATBET7D
6CD3A9AF2696F486855CF58BFOEDF2B4068058C7A947F52548DDF7E15E96B385F
86422BEAY064A3EE9E1158A56E4A6F47E5897

135:d=1 hl=2 1= 3 prim: INTEGER :010001

7.6.1.5 [Ilpumeuanus

Ecau OID He siBaisiercs yacTbio BHyTpeHHe# Tabauubsl OpenSSL, on Oyner nmpeacraBseH B 4MC-
JeHHOM BHIe (Hampumep, 1.2.3.4). Paiin, nepenaHHblil B onuuio -oid, Mo3BosseT BKJOYHUTH I0-
nosnHutesbHble OID-bl. Kaxpas cTpoka cocTOUT M3 TpeX KOJIOHOK, B MEPBOH KOJIOHKE COLEpPKHTCS
OID B uncseHHOH (GopMe, 32 HUM JOJIKEH CJen0BaTh npobdes. BTopas KoJoHKa — «KOPOTKOe HMS»,
KOTOpO€e MpencTaBJ/sieT coO0H OQHO CJ0BO, 3a KOTOpbIM cienyeT mpobes. IlocaenHsis kojsoHka —
OCTaTOK CTPOKH, MPEeACTaBJSIOIINNA cob0l «anHHHOe UMs». KomaHna asnlparse BBIBOAHUT NJIMHHOE
ums. Hanpumep:

1.2.3.4 shortName A long name

7.6.1.6 Tlpumepsnl

Wurepnperuposats adi:

openssl asnlparse -in file.pem

Hurepnpetuposarts ¢aitn B DER-koguposke:

openssl asnlparse -inform DER -in file.der

['enepupoBate npoctyto cTpoky B koguposke UTF-8:

openssl asnlparse —-genstr 'UTF8:Hello World’

['eHepupoBatTh U BbiBeCTH CTPOKy B KonupoBke UTF-8, He BEIBOIUTb MHTePNpeTHPOBAHHBIN Bbl-
BOJ:

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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openssl asnlparse —-genstr ’'UTF8:Hello World’ -noout -out utf8.der
['eHepupoBath aiisn ¢ ncnosb3oBaHUEM KOH(PHUTIYpalLlMOHHOTO (paisa:

openssl asnlparse —-genconf asnl.cnf —-noout -out asnl.der

[Tpumep KoHpUrypauroHHoro gania:

asnl=SEQUENCE:seq sect
[seq_sect]

field1l=BOOL: TRUE
field2=EXP:0, UTF8:some random string

7.6.2 KomaHpa ca

7.6.2.1 Omnucanve KOMaHIbl

KomaHna ca peanusyer npocTeHIUHMH YAOCTOBepsIOIIMK LeHTp. Ee MOXHO HcCmonb30BaTh AJA
NOAMUCLIBAHHUSA 3aBOK Ha CepPTU(UKAThl PAa3JUYHBIM 00pa3oM U [/ FeHepalHH CIHUCKOB OT3bIBA
cepruukaros (CRL). Komanna tak:ke nmonnep:kuBaeT TeKCTOBYIO 0a3y NaHHBIX BBINYIIEHHBIX Cep-
TU(UKATOB U UX CTaTyca.

7.6.2.2 @dopwmat BBOJA KOMaH/bI

openssl ca [-verbose] [-config filename] [-name section] [-gencrl] [-revoke file] [-status
serial] [-updatedb] [-crl_reason reason]| [-crl_hold instruction] [-crl_compromise time] [-
crl_CA_compromise time| [-crldays days]| [-crlhours hours] [-crlexts section] [-startdate date]
[-enddate date] [-days arg] [-md arg] [-policy arg] [-keyfile arg] [-keyform PEM|DER] [-key arg]
[-passin arg]| [-cert file] [-selfsign]| [-in file] [-out file] [-notext] [-outdir dir] [-infiles] [-spkac file]
[-ss_cert file] [-preserveDN] [-noemailDN] [-batch] [-msie_hack] [-extensions section]| [-extfile
section] [-engine id] [-subj arg] [-utf8] [-multivalue-rdn]

7.6.2.3 Onuuy KOMaHIbI

Onucanue oMU UK pa36I/ITO Ha pa3fedibl 0 UX LeJeBOMY Ha3HAYE€HHIO.

7.6.2.3.1 Onyuu obpabomku 3a180K U 8blNYCKA cCepmu@uUKamos

Onuus Omnmucanue
-config filename YKasbiBaeT, KakKol KOH(PUIypalLlMOHHBIH (pais cjeqyeT HCHOJb30BaTh.
-name section YKa3biBaeT, Kakoil pasznes KOH(PUrypalHOHHOro (aija HCIoJNb30BaTh

(MMeeT OOJIBIIME MPUOPHUTET, HexeJu 3HaueHHe mnapamerpa default_ca
B paszesie ca (paisa KOH(QUTYpALHH).

-in filename YKasbiBaeT BXOAHOH (hai/1, comepKalulMil ofHYy 3asBKY Ha BblJauy CepTH-
(ukaTa, KOTOpPYIO C/IedyeT MOANUCATh MOANHUCHIO YAOCTOBEPAIOLLEro LeH-
Tpa.

-ss_cert filename OnuH camo3aBepeHHbIH cepTHU(HUKAT, KOTOPbIH c/enyeT MOANMUCATb MOA-

[NHUCBIO YAOCTOBEpAOUIEro UeHTpa.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Onnug

Onucauue

-spkac filename

Daiin, comepxKallldil ONUH TOANHCAHHBIM OTKPBITHIM KJtod u challenge
B (popmaTte Netscape W 3HaueHHMsS [OIOJNHHUTE/bHBIX I10J€H, HA OCHOBE

JIy4eHHUS MH(OPMaLUU N0 TpedyeMoMy (opMmarty.

-infiles

Ecau 3Ta onuus npucyTCTBYeT, OHA NOJIKHA ObITb yKas3aHa MocJeaHel,
BCe MOCJeNYIOLHMe apryMeHThl CYMTAIOTC MMeHaMH (paisoB, comepxa-
ILIMX 3a8BKU Ha CEPTU(PUKATHI.

-out filename

BeixonHo#t ¢ain nasi ceprudukaros. [lo ymosnuaHuio — cTaHAApTHBIH
BeiBON. MH(popmauus o ceprudukare Takxke OyneT BbiBeleHa B 3TOT
(aia.

-outdir directory

BeixonHoit karajnor pis cepthdrkartoB. CepTudukar OyneT 3alucaH B
(a1 ¢ ©UMeHeM, COCTOSILIMM M3 CEepPUHHOr0 HOMepa B ILeCTHaALaTepuy-
HOM BHJe, C PaCUIMpeHHEeM .pem.

-cert file

Wwmsa ¢akina ceprudukarta ynocToBepsIolero UeHTpa.

-keyfile filename

Mms ¢aiina, comepKalllero 3akpbiTbiil K04, ¢ MOMOIBIO KOTOPOrO CJle-
LyeT BblpabaTblBaTh MOANHUCH NOL CepTU(PHUKATaAMH.

-keyform PEM|DER

Onpepensiet hopMat AaHHBIX B (halijie 3aKpbITOro KJtoda. [lo ymoauanuio
- PEM.

-key password

[laposib /151 3aIM(ppoBaHUA 3aKPBITOro Kitoda. [I0cKoJbKY B HEKOTOPBIX
OTepaLlMOHHBIX CHCTEMAaX apryMeHThl KOMaHAHOH CTPOKH BHAHBI (HATpH-
mep, Unix-nogo6ueie OC ¢ yTHAUTOH ps), 3Ty OMIHMIO CJIEAYeT UCIOJb-
30BaThb C OCTOPOXKHOCTBIO.

-selfsign

Onuusi /s nepeBbIycKa cepTU(HUKATA YAOCTOBEPSIOIIETO LeHTpa. YKa-
3bIBA€T, UTO BBIMYCKAaeMbIH CepTU(HUKAT CJeqyeT MOAMUCATh TeM KJIko-
YoM, Ha KOTOPOM ObLJIH MOJAMHUCAHBI 3asBKH (KJIOU ONpeaeseTcs Oniuen
-keyfile). 3asiBKM, moamnucaHHble OPYTHM KJO4YOM, UTHOPUPYIOTCcs. Eciu
yKasaHbl onuuu -spkac, -ss_cert uau -gencrl, onuus -selisign urnopu-
pyercsi.

B pesynbrate ncnosb3oBaHus onuuu -selfsign B 6ase maHHBIX cepTH(hU-
KaTOB TOSIBJISIETCS CAMOIOAMUCAHHBIN CePTU(UKAT, UCMONb3YIOUHE TOT
»Ke CUETUHK CEPUHHBIX HOMEPOB, UTO U IpyrHe cepTU(UKATHI, MOAMHCAH-
Hble C MOMOILbIO CAMOMOANUCAHHOTO CepTU(UKATA.

-passin arg

YKasbIBaeT, re ColepKUTCs MapoJib s Kiawua. s oydeHus 10moJ-
HUTEJbHOH HH(OpMaLUK 1Mo (opMaTy aprymeHTa arg cM. pasned i7.4:

-verbose

BoeiBogut JOIMOJIHUTEJbHY IO I/IH(i)OpMaU,I/I}O O BLITIOJIHAEMBIX OIlepaluax

-notext

OTtMeHsieT BBIBOJ TEKCTOBOH (hopMbl cepTH(UKaTa B BBIXOAHOU (haidi.

-startdate date

[To3Bosisier aBHBIM 00pa3oM yKasaTb AaTy BCTYIJIEHUS cepTH(HKaTa
B nefictBue. @opmar gatel [TMMIIYUMMCC3 (kak B CTPyKType
ASN.1 UTCTime; 3 — BpeMeHHasi 30Ha).

-enddate date

[TosBosisieT sIBHBIM 00pa3oM yKasaTh JaTy OKOHYaHHs NEHUCTBHS CepTH-
¢ukara. @opmat natel [TMMJIYUMMCCS (kak B cTpykType ASN.1
UTCTime; 3 — BpeMeHHasi 30Ha).

-days arg

Cpok nedcTBHUSI cepTU(HUKATA B JHSX.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug

Onucauue

-policy arg

Dta omnuus omnpenessieT, Kakas <«MOJUTHKAa» YAOCTOBEPSIOILIEro LeHTpa
UCIOJb3yeTcsl. DTO pasjes KOH(PUTypalHOHHOTO (aia, KOTOPBIU orpe-
NesisieT, KaKue T0Js1 1OJKHBI ObITh 00s13aTeIbHBIMH HJIM COOTBETCTBOBATD
cepTU(UKATy YIOCTOBepsilollero ueHTpa. s nosyueHus: NOMNOJHUTENb-

HOH MH(OpPMaLUUU CM. pasaen /.6.2.4.

-msie_hack

DTO ONUMUS COBMECTHMOCTH [/ MOAIEPKKH PabOThl YAOCTOBEPSIOLLETO
LleHTpa ¢ o4eHb cTapbiMU BepcusiMu Microsoft Internet Explorer. Tax
KaK HMCIIOJIb30BAHHE POCCHHCKHUX KPHUIITOANTOPUTMOB C 3THUMH CTapbIMU
BepcusaMHU [E HeBO3MOXKHO, 9TOH onuMell N0/b30BATbCS He CJeLyeT.

-preserveDN

O6biyHo mopsiok modieit B Distinguished Name ceptudukarta coBnana-
€T C MOpPSAKOM MoJed B COOTBETCTBYIOLIeM pasjese MoJuTHKHU. Korna
YyCTaHOBJIEHA 3Ta OMNLHMS, MOPSNOK MOJeH TakoH Ke, KaK B 3asBKe. JTO
JleniaeTcsl B OCHOBHOM [/ COBMECTHUMOCTH CO CTapbiMU BepcusiMu [E.

-noemailDN

Distinguished Name ceptugukara Mmoxet conepxkatb nose EMAIL, ecsu
TaKoe MoJie MPUCYTCTBYeT B 3asiBKe, HO CUYHUTAETCS XOPOILUeld MOJUTHUKOU
MPOCTO yKa3blBaTh afipec 3JeKTPOHHOU MOYThl B PACLIMPEHUU CepTH(H-
kara altName. Korna ycranoBseHna sta onuusi, noje EMAIL ynansercs
U3 Tesja cepTHU(HKATa U yCTAHABJIUBAETCS TOJBKO B MPUCYTCTBYIOLIUX
pacwupeHusax. ns nocTHKeHHS] 3TOro ke pe3dy/bTaTa MOXKHO TaKxke
MCII0JIb30BATh KJI0UEBOe ¢JI0BO email_in_dn B KoH(pUTrypanroHHOM (aii-
Je.

-batch

DTa OMUMs yCTaHaBJMBaeT MaKeTHbIH (HEMHTEPaKTHBHBIN) pexXHUM pado-
Tel. B 3TOM pexkrMe He 3ajaeTcsi HUKAaKUX BOMPOCOB.

-extensions section

YKasbiBaeT, uTO NpPH BbIMYCKe cepTU(HKATa HeOOXOAUMO N06aBUThb pac-
ILIMPEeHUs], yKa3aHHble B COOTBETCTBYIOLIEM pa3fese KOH(UTYPALHOHHOTO
datina (omuus no ymonuanuwoo aias X509_extensions, ecsau He UCMOMbB3Y-
ercs onuus -extfile). Ecin B MoMeHT Biycka cepTH(HKaTa B KOH(HUTY-
pauHoOHHOM (paiye OTCYTCTBYeT pa3jies PaCLIUPEeHUH, CO3[4aeTCs CepPTH-
¢ukar Bepcuu V1. Ecau paszmes pacuiupeHud MpUCyTCTBYeT (faxke ec/u
OH IYCT), CO3/aeTcs cepTU(HUKAT Bepcuu V3.

-extfile file

[Ipountars paciurpenus cepTuuKaTa U3 AONOJHUTENBHOTO KOH(UTypa-
IIMOHHOTO (paii/ia (C UCMOMb30BAHHEM YMOJYATENbHOTO pasiesa, ecau He
yKaszaHa Tak:ke onuus -extensions).

-engine id

YKasbiBaeT Ha 3arpyxkaemblii MOAY/b engine (Mo ero yHUKaJbHOH WIeH-
TU(QUKALUOHHOH CTPOKE) W BbI3BIBAET TOMBITKY HCIIOJNb30BaTh peasd3a-
LUI0 KPUIITOrpauuecKux aJirOPUTMOB U3 3TOrO MOAYJIS.

-subj arg

3ameriaer colepKaHue 1noJisi subject name, yKasaH-
Hoe B  3asBke. @opmar  aprymeHta arg  OOJKeH  ObITh
/typeO=valueO/typel=valuel/type2=..., cUMBOJBI MOr'yT OBITb 3KpaHH-
poBaHbl 3HaKOM \(0OpaTHBIH cJi31i1), MPOGesbl He OMyCKaKTCS.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue
-utf8 DTa ONUHUS YKa3blBaeT, YTO 3HAUEHHS TOJEH CJeflyeT HHTEPIPETHPOBATD

Kak cTpoku B KomupoBke UTF8, no ymosuaHuio oHW UHTEPIPETUPYIOTCS
B komupoBKe ASCII. DTo o3Hauaet, 4TO 3HaYeHHUs MOJEH, CUUTAHHbIE C
TepMHHaJMa UJIH U3 KOH(UTYpaLHMOHHOrO (haiisia, N0JKHbl ObITb KOPPEKT-
HeiMu UTF-8 ctpokamu. i MHCNO/Ab30BaHUSI 3TOH OMUHUH HEOOXOAH-
MO, uUTOObI B CeKLMH [ ca | daiisa KoHPUrypal KK OblJ yKasaH mapaMerp
string_mask = uti8only

-multivalue-rdn

DTa ONuUHMs yKasblBaeT, UTO apryMeHT OMUHUH -Subj HEOOXOAMMO HHTEp-
NpeTUPOBaTh C MOJHOU nopaepkkKoit MHoro3Haunblx RDN. Ilpumep:
/DC=0rg/DC=0penSSL/DC=users/UID=123456+CN=John Doe

Ecau onuus -multi-rdn He ucnosb3yercsi, To 3Hadenue noss UID Gyner
123456+CN=John Doe.

7.6.2.3.2 Onuuu pabomor co cnuckamu omsviea cepmuguxamos (CRL)

Onnug

Onucauue

-gencrl

DTa OMIUs TeHepUpyeT CIIUCOK OT3bIBa CepTU(HUKATOB HA OCHOBE UH(OP-
MaLMUU U3 UHIEKCHOro (anJa.

-crldays num

Cpok neficTBUS CIIMCKa OT3blBa CepTHU(UKATA B JHSX. DTOT CPOK OT MO-
MeHTa BbIycKa OyneT ykasdaH B noJe nextUpdate cnucka or3biBa cepTH-
(uKaToB.

-crlhours num

Cpox neHCTBHUS CIHMCKA OT3blBa CEPTHU(PUKATOB B Yacax.

-revoke filename

dDaiin, comepKalni cepTUPHUKAT, KOTOPBIH CJeayeT 0TO3BATh.

-status serial

BeiBomUT cTaTyC cepTU(HUKaTa ¢ yKa3aHHBIM cepuilHbIM HoMepoM. CTaTyc
moxeT ObiTh valid, revoked, expired, suspended.

-updatedb

O6HoBaisleT 6a3y NaHHBIX, ycTaHaBJaWBas crartyc expired mss cepTudu-
KaToB, CPOK JEHCTBUS KOTOPBIX HUCTEK.

—crl_reason reasorn

[TpuurHa oT3bIBa, Ile B KayecTBe 3HAUEHHUS apryMeHTa reason MOXKeT
OBbITh:

unspecified - He ykaszaHa;

keyCompromise - KoMnpomeTauusi Kjioo4a BJajaesblia cepTu(UKaTa;
CACompromise - KOMIpOMeTalMs KJio4ya YIOCTOBEPSIOLIETro LeHTPa;
affiliationChanged - cmeHa mo/KHOCTH Biajesblla cepTU(UKATA;
superseded - 3ameHa cepTudHKaTa;

cessationOfOperation - mpekpaiieHne nesTeNbHOCTH;
certificateHold - BpemeHHBIN OT3BIB cepTH(HKATA,

removeFromCRL - oTMeHa 0T3biBa paHee OTO3BAHHOI'O CcepTU(UKATA.
KitoueBble cjioBa, yKasblBalolllde MPUYMHBI OT3bIBA, HEUYBCTBUTEJbHbI
K peructpy. YkazaHue J1000H NMPHUUYMHBI OT3bIBA MPUIACT CEPTUPUKATY
Bepcuto V2. Ha npaktuke npuuuna removeFromCRL (otrmeHa oT3biBa)
He CJUIIKOM IIMPOKO YMOTpebJ/sieTcsi, TMOTOMY 4YTO OHa HCIOJb3yeTCs
TOJIBKO B cruckax Tumna delta, koTopele celiyac He TOMAEPKUBAIOTCS.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug

Onucauue

-crl_hold instruction

DTa omIMs ycTaHaBjMBaeT MpuuyuHy oT3biBa B certificateHold (Bpemen-
HBI OT3bIB cepTH(HKaTa) W 3HaueHWe apryMmeHTa instruction B uH-
CTPYKLHIO K BpPeMEHHOMY OT3bIBy, KoTopas mosxkHa ObiTb OID. Xo-
TSI MOXHO HcCrosb3oBaTh J06od OID, 06bIUHO HCMOJMB3YIOTCS TOJb-
ko holdInstructionNone (ucnosb3oBaHHe KOTOPOTO He PEKOMEHIOBAHO
B RFC2459), holdInstructionCalllssuer nau holdInstructionReject.

-crl_compromise
time

DTa omuMs yCTaHaBJMBaeT NMPUUUHY 0T3biBa B keyCompromise (kommpo-
MeTalMsl KJIIoua Bjajesblia CepTU(UKaTa), a BpeMsi KOMIIPOMeTallud — B
3HayeHHe apryMmeHTa time. 3HaueHHe apryMmeHTa time HO/KHO ObITH yKa-
3ano B (opmate GeneralizedTime, T.e. [TTTMMJIIYUYMMCCS3 (rue
3 — BpeMeHHast 30Ha).

-crl_CA_compromise
time

To xe camoe, uto u -crl_compromise, ¢ To# pasHHUIleH, YTO TMPUUHUHA
OT3biBa ycTaHaBjnBaetTcs B 3HadueHHe CACompromise.

-crlexts section

Pasnen koHpurypauuonHoro gaiaa, coaep:auiiil pacliipeHus ClUCKOB
OT3bIBA CEPTU(HUKATOB, KOTOpbIE CJelyeT BKJAWOYUTb. Ecau B KoH)HUTY-
pallMOHHOM (paiie HeT TaKoro pasjesa, cosfgaeTcsl CIHUCOK Bepcuu VI,
eCJIM TIPUCYTCTBYeT (Haxke MycToH), CO3haeTcsl CIUCOK Bepcuu V2. YKa-
3aHHble paclIMpeHUs fIBJAAIOTCA pacuivpeHusmu uMmeHHo CRL, a He ero
OTHe/bHBIX BXONOB (omucaHui ceptrdukaToB). CjenyeT OTMETHUTh, YTO
HeKOTopble TporpaMmbl (Hampumep, Netscape) He yMmelT paboTaTh CO
CTIIUCKaMH OT3blBa CepTU(HKATOB Bepcuu V2.

7.6.2.3.3 Onyuu KoHueypayuorHoeo gatiia

Pasnen koH(puUrypauroHHOro Qaisa, copepKalui onuuu A/ KOMaHbl ca, HaXOAUTCS CJeLyo-
MM 00pa3oM: ecJid B KOMaHIHOH CTPOKe yKa3aHa ONLMA -name, OHA yKa3blBaeT HYKHBIH pasfned.
B mpoTuBHOM ciydae HeoOXOAMMBIH pasjies noJkeH ObiTh ykazaH B onuud default_ca pasmena
ca KoH(pHTrypaluuoHHoro (aiaa (MM yMoauaTeNbHOrO pasiesa KoHdurypamudonHoro daiaa). Kpome
default_ca, HenmocpencTBeHHO U3 pasiesa ca CUMTBIBAIOTCS CJeYIOIIMe ONUKK: preserve, msie_hack,
3TO, BEPOSITHO, OLIMOKA U MOXKET U3MEHHUThCS B MOCJENYIOUUX BEPCUSX.

MHorue onuuu KOHPUIYpaLMOHHOTO (halja HIEHTHUHbl ONUUSAM KOMaHIHOH cTpoKH. Onuuu Ko-
MaH[HOW CTPOKH MMEIOT NPUOPUTET HaJ ONUHUSIMH KOH(HUTrypauHoHHOro ¢aina. Ecau onuusa ykasaHa
Kak o0si3aTesbHasi, HEOOXOAUMO yKazaTb JHUOO0 3Ty OMNIHUI0 B KOH(UrypauuoHHOM (aiie, aubo ee
aHaJIoT B KOMaHIHOH CTpoKe (ec/id TAaKOW aHAJOT CYLIECTBYET).

Omnuusg

Omnucanue

oid_file

drta omnuus ykasbiBaeT Ha (aij, comepxkamui pomnosHuTesbHbie OID
(OBJECT IDENTIFIERS). Kaxnasi cTpoka ¢aiina noKHA UMETh CJie-
AyOWHUA popmar:

OID B uucseHHOM BHJE, Mpob6es, KOPOTKoe UMSs, Mpobes, TJIUHHOe HUMS.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpunTo CENY.00009-04 34 03 39
Onnug Onucauue
oid_section DTa OomuHMsl yKa3blBaeT Ha pas3jies KOH(PHUrypauuHoHHOro (aiisna, comep-

)awui nonoaHutesbHble OID. Kaxknas ctpoka pasgesa [oJ:KHA UMETb
(dopmar:

kKopoTkoe nMsi OlD=uncnenneiit Bug OID.

B cayuae ncnosib3oBaHUS 3TOH OMUMH KOPOTKOE U JJMHHOE MMEHa COB-
najgamr.

new_certs_dir

To ke, 4To U onuus KoMaHAHOH cTpokH -outdir. YkaspiBaeT KartaJor, B
KOTOPBIH OJI2KHBI ObITh MOMelleHbl HOBble cepTH(uKaTbl. O0si3aTenbHa.

certificate To e, 4yTo U omuus KOMaHIHOH CTPOKH -cert. YKaswiBaeT hai, comep-
XKalIUH cepTU(HUKAT yrocToBepsiomiero ueHtpa. O6sizaresbHa.
private_key To xe, uTo ¥ onuus KOMaHIHOH CTPOKH -keyfile. YkaswiBaer caii, co-

IepxKalllMi 3aKpbIThIH KJI04 yrocToBepsiiollero leHtpa. Obs3aTenbHa.

default_days

To e, uTo W onuus KoMaHIHOH cTpoku -days. Cpok meHCTBUS CepTH-
(uKarta B AHSAX.

default_startdate

To ke, uto W onuus KomMaHAHOH cTpoku -startdate. [lata navana neii-
CTBUS cepTH(dUKarta. Ecau He ycTaHOBJIeHA, HCIIONb3yeTCs TeKylllee Bpe-
MSl.

default_enddate

To xe, uTo ¥ onuuUsi KOMaHAHOH cTpokH -enddate. JlosxHa ObITh YKa3aHa
au60 3Ta onuus, au6o onuus default_days (Mam ¥x KOMaHIHO-CTPOUYHbBIE
9KBUBAJIEHTHI).

default_crl_hours
default_crl_days

To ke, uto u onuuu -crlhours u -crldays. Mcnosb3ytores TonbKo B TOM
cjlydyae, ecld He yKasaHO HHM OJHOH M3 COOTBETCTBYIOLIMX KOMaHMIHO-
CTPOYHBIX onuuid. UTo6bl co3aaTh CMMCOK OT3bIBA CePTU(UKATOB, HEOO-
XOIUMO YKa3aTb XOTsl Obl OJHY M3 3THX YEeTbIPEX OTILHUH.

default_md To xe camoe, yTo ¥ onuusa -md. AJATOPUTM X3IIHMPOBAHHUS, KOTOPBIH
6ynmet ucrnosb3oBaH. O6si3aTesnbHAas.
database Hcnonbayembiil ¢haiin TekcToBol 6a3bl naHHbIX. O6si3aTebHasA. YKa3aH-

HbIH (pafin noJKeH CylLlecTBOBaTh, XOTS CHayaJsa OH OydeT MyCThIM.

unique_subject

Ecnu ykazaHo 3HaueHHe 3TOH OMUUU yes, TO OMUCAHHUS CepTU(HUKATOB
B 6a3e JaHHBIX JOJKHBI UMeTb YHUKaJsbHble noJss subject. Eciu ykasa-
HO 3HaueHHe No, HECKOJIbKO OMHUCAHUH aKTyaJbHBIX CEPTU(PUKATOB MOTYT
UMeTb OJIHO U TO 2Ke 3HaueHHe 1MoJs subject. 3HaueHUe MO yMOJUAHUIO —
yes I COBMeCTHUMOCTH co ctapbiMu (mo 0.9.8) BepcusMu KpunToOHO-
auotekn OpenSSL. OnHako A/s ynpolleHHsl MPoLeAypbl MepeBbiNycKa
cepTU(dHKATa YIOCTOBEPSIOLIETO LIEHTPA PEKOMEHIyeTCsl MCMOJb30BaTh
3HaueHHe no, 0co6eHHO B KOMOWMHALMU C ONUHEHd KOMaHIHOW CTPOKH -
selfsign.

serial TexcroBell (haili, conepkalluil CepUiHbBIA HOMep A/ CJAedYIOLIero cep-
TU(pHUKaTa B LIecTHaguatepuyHoi ¢opme. Obs3aTenbHa. YKa3aHHBIU
(pali1 [OJIKEeH CyLleCcTBOBAaTb M COAEpPKaTb KOPPEKTHBIH CEePUHHBIA HO-
mep.

crlnumber TexkcroBbll (haiis, comepKaluil HOMep 115 CAeAYIOLIEro CHUCKa OT3blBa

cepTU(HUKATOB B lIecTHaaUaTepuuHoit ¢opme. Homep Oyzner BKJ/OYeH B
CIIMCKH OT3bIBOB CEPTHU(PHUKATOB TOJIbKO B TOM CJydae, €CJH 3TOT (pau.1
cyuecTtByeT. Ecan aToT (paii1 cylecTByeT, OH OOJKEH COmepkKaThb Kop-
PEKTHBIH HOMEp CIIMCKa OT3blBa CEPTH(HUKATOB.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

x509_extensions To »xe, uTo M onMuUKA KOMaHIHOH CTPOKHU -extensions.

crl_extensions To ke, uTO ¥ OMIHUS KOMAaHIHOH CTPOKH -crlexts.

preserve To xe, 4yTo U onuus KOMaHAHOH CTpoKH -preserveDN

email_in_dn To xe, uTo ¥ onuusi KoMaHAHOH cTpokH -noemailDN. Ecau Bel X0TH-

te ynaautb noje EMAIL us distinguished name ceprudukara, npocro
YyCTaHOBUTE 3HaueHHe 3TOH omuuu B no. Ecau omuus He ykasaHa, 1o
ymosyanuto nose EMAIL B distinguished name ceprudukara nossoJe-

HO.
msie_hack To xe, uTO ¥ onuMUs KOMaHIHOU CTpoKH -msie_hack
policy To e, uTo W onuus KOMaHIHOH cTpokH -policy. Ob6s3arenpHa. CM. pas-

name_opt, cert_opt | OTH onuuu ompenensioT Gopmar BbiBoga HMH(OPMALHH O cepTU(dHUKATe
TpY 3ampoce MOATBEPKIEeHHUS MOANUCHIBAHUS CepTH(UKATa OT MOJb30Ba-
TeJs1s1. 31eCh MOTYT UCII0JIb30BATHCS BCE OILHUH, MO AePKUBAEMble OIS
Mu -nameopt u -certopt yruants x509 (cm. paspeni7.6.28), kpome Toro,
4TO OMUHMHU no_signame u no_sigdump »KecTKo yCTaHOBJIEHB U He MOTYT
OBITb OTKJIFOYEHB! (IIOTOMY YTO TOANHUCH IO CEPTU(PHUKATOM HE MOXKET
OBITh BbIBEIeHA, T.K. B 3TOT MOMEHT CepTU(HUKAT ellle He TOANHNCAH).
Jnst yno6¢TBa MOXKHO MPUAATH 00EUM STUM OMIUsiM 3HaueHus ca_default
IJI1 TIOJIyYeHHs] JOCTOWHOIO pe3ysbTaTa.

Ecau o6e 3TH OMLHH OTCYTCTBYIOT, MCHOJb3yeTcsl (JOpMaT M3 CTapbixX
Bepcuil kpuntobuomrorekn OpenSSL. Mcnonb3oBanue craporo gopmara
He PEeKOMEHIyeTCsl, IOTOMY UYTO OH BBIBOAUT TOJIBKO Te€ IOJIsI, KOTOPBIE
yKa3aHbl B pasjiesie MOJUTHKH, HENPaBHJIbHO paboTaeT cO CTPOKOBBIMH
TUNAM{ IaHHBIX U He BBIBOIUT PACILHpPEHHS.

copy_extensions DTa onuus ompejessieT, Kak cjelyeT paboTaTh C paclIMpeHHSIMH B 3a-
fIBKaxX Ha Bblgady cepTH(duKara. Eciu 3HaueHHe OMNLHH YCTAHOBJIEHO B
none, WJIM 3Ta ONUMUS BOOOIle He yKasaHa, PaCILIMPeHHUs] UTHOPUPYIOTCH
U He mepeHocATCs B cepTH(HKAT. Ecau 3HaueHHe 3TOH ONMUUHU YCTaHOB-
JIEHO B COpY, BCe pacLIMpeHHs, UMeIoLIecs: B 3asiBKe, KOTOPBIX ellle HeT
B cepTU(]UKaTe, NepeHoCcsATCS B cepTUhHUKAT. Ecau 3HaueHre 3TOH ONuUU
ycTaHOBJIEHO B copyall, To Bce pacliMpeHHs] U3 3asiBKU IepPeHOCATCS B
cepTHU(UKAT: eCM pacliMpeHHe yxKe MPUCYTCTBYeT B CepTH(HUKATE, OHO
CHauaJsa OTTyAa ynansercs. [lepen npuMeHeHHeM 3TOH OMLIMHK CM. pasfed

7.6.2.9.

[aBHOe TpHMeHeHHe 3TOH OMIMH — MPEJOCTaBUTh BO3MOXKHOCTD IIe-
peHoca W3 3asiBKM 3HAueHHE HEKOTOPBIX pacCIIMpeHHH, TakKHX Kak
subjectAltName.

7.6.2.4 dopmart pasnesaa MOJUTHKH

Pasnmen mo/MTHKKM COCTOMT M3 Habopa MepeMeHHBIX, COOTBeTCcTBYMOIIMX mouasam distinguished
name ceptugukara. Eciu 3HaueHHe nepeMeHHOH yCTaHOBJEHO B «match», To 3HaueHHe MoJss L0IKHO
COOTBETCTBOBATb TOMY 2Ke MOJI0 B cepTH(hUKATe YAOCTOBEPSIOILEro LeHTpa. Eciu 3HaueHHe ycTaHOB-
JieHo B «supplied», mosie moJ/iKHO MPUCYTCTBOBATh. Ecsiv 3HaueHHe ycTaHOBJIEHO B «optionaly, mose
MOKeT MPUCYTCTBOBATh. Bce moJis, He YIOMSIHYThIe B pasjesie MOJIUTHKH, yaa/sioTcs 6e3 npenymnpe-

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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XKJIeHUS, eC/IM TOJIbKO He yKa3aHa onuus -preserveDN, HO 3TOT cayyall MOXKHO paccMaTpUBaTh Kak
OTKJIOHEHHEe OT CTaHIapTHOro obpasa AeHCTBUH.

7.6.2.5 dopmar SPKAC

BXonHbIMM TaHHBIMM JJIs1 OMIUK KOMAHAHOW CTPOKH -Spkac sIBJASIOTCS MOAMNHUCAHHBIA OTKPBITHIH
kaou u challenge ¢gopmara Netscape. O6biuHO 3TH naHHble cospatotess Tarom KEYGEN html-
(opMBl, co3natoliell HOBbIH 3aKpbITEIH K04, OnHako BosMoxkHO co3nate SPKAC ¢ nmomorbio yTH-
JUTHI spkac.

®aiis, yKasbiBaeMbli B KadyecTBe apryMeHTa ONUUH -spkac, MOJKeH Colep:KaTb TepeMeHHYI0
SPKAC, 3naueHue kotopoil yctaHoBseHo B 3HaueHne SPKAC, a Takxe TpeGyemble KommnoneHTs DN
B BUJe Map 'UMsi-3HaueHHe". Eciv BaM HY>KHO BKJIIOUUTb OIMH U TOT K€ KOMIIOHEHT JBaXK[bl, Mepejl
HUM MOXKHO YKa3aTb HOMEp C TOUKOH.

Korna o6pabatsiBaercsi popmatr SPKAC, To BbIBOA GyneT mpousBoauthes Ju6o B hopmate DER,
ec/u ycTtaHoBseH (aar -out, 6o B opmate PEM, ecau BbiBox mpousBomutcess Ha stdout wuim
ycTaHoBJIeH (Jar —outdir.

7.6.2.6 Ilpumepsl

IIpumeuaHue: 3TU NPUMepHI NPEANOJAraloT, YTO CTPYKTYypa KaTajaoroB yAOCTOBEPSIOIIEro LEeHTpa
y2Ke CO3[aHa U COOTBETCTBYIOLLME (pai/bl yXKe CYLIECTBYIOT. DTO 0ObIYHO BKJ/IOUAeT CO3[aHHe cep-
TU(UKaTa YIOCTOBEPSIIOLLEro LleHTPa U 3aKPBITOrO KJI0Ua C MOMOLIBIO YTUJUTH req, (aiina HoMepa
CepUMHOro (pai/a u MycToro UHAEKCHOro (paisia, U pa3MelleH’e UX B COOTBETCTBYIOLIMUX KaTaJjorax.

YrobObl HCMOMB30BaTh HHUKEYKa3aHHBIH NpUMep KOH(PUrypalMOHHOTO (aijaa, HeoOXOAUMO CO-
3nath Katasoru demoCA, demoCA/private u demoCA/newcerts. Ceprudukar ymocToBepsiolle-
ro HeHTpa cjenyeT ckonupoBaTh B (ailm demoCA/cacert.pem, a ero 3akpuIThlil Kjaou — B (al
demoCA/private/cakey.pem. Caenyet co3natb aiin demoCA/serial, conepxauuit, Hanpumep, «01»,
¥ MycToH MHAeKCcHbIH (aitn demoCA/index.txt.

[lopnucanue 3asiBKM Ha cepTU(UKAT:

openssl ca -in reqg.pem -out newcert.pem

[lopnucanue 3a8BKH Ha cepTU(PUKAT C UCIONb30BAHHUEM PaCIIMpPEeHUH yI0CTOBEPSIOLLero LeHTpa:

openssl ca -in req.pem -extensions v3 _ca -out newcert.pem

CospaHue CnucKa OT3blBa CepPTU(HUKATOB:

openssl ca -gencrl -out crl.pem

[lopnucbiBaHHe HECKOJBKUX 3asIBOK:

openssl ca -infiles reqgl.pem req2.pem redq3.pem

Ceprudukauus SPKAC dopmara Netscape:

openssl ca -spkac spkac.txt

O6pazen daitna SPKAC (ctpoka SPKAC coxkpalieHa asi HaryissiHOCTH):
SPKAC=MIGOMGAwWXDANBgkghkiGOw0BAQEFAANLADBIAKEANn7PDhCeV/xIxUg8V70YRXK2A5
CN=Steve Test
emailAddress=stevel@openssl.org
0.0U=0penSSL Group
1.0U=Another Group

O6pasel; KOHPUTYpALLHOHHOTO (haiia ¢ COOTBETCTBYIOLIUMH pasfesnaMy AJsi KOMaHAbl ca:
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[ ca ]

default_ca = CA_default # The default ca section
[ CA_default ]

dir = ./demoCA # top dir

database = $dir/index.txt # index file.
new_certs_dir = $dir/newcerts # new certs dir
certificate = $dir/cacert.pem # The CA cert

serial = $dir/serial # serial no file

private_key S$dir/private/cakey.pem# CA private key

default_days = 365 # how long to certify for
default crl days= 30 # how long before next CRL
default_md = md5 # md to use

policy = policy_any # default policy

email_in dn = no # Don’t add the email into cert DN
name_opt = ca_default # Subject name display option
cert_opt = ca_default # Certificate display option
copy_extensions = none # Don’t copy extensions from request
[ policy_any ]

countryName = supplied

stateOrProvinceName = optional

organizationName = optional

organizationalUnitName = optional

commonName = supplied

emailAddress = optional

7.6.2.7 ®alanl

IIpumeuanue: PacnosoxeHrne Bcex (paiioB MOXKeT ObITb H3MeHEHO JUOO0 B OMNUUAX BpPeMeHH
KOMITUJIUPOBAHHUS, MO0 B KOH(PUTYpaALlUOHHOM (haiisie, MepeMeHHBbIX CPeld HJIK ONMUHUAX KOMaHIHOH
CTPOKH. YKa3aHHble 3HaUEHHUS SIBJSIIOTCS yMOJUATEJbHBIMHU.

. /demoCA — T'OJIOBHOHM KaTaJllo' yOooCToBepswmero neHTpa (YII)
./demoCA/cacert.pem - cepTudUKaT yOOCTOBEpPSWOIEro LIeHTpa
./demoCA/private/cakey.pem — 3aKPHTHHE KJIOU YOOCTOBEPSIOMErO LeHTPa
./demoCA/serial - ®amnyl CepuMHOr'o Homepa YII

./demoCA/serial.old — BokanuHeM Qanyl CepUMHOI'O HoMepa YII
./demoCA/index.txt - ®amny TekcToBOMW 6as3H gAaHHHX YI]
./demoCA/index.txt.old - Boxanuu# $ann TeXKCToBOH 6a3H SAaHHHX YI]
./demoCA/certs - ¢ann Ons BHBOOA cepTHUdUKATOB

./demoCA/.rnd - uHdopMaLUsa OV HMHULHAJNIK3ALUU eHepaTopa

CJIy4yaWHHX uucesn Y[
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7.6.2.8 OrpaHuueHus

MHpekcHBIN (aiis TeKcToBOM 6a3bl JaHHBIX — KpPUTHYecKas 4acTb Mpoliecca, U ecyad 3TOT (aii
MOBPEXK/EH, €ro MOXeT 0Ka3aTbCsl TPYAHO BOCCTAaHOBUTb. [eOpeTHUeCKH BO3MOXKHO BOCCTAHOBHTH
UHIEKCHBbIH (paliyl U3 Bcex BBINYLIEHHbIX CEPTU(PHUKATOB U TEKYyLIero CIUcKa OT3blBa CepTU(PHUKATOB,
HO TaKOW ONLIHMH He CYLIEeCTBYeT.

CaoiicTBa BepcuM V2 CIHCKOB OT3bIBA CepPTHU(UKATOB, TaKMe Kak JesbTa-CIHUCKM, ceduac He
MO AEPXKHUBAIOTCS.

XO0Ts1 OIHOBPEMEHHO MOXKeT ObITb BBeJeHO U 00pab0TaHO HECKOJIbKO 3asiBOK, MOXKHO BKJIIOUHTb
tos1bko onuH SPKAC usn camonoanucaHHbli cepTH(HUKAT.

7.6.2.9 Tlpenynpexnenus

Komanna ca npuxoTsnuBa v HHOTAA BefleT cebst Hepy»KeCTBEHHO 110 OTHOLLIEHHIO K T10/1b30BaTeNIO0.

YTunura ca cHauasa 6bls1a HaMKMCaHa B KauecTBe IPUMepa TOro, Kak paboTaTth € YAOCTOBEPSIOINM
neHtpoM. OHa He MJAaHUpPOBAJACh KaK MOJHOMYHKIIHOHAJBHBIA YIOCTOBEPSIIOMIME LEHTP: OTHAKO
HEKOTOpble HCMOJb3YIOT €e B 3TOM KauecTBe.

KomaHnpa ca mo cyTu npencrapssieT cOO0H 0IHOMO/Ab30BATENbCKYI0 KOMAHAY: HHA Ha Kakue (haibl
He HakJ/ajblBaloTCsl OJOKHPOBKU, U IMOMBITKU 3aMyCTUTh OoJiee OfHONW KOMaH[Ibl Ca Ha OLHOW U TOMU
ke 0aze NaHHBIX MOTYT MPHUBECTH K HEMpPeACKa3yeMbIM pe3y/bTaTaM.

Onuwuio copy_extensions cienyeT HCMOIb30BAaThb C OCTOPOXKHOCTBIO. VHaue MoxkeT ObITb Ha-
pylleHa 06e30MacHOCTb cHCTeMbl. Hampumep, ecau 3asiBKa Ha cepTU(PUKAT COAEPKUT paclIMpeHHe
basicConstraints ¢ CA:TRUE, 3nauenue copy_extensions ycranoBsieHo B copyall, a mosb3oBaTenb
3TOr0 He 3aMeyaeT, KOTJa CepTU(UKAT JeMOHCTPHUPYeTCs, 3TO MPeJOCTaBUT 3anpalluBaoLeMy Aei-
CTBUTEJIbHBIH CEPTU(UKAT yAOCTOBEPSIOLIETO LEHTPA.

ITOH CHUTyalMHd MOXKHO H30eXKaTh, YCTAHOBHB OMNIHI0 copy_extensions B cOpy M BKJIOYMB
basicConstraints ¢ CA:FALSE B koudurypauuonnniii dausa. Torna, ecnu 3asgBKa OyneT Conep:KaTb
pacuupenue basicConstraints, oHo 6ymeT MPOUTHOPUPOBAHO.

Takxe pekoMmeHayeTcsl BKJOYaTb B KOH(PUI'YpALMOHHBIH (hailyl 3HAUeHUs] APYTUX paclIMpeHuH,
Takux Kak keyUsage, uToObl MpeqoTBPaTUTh aBTOMATHUECKUH NepeHOC 3HAYeHUH 3THX paclUUpeHHH
B CEpPTU(HKAT U3 3aSBKH.

JlononHNTebHBIE OrPAHUYEHUS] MOXKHO BKJIIOUUTb B CaM CepTU(HUKAT yI0CTOBEPSIOLLIEr0 LEeHTpa.
Hanpumep, ecau B cepTudUKaTe yI0CTOBEPSIOLIETO LIeHTPa yKa3aHo:

basicConstraints = CA:TRUE, pathlen:0

TO Haxe ecJi OymeT BbIMYylleH noJb3oBaTebcKui ceptudukatr ¢ CA:TRUE, on 6yner Heneil-
CTBHUTEJIEH.

7.6.3 Komanga ciphers

7.6.3.1 OnucaHue KoMaHIbI

Komanpa ciphers BBIBOZMT Ha 3KpaH CIHCOK MOAAEPKHMBAEMBIX KPHUITOHA00POB MPOTOKOJA
SSL/TLS.

7.6.3.2 dopwmat BBOIA KOMaH/IbI

openssl ciphers [-v] [-V] [-ssI3] [-tlsl] [filter]
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7.6.3.3 Onuuu KOMaHIbI

Onuug Onucanue

-v BriBonuTh moppo6HY0 HHPOPMALHUIO C MOALEPKHUBAEMBIX KPUIITOHA-
6opax, BKJIOUaIYy0 Bepcuto npotokosna SSL/TLS, anroputm obme-
Ha KJYaMH{, aJrOpUTM ayTeHTHU(HUKALKUH, aJrOPUTM LWHU(POBAHUS U
aJTOPUTM UMHUTO3ALIUTHI.

-V AHasOrMuHO —V, HO JOMOJIHUTEJbHO BBIAAIOTCS II€CTHAAIlATEPUUHBIE
KOJIbl KPUIITOHAOOPOB.

-ssl3, -tlsl BBIBOIUT Ha 3KpaH CMHMCOK LIHGpPOB, coBMecTUMBIX ¢ SSLv3, TLSvI,
TLSv1.1 uaun TLSv1.2. TlockoabKy KpUNTOHA00PHl 115 APYTHX BepCUH
npotokosna SSL/TLS B Hacrosiliee BpeMsi He NOAJEP:KHUBAIOTCS, 3TH
ONLMH HHUKaK He BJMSIOT Ha pe3y/bTaT paboThl NPOrpaMMBl.

-h, -? BeIBOIUT KpaTKoe CIpaBOUHOe COOOIEHHE.

filter BelBonuTE He BCe MOAJEp:KMBaeMble KPUITOHAOOPBI, a TOJBKO COOT-
BETCTBYIOLLME YKa3aHHOMY (DUJBTPY.

7.6.3.4 Dunptphl

[TpumenuTenpbHO K KpunrtoHabopam, ucnosbsyomuM anroputmel [OCT, moryT ObITb MOJE3HBI
cjenywoume (UIbTPHI:

Onuus Onucanue

eNULL, NULL NULL-wmudper — 3T0 Te, KOTOpble He MpeAnoJaraiT mudpo-
BaHHUSI.

aGOST Kpuntonabopsl, ucnosabsytompe [OCT P 34.10 (2012 wuawm
2001) nnsa ayTeHTH(DUKALUH.

aGOSTI12 Kpunronabopsl, ucnosbaytouine ayreHtudukanuio mo FOCT P
34.10-2012.

kGOST Kpunronabopsl, ucnonbaywoiine oomeHn kiawouamu VKO 34.10.

GOSTI12 Kpuntonabopsl, ucrnonbdytomne HMAC na 6aze 'OCT P
34.11-2012.

GOST94 Kpuntonabopsl, ucrnonbdytomne HMAC na 6aze 'OCT P
34.11-94.
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Onnug Onucauue
GOST8IMAC Kpuntona6opsl, ucnosnpaytomune TOCT 28147-89 MAC Bmecto
HMAC.

7.6.3.5 HwmeHa kpuToHab0poB, Ucnoyb3yomKx anaroputmel [OCT

TLS_GOSTR341112 256 _WITH 28147 CNT_IMIT GOST2012-GOST8912-GOST8912

TLS_GOSTR341001 WITH 28147 CNT_IMIT GOST2001-GOST89-GOST89
TLS_GOSTR341112 256 WITH NULL_GOSTR3411 GOST2012-NULL-GOST12
TLS_GOSTR341001 WITH NULL_GOSTR3411 GOST2001-NULL-GOST94

7.6.3.6 Ilpumepsi
BriBecTr moapoOHbIH CIHCOK BCeX KPUNTOHAOOPOB, UCMOMb3yOWKX ayTeHTHPrKauuo no [OCT:
openssl ciphers -v aGOST

BriBecTH moppoOHBIN CIIMCOK BCeX KPUIITOHAO0POB, UCMOJb3YMKUX ayTeHTH(DrKauuio no TOCT,
KpoMe HabopoB 6e3 LIM(POBAHUSA:
openssl ciphers -v ’aGOST: !NULL’

7.6.4 KomaHnma cms

7.6.4.1 OnucaHue KOMaHIbl

Komanna cms (Cryptographic message syntax) o6pabaTeiBaeT MouToBble COOOLIEHHUS B popmare
S/MIME B.3.1. Komanna moxeT 3amn¢poBbIBaTh, paclin(poBbIBaTh, MOAMHCHIBATE H NPOBEPSTH,
CXKMMaTb M PacKoOAMPOBaTb TaKHe COOOLIEHHS.

7.6.4.2 dopmar BBOfAa KOMaHIbI

openssl cms [-encrypt] [-decrypt] [-sign] [-verify] [-cmsout] [-resign] [-data_create]
[-data_out] [-digest_create]| [-digest_verify] [-compress] [-uncompress] [-EncryptedData_encrypt]
[-sign_receipt] [-verify_receipt receipt] [-in filename] [-inform SMIME|PEM|DER] [-rctform
SMIME|PEM|DER] [-out filename] [-outform SMIME|PEM|DER] [-stream [-indef] [-noindef]
[-content filename] [-text] [-noout] [-print] [-CAfile file] [-CApath dir] [-md digest] [-
[cipher]] [-nointern] [-no_signer_cert_verify] [-nocerts] [-noattr] [-nosmimecap] [-binary]
[-nodetach] [-certfile file] [-certsout file] [-signer file] [-recip file] [-keyid] [-receipt_request_all]
[-receipt_request_first] [-receipt_request_from emailaddress]| [-receipt_request_to emailaddress]
[-receipt_request_print] [-secretkey key] [-secretkeyid id] [-econtent_type type] [-inkey file]
[-passin arg] [cert.pem...] [-to addr] [-from addr]| [-subject subj] [cert.pem]...

7.6.4.3 Onuuu KOMaHIbl

CyI_U,eCTBYIOT YETbIpPHAAUATb OIEePallMOHHbBIX OHI_[I/Iﬁ, orpeneadrommux THUII BBINOJIHSIEMOH orepa-
IHH. 3HayeHHe OCTaJbHbBIX ONUMH HU3MEHSIETCS B COOTBETCTBUH C THUIIOM oriepauuu.
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Onnug

Onucauue

-encrypt

3amugpoBbiBaeT cooblleHre Ji YKa3aHHbIX CePTU(PUKATOB MoJyya-
Tesell. BxogHo# ¢ain — 3awmudposriBaeMoe coobliieHre. BbixonHoi
¢aitn — samndpoBanHoe coobuieHne B popmate MIME. PeanbHbiit
tun CMS — EnvelopedData.

-decrypt

PacmugpoBeiBaeT coollieHrHe ¢ HUCMOJAb30BAHHEM MPeNOCTaBJEHHOTO
cepTUdUKaTa U 3aKpblToro kKjawouda. OxupaeT 3alir(poBaHHOE I0Y-
ToBOe cooOuieHue B ¢gopmate MIME B KadecTBe BxoaHoro caiia.
PacuindpoBannoe cooblieHue 3aMMChiBAeTCS B BBIXOAHOM (paiil.

-sign

[lopnuceiBaeT cooOlieHre ¢ UCNOJAb30BaHUEM MPeNOCTaBJIEHHOIO Cep-
TU(UKATa U 3aKPLITOrO Katouya. BxogHoll galis — noanuceiBaeMoe co-
o6uenue. [TonnucanHoe coobuienne B popmate MIME sanuceiBaetcs
B BBIXOIHOW (paiJ.

-verify

[IpoBepsier moamuck nop coobuieHreM. Oxujgaet MoANHCaHHOE MOY-
TOBOe COOOllleHHe B KayecTBe BXONHOrO (paijia U BBIBOAWUT NAHHBIE
o noanucu. [lopnepxuBawTcs Kak peXUM OTKPBITOrO TEKCTa, TaK U
HeIpPO3PAYHbIA PEKUM.

-cmsout

B kauecTBe BxonHOro ¢aiisa npuHrMaeT coobieHre u BeiBoauT PEM-
3akonupoBaHHyto CMS-cTpyKTypy.

-resign

Jlo6aBsisieT K cOOOLIEHHIO OAHY UJIU 60Jiee HOBBIX MOMMUCEN.

-data_create

Cosnaer CMS tumna data.

-data_out

[Tony4yaer B xadectBe BxopHoro ¢aitma CMS Tuna data v BeIBOTUT
€ro CofiepKUMOe.

-digest_create

Cosnaer CMS tuna DigestedData.

-digest_verify

[TpoBepsier CMS tuna DigestedData u BeIBOogHT ero comepumoe.

-compress

Cosnaetr CMS tuna CompressedData.

-uncompress

Packonupyer CMS tuna CompressedData u BEIBOTUT ee comepKHUMOe.

-EncryptedData_encrypt

3alu(poBbIBaeT MPENOCTABJIEHHOE CONEPKUMOE HCIOJIb30BAHHEM
MPenoCTaBJeHHOI0 CUMMETPHUHOTO KJl04a M aJrOPUTMa C HCIIOJIb30-
BaHnueM CMS rtuna EncryptedData u BoiBomut comepxkumoe. {anHas
OMIMS CJIYXKHT UCKIIOUUTENBHO JJIS TECTOBO-OTJIAJ0YHBIX LEJeH, ee
MCII0JIb30BAHKE JJIsl 3AIIUTHl PeasibHbIX AaHHBIX HEIOMYCTHMO.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-sign_receipt

Co3naeT ¥ BBIBOAUT MOAMHUCAHHYIO KBUTAHLIMIO HA MPENOCTaBJEHHOE
coobieHre. BxogHoe cooOuieHue A0KHO COepkKaThb 3aMpoC Ha MOJ-
MHUCaHHYI0 KBUTAaHUHMIO. Bo Bcex oCcTa/bHBIX OTHOLIEHHUAX NAHHAs KO-
MaHAa (PyHKLUHMOHAJIbHO 9KBHUBAJIEHTHA KOMaHJIe -sSign.

-verify_receipt receipt

[IpoBepsieT moamucaHHyO KBUTAHLUMIO U3 (ailna ¢ HMeHeM, ompefe-
JIeHHbIM TNapameTpoM receipt. BxogHoe cooflueHHe DOJKHO comep-
»KaTb MCXOAHBIA 3arpoc Ha KBUTaHUMIO. Bo Bcex ocTafbHBIX OTHO-
IIEHUAX JaHHas KOMaHAa (PyHKLHOHAJIbHO 3KBHBAJEeHTHA KOMaHJeE -
verify.

-in filename BxonHoe cooblieHHe, KOTOpoe HEOOXOAUMO 3alIU(poBaTh HJAH MOA-
nucaTb, WJIH CcOoOOlleHHe, KOTOpoe HeoOXOAMMO paciihu(poBaTh HJIH
TIPOBEPUTH.

-inform Onpenensier BxonHoH ¢opmat ans cTpykrypel CMS. 3Hauenue mno

SMIME|PEM|DER

ymosnuanuio — SMIME, B stoMm cayuae KomMaHaa oxkujpaet cooblle-
nue B popmate S/MIME. Ecnu ykasano 3nauenne PEM uau DER,
kKomanzaa oxunaetr CMS-ctpykrypy ¢opmata PEM nau DER. Ceiiuac
9TO BJIMSIET TOJNBKO Ha BXomHOH (popmar CMS-cTpykTypHl, ecau HU-
Kakoid CMS-cTpyKTypsl He BBOIUTCS (HAapuUMep, ¢ ONMUHUAMHU -encrypt
MJIM -Sign), 3Ta ONLHKS He OKa3biBaeT HUKAKOTO BJIUSIHHS.

-rctform
SMIME|PEM|DER

OmnpenensietT ¢popMaTt MOAMUCAHHOH KBUTAHIMM I/l UCTIONb30BaHUS C
onepauuel -receipt_verify.

-out filename

TekcT coobiienus, koTopoe ObLI0 paclIMppPOBaHO, PACKOAUPOBAHO UJH
npoBepeHo, uau BeixogHas CMS-cTpykTypa, KoTopasi 6bli1a copmu-
poBaHa.

-outform
SMIME|PEM|DER

Omnpenensier BoixopHod (popmat CMS-cTpyKTypbl. 3HaUeHHE 110 YMOJI-
yanuto — SMIME, B s3ToM ciyuae KOoMaHAa BBIBOOUT COOOLIeHHE B
dopmate S/MIME. Ecau ykazano snauenue PEM uau DER, koman-
na BeiBOTUT CMS-ctpyktypy ¢popmara PEM uau DER. Cefiuac 3to
BJIMSIET TOJbKO Ha BbIXOAHOH (hopmat CMS-CTPyKTypHI, €C/IM HUKAKOH
CMS-CcTpyKTypbl He BBIBOAMUTCS (Hampumep, ¢ OMUHUsIMH -decrypt uiu
-verifyp), aTa onuus He OKa3bIBaeT HUKAKOT'O BJHSHHUS.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-stream
-indef

Onuuu -stream wu -indef skBHUBaJEeHTHBl W TNPENOCTABJSIOT BO3MOXK-
HOCTb TOTOKOBOTO BBOIA/BbIBOAA MJifl ONepalUil KOOUPOBAHHSA. IDTO
no3BoJisieT 06pabaThiBaTh JaHHbIE B OAUH MPOXof 0e3 He0OXOAUMOCTH
[epKaTh BCe COAEPKUMOE B MaMSATH, YTO B MIOTEHLHaJe JaeT BO3MOXK-
HOCTb 00pabaTbiBaTh O4YeHb OOJbllIKME MacCHBBI AaHHBIX. [l0TOKOBBIH
BBOJI/BBIBOJL aBTOMATHUECKH BKJIOYAeTCs MJisi MOAMUCAHHUS coollie-
Huii B popmate S/MIME c oTneseHHBIMH TaHHBIMH, €CJIH BBIXOTHOH
dopmar — SMIME, nns Bcex ocTajbHBIX ONepaldid B HacTosllee
BpeMsI 110 YMOJIUAHHIO MOTOKOBBIH BBOJ/BBIBOJ OTKJIIOUEH.

-noindef

OTKJ/II09aeT TOTOKOBBIE BBOI/BBIBOA TaM, Ile OH CO31aJj Obl CJI0XKHOE
KopupoBaHue HeornpeneneHHol aaunbl (ASN.1 constructed encoding).
B Hacrosillee BpeMs faHHas onuus He padotaer. B OyayliemM moToko-
BB BBOJ/BbIBOJ OYeT BKJOUAThCS MO YMOJUAHHIO BO BCEX COOTBET-
CTBYIOUIUX OTepalHusxX, U 3Ta onuus OyIeT ero oTKIH0YaTh.

-content filename

YkasbiBaeT (hails, comepKallui oTaeeHHble TaHHblE, OCMBICJIEHHO UC-
MOJIb30BaTh TOJBKO BMecTe ¢ KoMaHzao# -verily. [lone3na Tosnpko B TOM
caydae, ecau CMS-cTpyKTypa Hcnosnb3yeT (popMy OTHeNeHHOW MOJ-
MUCH, B KOTOPYIO He BKJIOUYEHO COlepKaHHe COOOIIEHHUS.

-text

Ara onuus nobasJsiet 3arojsoBku MIME, cooTBeTCcTBYyIOIIIME TUITY CO-
obuienus text/plain, K mpemocTaBieHHOMY COOOIIEHHIO MPH 3allUd-
pOBaHUM HWJM moanuceiBaHuu. [lpyn pacmndpoBaHWK UM NPOBEpKe
MONAIMKCH OHA OTOpachkiBaeT TEKCTOBbIE 3aTrOJIOBKH: €C/JHU paclin@po-
BaHHOe WJM NpoBepeHHOe coollleHHe He oTHocuTcs K MIME-tuny
text/plain, mporpamma BblaeT OMIUOKY.

-noout

Jns  onepauun -cmsout He BBIBOOMT aHagausupyemyro CMS-
CTPYKTYpY. DTO MOJE3HO B COYETAHUHU C OMIMEH -print UK TPH Mpo-
Bepke cuHTakcuca CMS-CTPyKTypHI.

-print

s onepanuu -cmsout BbIBOAUT Bce nojsi CMS-cTpyKTypel. DTO mo-
JIe3HO B OCHOBHOM [1J151 TeCTOBBIX LieseH.

-CAlfile file

®aiin, comepkamvi NOBEpPeHHBblE CEPTHU(MHUKATBI YAOCTOBEPSIOMINX
[IEHTPOB, HCIOJB3YETCs TOJbKO C oniuen -verify.

-CApath dir

Katasor, comepKaliuii 10BepeHHble CepTU(UKATH yI0CTOBEPSIOUIUX
LIEHTPOB, MUCIOJIb3yeTCs TOJNbKO C Omuuel -verify. DToT Kartajor poJ-
XeH OBbIThb CTAHAAPTHBIM KaTajoroM CepTH(HUKATOB, TO €CTh X3l-
CyMMa KaxIoro 3HaueHus noJist subject name (ucmosbayercst Komana
x509 ¢ onuumedt -hash) nomkHa GbITH CBsi3aHA C Ka)KIbIM CepTH(HKA-
TOM, AJis1 GOPMHUPOBAHHUST TAaKUX KATaJOrOB CJAYXKUT CKPUNT C_rehash.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-md digest Anroputm maipkecta IJIsS UCMOJb30BAHHUS MPHU BBIPAOOTKE MOATHCH.
Ecsu 3T1a onuus He yKasaHa, To OyleT HCIOJb30BaH yMoJ4yaTe bHbIH
aJqrOPUTM HaHIzKecTa A/ KJoda noanucH. [lpu BbipabGoTke momamnu-
cu no anroputMaMm ['OCT wncnosb3oBaHWe NAHHOH OMIIMK NMPHUBENET K
oluoKe.

-[cipher] Anroputm 3ammdpoBaHus AaHHbIX. Kcrmosb3yeTcss TOJMBKO BMecCTe C
onuusmu -encrypt u -EncryptedData_create, npu mwudpoBanuu mo
anroputmam ['OCT caenyet ykaseiBaTb -gost89.

-nointern [Tpu mpoBepke noamnucH, Kak MpaBuUJO, CEPTU(MHUKAT MOANUCH HILET-

csl cpely CepTH(UKATOB, BKJIOUEHHBIX B COOOIIeHHe (eCsH TaKOBbe
ectb). [Ipu yKasaHHH 3TOH ONUUM CePTH(UKAT MIIETCS TOJIbKO CPeNH
cepTH(UKaTOB, YKazaHHbIX B onuuu -certfile. OnHako cepTuduKaThl
B COOOLIEHUH MOTYT ObITb MCIO/Nb30BAaHbl KaK HENOBEPEHHble CepPTH-
(pUKaTBl YIOCTOBEPSIOLUIUX LEHTPOB.

-no_signer_cert_verify

[Ipy npoBepke MOANMUCAHHOTO COOOLIEHHS He MNPOBEPSATb CepPTU(DU-
KaT noanucy. JlaHHAs OMUHUS CJAYKHUT UCKIIOUUTEJNBHO [/ TeCTOBO-
OTJaIOUHBIX LieJied, ee HUCMOJNb30BaHME TPU TPOBEpPKe MOANUCH IJ5
peasibHbIX JaHHBIX HEIOMYCTHUMO.

-nocerts

Kak mnpaBuso, Npu NMOANMCHIBAHUH COOOLIEHHS CepTU(UKAT MOAIH-
CH BKJIo4aeTcs B cooOuieHde. C naHHOW omnuued BKJIOUEHHE CepTH-
¢uKaTa moAmUcH B COOOIIeHHe UCKJYaeTcsi. DTO YMEHBUIUT 00beM
MOAMUCAHHOIO COOOLIEHHs, HO afpecaTr NOJ/KEeH HMeTb KOIHUIO cep-
TU(UKATa MOANKCH OTIPABUTENST HAa CBOEM KOMIIbIOTepe (HarpuMep,
nepefaHHYI0 NpU nomollu onuuu -certfile).

-noattr

Kak npaBuJo, korga coobuleHrde MOANKCAHO, B HEro BKJ/IOYaeTcsl Ha-
6op aTpubyTOB, BKJIOYAIOLUIKMN BpeMs MOANUCAHUS U MOAAepKHUBaeMble
CUMMeTpHUHble anropuTMmel. [Ipy ykKasaHuW 3TOH OMuUMM Takue aTpu-
OyThbl He BKJIIOYAIOTCH B COOOIIEHHE.

-nosmimecap

HcknovaeT crnucok noaaepKUBaeMblX ajJropuTMOB aTpUOyTOB MOATIH-
CH; ApyTHe OINLUM, B YACTHOCTH, BpeMs MOANHUCAHUS U THUIl COlepXKa-
HUS, MO-TIPEeXKHEMY BKJIOUYAIOTCH.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug

Onucauue

-binary

Kak mnpaBu/o, BxonHoe cooOlleHHe KOHBEPTHUPyeTCs B «KaHOHHUYe-
cKkuil» Qopmar, kotopbli ucnogbdyer CR u LF B kauecTBe 3Haka
nepeBofa CTPOKH, Kak Tpebyercs mo crneundukaund S/MIME. Tlpu
yKa3aHUM JaHHOH ONLMUM HUKAKOH MepeKOHBEPTALlUU He MPOUCXOIUT.
DTO MOJE3HO NpH Mnepefaye OMHAPHBIX NAHHBIX, KOTOpble He MOTYT
obiTb B MIME-dopmare.

[Tpu ucnonb3oBaHUM JaHHOW ONUKK COBMECTHO C OMNIMeH -sign mof-
NUCBbIBaeMble aHHble He BKJwuaTces B CMS-coobuieHne (Tak Ha3bl-
BaeMasl OT/leJIeHHasi TOATMHUCH), MOJe3HO MPH HEOOXOAUMOCTH XPaHUTh
MOJIMKCh OATEJbHO OT AAHHBIX. DTO MOBeJeHHe MOKHO OTMEHHUTb, UC-
nosib3yst onuuio -nodetach.

-nodetach

[Ipy nopnucbiBaHUU COOOLIEHUS UCTIOAb3YETCS HEMPO3PAUHBIH PEXKUM.
dta ¢dopma GoJsiee ycToHuMBa K Mepejaye Mo MOYTOBBIM KaHasaM, HO
ee He MOTYT MPOYECTb IOUYTOBblE KJWEHTHI, KOTOpPble He MOAIepKHBa-
ot S/MIME. Eciu 3ta onuus He yKaszaHa, UCIIOJIb3YeTCsl OTKPBITHIH
pexum noanucu ¢ multipart/signed MIME-Tumnowm.

Ecsiu vcnosb30BaTh 3TY OMIMIO COBMECTHO ¢ -sign -binary, moanucer-
BaeMble JaHHble OYAyT BKJIIOUEHBl B CMS-CTPYKTYPY.

-certfile file

[To3BosisieT ykaszaTb HomNoJNHHTe/bHble cepTHdUKaTh. [Ipn moanucer-
BAHUU COOOLIEHHUsI YKa3aHHble CePTU(PHUKATBl OYAYT BKJIOYEHBI B CO-
o6ueHue. [Ipu nmpoBepke MOANHUCH Cpeld HUX OYAYT UCKATbCS CEPTH-
¢ukatel noanucu. CepTUuduKaThl 10MKHB ObITh B (hopmaTe PEM.

-certsout file

Bce ceprudukatel, comepxauiyecss B COOOLIEHUH, 3aNKCHIBAIOTCS B
(aia.

-signer file

CepTuduKar MOAMUCH TMPU MOAMUCBIBAHUU WJH MePernofnUChiBAHUN
coo0leHUsl. DTa ONUUSA MOXKeT HCIO0Jb30BaTbC MHOTOKPATHO, €CJH
TpebyeTcs OoJsiee ofHOH moanucH. Ecau cooOuieHue npoBepsieTcs, TO
IpU YCIHELIHOH MpoBepKe CepTU(PUKATBI MOAMUCH OyayT 3alMUCaHbl B
3TOT (paudI.

-recip file

Ceptudukar nosydatesi Ipy pacliipoBaHUU COOOILEHHs. DTOT Cep-
TU(UKAT 10J2KEH COOTBETCTBOBATh OAHOMY M3 MoJjyyaTesed cooOllie-
HHS, B IPOTUBHOM CJlyyae MporpaMma BbIaeT OLIMOKY.

-keyid

Hcnonb3yer /s naeHTH(PUKALUK CepTU(DHUKATOB pacllupeHue CepTH-
¢ukara subject key identifier BMecTo UMeHM yHOCTOBEpSIIOIIETO IIeH-
Tpa W cepuiiHoro Homepa. [lpemocTtaBsieHHBIH cepTU(HUKAT HOJKEH
BKJIIoYaTh pacuuupenue subject key identifier. [Tonnep:xkuBaercs on-
LUAMHU -sign u -encrypt.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug

Onucauue

-receipt_request_all
-receipt_request_first

Jlisi onmuMH -sign BKJIOYaeT 3ampoc Ha MOAMUCAHHYI0 KBHTAHLHIO.
YKasblBaeT, 4TO 3aMpoChl JOJXKHBI ObITh MPELOCTaBIEHbl BCEMH MOJY-
YaTesNs MU WM MOJydaTeJNsiMU MepPBOTO yPOBHsI (HEMOCPeACTBEHHBIMH
ajpecaTaMu, a He TEMH, KTO NOJydaeT CooOlIeHHe Yepe3 CIHCOK pac-
coliku). MirHopupyercsi, ecsid ykasaHa onuusi -receipt_request_from.

-receipt_request_from
emailaddress

I[.HH (0280087051 —sign BKJIIOYaeT 3alpoC Ha TOAMHWCAHHYIO KBUTAHIHIO.
Tpe6yeT IpsAMOro yKasaHHusa 3JIEKTPOHHOI'O ajpeca, KOTOprﬁ JOJI2KEH
[IpeaoCTaBUTb KBUTAHIHH.

-receipt_request_to
emailaddress

Jo6aBsisieT mnpsiMoe yKa3aHue 3JEKTPOHHOTO ajpeca, Ha KOTOPBIH
IOJKHBl ObITb OTIPaBJIeHbl MOANMCAHHBIE KBHUTAHIMMU. IDTa OMIUSA
N0J2KHa ObITh yKa3aHa MpH 3anpalliiBaHUU MOANUCAHHON KBUTAHLIUH.

-receipt_request_print

Jnsa onuuu -verify BBIBOZMT comepKHMoe JIOOBIX 3aMpPOCOB HA MOJ-
MUCaHHble KBUTAHIUH.

-secretkey key

YKa3blBaeT CHUMMETPHUHBIA KJI0Y, KOTOPBIH CJEAyeT HCIOJb30BaTh.
DTOT KJI0U [0JKeH ObITh MPeNOCTaBJ/IeH B LIeCTHAALATEPHUHOM BHE
M COOTBETCTBOBATb HCIOJb3yeMOMYy anroputmy. [lognepkuBaercs om-
nusimu -EncryptedData_encrypt, -EncrryptedData_decrypt, -encrypt
and -decrypt. Korna ncnosb3ayercs ¢ onuusimu -encrypt uau -decrypt,
MPeI0CTABIEHHBIH KJIIOU UCTOJb3YeTCsl IS CBOPAUMBaHHUS UM PA3BO-
pauMBaHUS KJIOUa, HA KOTOPOM 3alIU(PPOBAHO CONEPKHUMOE, C HUCITOJb-
soBanueM Kiwoua AES B tune KEKRecipientInfo. Ilpu mudposanuu
no anroputmam [OCT naHHasi onuusi UCMOJIb30BATHCS He NOJIXKHA.

-secretkeyid id

Wnentudukarop k/awo4a /s NPeLOCTaBIeHHOTO CHMMETPUYHOTO KJIIO-
ua nns tuna KEKRecipientInfo. 9rta onuus momxHa mpucyTcTBOBaTH,
ecnu ¢ onuued -encrypt ucnosbsyercs omuus -secretkey. C omuu-
eit -decrypt upeHTH(PHUKATOP HUCTIONB3YETCs /Il HAXOXKIEeHHsT COOTBET-
CTBYIOLLLETO KJIIOUa; €CJIM OH He MpeloCTaB/eH, TOria NPOUCXOIUT MO-
nbiTKa pacuudposanus Bcex cTpyktyp tuna KEKRecipientInfo. Ilpu
mugppoBanuu no anroputmMam [OCT paHHas omuusi MCMOJMB30BATHCS
He J0JIXKHA.

-econtent_type type

yCTaHaBJAUBAET WHKAMCY/JIUPOBAHHBIA THUI CONEP:KAHUS B THII, yKa-
3aHHBbI MapaMmeTpoM type; ecsu He NPeLOCTaBJEH, UCMOJAb3yeTCs THII
Data. [lapamerp type moxkeT ObITh JIOOBIM BanugHbiM UMeHeM OID
KaK B TEKCTOBOM, TaK M B UHCJOBOM (popmare.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue
-inkey file 3aKpBITBIH KJI0Y JJIS UCMOJIb30BAHHUS MPH MOAMNKCBIBAHUH WJM pac-

wrdposaHuu. Koy no/KeH MoAXOAUTh AJS COOTBETCTBYIOLLETo Cep-
TU¢ukata. Ecau sTta onuus He yKasaHa, 3aKpBITHIH KJ/IOU A0JXKEH
OBITh BKJIIOYEH B (hals cepTU(HUKATa, yKa3aHHbIN B napametpe file om-
UuH -recip uau -signer. [Ipn noanuceIBaHUM 3Ta ONLUS MOXKET OBITh
UCIIO/Ib30BAHA HEOAHOKPATHO AJ/151 YKAa3aHMS 110C/eJ0BATe/NbHbIX KJIIO-
yel.

-keyopt name:opt

Jns nopnucy v wMpoBaHUS 3T OMIMSA MOXKET UCII0JNb30BAThCS MHO-
TOKPAaTHO, YTOOBI TPUMEHSATH MOJb30BaTEbCKHUE TTApAMETPbI AJIs KJIFO-
Yya WU cepTU(UKATa, YKA3aHHOTO Npenbiayiied onuueid. OHa MOXKeT
Ucrosb3oBatbes as yetaHoBKH RSA-PSS nna monnucu, RSA-OAEP
nnst wr@poBaHUS WJM U M3MEeHEHHUs] MapaMeTpPoB MO YMOJYaHUIO
nast ECDH. K knwouam pgas anroputmoB 'OCT ata onuus Henpume-
HUMA.

-passin arg HcTouHUK maposis K 3aKPbITOMY KJIIOUYy. 32 NOTMOJHUTEJbHOH UH(OP-
Malueit o opmarte aprymeHTa cM. pasged 7.4
cert.pem... OnuH uiau 6ojee cepTU(UKATOB MoJydatened coobiieHusi. Mcmosb-

3yeTcs npH 3awuppoBanun coobuieHusi. CepTuUKaThl A0JKHbI ObITH
npeaBapyTeNbHO IPOBEPEHBl HA HEOTO3BAHHOCTD C IOMOLLbI0 KOMaH/bl
verify.

-to, -from, -subject

CooTBeTCTBYIOIINE 3ar0J0BKH cooOuieHHsi. OHU BKJIOYAKTCS B 3a-
mwrdpoBaHHoe cooblleHHe B He3alIW(PPOBAHHOM BHIEe, TaK 4YTO OHHU
MOTYT ObIThb BKJIIOUEHbl Bpy4HY10. [Ipy moamuceiBaHUM MHOTHE IMOY-
TOBble KJHEHTHI, nopaepxkuBatoiine S/MIME, npoBepsitoT, COOTBET-
CTBYeT JIM 3JeKTPOHHBIH azipec, YKa3aHHBIA B cepTU(UKATe MOAMNUCH,
3JIEKTPOHHOMY ajipecy, ykazaHHoMy B mnoJie From: address.

-purpose,
-ignore_critical,
-issuer_checks,
-crl_check,
-crl_check_all,
-policy_check,
-extended_crl,
-x509_strict,  -policy,
-verify_depth,
-check_ss_sig,
-use_deltas

YcraHaB/MBaeT pas3/dyHble ONLKK TPOBEPKH Liernodyku nosepusi. Cwm.

7.6.4.4 Ilpumeuanus

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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[Ipn 3amudpoBaHuy cOOOLIEHUS He MPOU3BOAMTCS IpPOBepKa HEOTO3BAHHOCTH CEePTHU(PHUKATOB
noJyyareJsielf, MO3TOMY Iepejl BbIIOJHEHHEM Olepaluuu 3alMU(ppOBaHUA B 0053aTeJbHOM IOpsIIKe
cjenyeT IMPOBEPUTb KOPPEKTHOCTb M HEOTO3BAHHOCTb MCIOJb3yeMbIX CEPTHU(PHUKATOB C MOMOLILbIO
KoMaH[bl verify.

Coobuienne MIME-tuna no/kHO ObITh OTIpaBJieHO 6€3 MyCThIX CTPOK MEXKIy 3aroJIOBKaMH U
TeJIoM coo0leHus1. HekoTopele mouToBble MPOrpaMMbl aBTOMAaTHYECKH A00aBJISIOT MYCTYIO CTPOKY.
[lepenaua coobureHust npssMo B KomaHay sendmail uepe3 koHBelep — OIMH K3 CIOCOOOB AOCTHYb
KOPPEKTHOro opmara.

[lognuceiBaeMoe WK 3aliM(poBbIBaEMOe COOOIIEHHE NOJKHO BKJOYaTh Heobxoaumble MIME-
3arosioBKH, und MHorve S/MIME-K/HeHTb MOKaXKyT ero HeKOpPPeKTHO (ecsH BooOlle MOKaXKyT).
Bel MOXKeTe UCNo/1b30BaTh ONUMIO -text 1/ aBToMaTH4eCKoro 100aBJ/eHHUS TEKCTOBBIX 3ar0JIOBKOB.

«[lopnucannoe u 3amndpoBaHHOe» cooblleHHe — co0DllleHHe, KOTOpOoe cHauaJja Obl0 MoANKca-
HO, a MOTOM 3aLIK(POBAHO. DTOTO MOKHO AOOUTHCS, 3aLIU(PPOBBIBAS y2Ke MOANHUCAHHOE COOOIIEHHe

Onuuu -encrypt u -decrypt orpaxator o6eiuHoe ucnonb3oBaHue B S/MIME-kanentax. Crporo
rosopsi, oH1 obpabareiBalor CMS-ynakoBaHHble faHHble. g Apyrux ueseit vcnosbaytores CMS-
3aln(poBaHHbIE JAHHBIE.

Onuus -resign UCMosb3yeT X3II CYLIECTBYIOIIEro cooOlleHUs NpU 106aBaeHUH HOBOH MOAMHUCH.
DTO 03HAYaeT, 4TO XOTs Obl B OAHOH CYIIECTBYIOIIEH MOAMUCH JOJ2KEeH HCIO0Jb30BaThCS TOT 2Ke X3l
COOOILIeHHS], UK onepalus He OyneT BHIIIOJHEHA.

Onuuu -stream u -indef o6ecrneunBaOT 3KCEpPUMEHTANbHYIO MOAAEPKKY MOTOKOBOTO BBOAA/-
BeIBOfa. Pesysnbrar komupyercss B KonupoBky BER ¢ ucnosb3oBaHHeM CJ10)KHOMO KOAMPOBAHHUS C
HeornpeneJeHHOH NauHOM, a He B KonupoBky DER. IToTokoBbIé BBOA/BBIBON MOAIEPKHBAETCS MAJIs
ONnuUUU -encrypt, a Takxe /s ONUUM -Sign, eC/IU COAepKAaHHe He OTHAe/EHO OT MOAINMUCH.

[ToToKOBEIH BBOI/BBIBOA BCErja MCHOJb3YeTCs IS OMNLHUM -Sign ¢ OTAeNeHHBIMH NAHHBIMH, HO
MIOCKOJIbKY colepKHMoe He sBJjsieTcsl yacTbio CMS-cTpyKTyphl, OHO ocTaercsl B konuposke DER.

7.6.4.5 Koabl BbXO#A

Onepaul/m BBITIOJIHEHA ITIOJTHOCTBIO

[Ipousona omubka npyu aHaarMde ONUUN KOMaH[bl

OnuH 13 BXOAHBIX (halJIOB He MOXKeT OBITb NPOYMTAH

Own6ka npu cosganun CMS-paitna nau urenun MIME-coo6uienus.

OwnbKa npu pacminpoBKe HJIU MPOBEPKE COOOILIEHHUS

Y | W N —| O

Coo01ieHre 66110 TPOBEPEHO, HO MPOMU30ILJIA OLTMOKA MPH 3aMUCH CePTU(HUKATOB MOAHUCH.

7.6.4.6 Tlpumeps

Cosnatb cooOblIeHHe, TOAMUCAHHOE B PEXKHUMe OTKPBITOI'O TEKCTa:
openssl cms -sign -in message.txt -text -out mail.msg
-signer mycert.pem -inkey mekey.pem
Cosnatb cooblieHHe, MOAMUCAHHOE B HEMPO3PaYHOM peKUMe:
openssl cms -sign -in message.txt -text -out mail.msg
-nodetach -signer mycert.pem -inkey mykey.pem
Co3nath MOANMCAHHOE COOOleHNe, BKAIOUUTh HECKONBKO JOTOJHUTENbHBIX CEPTU(PUKATOB:
openssl cms -sign -in in.txt -text -out mail.msg
-signer mycert.pem -inkey mykey.pem -certfile mycerts.pem

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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CosnaTh noanucaHHoe cooblleHue ¢ IByMs MOATMUCAMH, UCMONb3ys paciuupeHue key identifier:
openssl cms -sign -in message.txt -text -out mail.msg
-signer mycert.pem -signer othercert.pem -keyid
OtnpaButh nognucanHoe coodbienrne B OC Unix npsimo B sendmail, BK/0Yasi 3arosioBKU:
openssl cms -sign -in in.txt -text -signer mycert.pem
—-from steve@openssl.org -to someone@somewhere
-subject "Signed message" | sendmail someone@somewhere
[IpoBeputh cooOlieHUe, B caydyae yCHelIHOH NMPOBEPKU H3BJeUb CePTH(PUKAT MOAMUCH:
openssl cms -verify -in mail.msg -signer user.pem -out signedtext.txt
OTnpaBuTh 3awMdppoBaHHoe cooblleHHe ¢ ucrnonab3oBanueM anroputma ['OCT:
openssl cms -encrypt -in in.txt -from steve@openssl.org
-to someone@somewhere -subject "Encrypted message"
—-gost89 user.pem -out mail.msg
[lognucarb u 3amudpoBaTh COOOIIEHHE:
openssl cms -sign -in ml.txt -signer mycert.pem -inkey mykey.pem
-text | openssl cms —-encrypt -out mail.msg
—-from steve@openssl.org -to someone@somewhere
-subject "Signed and Encrypted message" -gost89 user.pem
[Ipumeuanue: komaHaa 3alIM(PpPOBAaHUS He BKJOYAeT ONUUI0 -text, moTomy 4To 3amindpoBbIBae-
Moe coobiieHue yxe BkJawodaeT MIME-3aro/osku.
Pacmngposats coobuieHue:
openssl cms -decrypt -in mail.msg -recip mycert.pem -inkey key.pem
BriBon ¢yHkuuu noanuceiBaHusi Be6-popm B Netscape aBasiercss PKCS#7-ctpykTypoit B dop-
MaTe ¢ OTHeJeHHOH MOoAMUChio. Bbl MoxeTe Mcrnosb30BaTh 3Ty MNPOrpaMMmy AJisi IPOBEPKH MOMIMKUCH,
cBepHyB (line wrap) cTpykTypy, 3aKonupoBaHHYIO B base64, 1 OKpyKHB ee 3aroJIOBKAMHU:
—-BEGIN PKCS7—-
——-END PKCS7—-
Y BOCIOJIb30BABIIUCH KOMAHI0M
openssl cms -verify -inform PEM -in signature.pem -content content.txt
Winu ke BBl MOXKeTe NeKOOMPOBATh MOANUCH W3 KOTUPOBKU base64 W UCMOJb30BaTh
openssl cms -verify -—-inform DER -in signature.der -content content.txt
Jl06aBHUTb MOANUCH K CYLLECTBYIOLIEMY COOOIIEHUIO:
openssl cms -resign -in mail.msg -signer newsign.pem -out mail2.msg

7.6.5 Komanpga crl

7.6.5.1 OnucaHue KOMaHIbI

Komanna crl o6pabateiBaeT ailibl CIUCKOB OT3bIBa cepTudukatoB B dopmate DER uau PEM.

7.6.5.2 dopmaT BBOIA KOMaHIbI

openssl crl [-inform PEM|DER] [-outform PEM|DER][-text] [-in filename] [-out filename] [-
noout| [-hash] [-issuer] [-lastupdate] [-nextupdate] [-CAfile file] [-CApath dir] [-fingerprint]
[crlnumber] [-nameopt options]

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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7.6.5.3 Onuuu KoMaHIbI

Onuug Onucanue
-inform DER|PEM YkaseiBaet BxogHoH ¢opmar. Popmar DER — crpykrypa CRL B DER-
konupoBke. PEM (ymomuanue) — Bepcus DER-popMbl B KomupoBke

base64 ¢ BepXHUM W HHXKHUM OTPAHHUUUTENSIMH.

-outform DER|PEM

YKasbiBaeT BbIXOAHOW (opmatr. Onuusi uMeeT Te Ke 3HAYeHHs, UTO H
onuud -inform.

-in filename

YKasbiBaeT CpanIJI C BXOJAHBIMM NaHHbIMH. Ecau omuust He YKa3aHa, OaH-
Hbl€ YUTAIOTCA CO CTAaHAAPTHOTO BBOMAA.

-out filename

YKasbiBaeT (i)aﬁﬂ JIJIST 3aMMCH BBIXOAHBIX NaHHBIX. Ecau onuus He YKa-
3aHa, JaHHble BbBIBOAATCA B CTaHﬂapTHbIﬁ BBIBOJ.

-text BeiBecTH CnUCOK OT3BIBA CEPTU(PHUKATOB B TEKCTOBOM BHE.

-noout He BBIBOAHTH KOAMPOBAHHYIO BEPCHUIO CITHCKA OT3bIBA CEPTU(PHUKATOB.

-hash BriBecTH X31I-CyMMYy 3HaueHHUS MoJisd issuer. Ty OMLUI0 MOXKHO HCMOJb-
30BaTh [JISl NIOMCKA CIIMCKOB OT3blBa CEPTHU(PUKATOB B KaTaJjore Mo MOJIO
issuer name.

-hash_old BeIBOAUT X31lI-3HaYeHUe MMEeHH U3[aTesisl CIIMCKA OTO3BaHHBIX CepTU(H-
KaTOB, HUCIOJIb3ysl YCTapeBLUUH aJrOPUTM, KOTOPBIH MCIIOJNb30BaJICS Bep-
cusamu OpenSSL no Bepcuu 1.0.0.

-issuer BeiBecTH MM BBITYCKAIOLLETO.

-lastupdate BriBecTr 3Hauenue mnoJs lastUpdate.

-nextupdate BriBectu 3Hauenue moss nextUpdate.

-CAfile file

[TpoBepuTh MOAMUCH MO CIIUCKOM OT3bIBa CEPTHU(UKATOB C MOUCKOM Cep-
TU(UKATa BBIMYCTUBIIEr0 YAOCTOBEPSIOLLEro LeHTpa B (aiiie

-CApath dir

[TpoBepUTh MOAMKUCH MOA CITUCKOM OT3bIBa CEPTH(HUKATOB C MOUCKOM Cep-
THU(UKATa BBIMYCTHBILETO YIOCTOBEPSIIOUIETO LIEHTPA B KaTaJjore. JTOT
KaTaJjior J0JKeH ObITh CTaHIAPTHBIM KaTaJoroM CepTH(HKATOB, TO €CTh
C KaXKIbIM CepTH(HUKATOM NOJKEH OBbITh CBSI3aH X3I 3HAUEHHS COOT-
BETCTBYIOIIEro moJist subject name (MoJiydeHHOr0 C MOMOIIbIO YTHIUTHI
x509 ¢ onuuelt -hash).

7.6.5.4 Ilpumeuanus

PEM-dopmat cnucka
HUYUTEJIH:

7.6.5.5 Tlpumepsl

[Ipeo6pasoBath aila
openssl crl -in
Output the text form
openssl crl -in

OT3bIBa CEPTU(PUKATOB UCMOJb3YyeT CJaelylolle BEPXHUN U HUXKHHUK orpa-

criucKa oT3biBa ceptudukaroB u3 popmara PEM B dopmar DER:
crl.pem -outform DER -out crl.der

of a DER encoded certificate:

crl.der -text -noout

[TopsinkoBbi#i Ne M3MeHeHUsI
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7.6.6 Komanma crl2pkcs?7
7.6.6.1 Onucanue KOMaHMIbI
Komanna crl2pkes7 npeBpaiiaer onuH uan 6osiee cepTU(HUKATOB U CIIHCOK OT3bIBa CepTH(HKA-

TOB (HeoOsizaTesieH) B BoIpoKIeHHYI0 PKCS#7-cTpyKTypy, comep:Kally TONbKO CepPTH(PUKATHI (He
cozepKallyio cooOIIeHH ).

7.6.6.2 dopmat BBOIA KOMaH/IbI

openssl crl2pkes7 [-inform PEM|DER] [-outform PEM|DER] [-in filename] [-out filename] [-
certfile filename] [-nocrl]

7.6.6.3 Onuuu KOMaHIbl

Onuug Onucaunue

-inform DER|PEM YKasbiBaeT BXOAHOH (popMaTr crnucka oT3biBa cepTUdHuKaToB. Popmar
DER — crpykrypa CRL B DER-komupoBke. PEM (ymosuanue) — Bep-
cusi DER-dopmbl B KonupoBke base64 ¢ BepXHUM M HUXKHHUM OTPaHUYH-
TEeJSAMHU.

-outform DER|PEM | YkaswiBaet BbixomgHo#l dopmat PKCS#7-ctpykrypel. @opmar DER —
crpykrypa CRL B DER-konupoBke. PEM (ymonuanue) — Bepcusi DER-
(dopmbl B KonupoBke base64 ¢ BepXHUM W HMKHHUM OTPAHUUYHUTENSIMU.
-in filename OTa Omuus onpenessieT BXOTHOH (halJ, U3 KOTOPOrO CJefyeT CUHTATh
CIIMCOK OT3blBa cepTH(dukatoB. Ecau 3Ta onuus He yKasaHa, CIHUCOK
OT3bIBA CEPTU(PHUKATOB CUMTHIBAETCS CO CTaHAAPTHOrO BBOJA.

-out filename dta onuus onpenessieT BbIXOAHOW (haiis, B KOTOPbIH 3amnuchiBaeTcs IO-
ayueHHass PKCS#7-ctpykrypa. Ecnu sta onuust He ykazana, PKCS#7-
CTPYKTypa BBIBOLUTCS Ha CTAaHAAPTHBIH BHIBOL.

-certfile filename OTa onuus onpefesser gai, copepxalluil oAUH UM OoJblie cepTU(hH-
kaToB B PEM-¢opwmare. Bee ceptugukartsl u3 atoro ¢aiina 6yayT BKJIIO-
yeHbl B PKCS#7-cTpykTypy. dTa onuus MoxKeT ObITh YKa3aHa HECKOJbKO
pas, ecJu HYXKHO CUHUTATbh CEPTU(UKATHI U3 HECKOJNbKHUX (DaHJIOB.

-nocrl Kak mpaBuJ/io, B BEIXOAHOH (Daillsl BKJIOYAETCS CIIUCOK OT3bIBA CEPTU(HU-
KaToB. Eciu yKasaHa naHHasi omuusi, CIMCOK OT3blBa CEPTU(PUKATOB He
CUMTBIBAETCS] U3 BXOJHBIX JAHHBIX U He BKJIIOUAETCS B BBIXOIHOW (paidJ.

7.6.6.4 Ilpumepn

Cospnate PKCS#7-cTpykTypy U3 cepTU(HKATa U CIIUCKA OT3bIBA CEPTHU(UKATOB:

openssl crl2pkcs7 -in crl.pem -certfile cert.pem -out p7.pem

Cosnate PKCS#7-ctpyktypy B DER-(hopmaTe M3 HeCKONbKHX pa3HbIX CepTH(UKATOB, CIIUCOK
OT3bIBa CEPTHU(HUKATOB HE BKJIOYATh:

openssl crl2pkcs7 -nocrl -certfile newcert.pem -certfile
demoCA/cacert.pem -outform DER -out p7.der

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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7.6.6.5 Ilpumeuanus

Brixonnoti aiin npencrasaser coboil PKCS#7-cTpykrypy «signed data», He comepxariyto HHU-
KaKHUX TOANHKCEH, CoAepKALLYI0 TONBKO CEPTU(PUKATBI U ONLHUOHANBHBIM CIIMCOK OT3bIBA CepPTH(UKA-
TOB.

ATy YTHIUTY MOXKHO HCIOJ/b30BaThb [/ OTIPABKU CEPTU(PHUKATOB M CIIMCKOB OT3bIBA CEPTH(HU-
KaToB B Opay3epel B KaueCcTBe YaCTH Ipollecca BBoAa cepTU(HKaTa B OeHCTBHEe. DTO BKJIOYaeT
ornpaBky naHHbix MIME-tuna application/x-x509-user-cert.

Januble B PEM-(opmarte 6e3 BepxHero W HUXKHEro orpaHhuyuTesied MOXKHO HCIO0Jb30BaTh /151
YCTaHOBKH I10/1b30BaTe/NbCKUX cepTH(UKaTOB U cepTudrkaro YLl B Microsoft Internet Explorer ¢
nomotbio Active-X asementa Xenroll.

7.6.7 Komanga dgst

7.6.7.1 Omnucanve KOMaHIbI

Komanna no3BosisieT BBIUHCAUTD X3LI-CYMMY JJIsl IPeloCTaBaeHHOro (aiaa uiau (aiaos B LIecT-
HanuatepuyHoM Buze. Takxke MOXeT ObITb HCIOJb30BaHa [J/51 BBIUMCJEHHUS UMHUTOBCTABKH U (hop-
MHDPOBAHHS U MOATBEPKIEHHUS 3/eKTpoHHOH moxnuck (IIT).

Jns BeluucaeHus xsuw-cyMMmbl no airoputmam ['OCT P 34.11 Heo6xonuMo yKasblBaTb OIMLHKIO
-md_gostl12_256, -md_gost12_512 uau -md_gost94 (mocsenHior TonbKo AJsl obecreyeHHs COBMe-
CTUMOCTH C TIPEIBbIAYIIHMH BEPCHSAMH).

Jns BeravcseHusi UMUTOBCTaBKU 1o anroputmy [OCT 28147-89 Heo6xonrMo yKasbBaTh OMLKIO
-mac gost-mac-12 niu -mac gost-mac (passn4arTcsi UCMONb3yeMbIM Ha00OPOM MapaMeTpPOB).

7.6.7.2 @dopmat BBOIA KOMaHJIbI

openssl dgst [-md_gostl12_256|-md_gost12_512|-md_gost94|-sha|-shal|-mdc2|-ripemd160|-sha224|-
sha256|-sha384|-shab12|-md2|-md4|-md5|-dssl] [-¢] [-d] [-hex] [-binary] [-r] [-non-fips-allow] [-
out filename] [-sign filename] [-keyform arg] [-passin arg] [-verify filename]| [-prverify filename]
[-signature filename]| [-hmac key] [-non-fips-allow] [-fips-fingerprint] [file...]

7.6.7.3 Onuuy KOMaHIbl

Onnug Onucauue

-md_gost12_256 Hcnonb3oBath anroputm xswmupoBanus [OCT P 34.11-2012, 256 6ut
-md_gost12_512 HcnonbsoBats anroputm xsmupoanus [OCT P 34.11-2012, 512 6ut
-md_gost94 Hcnonbszosats anroputm xsmuposanus [OCT P 34.11-94

-C BoiBecTH X31I-cyMMy B ABYX LHM(POBBIX I'PyINNax, pasieseHHBIX BepTH-

KaJbHOH 4YepTOH, aKTya/bHa TOJIBKO €CJM HCIOJb3yeTcs lLlecTHaalaTe-
pUYHBIH (popMaT BBIBOAA.

-d BriBecTu oTsagounyto uHpopmauuio BIO.

-hex BbiBecTH X3lI-CyMMy B BHJe LIECTHAALATEPUYHOrO Aamna. JTO YMOJ-
yaTeJbHBIH BAapHaHT MUl «OOBIKHOBEHHOH» X3LI-CYMMbl, B OTJIHYHE OT
uudposoit noanucu. Cm. pasaen [Ipumeuanus.

-binary BbiBecTH X311-CyMMy MJIM NOANUCH B OMHAPHOM BHJE.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-r

BriBonuT x311-3Ha4eHre B (popmaTte «coreutils», ucnonb3ayemom nporpam-
MaMu Ttuna shalsum.

-non-fips-allow

[To3BosisieT ucnonb3oBath He-FIPS anaropuTmel x3mupoBaHusl B pexume
FIPS. Onuus He umeer Hukakoro addexra s He-FIPS pexuma.

-out filename

YKasaTb UM qaaf/’ma BbIBOJ4, I10 YMOJYaHHUIO — CTaHllapTHbIIjI BBIBOJ.

-sign filename

BripaboTaTbh LM(POBYIO MOANUCH, UCTIOb3YSl 3aKPBITHIH KJIOU, COlepKa-
IIMHCS B yKasaHHOM (pakiJe.

-keyform arg

Onpenensier ¢popMar KJruya, KOTOPEIM CJedyeT MOANUCHIBATh AAUIXKeECT.
Komanna dgst mognepxuBaet tosbko opmatel PEM u ENGINE.

-engine id Hcnonb3oBaTh 3HIXKHH ¢ HMeHeM id A BHIMIOJIHEHHS onepauuy (BKJO-
uast XpaHUJIHILIE 3aKPbITOrO KJ04a). DTOT SHIKUH He UCMOJb3yeTcs Kak
MCTOUHHK aJTOPUTMOB X3IIMPOBAHUS, €CJU TOJbKO OH He yKa3aH B KOH-
(urypauoHHoM (aie.

-passin arg Mecto xpaHeHUs MapoJs K 3aKPBITOMY KJ04y. 32 IOMOJHUTENbHOH HH-

(opmaumeil o popmare aprymeHTa cM. pasnen i/ .4

-verify filename

[TpoBepuTh MOANKCH C UCMONB30BAHUEM OTKPBITOTO KJIIOUa, COEpIKallle-
rocsi B ykazaHHoM (aiise. Pesynbrar — su6o «Ilopnuch koppekTHa»,
a160 «[lopnuce HeKOppeKTHa».

-prverify filename

[IpoBepuTh MOAMHUCH C UCNOJb30BAHUEM OTKPBITOTO KJi04a, ColepKalle-
rocsi B yKa3aHHOM (paie.

-signature filename

YKasatb (paii/1, Nof KOTOPBIM HEOOXOAHMO MPOBEPUTH MOATIHCE.

-hmac key Co3naTh UMHTOBCTABKY Ha 6ase X3II-PYHKIUH C UCIIOJb30BAHUEM KJIIO-
ga key.
-mac alg Cosnatb umutoBctaBky. as anaroputrmoB [OCT momnepxuBatoTcsi cie-

AyIOlL1Ye BapHAHTHI:
hmac - umnTOBCcTaBKa Ha 6a3e X3MI-PYHKLUHH, TpeOyeT YKasaHUs ajro-
puTMa Xx3mupoBanus (onuus -md_...);

gost-mac-12 — nmutoBcraBka no aaroputmy ['OCT 28147-89 ¢ Habopom
napametpoB id-tc26-gost-28147-param-Z;

gost-mac — umurtoBctaBka no anroputmy ['OCT 28147-89 c¢ nHabopom
napametpoB paramset:id-Gost28147-89-CryptoPro-A-ParamSet.

Kitoun ¥ npyrue napameTpsl Al HMUTOBCTABKH CJIeyeT YCTaHABIUBATb
C MOMOLIbI0 MapameTpa -macopt.

-macopt nm:v

[lepenatb omuuu B airOpUTM HUMHTO3ALIUTHI, OMpe/eJeHHBIH KJUOM -
mac. Hnas anroputmoB 'OCT mnognep:kuBaroTCs CaeAyIOLUIHe ONLHKH:
key:string — onpenessieT KJHOY aJropuTMa HMMUTO3AIIUTHL B BHIE
OYKBEHHO-IIU(PPOBOH CTPOKU (TIPUMEHSETCS, €CU KJI0U CONEPIKUT TOJb-
KO BBIBOIMMbIe CUMBOJIbI). J[JIMHA CTPOKH JOJI)KHA COOTBETCTBOBAThH JII0-
OBIM OrpaHUUYEHHSIM aJrOPUTMa UMHTOBCTABKH, HATIPUMeD, IJIs1 aJrOPHUT-
Ma gost-mac oHa mo/KHA ObITh POBHO 32 CHMBOJA;

hexkey:string — onpenessieT KJ04 ajiropuTMa UMHUTO3AIIMTHl B LIECT-
HaJaLaTepuyHOM BHIe (IBe IIecTHaALaTepuuHble LU(pbl Ha GaiT). dau-
Ha KJIo4a J0JKHa COOTBETCTBOBAThH JIIOOBIM OTpaHUUYEHUSIM aJropuTMa
MMHTOBCTAaBKH, HAlpUMep, I/ airoputMma gost-mac oHa JNOJI2KHA OBITH
pOBHO 32 CHMBOJIA;

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue

paramset:id — mpennmuchBaeT HCMOJb30BaTh yKas3aHHbIH Habop mapa-
metpoB anroputma [OCT 28147-89 BmecTo ymosyateabHoro. Ha6op na-
paMeTpoB MOXeT ObITh 3a1aH Kak Lu¢ppoBeiM OID, Tak U CUMBOJBHBIM
id. OTmeTuMm, 4TO B Cjydae SIBHOrO 3allaHusi Habopa MmapaMeTpoB aJjro-
putMmbl gost-mac u gost-mac-12 HHYeM Ipyr OT Apyra He OTIUYAIOTCH;
size — 3amaét pasMep MMMTOBCTABKM B 0aiiTaX, AOMYCTUMO TOJbKO B
KOMOMHAIUK ¢ -mac gost-mac u -mac gost-mac-12.

-sigopt nm:v [TonHocTblO aHasornyHa -macopt, HO UMeeT OOJBLINK NPHUOPHUTET.

file... Daiin nau Qaigabl, 08 KOTOPbIX HYKHO BBIUMCJAUTH X3WI-CYMMbl. Eciu
He yKa3aHO HHU OfiHOro (haii/ja, UCHOJb3yeTCs CTAHAAPTHBIA BBOJ.

7.6.7.4 Ilpumepsl

[logcunTaTh x31-3HayeHUe (aiiaa B LWIECTHAALATEPUUHOM BHJE:
openssl dgst -md gostl2 256 -hex file.txt
[Tonnucate ¢aita, ucnonsdys anroputm xsmrpoBanus [OCT P 34.11-2012 256 6ut ¢ BbIBOLOM
B (paliy1 B 1BOMYHOM BHJE:
openssl dgst —-gostl2 256 -sign privatekey.pem -out signature.sign file.txt
[IpoBeputh moamnuce:
openssl dgst —-gostl2_ 256 -verify publickey.pem
-signature signature.sign file.txt
Beruncauts xam no aaroputmy OCT P 34.11-2012: - 512 6urt:
openssl dgst -md_gostl2 512 openssl.cnf
- 256 6ur:
openssl dgst -md gostl2 256 openssl.cnf
Boiuucauts MAC no gost89:
openssl dgst -mac gost-mac -macopt
key:12345678901234567890123456789012 dgst.dat
Beruncauts MAC no gost89 ¢ mapamerpamu TK26 (Ha6op Z):
openssl dgst -mac gost-mac-12 -macopt
key:12345678901234567890123456789012 dgst8.dat

7.6.8 KowmaHpna errstr

7.6.8.1 OnuncaHue KOMaH/bl
WMuorna npuioxkeHve He 3arpyxaeT cooOuleHHe 00 omubKe, U NOCTYMHBl TOJBKO YHUCJEHHbIE
(hopMBl TakKMX cooOuieHUH. MOXXHO HMCIONB30BaTh KOMaHAy errstr ajs BbIBOAA 3HAYeHMSs IlIeCTHa-

nuarepuuHoro kona. IlectHaguarepuuHbli Koo — 3TO LIeCTHAALATepUUHble LU(PbI MOcJae BTOPOH
TOUYKH C 3arsTOH.

7.6.8.2 ®dopmat BBOAA KOMaHbI

openssl errstr error_code

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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7.6.8.3 Tlpumep

Kon omu6xu:

27594 :error:2006D080:1ib(32) : func(109) :reason(128) :bss_file.c:107:
MO>KeT ObITb BbIBEIEH C MOMOLUIbIO:

openssl errstr 2006D080
KOTOpasi co3faeT cooblieHne 00 omudKe:

error:2006D080:BI0 routines:BIO new file:no such file

7.6.9 Komanna genpkey

7.6.9.1 Onucanve KOMaHIbI

Komanpna genpkey cosfaeT 3akpbIThIH KJIOU.

7.6.9.2 ®dopmar BBOAa KOMaHbI

openssl genpkey [-out filename] [-outform PEM|DER|ENGINE] [-pass arg] [-cipher] [-engine id]
[-paramfile file] [-algorithm alg] [-pkeyopt opt:value] [-genparam] [-text]

7.6.9.3 Onuuy KoMaHIbl

Onnug Onucauue

-out filename Wwmsa BoixopHoro ¢aiina. Ecan sToT mapameTp He yKasaH, HUCIOJb3YyeT-
csi craHpaptHeld BbiBoA. Ecam ykazan outform ENGINE, To B 3tom
napaMeTpe IepefaeTcs CTPOKAa-UAEHTU(UKATOP KJUa Ha anmnapaTHOM

-outform YkasbiBaeT BoixopHOH (popmat DER nnu PEM. Ecnu ykaszaHo 3HaueHue
DER|PEM|ENGINE | ENGINE, to kstou GyneT 3anucaH Ha anmapaTHbIN KJOU€BOH HOCHTEb,

-pass arg HcTouHuk naposs 1 3akpblTOro Kawo4va. g noayyeHus 10N0JHUTE/b-
Hoil MH(OpMaUMK o GopMarte apryMeHTa arg cM. pasges i/ .4

-cipher OTa omnuus 3alMQpPOBbIBAeT 3aKPbIThIH KJIOY C MOMOLLbI0 YKa3aHHOTO
aJropuTMa.

-engine id Ykazanue Mopyns engine (Mo ero YHHUKa/JbHOH HAEHTU(PUKALMOHHOH

CTPOKE) 3aCTaBUT KOMaHOy genpkey MOMBITATHCS MOJYYHUTb (HYHKIIHO-
HaJIbHYK CCBIJIKY Ha YKa3aHHbIH MOAyJib, MHHLMAJIU3UPYS €ro, ecjau
HeoOXoaMMo. 3aTeM MOAyJb engine OyneT yCTaHOBJEH KakK yMoJdare/b-
HBIH 1J/1 BCeX JOCTYIHBIX aJropuTMoB. Ecau 3Ta onuus ucnosb3yercs,
OHa [0J/12KHA yKa3blBaTbCsl Mepel BCeMHU OCTaJbHBIMH OMLHUSMH.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue

-algorithm alg aJTOPUTM OTKPBITOTO KJl04Ya, KOTOPBIH CJIeAyeT UCI0JIb30BaTh, TAKOH Kak
RSA, DSA or DH. Ecau 3Ta onuus ucnosb3yeTcsi, OHa JOJKHA yKa3bl-
BaThbCs nepen BceMu onuusiMu -pkeyopt. Onuunu -paramfile u -algorighm
B3aUMHO HCKJIOYAOT APYT APYTa.

-pkeyopt opt:value YcTaHaBiMBaeT OMIMIO Opt ajJropuTMa OTKPBITOrO KJ4a B 3HAYEHHUE
value. Tounbl#t Ha6oOp MOAIEPKHUBAEMBIX OTLUNA 3aBUCUT OT UCIOJb3yeMO-

-genparam reHeprupyeT Habop mapamMeTpoB BMECTO 3aKphITOro KJawoda. Ecau arta on-
IMs UCIOJb3yeTcsl, OHA JOJI’KHA Mpe.llecTBOBAaTh onuusM -algorithm,
-paramfile uau -pkeyopt.

-paramfile filename | HekoTopble aJaropuTMbl OTKPBITBIX KJIIOUEH CO3MAI0T 3aKPBITHIH KJ/0Y Ha
ocHoBe Habopa napameTpoB. OHH MOT'YT MOAJEPXKUBATHCS C MOMOILbBIO
3Tod onuuu. Ecau 3Ta omuusi UCMosb3yeTcsi, UCMONb3yeMbIH aJrOpPUTM
OTKPBITOTO KJI0Ua OTpeessieTcsl mapaMeTpaMy. JTta oMU N0/KHA yKa-
3biBaThes nepen onuusamu -pkeyopt. Onuuu -paramfile u -algorithm B3a-
MUMHO HCKJIIOUAIOT APYT ApYyTa.

-text BbIBomuT (B He3alIM(PPOBAHHOM BHJE) TEKCTOBOE MpPEACTABJIEHHE 3aKPhl-
TOrO U OTKPHITOTO KJlo4yed W napamerpoB BMecTe ¢ PEM- uau DER-

CTPYKTYPOH.

7.6.9.4 Onuuu cospanua kawyed [OCT

Onuuu, noauep:kUBaeMble KaKAblM aJrOPUTMOM, a B IeHCTBUTEJbHOCTH U KaxKA0H peanusaliveld
aJAropuTMa, MOTYT OT/MYaThbCs. B maHHOM paspesie ykasaHbl onuuu ans cosnanus kiawoded TOCT B
peanusauun OpenSSL.

[Tonnepxkka TOCT P 34.10 no ymosuaHuio He BKJOYeHa. UTOOBI BKJIOYUTb MONIEPAKKY ITOTO
aJrOpUTMa, CJedyeT 3arpy3uTb MoayJb cryptocom B KoHpUrypauuoHHoM ¢aiie OpenSSL.

Hcnonb3oBanue aiina napamerpos aas anropurma [OCT P 34.10 onuuonanbHo. [Tapamerpsl
MOT'YT ObITb YKa3aHbl KaK HEeloCpPeACTBEHHO BO BpeMs CO3LaHUS KJ/l04el, TaK U BO BpPeMsl CO3IaHHS
(hai/1a mapamMeTpoB.

paramset:name

YkasviBaet Habop napamerpoB [OCT P 34.10-2012 512 6UT B COOTBETCTBHH C METONHUECKUMHU
pekomeHnnauusmMu TK26 mubo Habop mapamerpoB OCT P 34.10-2012 256 6ut u TOCT P 34.10-2001
B cootBercTBUU ¢ RFC 4357. Habop mapameTpoB MoxkeT OBbITb yKa3aH C HCMOJb30BaHHEM abbpe-
BHATYpbl, COKpalleHHOro Ha3BaHus Wi yucaeHHoro OID. Ilogpep:kuBatoTcs ciaenyroiiide HabOpPbI
napameTpoB:

Hns TOCT P 34.10-2012 512 6ut:
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Ha6op nmapamerpos | OID Hcnoab3oBaHue
A 1.2.643.7.1.2.1.2.1 | Tlognuce U Ka0O4eBOH 0OMeH
B 1.2.643.7.1.2.1.2.2 | Tlognuce U KJa0O4YeBOH 0OMeH

Ilass TOCT P 34.10-2012 256 6ut u TOCT P 34.10-2001:

Ha6op nmapamerpos | OID Hcnonab3oBaHue

A 1.2.643.2.2.35.1 | Ilognuck

B 1.2.643.2.2.35.2 | Ilognuck

C 1.2.643.2.2.35.3 | Ilognuck

XA 1.2.643.2.2.36.0 | KinroueBo#t o6meH
XB 1.2.643.2.2.36.1 | KuoueBo#i o6MeH
test 1.2.643.2.2.35.0 | lsis TecTOBBIX LieJied

7.6.9.5 Tlpumeuanus

Hcnonb3oBanue komaHnabel genpkey cuurtaercss Gojiee NMPeANOUTHTENbHBIM, YeM HCIOJb30BaHHE
YTHUJIUT, CBSI3aHHBIX C KOHKPETHBIMH aJrOPUTMaMH, IIOTOMY 4YTO C 9TOH KOMaHAOW MOXKHO HCIOJ/1b30-
BaTh JONOJHUTENbHbIE ONLUKH aJATOPUTMOB, a TaKXKe aJrOPUTMBbl U3 TMOArPY2KaeMblX MoAyJel engine.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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7.6.9.6 Ilpumeps

Cosnatb 3akpbiThiil Kitou anroputMa [OCT P 34.10-2012 256 6ut ¢ HaGopom mapameTpoB A:
openssl genpkey —-algorithm gost2012_ 256 -pkeyopt paramset:A -out key.pem
3awmugpoBaTh co3naBaeMblil 3aKpbIThIH Kitod, ucnoab3ys aaroputm [OCT 28147-89 u naccdpasy

hello:
openssl genpkey —-algorithm gost2012 256 -pkeyopt paramset:A -out key.pem
—-gost89 -pass pass:hello

7.6.10 Kowmanpa ocsp

7.6.10.1 Ormucanue KOMaHIbI

OCSP (oHJIalH-TTPOTOKOJ CTATYCOB CEPTU(HUKATOB) MO3BOJISIET MPHJOKEHHSIM ONpenensiTh (0To-
3BaHHOE) COCTOsIHMe HIeHTU(HULHpoBaHHOrO cepThudukara (RFC 6960).

Komanpna oscp BoinosiHseT MHoruve o6biuHble 3anaun OSCP. Ee M0kHO Hcno/ib30BaTh /17151 BBIBOAA
3aMpocoB M OTBETOB Ha HHUX, CO3/1aBaTb M mnocelnath 3arnpockl Ha OCSP-oTBeTuMk, a Takke B
KayecTBe HeOOJIbIIOT0 0SCP-CepBepa.

7.6.10.2 dopmar BBOma KOMaHIBI

openssl ocsp [-out file] [-issuer file] [-cert file] [-serial n] [-signer file] [-signkey file] [-sign_other
file] [-no_certs] [-req_text] [-resp_text] [-text] [-reqout file] [-respout file] [-reqin file] [-respin file]
[-nonce] [-no_nonce] [-url URL] [-host host:n] [-path] [-CApath dir] [-CAfile file] [-no_alt_chains]
[-VAfile file] [-validity_period n] [-status_age n] [-noverify| [-verify_other file] [-trust_other] [-
no_intern] [-no_signature_verify] [-no_cert_verify] [-no_chain] [-no_cert_checks] [-no_explicit]
[-port num] [-index file] [-CA file] [-rsigner file] [-rkey file] [-rother file] [-resp_no_certs] [-nmin
n] [-ndays n] [-resp_key_id] [-nrequest n] [-md5|-shal]...]

7.6.10.3 Omnuuy KoMaHIbl

7.6.10.3.1 Kaueumcxue onyuu Komardol 0scp

Onnuga Onucanue

-out filename YKasbiBaeT UMs BbIXOAHOro (aiiia. [lo ymoauaHHio BbIXOAHBIE AaHHbIE
HaMpaBJIIOTCS Ha CTAaHAAPTHBIH BBIXOM.

-issuer filename YKasbiBaeT (paiin cepTU(HUKATa yAOCTOBEPSIOLIETO LEHTPA, BBITYCTHUB-

IIero MpoBepsieMbld cepTU(UKAT. DTy OMIMI0 MOXKHO HCIOJb30BaTh
HeckoJ1bKO pa3. CepTU(HKAT, yKa3aHHbIH B KauecTBe 3HAUEHHUS OMNILUH,
noJikeH ObiTh B (hopmate PEM.

-cert filename Jlo6aBasieT K (hopMUpyeMoMy 3ampocy 3arpoc cratyca cepThdukara, co-
nepxaierocst B paise filename. Mapopmanus 06 ynocroBepsitoiieM LeH-
Tpe OepeTcsl U3 NpelblAYyLIEeH ONLUU iSSuer; eC/au HU OJHOH TaKOH OMNLUU
He yKa3aHo, BbIBOAUTCS COOOIIeHHe 00 olInbOKe.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue
-serial num To ke, 4To u onuus cert, 3a UCKJIIOUEHHEM TOTO, UTO K (HOPMUPYEMOMY

3anpocy no6aBJ/sieTcsl 3alpoc O cTaTyce cepTU(HUKaTa ¢ CepUHHBIM HO-
MepoM, YKa3aHHBIM B KauecTBe 3HaueHHs onuuu num. CepuHHbIl HOMep
MUHTEPIIPeTUPYeTCs KaK AeCATHYHOE Lles10e YUCJO0, eCU TOJNBKO OH He Ha-
ynHaetcs ¢ 0x. MoKHO yKa3blBaThb TaKKe OTpPHUIATeJbHbIE LeJble YUCJ/a
C TOMOIIbIO 3HAaKa «-» Mepel 3HaUeHHeM num.

-signer filename,
-signkey filename

[TonnuceiBaeT ocsp-3anpoc ¢ UCMOJAb30BAHHEM CepTU(HUKATA, YKa3aHHOTO
B OMIMH Signer, U 3aKPBITOTO KJII0Ua, yKa3aHHOTo B onuuu signkey. Eciu
onuus signkey He ykasaHa, 3aKpBITBIH KJIIOU CUMTBIBAETCS M3 TOrO XKe
¢aiina, uto W ceptudukar. Ecan He ykKasaHa HH OIHA OMUHs, OCSp-
3apocC He MOAIMUCHIBACTCS.

-sign_other filename

JlononHuTenbHble CepTU(UKATHI, KOTOPbIE CJeAyeT BKAYHUTb B TMOMIH-
CaHHBIA 3ampoc.

-nomnce, -no_normnce

Bkaouaer OCSP-pacmivpenre nonce B 3ampoc WM OTKJIHOYaeT H00aB-
JleHue 3Toro pacmupenusi. Kak npasuso, ecau OCSP-3anpoc BBOIUTCS C
MCII0JIb30BAHKEM OIIIMHU respin, pacliupeHre nonce He BKIOYAETCs; yKa-
3bIBaHHeE OTLMHK NONCe yKa3blBaeT Ha HEOOXOAUMOCTDb BKJIFOUEHHS PaCIIU-
penusi nonce. Ecaiu OCSP-3anpoc coznaercsi (¢ UCMOIb30BaHHEM OIMIIUH
cert u serial), pacuupenre nonce no6aBJsieTcsi aBTOMaTUYeCKH; yKa3a-
HHEeM OMIMU no_nonce no6aBjeHHe PACIIMPEHHSI NONCe OTMEHSETCH.

-req_text, -resp_text,
-text

BriBonut TekctoByto dpopmy OCSP-3ampoca, oTBeTa UiK U TO U OPyToe
COOTBETCTBEHHO.

-reqout file, -respout
file

BeiBonut 3anpoc cratyca ceprudukara unu otser B DER-konupoBke B
(aia.

-reqin file,

file

-respin

CuutbiBaer OCSP-3anpoc uau aisn orBeta U3 paiaa. ITH ONLUUH UTHO-
pUpPYIOTCS, eCaU APYTMMHU ONUHUSMU TofpasymeBaetcs co3naHue OCSP-
3arnpoca WJM OTBeTa (HampuMep, NMPUCYTCTBYIOT OMUMHU serial, cert wsu
host).

-url responder_url

Onpenensier URL orBeTunka. MoryT ykaseiBaTbesi kKak URL, HauuHato-
muecss ¢ HTTP, rak u ¢ HTTPS (SSL/TLS).

-host hostname:port,
-path pathname

Ecau onuus host npucyrcerByet, To OCSP-3anpoc ornpasJsieTcs Ha yKa-
3aHHBIU port ykazanHoro hostname. path ykaswiBaer http-myte unu «/»
10 yMOJYAHHIO.

-timeout seconds

Bpewmsi oxxnnanus coenuHenus co cayxb6oit OCSP B cekyHuax.

-CAfile file, -CApath
pathname

®Daiin, comepxKalUi cepTU(UKATB NOBEPEHHBIX YAOCTOBEPSIOMIUX LEH-
tpoB. OHHU Ucnonb3yioTcs A/s npoBepku noanucd Ha OCSP-oTBeTe.

-no_alt_chains

[Tonpo6Hoe onucaHue cMOTPU B pasfeJse ONLUUHK verily 1aHHOTO PyKOBOA-
CTBa.

-verify_other file

a1, comep:KallUi MOMOJHUTEbHBIE CEPTU(UKATH, CPelrd KOTOPBIX
cjenyeT uckath ceptudukar, Ha Kotopom noanucadn OCSP-oteet. Heko-
TOpble OTBETYMKH YAAJAI0T U3 OTBeTa CepTU(HUKAT MOAMNUCUHKA; 3Ty OI-
LU0 MOXKHO MCIOJIb30BaTh, UTOObI B TAKHUX CJydasix NPeaoCTaBUTb He0O-
XOIMMBIH CcepTH(UKAT.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-trust_other

cepTH(UKATHl, YKa3aHHble B omuuu verify_certs, moskHBI ObITH SBHBIM
00pa3oM yKasaHbl KaK J0OBepeHHble, U HaJl HUMH He OylIeT NpPOHU3BOAUT-
csl HUKAKHX JOTOJHHUTENbHBIX MPOBEPOK. DTO IMOJE3HO B TeX Cayyasx,
KOTZla M0JIHasl LEeNoYKa CePTU(UKATA OTBETYMKA HENOCTYIHA UJU KOpHe-
BOU cepTHU(UKAT He SIBJISETCH JNOBEPEHHBIM.

-VAfile file

Datin, conepxKammil cepTU(PUKATE OTBETUHUKOB, BHBIM 00pa3oM yKa3aH-
Hble KaK JloBepeHHble. DKBUBaneHT onuuil verify_certs u -trust_other.

-noverify

He noitatbes npoBepsith noanuck nog OCSP-oTBeToM WK 3HaUeHUS pac-
IIMpeHUs1 nonce. DTta ONUHSA, KaK MPABUJO, HUCIOJNb3YETCS TOJNBKO MAJS
OTJIaIKH, TTOCKOJIbKY OHa OTKJIIOYaeT JI00yI0 TPOBEPKY cepTHU(HKATA OT-
BETUHKA.

-no_intern

Wrnopuposate ceptudukarel, cogepxauuecss B OCSP-otsere, Bo BpeMs
MOUCKa cepTU(HKAaTa, Ha KOTOPOM MOANMMCaH AaHHbIU. [Ipn ykasanuu
3TOH OMUUU CepTU(HUKAT, HA KOTOPOM MOMNUCAH NAHHBIH, NOJKEeH ObITh
yKasaH ¢ momolnblo onuuu -verify_certs nan -VAfile.

no_signature_verify

He nposepsite noanuce B OCSP-oTBete. [TockonbKy 3Ta onuus no3BoJsi-
€T MPUHUMATb OTBETHl C HEKOPPEKTHBIMHU MOAMNMUCSAMH, OHA, KaK MPaBHUJIO,
MCIIOJIb3YETCS TOJBKO B LEJSIX TeCTHPOBAHHUS.

-no_cert_verify

Boo6ue He npoBepsATh cepTudukar, Ha KotopoM noanucad OCSP-otsert.
[TockonbKy 3Ta omuus mnosBoJseT mnoanuceiBaTe OCSP-oTBer /106bIM
cepTU(UKATOM, ee CJedyeT HUCMOJb30BaTh TOJbKO B LEJNSX TECTHPOBA-
HUS.

-no_chain He ncnonb3oBaTh cepTHU(UKaATE B OTBETE B KayeCTBe AONOJHUTENbHBIX
HeJJ0OBePEHHBIX CepTHU(UKATOB YAOCTOBEPSIOILHX LEHTPOB.
-no_explicit He nosepsite siBHO KopHeBoMYy CA, KOTOpPBIH HUCNOJb3YeTCs 1151 TPOBEPKH

nopnucu OCSP.

-no_cert_checks

He BbINOMIHATE HUKAKHMX JONOJHUTE/bHBIX MPOBEPOK cepTHU(HKATa, Ha
kotopoM noxanucad OCSP-oTBeT. TO 3HAUUT — HE MPOBEPSATh, UMEET JIH
NpaBoO yKas3aHHBIA cepTU(UKAT MPefoCTaB/sATh HEOOXOAUMYIO HH(pOpMa-
LIMIO 110 CTATyCy; B pe3y/bTaTe 3Ty ONUHIO C/IeLyeT UCI0Nb30BaTh TONBKO
B LeJsIX TECTUPOBAHUS.

-validity_period
nsec, -status_age
age

OTH OMIUU ONpeessoT 1Mana3oH BpeMeHH B CeKyHAaX, KOTOPbIH OyneT
BoiiepxkuBaTbesl B OCSP-otBete. Kaxnblil oTBeT no crarycy cepTugu-
KaTa BKJO4YaeT 3HadyeHue rnoJisi notBefore W onuuoHanbHO — 3HaueHHe
noJsisi notAfter. Tekyuiee BpemMsi TO/KHO MOMAAaTh MEXIY STUMHU ABYMS
BeJIMUMHAMH, HO HHTepBaJ MeXXIy HHUMH MOXKeT OBbITb BCEro HeCKOJb-
Ko cekyHa. Ha npakrtuke yacsl OCSP-oTBeTUMKa U KJAWEHTOB MOTYT He
ObITb TOYHO CHHXPOHU3WPOBAHBI M IMpOBEpPKa MOXKeT He ynartbes. Uro-
Obl 3TOr0 M36eXKaTh, MOXKHO MCMOJb30BaTh omnuuio -validity_period nas
omnpefiesieHHs TPUEeMJIEMOTO IHarna3oHa OLIMOOK B CeKyHAaX. 3HaueHHe
9TOU OMIMU MO YMOJYAHUIO — O MHHYT.

Ecsu B oTBeT He BKJ/OYeHO 3HadeHue mnogs notAfter, ato o3navaer, uro
HoBasi HH(OpPMALKs MO CTATyCy yKe A0CTyMHa. B 3ToM ciydae npoBeps-
eTcsl Bo3pact noss notBefore, yTo6bl y6eaUTbCs, UTO OH He CTaplile YyeM
age cexyHa. [To ymonuaHuio 3Ta [OMOJMHUTENbHAS MPOBEPKA He MPOBO-
IUTCS.

[TopsinkoBbi#i Ne M3MeHeHUsI
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Onnug Onucauue
-md5, -shal, | Dta omnuusi ompenessieT aJrOPUTM X3LIUPOBAHUS MAJST HCIOJb30BaHHUS
-sha256, - | IpU reHepauUU HAEHTU(PHUKATOPA cepTH(HUKATA YIOCTOBEPSIOUIETO IeH-
ripemod160. tpa. [lo ymomyanuio ncnosnb3yercs anroputm SHAL.

[TopsinkoBbi#i Ne M3MeHeHUsI
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7.6.10.3.2 CepsepHoie onyuu KomMardbL 0CSp

Onuug Onucanue

-index indexfile indexfile — TekcTOBBIH MHIEKCHBIH (hal1 B (hopMaTe KOMaHAbl ca yTH-
muTel openss| (cM. paszen 7.6.2), conepaiuuii HHQOPMALHMIO O CTaTyCe
cepTU(PUKATOB.

Ecnu ykasana onuus index, KoMaHaa ocsp paboTaeT B pexKHMe OTBETUYH-
Ka (cepBepa), B MPOTHBHOM cCJjlydae — B peXHMe KJHeHTa. 3anpoc(bl),
KOTOpble 00pabaThiBaeT OTBETUHK, MOTYT JIHUOO OMpeNessiTbCsi B KOMaH/I-
HOH CTpPOKe (C MOMOIIbIO OMUMEH issuer W serial), JuGO CUUTBIBATHCS
u3 (aliya (C MOMOILIBIO ONMUHUH respin) WM C MOMOLIbIO BHEIIHUX OCSP-
KJHEHTOB (ecsid yKa3aHbl MOPT MK url).

Ecsu ykazaHa onuus index, Takke JOJ/KHBI IPUCYTCTBOBaTh omuu CA

U rsigner.

-CA file CepTuuKaT yIo0CTOBEPSIOLUIETO LIEHTPA, COOTBETCTBYIOMNUN HHPOPMALUH
06 oT3biBax B ¢aiiie indexfile.

-rsigner file Ceprucdukar, Ha KoTopoM cienyet noanuckiBate OCSP-oTBeTHI.

-rother file JononmHuTenbHBIE cepTU(UKATEI, KOTOpble ciaenyeT BK/IOYUTb B OCSP-
OTBET.

-resp_no_certs He Bkutouats HUKakux ceptudrkatoB B OCSP-otser.

-resp_key_id WUnentuduuuposath cepTU(dUKAT MNOANMUCUMKA C HcnoJb3oBaHueM [D

KJII0Ua, M0 YMOJYaHUIO0 — HMCII0JIb30BaTh 3HaYeHHue noJs subject. Mcmosb-
30BaTh 3TOT PexKUM He pekoMmeHayetcs, T.K. B RFC 6960 sBHO nponucano
UCII0JIb30BAHME HeCTaHAapTHOro s Poccuu anroputma X3LIHPOBAHUS.
-rkey file 3akpeIThlil K104 Ags noanucbiBaHuss OCSP-o0TBeTOB: ecsau 3Ta ONUHUsA
He TMPUCYTCTBYET, UCMONb3YyeTcs (pai, YKa3aHHBIH B KayecTBe 3HaYeHHUs
OILMHU rsigner.

-port portnum [Topt, ¢ KoToporo caenyet cuutbiBaTh OCSP-3anpockl. DTOT NMOPT TaKkKe
MOKeT ObITh yKa3aH ¢ MOMOLbo onuuu url.

-nrequest number OCSP-cepBep 3akOHYUT paboTy MO MOJyueHHHM number 3ampocoB, IO
YMOJIYaHUI0 — HEeOTPaHUUYEHHOr'0 KOJNHYeCTBa.

-nmin minutes, | KosryecTBo MUHYT WJM IHEH, KOrja NOCTYIMHA cBexkas WHpopMaLus o6

-ndays days oT3bIBax: ucrnosb3yercs B noJe nextUpdate. Eciu Hu onHa W3 3TUX on-

nui He ykasasa, noJse nextUpdate omyckaercs, uTo o3Hadaer, 4To CBe-
’)Kas uHGopmauys 00 OT3bIBaX AOCTYIHA HeMeIJIEHHO.

7.6.10.4 TIlposepka OCSP-oTBeTOB

OCSP-oTBeTHl caenyloT npasugaaM, ykasaHHeiM B RFC 6960.

M3nauanbHo onpenessietcss MectonosoxeHue ceptudukara OCSP-oTBetunka M npoepsieTcs
noanuch nox OCSP-3anpocoM ¢ Kcrnosnb3oBaHUEM OTKPHITOrO KJko4a U3 cepTH(HKATa OTBETYHKA.

3atem Ha OCSP-oTBeTuHKe MPOUCXOMUT OOBIYHAS MPOBepPKa CepTHU(HKATA C MOCTPOEHHEM Ile-
MOYKH cepTH(HUKATOB B Ipoliecce. MecToHaXOXIeHHe NOBEPEHHBIX CepTH(HUKATOB, HUCIOJNb3yeMbIX
JIS1 TIOCTPOEHHS LENOYKH, MOXKET ObITh onpeneseHo ¢ nomorubto onuuil CAfile u CApath, unn onn
OyoyT OTBICKMBATbCSl B CTaHAAPTHOM KartaJore cepThpukaToB OpenSSL.

Ecsu nepBuuHas nposepka He ypaetcs, npouecc npoepkr OCSP npekpaiaercs ¢ coobuieHneM

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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00 ouuoOKe.

B npotuBHOM ciyuae ceptudukat BuimyctuBliero CA B 3ampoce cpaBHUBaeTCsl ¢ CepTU(OUKATOM
OCSP-otrBerunka: ecau oHu coBnagawort, npoepka OCSP cunrtaercs ycneuHo#.

B npotuBHOM ciyuae ceptudukar, BeinycTUBIINAN cepTudukat OCSP-oTBeTunka, cpaBHMBaeTCs
C CepTHU(UKATOM BBIMYCKAIOLIETO yIOCTOBEPSIOLIEro LIeHTpa B 3ampoce. Ecau OHM coBMajamoT U B
ceprudukare OCSP-orBeTunka npucytcrByer OCSPSigning extended key usage, nposepka OCSP
CYUTAETCS YCIIELIHOH.

B nmpoTuBHOM c/y4yae KOpHEBOH cepTU(HKAT yIOCTOBEPSIIOLIETO LEHTPA, BBIMYCTHBILETO CEPTHU-
¢ukar OCSP-oTBeTurKa, NpoBepsieTCs HA MPEAMET TOTO, SIBJSETCS JIM OH NOBEPEHHBIM JJIsi MOAIH-
ceiBanusl OCSP. Ecau na, To nposepka OCSP cuuTaercst ycremHoH.

Ecsy HUM oHa M3 3TUX NPOBEPOK He OKasblBaeTcsl ycreliHoH, npoepka OCSP He ynaercs.

[To cytu 310 03Hauaet, yto ecau ceptudurkar OCSP-oTBeTuHKa fBJSIETCS NOBEPEHHBIM HeETO-
CPeICTBEHHO Yy TOTO YAOCTOBEPSIOIIEr0 LEHTPA, O KOTOPOM OH IepenaeT MH(OPMALHI0 06 OT3bIBaX
(¥ KOpPEKTHO CKOH(UTYPHPOBaH), TO MPOBEPKA YAaeTcs.

Ecnin OCSP-otBeT4uK siByisieTcst «ry100abHBIM OTBETUYHKOM», KOTOPBIH MOXKET JaBaTb WH(popMa-
IIMI0 O MHOTHMX YOCTOBEpPSIOIIMX LEHTpaX U objafaeT COOCTBEHHOH LEMOUKOH cepTH(HKATOB, TO
ero KopHeBO# cepTuduKaT MoxkeT ObiTh noBepeHHbIM s OCSP-noxnucu. Hanpumep:

openssl x509 -in ocspCA.pem -addtrust OCSPSigning -out trustedCA.pem

Wnu ke cepTUdHUKAT caMOro oTBETUMKA MOXKeT ObITb SIBHBIM 00pa3oM O0ObSIBJIEH NOBEPEHHBIM C
nomotibio onuuu -VAfile.

7.6.10.5 [Ilpumeuanus

Kak yxe Obll0 CKa3aHO, MHOTHe W3 NPOBEPOYHBIX OMUMUH MpeaHa3HAueHbl [/l TeCTOBBIX U OT-
JanouHbIX 1esed. Kak mpaBu/o, HY»KHO HCHoJb3oBaTh Tosbko onuuu -CApath, -CAfile u, ecau
oTBeTUUK — r06anbHbil VA, To -VAfile.

OCSP-cepBep moJie3eH TOJBKO MJIS TECTOBBIX M JAEMOHCTPALMOHHBIX LieJied: HAa CaMOM JeJie
OH He MOXKET MCII0Jb30BaThCsl B KadecTBe mnojHoueHHOro OCSP-oTBeTunka. OH COTEPAKHUT TOJBKO
ouyeHb npoctoil o6padoTunk HTTP-3anpocoB u mMoxet o6padateiBath ToabKO POST-hopmy OCSP-
3anpocoB. OH Takxe oOpabaTbiBaeT 3ampochl MOCJENOBATENbHO, YTO O3HAYAET, YTO OH HE MOXKET
OTBeuaTb Ha HOBble 3aNpocChl, MOKa He oOpaboTaeT TekyliHi. TekcTOBBIH (hopMaT MHAEKCHOTO (hai-
Jla OT3BIBOB CEPTHU(HUKATOB TaKKe Hed(D(PeKTHUBEH A/ GOMNbLUIMX KOJMUYECTB NAHHBIX 1O OT3bIBAM
CepTU(PUKATOB.

Bo3MoxxHO 3amyckaTb MpUJIOXKeHHe oCcSp B pexkuMe oTBeTurka yepe3 CGI-ckpunt ¢ ucnonb3osa-
HUEeM ONUHMU respin u respout.

7.6.10.6 Ilpumeps

Cosnate OCSP-3anpoc v 3anucatb ero B (hau:

tt openssl ocsp -issuer issuer.pem -cert cl.pem -cert c2.pem -reqout req.der

OtnpaButh 3anpoc Ha OCSP-oteerunk ¢ URL-agpecom http://ocsp.myhost.com/, coxpaHuTb
OTBeT B (paijie U BBIBECTHU €r0 B TEKCTOBOH (popme

openssl ocsp —-issuer issuer.pem -cert cl.pem -cert c2.pem -url
http://ocsp.myhost.com/ -resp_text -respout resp.der

[Ipountats OCSP-oTBeT 1 BbIBECTH B TEKCTOBOH (hopme:

openssl ocsp -respin resp.der -text
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OCSP-cepBep Ha nmopTe 8888 ucro/b3yeT CTaHAAPTHYIO KOH(PUTYPALUIO YAOCTOBEPSIIOIIEr0 LEeH-
B (hanJ1.

openssl ocsp -index demoCA/index.txt -port 8888 -rsigner rcert.pem
-CA demoCA/cacert.pem -text -out log.txt

Kak Bbillle, HO 3aKOHYUTH paboTy mnocJje 06pabOTKU OFHOrO 3ampoca:

openssl ocsp -index demoCA/index.txt -port 8888 -rsigner rcert.pem
-CA demoCA/cacert.pem -nrequest 1

3anpocuTb HH(POPMALMIO O CTaTyCe C HUCI0Jb30BAaHUEM BHYTPEHHE IeHEpPHPOBAHHOrO 3aMpoca:

openssl ocsp -index demoCA/index.txt -rsigner rcert.pem -CA
demoCA/cacert.pem -issuer demoCA/cacert.pem -serial 1

3anpocuTh UHPOPMALIMIO O CTATyCe C UCIOJb30BAaHUEM 3aIpoca, MPOUKUTAaHHOTrO U3 (hakisa, 3amu-
caTb OTBeT B APYrou Qami.

openssl ocsp -index demoCA/index.txt -rsigner rcert.pem -CA
demoCA/cacert.pem -reqgin req.der -respout resp.der

7.6.11 Komanna pkcs7

7.6.11.1 OnucanHuve KOMaHIbI

Komanna pkes7 nmepeBonut datinel popmara PKCS#7 B dopmatsl DER unu PEM.

7.6.11.2 dopmar BBoa KOMaH[bl

openssl pkes7 [-inform PEM|DER]| [-outform PEM|DER] [-in filename]| [-out filename] [-
print_certs] [-text] [-noout] [-engine id]

7.6.11.3 Onuuu KOMaHIbl

Onnug Onucauue

-inform DER|PEM YkasbiBaer BxopHo# ¢opmar. Popmar DER — crpykrypa dopmata
PKCS#7 Bepcuu 1.5 B DER-konupoke. PEM (ymosuanue) — Bepcus
DER-dopmer B KonnpoBKe base64 ¢ BepXHUM M HHXKHHUM OTPAHHUUHTEJIS-

MH.

-outform DER|PEM | YkasbiBaet BeixonHOU (opmat. ONliKs HMeeT Te xKe 3HaYeHHSs], UTO OIIHS
-inform.

-in filename YKasbiBaeT (ails ¢ BXOAHBIMM JaHHBIMH. Ecau sTa onuusa He yKasaHa,
JlaHHblEe CUHUTBHIBAIOTCS CO CTAHAAPTHOrO BBOJA.

-out filename YKasbiBaeT (pails1 AJ15 3aMKCH BBIXOAHBIX NaHHBIX. [lo ymosmuanuto nas-
Hble HaMNpaBJSIOTCS HA CTAHAAPTHBIA BBIBOJ.

-print_certs BeiBonUT BCce cepTU(PUKATBI U CIIHCKHU OT3bIBA CEPTU(PHUKATOB, COMEpKa-

mwuecs B Qailse. [lepen cepTudUKaTaMu BBIBOASTCA 3HaueHUS MoJeH
subject u issuer B ogHOCTpOYHOM (hopmare.

-text BeiBonuT nHpopMaLrio o cepTUpHUKaTaX MOJHOCTBIO, 4 HE TOJbKO 3Haye-
HUs Tosiel subject u issuer.
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Onnug Onucauue

-noout He BeiBoguTh 3amudpoanuyo Bepcuto PKCS#7-cTpyKTyphl (M cep-
TU(HUKATHI, €CJIU yKasaHa onuus -print_certs).

-engine id Bui6op sHmkMHA (10 yHHMKAJbHOH CTpoke id) NMpPHUBOOMT K TOMY, 4TO

pkcs7 OymeT MBITAaThCSA MOJYUUTb (PYHKIMOHAJNBHYIO CCHIJIKY Ha BbIOpaH-
HBIH SHIKHH, TAKUM 06pa3oM HHUIHUAJU3UPYS €ro, ecau 3T0 HeoOXOomu-
mo. [locse 3TOro sHIXKHUH yCTaHaBJAMBaeTCsl, KaK 3HAXKHH 0 yMoJya-
HUIO, U1 BCeX NOCTYMHBIX a/JTOPHUTMOB.

7.6.11.4 Tlpumepsr

[Tepeectu PKCS#7-daiin ns dpopmara PEM B popmar DER:

openssl pkcs7 -in file.pem -outform DER -out file.der
BriBecTH Bce cepTUdUKaThl, comepxKaliydecs B (paiJe:

openssl pkcs7 -in file.pem -print certs -out certs.pem

7.6.11.5 Ilpumeuanus

PEM-dopmar PKCS#7-cTpyKTypel UCIONB3YeT CJeAYyIOLWUHA BUI BEPXHEro ¥ HHUXKHEro OrpaHHu-
YUTeJIeH:

JL1s1 COBMECTHMOCTH C HEKOTOPBIMH YIOCTOBEPSIOLMMH LIEHTPAMH OH TaKxKe MOAJAepPKHUBAET CJle-
OYIOLMKA BUJ BEPXHEro M HHUXKHEro OTPaHUYUTEJeH:

7.6.11.6 Orpanudenus

He cyuectByeT onuuu, nossoJsiolleil BoiBecTH Bee noass PKCS#7-daiina.
Komanna PKCS#7 nonnepxxuaer tonbko PKCS#7 Bepcum 1.5, omucannyro B RFC2315. B
HacTosilllee BpeMsi OHa He Mojaep:KuBaeT, Hanpumep, HoBblH CMS, onucanueii B RFC2630.

7.6.12 Komanna pkcs8
7.6.12.1 Onucanue KOMaHAbI
Komanna pkcs8 paboraer ¢ 3akpeiTeiMu Kitodamu popmata PKCS#8. Ona moxer paborath C

HesamudpoBaHHbIMHU Kaouamu (popmata PKCS#8 PrivateKeylnfo u ¢ 3amudpoBaHHBIME Kil09aMH

¢dopmata EncryptedPrivateKeylnfo format ¢ pasnuuneimu anropurmamu dpopmata PKCS#5 (Bepcuu
1.5 u 2.0) u PKCS#12.

7.6.12.2 dopmat BBOAA KOMaH[bl
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openssl pkcs8 [-topk8] [-inform PEM|DER] [-outform PEM|DER] [-in filename] [-passin arg]
[-out filename] [-passout arg] [-noiter]| [-nocrypt] [-nooct] [-embed] [-nsdb] [-v2 alg] [-v] alg]
[-engine id]

7.6.12.3 Onuuu KOMaHIbl

Onnug Onucauue

-topk8 Kak mnpaBuso, 3Ta KOMaHAa TMepeBOAUT 3aKpHITHIH KJtod Qopmarta
PKCS#8 B 3akphITHIH KJIOU TpagulMoHHOrO (opmarta. JlaHHas onuus
yKasblBaeT Ha OOpaTHYI CHUTYyallMIO: KOMaHAa CYUTHIBaeT KJ/IOY TPaiHu-
LIMOHHOTO (hopMaTta M BBIBOAMT KJi04 (popmata PKCS#S.

-inform DER|PEM YKka3biBaeT BXOAHOH (popmaT. Ecau B KauecTBe BXOAHBIX HAHHBIX OXKH-
naetcsi kaou popmara PKCS#8, nannas onuus ykasbiBaeT Ha PEM-
uan DER-Bepcuto. B npotuBHoM ciydae ucnonbdyercs PEM- uan DER-
(opmar KJ/oua TPaAULUOHHOTO (opmaTa.

-outform DER|PEM | YkasbiBaer BbixomHo# ¢opmar. Onuus UMeeT Te Ke 3HA4YeHHs, YTO U
onuus -inform.

-in filename YKasbiBaeT BXOAHOH (pai/1, U3 KOTOPOro cjeayeT CUMUTaTh KJjio4d. Eciau
3Ta OMNIUSA He yKa3aHa, KJII0U CUUTBIBAETCSl CO CTaHAApTHOro Bxona. Eciau
KJII04 3alir(poBaH, OyfeT 3ampolleHa naccgpasa.

-passin arg Hcrounuk napossi /s BxogHoro Qaiaa. I noaydyeHus: OOMNOJHUTENb-
HOU HH(poOpMaIKu 1Mo (Gopmary aprymeHrta arg cMm. pasmed i7.4.
-out filename YKa3biBaeT BBIXOAHOH (pailj, B KOTOPBIA cJenyeT 3anucaTb KJjwou. Ec-

JIM 3Ta ONLHUSA He yKasblBaeTcsl, KJ/IO0Y BBIBOAUTCS Ha CTaHAAPTHBIH BbI-
BoA. Ecau ykasaHbl Kakue-nu60 oniuu 3amudpoBaHusi, OyaeT 3amnpolie-
Ha naccdpasa. FMims BoixogHoro (aiiia He NOJMKHO COBMNAAATh C UMEHEM
BXOJIHOTO (haH.a.

-passout arg Hctounuk naposs /s BeIXogHoro (aina. s moaydeHus: 10NOJTHUTENb-
HOW MH(OpPMaLMK Mo GopMaTy apryMeHTa arg cM. pasged i7.4:
-nocrypt Kak npasuio, kiatoun popmata PKCS#8 sBasiorcss cTpykTypamu op-

mata PKCS#8 EncryptedPrivateKeylnifo, ncnonbsyonmu cooTBeTcTBYy-
IOLIUH aJrOPUTM IK(POBAHHUS, OCHOBAHHOTO Ha mapoJie. ATa ONuHus yKa-
3bIBA€T, UTO Ha BBOAE WJH BbIXOAE AOJKHA ObITb He3allH(ppoBaHHAs
cTpykrypa Qopmata PrivateKeylnfo. dTa onmus mosHocTbl0 OTMeHsiET
3alIupoBaHUe 3aKPLITHIX KJOYel, U ee CjedyeT HCIOJb30BaTh TOJb-
KO TNpH KpakHed HeoOxonuMocTH. HekoTopble mporpaMmbl HCIOJB3YIOT
He3alHU(PPOBAHHbIE 3AKPBIThIE KJIOYH.
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Onnug Onucauue

-v2 alg DTa OMuMs AaeT BO3MOXKXHOCTb MUCIOJb30BaHHUS aJropuTMoB Bepcuu 2.0.
dopmara PKCS#5. Kak npasusio, 3akpeithie Kiawoun Gopmata PKCS#8
3alIM(POBBIBAIOTCS HA MapoJie NP MOMOILM aJroputMa IojJ HasBa-
nuem pbeWithMDS5AndDES-CBC, wucnosbsytomum 56-6utHoe DES-
3alr(poBaHre, HO 3TO OBl CAMBIH MOLIHBIM a/TOPUTM LIM(PPOBAHUA,
KOTOpBHIH mopaepxkuBajcs Bepcueid 1.5 ¢opmata PKCS#8. JlanHas on-
LMs YKa3blBaeT Ha MCIOJb30BaHUe ajroputmoB Bepcuu 2.0, KoTopble
MOTYT HCIOJIb30BaTh JHOOOH aJropuT™M 3amndpoBaHusi, TakoH, kKak 168-
outHbH TpoliHOUH DES mam 128-6utHeiit RC2, Ho nmoka uTo He Bce mpo-
rpaMMmbl noafepxkuBaioT Bepcuto 2.0. Ecan Bbl paboTaeTe ¢ 3aKpbITBIMU
KJII04aMH TOJIbKO B paMKax Kpuntooubsauorekd OpenSSL, 3To He nMeeT
3HaueHHUs.

AprymeHT arg — asropuTM 3amu(poBaHUs, KOTOPBIH CJelyeT UCIOJb-
30BaTh, BO3MOXKHBIMH 3HaUeHUSIMHU sBJs0TCS des, des3 u rc2. PekomeH-
IyeTcs UCrosib3oBaTh des3.

-vl alg DTa ONLHUs yKasblBaeT, Kako# anroputm Bepcuu 1.5 dopmara PKCS#5
uau PKCS#12 caenyet ncnosnb3oBaTh.
-engine id YKasbiBaeT 3arpyKaemblii MOAYJb engine (MO ero yHUKa/JbHOH HAEHTH-

(MKaLMOHHOH CTPOKE) M BBI3bIBAET MOMBITKY HCIOJIb30BaTh Pean3aluio
KPUNTOrpauyecKUX ajJropuTMOB U3 3TOTO MOAYJIS.

7.6.12.4 Tlpumeuanus

3awmudposanHas ¢popma PKCS#8-daitnos B ¢popmare PEM ucnosbayer ciaenyromuil BUa Bepx-
HEro ¥ HHXKHEro orpaHHYuTesIeN:

3akpeIThle KJ04H, 3amudpoBanHble anroputmamu PKCS#5 Bepcun 2.0 ¢ BBICOKMM 3HaueHHEM
KOJIMUECTBA UTepaluil 6o/iee HaleKHbl, UeM KJIOUH, 3alIM(PPOBAHHbIE AJATOPUTMAMH TPAAHULUOHHBIX
SSLeay-coBmecTrMbIX (hopmaToB. [loaToMy ecin nonoMHUTENbHASI 6€30M1aCHOCTb CUNTAETCsl BaXKHOH,
cJeflyeT npeo6pa3oBbIBATh KJIOUH.

YmosuatenbHoe 3amu@poBaHUe BCEro JHLIb H6-OHTHOE, MOTOMY UTO 3TO 3alMdpoBaHME TOA-
IepKHUBAIOT caMble coBpeMeHHble peanusauuu PKCS#S8.

HekoTopble nporpammsl MoryT ucnosb3oBatb PKCS#12-anroputmMbl 3amndpoBaHus Ha napoJe ¢
3aKpbIThIMU KatouaMu popmata PKCS#8: onu 06pabdaThiBalOTCsl aBTOMAaTHYECKH, HO He CYIIEeCTBYeT
OMIUH I/ UX MOJYUYeHHUs.

Moxno 3anucate DER-3akomupoBaHHBIE 3alIM(poBaHHBIE 3aKpbiThle KJIOYH B opmare
PKCS#8, notomy uto uH(popMmalnus o 3amudpoBaHHH BKJ4eHa B ypoBeHb ASNI, B To Bpewms
KaK TPaAWLUOHHBIA opmaT BKJOUaeT ee Ha ypoBHe PEM.

7.6.12.5 Tlpumepsi
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[TepeBecTH 3aKpBITHIH KU U3 TpaaulHoHHOTO (Gopmata B gopmar PKCS#5 v2.0 ¢ momoribio
Tpo#Horo anaroputma DES:

openssl pkcs8 -in key.pem -topk8 -v2 des3 -out enckey.pem

[TepeBectu 3akpeiThd K104 B (hopmat PKCS#8, ncnonbsys anroputm, COBMECTUMBIH ¢ BepcHel
1.5 popmara PKCS#5:

openssl pkcs8 -in key.pem -topk8 -out enckey.pem

[lepeBectu 3akpbiThii Kawd B PKCS#8, ucnosnbsysi asroput, COBMECTHMBIH C (opMaTom
PKCS#12 (3DES):

openssl pkcs8 -in key.pem -topk8 -out enckey.pem -v1 PBE-SHA1-3DES

[TpountaTs He3damnppoBaHHBIN 3aKpbIThIH K04 popmata PKCS#8 B DER-konuposke:

openssl pkcs8 -inform DER -nocrypt -in key.der -out key.pem

[lepeBecTu 3aKpBITHIN K04 U3 Jo6oro ¢popmata PKCS#8 B TpanuuuoHHbil hopmat:

openssl pkcs8 -in pk8.pem -out key.pem

7.6.13 Komanna pkcsl?2

7.6.13.1 Onucanue KoMaHIbI

Komanna pkesl2 nosBosisier co3naBath U HHTepripeTHpoBath (aiinel hopmata PKCS#12 (uHorna
HasbiBaeMble (aiamu popmata PFX). Paiiner hopmara PKCS#12 ucnonb3yioTess ass mnepeHoca
MeXJy KOMIbIOTePaMHU 3aKPBITHIX KJI0Yeld U COOTBETCTBYIOUIMX UM CEPTU(HUKATOB.

7.6.13.2 dopmat BBOAA KOMaH[bI

openssl pkesl2 [-export] [-chain] [-inkey filename] [-certfile filename] [-name name] [-caname
name] [-in filename] [-out filename] [-noout] [-nomacver] [-nocerts] [-clcerts] [-cacerts] [-nokeys]
[-info] [-gost89 | -nodes] [-noiter] [-maciter | -nomaciter | -nomac] [-twopass]| [-descert] [-certpbe
cipher] [-keypbe cipher] [-macalg digest] [-keyex] [-keysig] [-password arg] [-passin arg] [-passout
arg] [-CAlfile file] [-CApath dir] [-CSP name]

7.6.13.3 Onuuu KOMaHIbl

Y pnaHHOH KOMaHIbl MMeeTcsl MHOXeCTBO OMNLMH, 3HaYeHHe HEKOTOPbIX 3aBUCHUT OT TOro, CO-
3naetcs uau uHTepripetupyercs ¢aua popmara PKCS#12. Tlo ymosnuanuio cuutaercs, uto ai
uHTepnpetupyercs. MoxHo co3nate ¢aiin popmata PKCS#12, ucnonbsys onuuio -export (cM. HHU-
xe).

7.6.13.3.1 Onuuu unmepnpemuposarnus ¢atiros

Onuuga Onucanune
-in filename Onpenensier uMs uHTeprnpetupyemoro dadaa dopmatra PKCS#12. Tlo
YMOJIUAHUIO (hailyl CUUTBIBAETCS CO CTAHAAPTHOrO BBOAA

-out filename Daiin nas 3anUcu cepTUPHUKATOB U 3aKPLITHIX KJ/OUeH, 0 yMOJIUaHHUIO -
CTaHJApTHBIMA BbIBOA. Bcé 3anuchiBaetca B (popmate PEM
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Onnug Onucauue

-password arg, | ¥YkasblBaeT, Ilie CONEPKHUTCS MapoJib AJs BXomgHoro (aina (tT.e. dabsia

-passin arg ¢dopmara PKCS#12). Jlns nosydeHusi DOMONHUTEIbHON HH(DOPMALIMH T10
dopmary aprymenta arg cM. pasged /.4

-passout arg HcTounuk napoJisi asis 3augpoBbIBaHUS JIOOBIX MOJYUEHHBIX 3aKPBITHIX
Katodeid. [l moJsiyuyeHHsl NOMOJNHHUTENbHOH HH(popMaUuu 1o (dopmaty
aprymeHTa arg cM. pasges 7.4

-noout OTmeHsieT BBIBON KJIIOUed W cepTH(PHUKATOB (0gHaKO OymeT MpoBepeHa
KOPPEKTHOCTb BXOIHOTO (paiija U BO3MOXKHOCTb €r0 PaclaKkoBKH)

-clcerts BLIBOIUT TOMBKO KJIHEHTCKHE CepTH(UKAThl (He BBIBOLUT CEPTHU(HKATEHI
Y1)

-cacerts BeiBonuT Tosbko cepTUduUKaThl ¥ L] (He BBIBOAUT KJIHEHTCKHUE CepTH(DH-
KaThbl)

-nocerts OTMeHsieT BBIBOJ, JIOOBIX CEPTU(HHUKATOB

-nokeys OTMeHsieT BBIBOJ, 3aKPBITBIX KJI0Uel

-info BbiBogUT MOMOJHUTENBbHYIO MH(MOPMALUIO O CTPYKType (akaa dopmara
PKCS#12, ncnonb30BaHHBIX aATOPUTMAX U KOJUUECTBE UTepalui

-gost89 Hcnonbszosats anroput™ 'OCT 28147-89 nnisa 3alimdppoBaHUs 3aKpBITIX
KJIF0OYel mepes BbIBOIOM (IIPH UMIIOPTE KJouel /151 POCCHHCKUX KPHUIITO-
rpaduuecKrux aJropuTMOB CJelyeT HCI0/b30BaTh UMEHHO 3TOT aJrOpPUTM
IHGPOBAHHS)

-des Hcnonb3oBats anroputm DES nns mudpoBaHus 3aKpbITHIX K/HOYel me-
pell BBIBOAOM

-des3 Hcnonb3oBats anroputm TpoiiHoW DES nns mudpoBaHus 3aKpBITHIX
KJIIouel nepen BeIBOAOM. Mcmosb3ayeTes Mo yMo4aHHIO

-idea HcnonbsoBats anroput™ IDEA st mundpoBaHus 3aKpBITHIX KJIOYEH Me-
pel BBIBOIOM

-aesl28, -aesl92, - | Hcnosb3oBaTh anroput™ AES njsi miMdpoBaHUsi 3aKPLITHIX KJKOYeH IMe-

aes256 pel BHIBOLOM

-camellial28, - | Ucnonb3oBate anroputmel Camellia pns mudpoBaHus 3aKPBITEIX KJIHO-

camellial92, - | yell mepen BBIBOAOM

camellia256

-nodes BbIBOAUTH 3aKpBITHIE KJIOUH B He3alIM(PPOBAHHOM BHJIE

-nomacver He mpoBepsATb 11€JJIOCTHOCTL KOHTekHHepa

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue
-twopass 3amnpamuBaTh y M0Jb30BaTe/sl OTAE/bHbIE TTAPOJIH AJIs KOHTPOJIS LIEJOCT-

HOCTH W JIJI paclIM(poBaHuUs

7.6.13.3.2 Onuuu cosdanus ¢atiros

Onuuga

Onucanue

-export

YkaseiBaer, uto ¢aila popmata PKCS#12 6yner co3naH, a He HHTepmpe-
THPOBaH

-out filename

YKasbiBaeT uMs co3naBaemoro ¢aina popmara PKCS#12. ITo ymonya-
HUIO HUCTIONb3YeTCsl CTAaHIAPTHBIH BBIBOJL

-in filename

YKasbiBaeT MMl BXOAHOTrO (paisia, U3 KOTOPOro CjelyeT CUUTaThb CepPTHU-
(UKaThl ¥ 3aKpbITble KJIIOUH, MO0 YMOJUAHHIO HCIOJNb3YeTCs CTaHOApT-
HbIH BXon. OHU Bce noskHBI ObITh B (popmate PEM. [lopsinok 3HaueHus
He UMeeT, HO J0J2KeH MPUCYTCTBOBATb OAWH 3aKPBITHIH KJIOY H COOT-
BETCTBYIOIUUH eMy cepTU(dHUKAT. Ecau MpUCyTCTBYIOT AOMOJHUTENbHbIE
cepTU(HUKATBl, OHU TakxkKe OyAyT BKJOueHbl B (paia popmata PKCS#12

-inkey filename

dafis, U3 KOTOPOro CUUTHIBAETCS 3aKPbIThIH Kiiou. Ecau ata onuus He
yKa3aHa, 3aKPbITHIA KJI0U J0J2KEH NMPUCYTCTBOBATh BO BXOAHOM (paiiie

-name friendlyname

YKa3plBaeT «IPYKeCTBEHHOe UMS» 115 CepTH(PHUKATa U 3aKPLITOrO KJIO-
ya. O6bIYHO 3TO UM yKas3blBaeTCsl B BBINAJAMOLIMX CIHCKAX MPHUJIONKe-
HUH, UMIIOPTUPYIOLUX (Palil

-certfile filename

HMSA q)aﬁJIa, W3 KOTOPOTo CJaenyeT CUUTATb AOMOJHUTEJ/JbHbIE CepTI/IqJI/IKa-
ThbI

-caname
friendlyname

YKasblBaeT «JpyKecTBeHHOe UMS» IJI APYTUX cepTHU(HUKATOB. DTa OI-
IUs] MOXKeT ObITh MCII0Jb30BAaHA HECKOJIBKO pa3, YTOOBI OMPEeNesUTb HMe-
Ha BceX cepTH(UKATOB B mopsiike uUx nosiBjaeHus. Netscape urHopupyet
IpyXeCTBeHHble UMeHa npyrux ceptudukaros, a MSIE ux nokassiBaer

-password
-passout arg

arg,

YKasbiBaeT, Tie CONepXKUTCS MapoJb AJs BHIXOAHOTO (haisa (T.e. dakia
popmara PKCS#12). Ilns nonyueHus AOMOJHHATENbHON HH(OPMALKMH 1O

-passin password

HcTounrk naposst asst paclivn(poBbIBAHUS M BBOAA 3aKPbITHIX KJ/IOUeH.
J1s1 nmosydyeHHs1 NOMOJHUTEJNbHON HMH(MOPMaLUKU Mo (opMary aprymeHTa

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Onnug Onucauue
-chain Ecnu aTa onuusi ykaszaHa, nesaeTcsl MOMbITKA BKJIOUYHTH BCIO LIEMOYKY

cepTU(UKATOB [Jis M0Jb30BAaTENbCKOrO cepTudukara. [ns noucka cep-
TU(UKATOB UCIOJ/b3yeTCsl CTaHAAPTHOe XpaHUJ/HMILe cepTU(dUKaToB Y LI.
Ecnu HaliTH Bce HeoOXOAMMble CePTU(UKATHLI HE YAaeTcs, 3TO CUUTAETCS
(paTasbHON OLIMOKOH

-keypbe alg, -certpbe
alg

OTH OMIMU MO3BOJSIOT BHIOPATh aJTOPUTM, HCIOJNb3YEMbIH AJs 3alIud-
pOBaHMS 3aKPBITOTO KJtoua U cepThuKaToB. [1pu skcnopre Kitwodel poc-
CUHCKUX Kpurnrorpapuueckux anroputmoB CJjenyer ykasaTb gost89 B
KadyecTBe mapamerpa alg

-keyex|-keysig

YKasbIBaeT, cjaelyeT JId UCMOJb30BaTh 3aKPHITHIH KJ0Y /i 0OMeHa KJIIo-
YaM{ WJM TOJbKO MAJISl TMOANHUCBHIBAHUSA. DTa ONUHUS HHTEPIpeTHpyeTCs
toibko MS Internet Explorer u nomo6ueimu npumnoxenusmu MS. On-
uus -keysig ykasblBaeT, 4TO KJ/I0Y MOXKHO HCIIOJb30BAaThb TOJBKO /IS
nognucu. Kitouu, ucnosb3yeMble TONBKO AJS MOAMNUCH, MOXKHO HCIIOJb-
30BaTh B MOAMHCBHIBAHWUH cooblieHud ¢opmata S/textbackslash MIME,
KoHTposipHOH nmoxnuck Active X u B ayTeHTH(HKanuu SSL-kaueHTa, XO0-
TS U3-3a OWIMOKM B Koje Tonbko Internet Explorer Hauunas ¢ Bepcuu
5.0 mopepKUBAeT HCMOJIb30BaHHWE KJIOYEH TOJNBKO O/ MOAMHUCH Js
ayreHTH(ukauuu SSL-kaueHTa

-macalg digest

YKasblBaeT aJropuT™ JanaKecTa, UCIOJNb3yeMOro AJisi KOHTPOJIS LeJs10CT-
HOCTU KOHTelHepa. [Ipu skcnopTe Kitouel pOCCHHCKUX KpunTorpaguye-
CKHX aJTOPUTMOB cjenyeT ykaszatb md_gostl2_512, md_gost12_256 wumu
md_gost94 (mocsenHUE TOJMBKO B pPeKMME COBMECTHMOCTH CO CTapbIMH

-nomaciter, -noiter

YcTaHaBAUBAIOT UKCJIO MTepalMi MPH BBHIYUC/JIEHHH KOfa ayTeHTH(hHKa-
MK U KJjoua mHudpoBaHus B 3HayeHHe 1. DTH OMUUHU CJIEAYyEeT UCIOJb-
30BaThb TOJIBKO B TOM CJyuyae, €CJM Bbl XOTHTE CO31aTh (DalJibl, COBMe-
ctumble ¢ Internet Explorer 4.0

-maciter YcTaHaBIMBAET UMCIO UTepalUil NMPU BBIUKMCJIEHHH KOIA ayTeHTH(HKa-
MK B yMoJuatesbHOe 3HadeHHe (2048). Onuusi BKJIOYEHA [Jisi COBMe-
CTUMOCTH C npeablaymumMu Bepcusamu OpenSSL.

-nomac Cosnatb KOHTelHep 6e3 KOHTPOJIS LeJOCTHOCTH

-CAfile file Paiin, comepxallMil cepTU(PHUKATH NOBEPEHHBIX YAOCTOBEPSIOLIUX LIEH-
TPOB

-CApath dir Karasor, copepxkauuil cepTU(UKaThl JOBEPEHHBIX YAOCTOBEPSIOIIMX

LIEHTPOB. DTOT KaTaJor HOJ’KeH ObITh CTAaHIAPTHBIM KaTaJoOroM CepTH-
(UKaTOB, TO €CTh C KaXKIbIM CePTH(HHUKATOM [0JKHA OBbITb CB3aHa X3III-
cymma moJist subject name

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpUnTO CENY.00009-04 34 03 77

Onnug Onucauue
-CSP name 3anuceiBaeT 3HayeHHe nmapamerpa name B ¢opmate Microsoft CSP
-twopass 3amnpallirBaeT y MoJb30BaTess OTAe/bHble NapOJH AJIST KOHTPOJIS LEesO0CT-

HOCTH U JJIs 3aln(poBaHus: G0JbIlIAs YACTh MPUIOKEHUH Bceraa npej-
TMoJiaraeT, YTO OHHW COBMANAIOT, TAK UTO 3Ta OMIMUS JIHIIAET UX BO3MOXK-
HOCTH IpPOUecTb co3naBaeMblil (ausa popmara PKCS#12

7.6.13.4 Ilpumeuanus

XoTsl y 3TOH KOMaH/bl CyLleCTBYeT O0JIblIOe KOJTUYECTBO OMLUH, GOJBIIMHCTBO U3 HUX HUCIOJb-
3yeTcsi oueHb penko. Jss mHTeprnperauuu daiina dopmara PKCS#12 nocraTouyHo ucno/b3oBaTh
TOJIBKO ONUMH -in U -out, A CO3MaHUA - TaKXKe ONLUUHU -export u -name.

Ecau He ykazaHa HU ofnHa W3 onuui -clcerts, -cacerts uam -nocerts, Bce ceptuduxartbl OymyT
BBIBEJIEHBI B TOPSIIKE, B KOTOPOM OHH HaXoAsTCs BO BXOAHBIX (paksiax (opmata PKCS#12. Her ra-
PaHTHUH, UTO TePBbIH NMPUCYTCTBYIOILHWHA CepTU(PHUKAT COOTBETCTBYET 3aKphITOMY Kiatody. HekoTopbie
MpUJI0KEeHUS], TpeOyIollHe 3aKPbITEIH K04 U cepTU(UKAT, NpearnoaraiT, 4YTo NepBbli cepTU(HUKAT
B (paiijie COOTBETCTBYeT 3aKPbITOMY KJ/IIOUY, II03TOMY JAPYrod MOPSIAOK CEepPTHU(PHUKATOB MOXKET CTaTb
npo6saemon. DTy npobsemy peliaeT onuus -clcerts, BbIBoasLIas TOJMbKO CepTU(UKAT, COOTBETCTBY-
IOLMNA 3aKpeITOMY Kiawody. Ecau tpeOyiores ceptudukatsl Y1, uX M0OXKHO BBIBECTH B OTAENbHBIN
thaiis, ucnob3ysi onuK -nokeys u -cacerts, 4ToObl BBIBECTH TOJNBKO cepTHdUKaATh ¥ 1.

Anroputwmel -keypbe u -certpbe mo3BosiSifoT yKazaTbh KOHKpETHbIE aJrOPUTMBI 1J1s1 3aLIH(POBAHUS
3aKpbIThIX KJaoueldl u ceprudukatoB. B «Marllpo Kpuntollaker» B 3TOM KayecTBe HCHOJIb3yeTCs
anaroputm gost89.

7.6.13.5 OcobeHHOCTH pabOThl C KJOYaMU POCCHHCKMX KPUNTOTpPapUUECKHUX aJrOPUTMOB

[Tpu skcmopre KJOUEH POCCUHUCKHUX KPUMTOTPApHUUECKUX aJrOPUTMOB IJ5 IIM(PPOBAHUS U KOH-
TPOJISi 11eJIOCTHOCTH JAaHHbIX KoHTeilHepa PKCS#12 crnenyerT Hcnosb3oBaTh TOJBKO a/JTOPUTMBI
[OCT. IlosTomy B 006si3aTesIbHOM TIOPsIIKE NOJ/KHBI ObITh yKaszaHbl oniuu -keypbe u -macalg, npo
3TOM B oniuu -keypbe mosmxHO ObITh yKaszaHO 3HaueHHe gost89, a B omuuu -macalg - 3HaueHue
md_gost12_256 nau md_gost12_512. Eciu nomosHHTEIBHO yKa3biBaeTcs onuus -certpbe, npennu-
ChIBAIOLIAs WIM(POBATb HE TOJNBKO 3AKPBITbIE KJIOYH, HO M CEPTHU(HUKATHI, B ITOH OIMUUH TaKXKe
cJelnyeT yKa3blBaTh 3HaueHHe gost89.

[Tpu nmnopre KJtouedl pocCUMCKUX KpUNTOrparyecKUX aJrOPUTMOB CJedyeT yKasblBaTb JHMOO
onuuio -gost89 (mwudposath (aisn 3akpbiToro Kiawoda anroputmom [OCT 28147-89), nubo onuuio
-nodes (He wudpoBaTh (Hala 3aKpeITOro Kiawua). Mcnonb3oBaHue APyrux ajJropuTMoB MHGPOBaHHUs
(baiiyia 3aKpPBITOTO KJHOYa He JOMyCKaeTcs.

7.6.13.6 CoBmectumocTs ¢ npenpiayuumu Bepcusimu «Marllpo Kpuntollaker»

CK3M «Marllpo Kpunrollaker» 3.0 peanusyer cosgaHue U NPOBEPKY Kofa ayTeHTU(PHUKALUU
kKoHTeliHepoB PKCS#12 ¢ knoyaMu poCCUUCKHUX KPUNTOrpauuecKUX ajropuTMOB B COOTBETCTBHUHU
¢ MeronnyeckuMH pekoMeHAAUUAMHM TeXHHYeCKOro KOMHTeTa no craHaapTtusaunu «Kpunrorpadu-
yeckas 3amura uHdopmauuu» (TK 26). [Ipeneinymne Bepcun CK3U «Marllpo Kpuntollaker» 6blin

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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paspaboTaHbl 10 NPUHATHA YKa3aHHBIX peKOMEeHIALHUH, N09TOMY BbIpa0daTbIBAIOT KO ayTeHTH(HUKa-
UMM 1o Apyromy anroputmy. [lostomy KoHTelHep, cosmaHHbIH Bepcued 3.0, He OynmeT uuTaThCs
npenbiaymumu Bepcusamu «Marllpo Kpunrollaker» u Hao60porT.

Hans toro, uto6sl «Marllpo Kpunrollaker 3.0» cmor o6padorars koHTeiiHep PKCS#12, chop-
MUpOBaHHBIN npenbiaylinMu Bepcusimu «Marllpo KpunrtollakeT», Hy»>kKHO yCTaHOBHUTb MepeMEHHYIO
OKpY2KeHHs1 LEGACY_GOST_PKCS12 (3HayeHHe TepeMeHHOH MOXKeT OBbITh JIHOOBIM).

Hns toro, yto6nl cpenctBamu «Marllpo Kpunrtollaker 3.0» cosmatb konteiiHep PKCS#12,
KOTOPBIA Morsin Obl mpounTaTh npeapiayuiue Bepcuu «Marllpo KpuntollakeT», Hy>KHO BBICTaBUTh
TPU NepeMeHHble OKPYKEeHUS:

GOST_PBE_HMAC=md_gost94

CRYPT PARAMS=id-Gost28147-89-CryptoPro-A-ParamSet

LEGACY_GOST_PKCS12 B mOHU3BOJILHOE 3HAUEHUE

U NPU BBINIOJHEHUHU KOMaHAbl pkcsl2 -export napamerpy —-macalg cjienyeT yKa3aTb 3HaueHHUe
md_gost94, a napamerpy —keypbe - 3HayeHue gost89

7.6.13.7 Cosmectumoctb ¢ CK3U npyrux npousBogutesnei

[Tpu umnopre koHnteliHepoB PKCS#12, copmupoBaHHBIX KPUNTOCPEACTBAMH APYTHUX IMPOU3-
BOAMTENEH, HUKAKUX [OMOJHUTEJbHBIX AEeHCTBUH Kak NpaBuso He Tpebyercsi. Eciu KoHTeliHep
6bln1 cosnaH crapoil Bepcuedt CK3M, moxeT moTpe6oBaThcs BHICTABUTbH MEPEMEHHYIO OKPYKeHHUS

Kontelinepsl PKCS#12, cosnannble «Marllpo Kpunrollaker 3.0» ¢ HacTpolikamu no ymoJua-
HHIO, HOpPMaJIbHO uuTaloTcsl KpuntocpeactBamu komnanuu «MHpoTeKC», a BoT mpomykTel KOMMa-
uun «Kpunro-Ilpo» npouurars ux He cmoryT. s ¢opMHUpoBaHUS KOHTeHHepa, COBMECTHUMOroO ¢
«Kpunrollpo CSP», HY’KHO yCTaHOBUTb NepeMeHHYI OKpyxKeHHsi CRYPTOPRO_PK_WRAP (3Haue-
HUe TePeMeHHOH MOXeT OBbITh JII0OBIM).

7.6.13.8 Ilpumepnl

Hurepnperuposats aiin popmara PKCS#12 u BeiBecTH ero B Qailii:

openssl pkcsl2 -in file.pl2 -out file.pem -gost89

BeiBecTH TOJMBKO KJAHEHTCKHE cepTU(UKATBl B (PaJ:

openssl pkcsl2 -in file.pl2 -clcerts -out file.pem

He 3amun@poBriBaTh 3aKpbITHIH KJI0Y:

openssl pkcsl2 -in file.pl2 -out file.pem -nodes

BeiBecTu nHpopmauuio o datine popmata PKCS#H12:

openssl pkcsl2 -in file.pl2 -info -noout

Cosparp (aiin popmara PKCS#12:

openssl pkcsl2 -export -in file.pem -out file.pl2 -name <<My
Certificate>> -keypbe gost89 -macalg md gostl2 256

BKJ/1I0YUTE NOMOJMHUTEbHBIE CEPTU(HUKATHI:

openssl pkcsl2 -export -in file.pem -out file.pl2 -name <<My
Certificate>> -keypbe gost89 -macalg md gostl2 256 -certfile
othercerts.pem

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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7.6.14 Komanpa pkey

7.6.14.1 OmnucaHue KOMaHIbI

Komanna npenHasHaueHa [t paboThl C 3aKPBITBIMH M OTKPBITBIMU KJtouaMu. VX MoxxHO mpeo®-
pa3oBBEIBATb B Pa3J/iMUHble KOAUPOBKH M BBIBOAUTH HUX KOMIIOHEHTHI.

7.6.14.2 dopmaT BBOIA KOMaH[IbI

openssl pkey [-inform PEM|DER|ENGINE] [-outform PEM|DER] [-in filename] [-passin arg]
[-out filename] [-passout arg] [-cipher] [-text] [-text_pub] [-noout] [-pubin] [-pubout] [-engine

cryptocom]

7.6.14.3 Onuuu KOMaHIbI

Onuuga

Onucanue

-inform
DER|PEM|ENGINE

YkaswiBaet BxonHyto koaupoBKy DER nau PEM. Ecau ykasana -inform
ENGINE, kntou 6ynerT nmpounTaH ¢ amnmnapaTHOro KJOYeBOr'0 HOCHTEJIS,
YKa3aHHOro B napamerpe -in.

-outform DER|PEM

YkasbiBaeT BeixofHyto KogupoBky DER uau PEM.

-in filename

YKa3biBaeT BXOAHOH (pai/, U3 KOTOPOTO CJefyeT CUMTaThb KJwou. Ecmau
3Ta ONUHMSA He yKa3aHa, KJI04Y CUMTHIBAeTCsl CO CTaHAapTHOro Beoga. Ec-
JIM KJIIOY 3allM(poBaH, NOC/e BBeleHUs] KOMaHMbl I10CJAeNyeT 3alpoc Ha
naposb a5 pacmndpoBku. Ecan -inform umeer snauenne ENGINE, B
napameTtpe -in H0JKeH ObITb MepefaH HAeHTH(UKATOp KJjioya Ha ammna-
pPaTHOM KJIIOUEBOM HOCHTeJIE.

-passin arg

WcTouHuk maposist nJisi BXogHoro ¢aiga. 3a IOMOJHUTENbHONH HH(bOpMa-

-out filename

YKasbiBaeT BBIXOAHOH (haiisl, B KOTOPBIH CJeflyeT 3aluchiBaTh KJawo4. Ecan
3Ta OMUMUS He yKas3aHa, KJI04Y BbIBOAUTCS B CTaHAAPTHBIA BbIBOA. Ecau
yKa3aHbl Kakue-au00 OMUMHM 3allh(PpPOBAaHUSA, N0CJEe BBEAEHUS KOMaH/bI
nocJ/eayeT 3alpoc Ha naposb Ajsd pacliuppoBku. MMsa BeixogHoro ¢aina
He JI0JIKHO COBINaJaTb ¢ UMEeHeM BXOAHOTro (aiJa.

-passout password

WcToyHuK mapoJsi Ajst BBIXOAHOTO (paiya. 3a JOMOJHUTENbHOR HHGOP-

-cipher

DTU OMUKHU 3alIKH(POBLIBAIOT 3aKPBITHIH KJOU C MOMOIIbI0 YKA3aHHOTO
anroputMa. MoxeT ObITh yKa3aHO JI000e HAHMEHOBaHHE alrOPUTMa, KO-
Topoe npunumaer pyHkuus EVP_get_cipherbyname(), nanpumep, des3.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-text BeIBOOUT pa3/suuHble KOMIIOHEHTbl OTKPBITOrO MJK 3aKPBITOrO KJio4a OT-
KPBITBIM TEKCTOM B JIOTIOJIHEHHE K 3aKOAHPOBAHHOH BEpCHHU.

-text_pub Ecau o6pabaTbiBaloTC U 3aKPLITBHIA U OTKPBITBIA KJl0Y, BBIBOAUT KOM-
TIOHEHTBI TOJIbKO OTKPBITOIO KJ/IIOUa.

-noout 3amnpeliaeT BbIBOJ 3aKOAMPOBAHHON BEPCHH KJIIOUA.

-pubin [lo ymosmuaHuio U3 BXxonHoro aiaa CYUuThIBaeTCs 3aKPbITHIH Kitod. Ecan
yKa3aHa JaHHas ONUHS, U3 BXOAHOrO (paiyia CUMUTHIBAETCH OTKPBITHIH
KJII0Y.

-pubout [To ymonuanuio BBIBOOIUTCS 3aKpbIThIH Kitod. Ecin ykasaHa naHHas on-
uus, 6yaeT BbIBELEH OTKPHITHIH KJ/I0Y. DTa ONUMUS YCTaHABJIHWBAETCS aB-
TOMaTHYeCKH, €CJIM Ha BXOJ MOfaeTCsl OTKPBITBIH KJIH0U.

-engine cryptocom ITOT mapameTp HeoOXONUMO YKas3blBaThb, €CJM KJIOY YUTAaeTcs ¢ arrma-
PaTHOTO KJ/IIOUeBOI'0 HOCHUTEJS.

7.6.14.4 Tlpumepsl

Ynanuthk naccgpasy U3 3aKpbITOrO KJiwua:
openssl pkey -in key.pem -out keyout.pem
3amudpoBaTh 3aKpLITHIH KU Ha naccdpase, ucnosbsys aaroput™m [OCT 28147-89:
openssl pkey -in key.pem -des3 -out keyout.pem
[Ipeo6pasoBaTh 3akpbiThiil K4 U3 KogupoBkd PEM B DER:
openssl pkey -in key.pem -outform DER -out keyout.der
BeiBecTH KOMMOHEHTBI 3aKPBITOTO KJOUa B CTAHIAPTHBIH BBIBOL:
openssl pkey -in key.pem -text -noout
BbiBeCTH OTKpBITbIE KOMIIOHEHTHI 3aKPBITOTO KJl0Ua B CTAHAAPTHBIA BBIBOM:
openssl pkey -in key.pem -text\_pub -noout
[IpocTo BBIBECTH OTKPBITYIO YacTb 3aKPBITOrO KJ/toua B (ai:
openssl pkey -in key.pem -pubout -out pubkey.pem

7.6.15 Komanna pkeyparam

7.6.15.1 OnucaHue KoOMaHIbl

Komanna pkeyparam o6paGaTbiBaeT mapaMeTpbl KJOueBbIX Tap. X MoxkKHO mpeoOpa3oBbIBaTh B
pasyiMuyHble KODUPOBKH M BBIBOAWTb HUX KOMIIOHEHTHI.

7.6.15.2 dopmar BBOIA KOMaH/bI

openssl pkeyparam [-in filename] [-out filename] [-text] [-noout] [-engine id]

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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7.6.15.3 Onuuu KOMaH[IbI

Onuuga

Onucanue

-in filename

YKasblBaeT UMs BBOJHOTI'O (paﬁna, K3 KOTOPOro cJjenyeT CHUThIBATHL Ila-
paMeTphI. Ecnu a3ta OInysda He YyKa3aHa, MNapaMeTpbl CUHHUTBIBAIOTCA CO
CTaHAapTHOT'O BBOAA.

-out filename

YKa3biBaeT UMsl BBIBOLHOrO (paisa, B KOTOPBIH CJjelyeT 3anucbiBaTh Ma-
pameTpbl. Ecin 3Ta onuusi He yKasaHa, mapaMeTpbl BbIBOASITCS B CTaH-
JNAPTHBIH BBIBOM.

-text BbIBOZUT nmapaMeTpel OTKPBITEIM TEKCTOM B JOMNOJHEHHe K 3aKOAHPOBAH-
HOU BEpCHH.

-noout 3anpelaeT BbIBOJ, 3aKOJUPOBAHHOH BEepPCHH NapaMeTpOB.

-engine id Ykaszanuve Mopyas engine (Mo ero yHHKaJbHOM HIEHTH(HUKALHUOHHOH

CTPOKE) 3acTaBJ/sieT KOMaHIy pkeyparam TMOMBITAaTbCS MOJYUYHUTh (QYHK-
LIMOHAJIbHYI0 CCBIJIKY Ha yYKa3aHHBIH MOAYJb, IPH HEOOXOAMMOCTH HHH-
MaNHu3UPysl ero. 3aTeM MOAYJb OyeT yCTAHOBJEH B KauecTBe yMoJjda-
TeJIbHOTO [J/151 BCeX JOCTYIMHBIX aJrOPUTMOB.

7.6.15.4 Tlpumep

BriBecTH TEKCTOBYIO BEpCHIO MapaMeTpOB:

openssl pkeyparam

7.6.15.5 Ilpumeuanus

-in param.pem -text

Y sroii KoMaHIBl HeT onuui -inform uau -outform, moTomy uTo MoAmEpKHUBAaETCs TOJNBKO KOAHM-
poBka PEM, tak kak Tum KJjwo4a onpenensiercs PEM-3aronoskamu.

7.6.16 Komanna pkeyutl

7.6.16.1 Onucanue KOMaHIbI

Komanny pkeyutl MoxXHO McMoO/Ib30BaTh OJs1 BBIMOJIHEHHUSI PA3JWYHBIX ONMEPaLUid HAl OTKPBITHIM
KJII0YOM TIPH TOMOILM yKa3aHHoro ajaroputMa. Komanna npenocraBssieT AOCTYI K HU3KOYPOBHEBBIM
API, ucrnosnb3oBaHHe KOTOPBIX B MPHJOKEHWH TPeOyeT SKCIEepPTH3bl KOPPEKTHOCTH BCTPaHBAHHUS,
M03TOMY 3Ty KOMaHY CJiefiyeT UCIO0/b30BaTh TONbKO B OTNAJ0YHBIX MW JUATHOCTHUECKHUX LIeJsX.

7.6.16.2 dopmaT BBOLA KOMaHIbI

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
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openssl pkeyutl [-in file] [-out file] [-sigfile file] [-inkey file] [-keyform PEM|DER] [-passin
arg| [-peerkey file] [-peerform PEM|DER] [-pubin] [-certin] [-rev] [-sign] [-verify] [-verifyrecover]
[-encrypt] [-decrypt] [-derive] [-pkeyopt opt:value] [-hexdump] [-asnlparse| [-engine id]

7.6.16.3 Omnuuu KOMaHIbI

Onnug Onucauue

-in filename YKasblBaeT UM BBOAHOrO (pai/a, U3 KOTOPOrO CJeflyeT CUUTHIBaTb HaH-
Hble. Ecau 3Ta onuusa He ykasaHa, aHHble CUMTBIBAIOTCS CO CTaHAAPT-
HOTO BBOJA.

-out filename YKasblBaeT MM$ BbIBOAHOTO (paijia, B KOTOPBIH CJiefyeT 3aUChIBATh 1aH-

Hele. Ilo YMOJIHaHHUIO OAHHbIE BBIBOASTCA B CTaHﬂapTHbIIjI BbIBOJ.

-inkey file BxonHo# KJso4eBOH haiis, Mo yMONYAHHIO 3TO AOJKeH ObITh (hails 3a-
KPBITOTO KJIH0Ya.

-keyform PEM|DER | ®opmar kmoua PEM, DER uau ENGINE.

-passin arg HcTounrk napoJs ajs BXofHOro ¢aija. 3a AONOJHUTENbHON HH(pOpMa-

-peerkey file dDaiin K/ar0Ua MapTHepa M0 B3aUMOIEHCTBHIO, UCIOJb3YETCs B OMepalusx
COIJIaCOBaHUS KJIOUel U BbIpabOTKH OOLIEro cekpera.

-peerform dopmar kawoya mnaptHepa mno B3aumonekicteuio PEM, DER wuam
PEM|DER ENGINE.
-engine id Ykaszanuve Mmopyas engine (Mo ero yHHKaJbHOM HIEHTH(HUKALHOHHOH

CTPOKe) 3acTaBJjisieT KoMmaHay pkeyutl mombiTaTbess MOy4uTb (HYyHKIH-
OHaJIbHYIO CCBHIJIKY Ha YKa3aHHBIH MOAYJ/b, TP HEOOXOAUMOCTH UHHUILIMA-
JU3UPYs ero. 3aTeM MOAYJb OyIeT yCTAHOBJEH B KaueCTBE YMOJYATeb-
HOTO [JI BCEX AOCTYIHBIX a/JITOPUTMOB.

-pubin BxonHo# (haiin — OTKPBITHIH KJIOY.
-certin BxonHo# ¢aiin — cepTuduKat, comepKauui OTKPHITHIH KJIIOU.
-rev O6pataet nopsinok BxogHoro 6ydepa. To Mosie3Ho AJs1 HEKOTOPbIX OUb-

avotek (rakux, kak CryptoAPI), kotopsle npencrasasior 6ydep B ¢op-
mate little endian.

-sign [lopnucbiBaeT BXOAHbIE JaHHblE W BBIBOAWUT IOANHUCAHHBIA pe3yJbTarT.
JLns BeIMOJIHEHUS] NAaHHOH onepauuu TpeOyeTcsl 3aKpPBIThIH KJIIOU.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue

-verify [TpoBepsieT moaNUcCh Mo YKa3aHHBIMH JAHHBIMH U BBIBOAMT Pe3yJbTaThl
TIPOBEPKH.

-verifyrecover [TpoBepsieT BXoiHble NaHHble W BBIBOAUT HCXOIHbIE NaHHbIE.

-encrypt 3amndpoBbiBaeT BXOAHbIE JaHHbIE C UCTONBb30BAHUEM OTKPBITOrO KJI0Ua.

-decrypt PacmndpoBpiBaeT BXOIHBIE JaHHBIE C UCIIOJAb30BAHHEM 3aKPBITOIO KJIO-
ya.

-derive M3Bnekaer oOUIMH ceKpeT ¢ UCMOJb30BaHUEM KJ/IOUa MapTHepa Mo B3au-
MOJEUCTBHIO.

-hexdump BBIBOAMT II€CTHAALIATEPUUHBIA AaMIT BBIXOMHBIX JAHHBIX.

-asnlparse Pas6upaer ASN.I-CcTpyKTypy BBIXOAHBIX DaHHBIX. DTO MOJE3HO B COUETA-
HUM ¢ onuuel -verifyrecover, korna nognuceiBaetcss ASN.1-cTpykTypa.

7.6.16.4 Ilpumeuanus

Jlnsi pa3auyHBIX aITOPUTMOB M MX MPHUJIOKEHHH MOANEPKHUBAIOTCS pa3/jvyHble HAOOpbl omepa-
uuit u onuuid. Anroputm 'OCT P 34.10 nonnepxxuBaet onepauuu encrypt, decrypt, sign, verify,
verifyrecover u derive.

7.6.16.5 Ilpumepsr

[lognucatb faHHBIE C WCMOJb30BAHHUEM 3AKPBITOrO KJlOYa:
openssl pkeyutl -sign -in file -inkey key.pem -out sig
BeiBecTu moanucaHHble naHHble (¢ ucnosb3oBaHueM Kiatwoda [OCT)
openssl pkeyutl -verifyrecover -in sig -inkey key.pem
[IpoBeputh nonmnuch
openssl pkeyutl -verify -in file -sigfile sig -inkey key.pem
CdhopmMupoBaTh 3HaUeHHe OOLIEro CeKperTa:
openssl pkeyutl -derive -inkey key.pem -peerkey pubkey.pem -out secret

7.6.17 Komaunma rand

7.6.17.1 OnucaHue KOMaHIbl

Komanna rand BBIBOOHUT oOmpelesieHHOE KOJHUECTBO (yKa3aHHOe B TapaMeTpe num) MCeBIO-
cJy4alHbIX OaMT.

7.6.17.2 dopmat BBOIA KOMaH[IbI

openssl rand [-out file] [-base64] [-hex] num

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
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7.6.17.3 Onuuu KOMaHIbl

Onuug Onucanue

-out file 3anuceiBaeT B (halia ¢ uMeHeM file, a He B cTaHOAPTHBIN BEIBOA
-base64 BoinosHsieT KogvpoBaHUe BBIXOAHBIX JaHHBIX B (opmarte base64

-hex [IpencraBsisieT BBIXOAHBIE aHHBIE B BUJE LIECTHAALLATEPUYHOH CTPOKH

7.6.18 Komanga req

7.6.18.1 Onucanue KOMaHIbI

KomaHnna req B OCHOBHOM HCIOJIb3YeTCs I/ CO3AaHUS U 0OpaboOTKH 3asiBOK Ha cepTU(HUKa-
Tol (popmata PKCS#10. Ona takke MoXKeT CO34aBaThb CAMOIOAMUCAHHbIE CEPTH(UKATHI, KOTOPbIE
MOKHO HCIIOJIb30BaTh, HallpUMep, B KaueCTBE KOPHEBbIX CEPTU(UKATOB yIOCTOBEPSIOLIUX LEHTPOB.

Buaumanue. [Ipu ncnosnbsoBanuu «Marllpo Kpuntollaker» 3.0 kKomanmy req yTHJIUTB openssl
MOXKHO HCMOJb30BaTh I/l CO3AaHUS KJwodeHd. Ho cienyer umeTh B BHAY, YTO 3Ta KOMaHAA 3amu-
ceiBaeT KJoun Tonbko B PKCS#8-koHTeliHepsl. [l co3naHusl KJOUeH, KOTopble 3alUChIBAIOTCS B
amnmnapaTHble YCTPOUCTBA, CJedyeT HUCI0JNb30BaTh KOMaHAy genpkey. 3asBKU Ha PEerHCTpaLHIO KJIO-
yel, CO3NaHHBIX C IOMOIIbI0O KOMaHAbl genpkey, co3qaloTCs € MOMOLIBIO KOMaHIbl req YTHJIUTHI
openssl.

7.6.18.2 dopmar BBOJA KOMaH/bI

openssl req [-inform PEM|DER] [-outform PEM|DER] [-in filename] [-passin arg] [-out filename]
[-passout arg]| [-text] [-pubkey] [-noout] [-verify] [-modulus] [-new] [-newkey alg:file] [-nodes]
[-key filename] [-keyform PEM|DER] [-keyout filename] [-keygen_engine id] [-[digest]] [-config
filename] [-subject] [-subj arg] [-multivalue-rdn] [-x509] [-days n] [-set_serial n] [-asnl-kludge]
[-newhdr] [-extensions section] [-reqexts section] [-utf8] [-nameopt] [-reqopt] [-batch] [-verbose]
[-engine id]

7.6.18.3 Onuuu KOMaHIbI

Onuus Onucanue

-inform DER|PEM Omnpenensier BxogHoil (opmar. Onuus DER wucnonbsyer ASN.1 DER-
3akonupoBaHHy ¢dopmy, coBMectumyo ¢ PKCS#10. ®opma PEM —
(opmar no ymosuanuio: oHa coctouT U3 DER-¢opmbl, 3akonrpoBaHHOH
B base64, ¢ [OMOJHUTENbHBIMU BEPXHUM U HUXKHHUM OTPAHHUUTEJISIMH.
-outform DER|PEM | Onpenensier BbIXOmHOH (hopMaT, ONMLHKS HUMeeT Te Ke 3HaueHHs, uTo W
onuus -inform.

-in filename Omnpenensier BXOAHOH (alis, U3 KOTOPOTO CJefyeT CUMTHIBATH 3asBKY.
Ecau 3Ta onuus He yKasaHa, 3asiBKa CYMTHIBAETCS CO CTAHAAPTHOTO BXO-
Ia. 3asiBKa CUMTBIBAeTCS TOJbKO B TOM CJ/ydae, eCJH He YKa3aHbl OMLHH
cosnaHus (-new W -newkey).

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue
-passin arg HcTouHrk napos mjs BXOAHOro ¢aija. 3a AONOJHUTENbHOH HH(pOpMa-

LHell o opmaTe aprymeHTa arg cM. pasgeds i/ .4

-out filename

YKasblBaeT UM$ BBIXOJHOTO (paija 1J/5 3aMHUCH pe3y/nbTaToB BLINOJHEHHUS
KoMaHbl. [lo ymo/4aHUIO HCMONB3yeTCs CTaHAAPTHBIA BBIBOLL.

-passout arg

VcTouHMK Taposisi 1Jisi BBIXOAHOrO (paiisia. 3a IOMOJHUTEbHON MH(OP-
Malued o gopmaTe aprymeHTa arg cM. paspaed i7.4:

-text BbIBOIHUT 3a51BKYy B TEKCTOBOM BHJE.

-subject BoiBonuT 3HaueHue noss subject 3asgBKH (HM/IM cepTHU(HKATA, €CNU yKa-
3aHa onius -x509)

-pubkey BBIBOIUT OTKPBITBIH KJIOU.

-noout DTa ONuUMs NMPefOTBpallaeT BbIBOA 3aKOIUPOBAHHOH BEPCHU 3asiBKH.

-modulus DTa ONUMS BHIBOAWUT 3HaueHHe MOAYJS OTKPBITOTO KJ/0Ya, COomeprKallle-
rocsi B 3asiBKe.

-verify [IpoBepsieT MOAMHUCH TIOM 3asIBKOH.

-new DTa oMU CO3[aeT HOBYIO 3asiBKy Ha cepTu(HKaT. OHa 3ampalluBaeT y
M0Jb30BaTENsl 3HAYEHHUsS] COOTBETCTBYIOLWIMX noseil. KoHKpeTHBIe 3ampa-
LIBaeMble T0JIs, @ TAKXKE UX MaKCHMaJibHble 1 MHHHUMaJbHble pPa3Mepbl
omnpenesilOTCs B KOH(QUTypaUHOHHOM (haije, Kak U Jo0ble 3amnpallrBa-
eMble pacCIIHpeHHUs.
Ecnu onuus -key He ykasaHa, maHHasi OMIUSI CO3ACT HOBBIA 3aKPBITHIH
kmod RSA, ncnonb3ysi nH(popMaluio, comepKallyocs B KOHPHUTYpaLH-
OHHOM (paiJe.

-newkey alg DTa ONuUUs CO3[aeT HOBYIO 3asiBKY Ha CepTH(UKAT ¥ HOBBIH 3aKpPbIThIH

KJo4. AprymeHT alg MoxkeT UMeTh Heckosbko ¢opm. [las anroputma
[OCT P 34.10 Bo3moxHBI caenytolire hopMbl:

anreopumm:paiin

Hcnonb3oBanue aprymenra anroputm:filename cosgaer ko4 anropurma
[OCT P 34.10 (rpebyer koH(HTrypupoBaHHS MOAyJs engine cryptocom
B KOH(UTYpaLHOHHOM (paiise).

arcopumm (MapaMeTpbl yKasblBalOTCsl B ONMUHUH -pkeyopt)

Ecniu ykasate Tosbko anroput™m gost2012_256, gost2012_512 wuawu
gost2001, caenyer ykasaTb HaGop mapameTpoB B omniuu -pkeyopt, Ha-
npumep, -pkeyopt paramset:X. I[lognmepkuBatorcs cienyiomine HabOpbI
napameTpoOB:
— naa gost2012_512: A, B;
— nasa gost2012_256 u gost2001:
— s Karodedd nognucu: A, B, C;
— 1Js KJo4yeld obMeHa KiawouaMu: XA, XB.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-pkeyopt opt:value

YcTaHaBAMBaeT ONMUMIO aJropuTMa OTKPBITOTO KJ/l0Ya B 3HayeHHe value.
TouHbl HaboOp MoAAepKHUBAaeMbIX OMUHHA 3aBUCHUT OT HUCIOJb3yeMOro aij-
TOpPUTMa OTKPBITOTO KJo4a U ero peanusdauuu. [lonpobHocTu cM. B pas-

-key filename

YKasbiBaeT (aij, U3 KOTOPOrO CJefyeT CUUTATh 3aKPBIThIH KJIIOU.

-keyform PEM|DER

@opmMaT 3aKpHITOro K/i04a, yKAa3aHHOTO B KayeCTBE apryMeHTa OMIHU
-key. Ilo ymomnuanuto PEM.

-keyout filename

YKasbiBaeT (pals, B KOTOPHIHA CJjefyeT 3anmucaTb CO3[AaHHBIA 3aKpPbITHIH
k4. Ecau sta onuus He ykaszaHa, ucnosbsyercs (pais, yKasaHHbIH B
KOH(PUTypaLIMOHHOM (paie.

-nodes Ecau sta onuus ykasaHa, TO €CJH CO3[aeTcsl 3aKPbITBIH KJIIOY, OH He
3aIK(POBBIBAETCS.
-[digest] YKasblBaeT ajqropuTM X3IIHPOBAHUS, C TOMOIBIO KOTOPOTO CJefyeT MOJ-

nucatb 3asBKy. B cayuae ucnonb3oBanus anroputrma noanucu 'OCT P
34.10 B KauecTBe asropuTMa naiaxkecra Bcerna ucrnonbsyercs GOST R
34.11, uto 66l HU OBLJIO YKAa3aHO B JaHHOH OIMIIMH, MOITOMY MPHU HCIOJb-
3oBanuu anroputmoB [OCT paHHyIO ONLHIO MOXKHO HE YKa3bIBAaTh.

-config filename

ITO TO03BOJSET yKa3aThb a/JbTePHATHBHBIH KOH(UTYPAaLHUOHHBINA Qaii.
JanHas onuusi vMeeT OOJBLIKMK MPUOPUTET, ueM UMs Qaiina, 3anaH-
HOe TMpPU KOMIMWJSALUM HJIM HMs, yKa3aHHOe B IIepeMeHHOHW Cpelbl
OPENSSL_CONF.

-subj arg

YcTaHaBMBaeT 3HaueHHe MoJs subject 1y HOBOH 3asiBKH WMJIM 3aMella-
eT 3HaueHHe ITOro MoJisi Mpu 06paboTKe 3asBKU. PopmaT aprymeHTa arg
nomxeH ObiTh /typeO=valueO/typel=valuel/type2=..., cuMBOJMbI MOTYT
OBITb 9KPaHHPOBaHBI 3HAaKOM \(0OpaTHBIN CJI311), MPOOesbl He OMyCKaT-
csl.

-multivalue-rdn

DTa OmiHUs yKa3blBaeT, UTO apryMeHT OMNUMM -Subj HeoOXOAMMO HUHTEp-
NPeTHUPOBAaTh C MOJHOU noanep:kkoi MHoro3HauHblXx RDN. Ilpumep:
/DC=0rg/DC=0penSSL/DC=users/UID=123456+CN=John Doe

Ecau onuus -multi-rdn He ucnosbayercsi, To 3HaueHue noJsi UID Gyner
123456+CN=John Doe.

-x509

DTa ONuUMs CO3/1aeT CaAMOINOANUCAHHBIN CepTU(PUKAT BMECTO 3asBKH. JTO
0OBIYHO MCIOJb3yeTCs 151 CO3[aHUsl TeCTOBOTO CepTHU(UKATa UJIU CaMo-
MOAMUCAHHOTO0 KOPHEBOTO CepTH(HKATa yIOCTOBepsioLIero neHtpa. Pac-
LIMpeHHUs], 1o6aBJsieMble B CepTH(UKAT (€CH TaKOBblE €CTh) yKa3bIBAIOT-
csl B KOH(UTrypalHOHHOM (aiiie. Ecau He yKasaHO APYroro ¢ IOMOLILbIO
onuuu set_serial, B kauecTBe cepuiiHoro Homepa 6ynet ykasas O.

-days n

Ecnu ykaszana onuus -x509, maHHas omiusi yKa3blBaeT CPOK JNeHCTBHUS
ceprudukara B gHsax. [lo ymonuanuio 30 nHei.

-set_serial n

CepuiiHbI HOMep AJS BBIYCKaeMOI'O CaMOIOANHUCAHHOIO CepTH(HUKAaTa.
MozxeT ObITb YKa3aH Kak AeCATHUUHAs BeJH4YMHA, UJK KaK lLlecTHajllaTe-
pryHas ¢ npedukcom OXx. YkasbBaTb OTpULIATeNbHBIE CepUiiHBIE HOMepa
MOXKHO, HO HE PeKOMeHAyeTCsl.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-extensions section
-regexts section

OTH ONMUMH YKa3blBAIOT ajbTepHATUBHBbIE CEKLMM MAJs BKJIOUYEHHS pac-
IIUPEHUH B cepTHdUKAT (ecyau yKasaHa onuus -xb09) uau B 3asiBKY.
DTO MO3BOJISIET UCNOJb30BATh HECKOJIBKO PA3JUUYHBIX CEKIMH B OTHOM H
TOM K€ KOH(PUTypaUHOHHOM (paiJie A/ CO3NaHUS 3asiBOK C Pa3JIMUHBIMHU
11eJIeBBIMM Ha3HAUeHHUSMH.

-utf8

DTa oMLK YKA3blBAeT, UTO 3HAUEHUS TOJEH CJeflyeT HHTEPIPETHPOBATD
Kak cTpoku B KonupoBke UTF8, no ymosuanuio oHW UHTEPIPETUPYIOTCS
B komupoBke ASCII. DTo o3Hauaer, 4To 3HaYeHHs MOJEH, CUUTAHHbIE C
TepMHUHAJa UJIU U3 KOH(UTYPALMOHHOTO (paiiyia, NOJKHBl ObITb KOPPEKT-
HeiMd UTF-8 cTpokamu. st HHCIIO/NIB30BAHUS STOM OMUKUK HEOOXOIHUMO,
uyToObl B ceKLUMHU [ req | daiina KoHpUrypauuu Obl1 yKasaH mnapamerp
string_mask = utf8only

-nameopt option

Onuus ykaselBaeT, KaK NOJKHBl BBIBOAWTBHCS 3HaueHHs moJeid subject
1 issuer. ApryMeHTOM MOXeT ObITb OJHA OIS WJH HECKOJbKO, pasje-
JIEeHHBIX 3ansTbIMU. [/ yCTaHOBKM HECKOJIbKHUX OMIUH MOXKHO TaKxKe
HEeCKOJIbKO pa3 HCIoJb30BaTb CBUTY -nameopt. s nonosHUTebHOH

-reqopt option

Onuust ynpasJsieT (opMaToM BbIBOAA, HCMOJNb3yeMbIM C omnuued -text.
AprymeHTOM MOXKeT OBITb OIHA OMNIMS WJH HECKOJbKO, pasleseHHbIX
3anATeIMU. i NOMOJMHUTENbHOH HH(pOPMAaLUU CM. OMHUCAHUE OMNUHUH -

certopt B pasnene i/.6.28:.

-asnl-kludge

[lo ymonuanuio KoMaHzAa req BBIBOOUT 3asiBKH, He COfep:kallve aTpuby-
TOB, B KoppekTHOM (popmate PKCS#10. Ho HekoToprle ynocToBepsiio-
lLlMe LEHTPbl NMPUHUMAIOT TOJIbKO 3asiBKH, He cofepxKallue aTpubyTOB, B
HeKOpPPeKTHOM opmaTe. DTa OMIHUS CO3[aeT TAKOH HEKOPPEKTHBIH (hop-
Mar.

Tounee atpubyThl B 3asiBke hopmata PKCS#10 onpenesneHsl Kak aTpu-
6yr SET OF. OHu He SBJASIOTCSA OMUMOHAJBHBIMH, MO3TOMY, €CJH aT-
puOyTHl B 3asiBKe OTCYTCTBYIOT, OHHU JOJI?KHBI ObITb 3aKOAMPOBAHBI KaK
nyctroit SET OF. Orta HekoppekTHasi (hopMa He BKJ/IOUaeT TaKOW MyCTOH
SET OF, a koppekTHasi (hopmMa BKJ/I0YaeT.

C/ienyeT OTMETHUTb, YTO OYeHb HEMHOTHE YAOCTOBEPSIOIINE LEHTPHI Tpe-
OyIOT UCIOJIb30BAHUS JAHHOW OILHH.

-no-asnl-kludge

Onuus, npotuBomnosoxHas -asnl-kludge.

-newhdr Jo6asasier cnoBo NEW B BepxHM# W HUKHUH orpaHuuyutesu B PEM-
(atine 3asBKH. DTO HEOOXOAUMO JJIs HEKOTOPHIX Mporpamm (cepTudhuKa-
IMOHHBIN cepBep Netscape) U HEKOTOPHIX YAOCTOBEPSIOMIUX LIEHTPOB.

-batch HeuHTepaKTHBHBINA pPeXKHUM.

-verbose BriBecTH NOMOJMHUTENBHYIO HH(MOPMALHIO O MPOU3BOAUMBIX ONEpaLUsiX.

-engine id BBIOOp SHAXKHHA (10 ero YHHKaJbHOH CTpoKe id) MPUBOTUT K TOMY, 4TO

req fesaeT MONBITKY NOJYYUThb (DYHKLHOHAJIBHYIO CCBIJIKY Ha BEIOPAHHBIN
SHJKUH, TaKUM 00pa3oM HHHULHMAIU3UPYS €ro, eCJAu 3TO HeoOXOIHMO.
[locsie 3TOro 3HAXKWH yCTaHABJAWBaeTCs, KaK HIKHUH MO yMOJYaHUIO,
AJ151 BCeX JOCTYIHBIX aJrOPUTMOB.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-keygen_engine id YKasbiBaeT 3arpyxaemblii MoLy/b engine (Mo ero yHHUKaJbHOHU HIEHTHU-
(PMKaLMOHHOH CTPOKe), KOTOPbI OymeT MCMOJb30BAThCS [Js1 OMepalui
CO3JaHUS KJIOUeH.

7.6.18.4 dopmaT KOH(DUTYypaLIMUOHHOTO (aia

Onuun KOH(pUTypaLKK yKa3blBAlOTCS B paszesie req KoHpurypaunonHoro daina. Kak u B mo6om
KOH(UrypaluroHHOM (haiisie, ec¥ Hekas BeJUUMHa He yKasaHa B KOHKPETHOM pasjesie (Hampumep,
paszesie req) TO OHa HIIETCS TakK)Ke B HauaJbHOM HENOWMEHOBAaHHOM pasleJsie WJH B pas3iese T0
YMOJIYAHHIO.

JlocTynHble onuuy MogpoOHO OMUCAHBI HUXKeE.

Onuug Onucauue
input_password [Taposu nsis BXomHOrO (haiia 3aKpLITOrO KJjoda (ecJqd TakKOBOHW MPHCYT-
output_password CTBYET) W JJIS BBIXOAHOTO (haiyia 3aKpBITOr0 KJoua (ecau TakoBOH CO-

3naetcst). Onuuyd KOMaHIHOM CTPOKH passin v passout UMerT GOJbIINH
TIPUOPHUTET, UeM OMIHU, YKa3aHHbIe B KOH(OUTYPALLHOHHOM (haiiie.
default_bits DTa onuHus OIpelessieT yMoadaTesbHbI padmep Kiwoua B Outax. Ec-
JW OMIMS He yKaszaHa, ucnogbsyercs 512. Onuus mpuMeHsieTCs, eciu
B KOMaHJHOH CTPOKe yKasaHa onuus -new. Onuus KOMaHIHOH CTPOKH
-newkey vMeeT GOJBIINHA MPUOPUTET.

default_keyfile DTO ymMos4aTesibHOE WMs /Il BBIXOAHOTO (halja 3aKpbITOro Kiwoua. Ec-
JIM 3Ta OMIMS He yKa3aHa, KJIY 3alKChiBaeTCs B CTAHAAPTHBIH BBIXOI.
Onuusi KOMaHAHOU CTPOKH -keyout nMeeT GOJBILIUKA MPUOPUTET.

oid_file DTa omuus yKasblBaeT Ha (pais, comepxkaiiuil nononHuTenpHble OID
(OBJECT IDENTIFIERS). Kaxnast ctpoka haiiya nojkHa UMEThb CJie-
AYyOLWHUA popmar:

OID B uncseHHOM BHe, MPpoOes, KOPOTKOe UMSI, MpobeJ, TJIHHHOE UMS.

oid_section OTa Oonuus yKas3blBaeT Ha pasjies KOH(PUrypauuoHHOro (aiina, comep-
x)auui pononHutensHele OID. Kaxnas ctpoka pasgena nosxHa UMeThb
(dopmar:

kopoTkoe uMst OID=uucnennsii Bun OID.
B csyuae ncnosnb3oBaHUsl 3TOH ONUKH KOPOTKOE M IJMHHOE MMeHa COB-

najarr.

encrypt_key Ecau 3T1a onuus ycraHosseHa B 0, To co3naBaeMblil 3aKPBITHIH KJH0Y He
3alIU(POBEIBaeTCs. DTa OMIMS SKBUBAJEHTHA OMIUU KOMaHIHOH CTPOKH
-nodes.

default_md Onuus 06s3aTeNbHO JO/MKHA OBITh yKa3aHa, HO HCIIOJb3YEeTCS TOJBKO

B TOM CJy4yae, €C/IM KJIOY yIOCTOBEPSIOLIEro LeHTPa MUMeeT ajlropuTM,
TMO3BOJISIIOLINH MCMOJb30BATh pasHble aJropuTMbl xsuupoBaHus (RSA).
3HaueHHe ONLHKM NpeacTaB/sgeT co00H Ha3BaHMe aJrOPUTMa X3IIMPOBA-
HH$1, UCIIOJIb3YEMOT0 1Jis1 MOANHCH CepTU(HUKATOB (B MPOTHBHOM CJiydae
OHO MOXKET OBbITh JIHOOBIM).
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Onnug Onucauue

string_mask DTa OMIHUs MacKHUpPyeT HUCMOJb30BaHHE HEKOTOPHIX THIOB CTPOK B HEKO-
TOPBIX TOJNSAX.

Cy1iecTByeT HECKOJbKO BO3MOXKHBIX 3HAaUeHHH MNAHHOH OMUUH. 3Haue-
e default (oHo xe mo ymosuaHuw) ucnosbayer PrintableStrings,
T61Strings u BMPStrings. Ilpu ykazanuu 3Hauenus pkix OymyT wuc-
nosib3oBathesi Toabko PrintableStrings and BMPStrings B cooTBert-
ctBun ¢ PKIX pekomennanueit B RFC2459. Ecau ykasbiBaeTcsi 3HaueHHe
uti8only, ucnosawaytores Tompko UTF8Strings: ato pekomennauus PKIX
B RFC2459 nocse 2003 r. Hakonel, sHaueHue nombstr HcCroJsib3yert
tonbKo PrintableStrings u T61Strings: HekoTopele MporpaMMbl BCTpeua-
ot 3atpynHenusi ¢ BMPStrings and UTF8Strings, oco6enno Netscape.
Jnst nonaepKKU KUPUJJHLBL B MOJX cepTHU(PHUKaTa HeOOXOAUMO yKa3bl-
BaTh /MO0 3HaueHWe pkix (Torma GopMUpyeMble 3asiBKH OYAYT HCIIOJb-
30BaTh TOT K€ HAa0Op CTPOKOBBIX THIIOB, YTO W 3asBKH, CO3[aBaeMble
Active-X anementom Xenroll B Windows), nu6o utf8only
req_extensions YKasblBaeT paszes KOH(UTI'YpaLHOHHOro (haisa, comepxKallui CIHUCOK
paclIMpeHuid, KOTOpble HeOOXOAUMO N06aBUTb B 3asiBKY Ha CepTH(HKAT.
KomaHnHO-CTpOUYHBIH CBUTY -reqexts WMeeT GOJIbIINN TTPHOPHUTET.
x509_extensions YKasbiBaeT paszes KOH(UI'YpaUHOHHOro haisia, comepKallui CIHCOK
paclMpeHui, KOTOpble HeoOXOAMMO H00aBUTb B CepTHU(UKAT, CO3/aH-
HBI ¢ Hcnosib3oBaHueM onuud -x509. KomaHaHO-CTPOUHBIH CBUTY -
extensions umeeT GOJBIIKUNA MPUOPHUTET.

prompt Ecsu 3Ta onuusi MMeeT 3HaueHUe No, OTKJOYaeTcs 3anpalivBaHUe MO-
Jiel cepTU(HUKATa U MPOCTO CYUTHIBAET 3HAYEHHUS MOJIed MPSIMO C KOH-
¢urypauuonHoro ¢aiiia. Kpome toro, usmeHsiercss oxxupaeMmbld gopmar
pasnenoB distinguished_name u attributes.

uti8 OTa ONuKs YKAa3blBAeT, UTO 3HAUEHUS TOJEH CJeflyeT HHTEPIPETUPOBATD
Kak cTpokH B KonupoBke UTF8, no ymonmuanuio oHW UHTEPIPETUPYIOTCS
B kopupoBKe ASCII. 9To o3Hauaer, 4To 3HaYeHHUs MOJEH, CUUTAHHbIE C
TepMHUHAa/Na UJIH U3 KOH(UTYpPaLlMOHHOTO (haiiaa, NOJKHBEl OBITb KOPPEKT-
ueiMu UTF-8 cTpokamu.

attributes YKasbiBaeT pasnes KOH(QUTYypaUHOHHOro (aia, comepxKalrid aTpubyThl
3asiBKM: ero Qopmar coBmnagaer ¢ Qopmatom distinguished_name.
Kak mnpaBusmo, oHu comepxkar tunel challengePassword —wam
unstructuredName. B HacTosiliee BpeMsi OHU UTHOPUPYIOTCS YTHIUTAMH
OpenSSL, BbIMONHAIIKMH MOANUCBIBAHWE 3asiBKHM, HO HEKOTOpble
YIOCTOBepSIOLIYe LEeHTPBl MOI'yT TpeboBaTh UX HaNUYUS.
distinguished_name | Yka3biBaeT pasmes KOH(HUTrypauHoOHHOro (aksia, comepXKalui ToJs
cTpyKTyphl distinguished name, xoTopbie cienyeT 3anpaminBaTh NpH CO-

7.6.18.5 Popmar pasnenoB KoHpUrypanuoHHoro daisa distinguished name u attribute

CyuiecTByIOT 1Ba pa3inyHbX opmara ajs paszenoB distinguished name u attribute. Ecau on-
uusi prompt ycTaHOBJeHa B 3HAUEHHE N0, ITH Pa3fesibl MPOCTO COAEPKAT HAUMEHOBAHUS U 3HAYEeHHUS
noJied, Hanpumep
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CN=Ivanov Ivan Ivanovich OU=Company emailAddress=someone@somewhere.org

DTO T03BOJISIET BHEIIHUM NporpaMMaM (HampuMep, mporpammam ¢ rpaduieckuM HHTep(eHcoMm)
co3faBaTh (pai/-mwabJoH CO BCEMHU HAa3BAHUAMM M 3HAUEHHSMHM IOJEH U NPOCTO NepefaBaTh 3TOT
(aian komaHze req. [Ipumep Takoro poga KOH(UrypauHOHHOTrO (halja COAepKUTCS B pasfese .

Wnu ke, ecau onuusi prompt He yKasaHa UJM He YCTaHOBJIEHA B No, (ail/ ConepKUT HH(popMa-
1Mo 0 3anpocax nojed. OHa COCTOUT M3 CTPOK BHJA:

fieldName="prompt"

fieldName_default="3HaueHue NOOJIA IO YMOJIUAHHUI"
fieldName_min= 2

fieldName_max= 4

3nech fieldName — HauMeHOBaHMe HCMOJB3yeMoOro moJis, Hanpumep, commonName uau CN.
Crpoka cHMBOJIOB "prompt" HCMOJb3yeTcsl AJs 3ampoca K M0Jb30BaTENI0 BBECTH COOTBETCTBYIO-
myto uHhopmaiuo. Eciii nmosb3oBaTelb HUYET0 He BBOAMT, UCIOJNb3yeTCsl yMOJUaTe bHOe 3HaUeHHe
noJsi. Ecaiv v ymMosiuaTesbHOrO 3HaueHHs] He yKa3aHo, noJie omyckaercs. [lose MoxeT ObITh omylie-
HO U B TOM CJlyuyae, eCjid BeJUUHHA 110 YMOJYAHHIO MPUCYTCTBYET, HO MOJb30BATE/b MPOCTO BBEIET
cHUMBOJ ..

KosmuyecTBO BBeNEHHBIX CHMBOJIOB JOJMKHO ObiTh B Tpefenax fieldName_min and
fieldName_max: moryT Takxke ObITb IOINOJHHTEJbHbIE OTPAHWYEHUS] B 3aBUCHMOCTH OT paccMar-
puBaemoro noJst (Hampumep, 3HaueHue moJisi countryName MoKeT ObITb TOJIBKO NBYXOYKBEHHBIM U
cooTBeTcTBOBaThb TUMy PrintableString).

Hexkotopsie nosisi (Hanpumep, organizationName) moryT ncnosbsoBaThesi B cTpykType DN 6osb-
le OJHOro pasa. JTO MNpeacTaB/sieT coboi Mpobjemy, MOTOMY UTO KOH(PUTypalHOHHBIE (aHJbl
He Paclo3HalT OJHO U TO Ke UM$, BcTpedarouleecss ABaxKAbl. UToObl n3bexaTb 3TOH MpoOJeMHI,
ecau fieldName copmepXuUT HeCKOJIBKO CHMBOJIOB, 32 KOTOPBIMU CJeAyeT TO4YKa, OHH OYAyT Mpo-
urHopupoBaHel. [losTomy, Hampumep, BTOpoe moJsie organizationName MoxkeT ObITh BBEIEHO Kak
l.organizationName.

KoppekTHble paspellieHHble HAaUMEHOBAHHUS MOJieH MOTYT OBbITh JIOOBIMH KOPOTKUMH W/ IJIHMH-
HeiMH uMeHaMu OID. Onu komnuaupytores B OpenSSL u BkiouaroT oObluHBIE BeJHYUHBI, Ta-
ke kak commonName, countryName, localityName, organizationName, organizationUnitName,
stateOrProvinceName. J{onosiHuTeIbHO BBeleHbl TakKe emailAddress, name, surname, givenName
initials u dnQualifier.

HononuutensHeie OID MoryT 6bITh ompesesieHbl C MOMOILBIO ONMUKUHA KOH(PHUTYpPaLMOHHOTO (haii-
nAa oid_file u oid_section. JltoObie nomosHUTe/ bHBIE TOJS 00pabaTbiBAIOTCA KaK CTPOKH THIA
DirectoryString.

7.6.18.6 Ilpumepni

[IpocMoTpeTh U MpoOBepUTH 3asABKY Ha CepTH(HUKAT:

openssl req -in req.pem -text -verify -noout

['eHepupoBaTh 3as1BKy Ha cepTH(UKAT C SIBHBIM yKa3aHHeM KJI0ua:

openssl req -new —-key key.pem -out req.pem

To xe camoe, HO ¢ TeHepaluell KJwya:

openssl req -newkey gost2012_256:A -keyout key.pem -out req.pem

Co3paTh caMONOANHCAHHBIA KOPHEBOH CepTHU(UKAT:

openssl req -x509 -newkey gost2012 256:A -keyout key.pem -out
req.pem

[Tpumep ¢atina, kotopslil yKaseiBaercst B onuuu oid_file:
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4 shortName A longer Name

1.2.3.
1.2.3.6 otherName Other longer Name

2.
2.
[Ipumep paspmena KoH(UTypalHoOHHOTrO ¢alsaa, KOTOPbIH yka3eiBaeTcss B omuuu oid_section c
UCIOJIb30BAHUEM [I€PEMEHHOr0 PaClUMpPeHUS:

testoidl=1.2.3.5

testoid2=${testoidl}.6

O6pasel; KOHPUTypaLHOHHOTO (pakia, 06eCreyrBaIOLIEro BEIBOM 3aMIPOCOB 3HAUEHHUH MOJEH:

[ req ]

default bits = 1024

default keyfile = privkey.pem
distinguished_name = req distinguished_name
attributes = req attributes
x509_extensions = v3_ca

dirstring_ type = nobmp

[ req distinguished name ]

countryName = Country Name (2 letter code)
countryName default = AU

countryName_min = 2

countryName_max = 2

localityName = Locality Name (eg, city)
organizationalUnitName = Organizational Unit Name (eg, section)
commonName = Common Name (eg, YOUR name)
commonName_max = 64

emailAddress = Email Address
emailAddress_max = 40

[ req attributes ]

challengePassword = A challenge password
challengePassword_min = 4

challengePassword max = 20

[ v3_ca ]

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid:always,issuer:always
basicConstraints = CA:true

O6paser; KOHPUTYypaLMOHHOTO (pakiia ¢ YKa3aHHBIMU 3HAYEHUSIMU MOJIeH:

[ req ]

default bits = 1024

default_keyfile keyfile.pem
distinguished_name req distinguished_name
attributes req_attributes
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prompt = no
output_password = mypass

[ req distinguished name ]

C = GB

ST = Test State or Province
L = Test Locality

0] = Organization Name

ou = Organizational Unit Name

CN = Common Name

emailAddress = test@email.address

[ req _attributes ]

challengePassword = A challenge password

7.6.18.7 Ilpumeuanus

Kak npaBuso, BepxHU#l U HUKHUU orpaHuuntesu B hopMate PEM BrIrgasiT Kak:

HekotopeiM mnporpamMmam (HampuMmep, HEKOTOPbIM BepPCHSIM CepTU(DUKALMOHHOTO CcepBepa
Netscape) Heo6XonuM APYTOH BHA OTpaHUUYHTEJNIEH:

Takue orpaHUUYUTeNH CO3[AIOTCS MPH UCIOJb30BAHMWH ONUMHK -newhdr, HO B 00paTHYI CTOPOHY
oHU coBMecTHMBl. Obe (hopMbl NPHU BBOJE NMPUHHUMAIOTCS NIPO3PAUHO.

3asiBKM Ha cepTudHKaThl, co3naBaeMble B Microsoft IE Active-X anementom Xenroll, Bk/rova-
10T B cebs1 fo0aBJ/leHHble paclLIMpeHUsi, B TOM uuc/e pacluupeHue KeyUsage, koTopoe ompezessieT
THUI KJ0ua (TOJMBKO TOAMHCH MJK OOLIero Ha3HaueHWs) U Bce pononHuTesnbHble OID, BBeneHHble
ckpurntoM B pacuinpennn extendedKeyUsage.

7.6.18.8 Jluarsoctuka

YacTo BBIBOAATCS CJeAYIOLIHE COOOLIEHUS:

Using configuration from /some/path/openssl.cnf

Unable to load config info

Yepes HeKOTOpOe BpeMsi BBIBOAUTCH:

unable to find ’distinguished_name’ in config

problems making Certificate Request

[lepBoe cooblieHne — KJoueBoe: He oOHapyxKeH KoHpUrypauuoHHbl ¢aia! Hekoroprie orme-
pauuy (Takue KakK TMPOCMOTP 3asBKU Ha CepTH(UKAT) He TPeOyT KOH(PHUTypalHOHHOTO (akJa,
M03TOMY €ro MCIoJib30BaHHe HeoOsi3aTesnbHO. Ho cosnaHue cepTu(UKaTOB UM 3asIBOK TpeOyeT KOH-
(urypauroHHoro ¢aiaa. ITo MOKHO CYMTATh OLIMOKOM.

Eue onHO 03anauuBaolee cooOlLeHHe:

Attributes:

a0:00
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D10 coollleHre BBIBOAUTCS, Korja HHKakux attributes He ykasaHo, a 3asiBka BKJO4aeT Kop-
pektHyto nyctyio ctpyktypy SET OF (DER-dopma kotopoit Beirisaut kak 0xa0 0x00). Ecau Bbi
BUJIUTE TOJBKO:

Attributes:

3Hauut, ctpykrypa SET OF orcyTcTByeT M KOIMPOBKa TeXHHUUECKH HEKOPPeKTHa (HO HOMyCTH-
Ma). list mosrydeHHUsl IOTIOJHUTEIbHON MH(MOPMAUK CM. omucaHue onuuu -asnl-kludge.

7.6.18.9 [IlepemeHHble cpenibl

[lepemenHass OPENSSL_CONF, ecqM OHa ONpefeseHa, MO3BOJSeT OMNpPeNesNUTb PacHoJioKeHHe
IOTIOJIHUTEIBHOT0 KOH(PUTypaUHOHHOTO (aitia. Onuns KOMaHAHOH CTPOKH -config umeeT GOJbIINH
npuoputeT. s coBMeCTHMOCTH NepeMeHHasi cpelbl SSLEAY CONF MoOXeT MCMOJb30BaThCs AJIS
TOW 2Ke LleJIM, HO €€ HUCII0/b30BaHHe He PeKOMEHIYeTCs.

7.6.19 Komanga s_client

7.6.19.1 Omnucanue KOMaHIbI

Komanna s_client peanusyer 6azoBbiil kaueHT SSL/TLS, KoTopelil MoAKJ/IOUAETCS K YAaJIeHHOMY
KOMIIbIOTepY ¢ Hcrnosb3oBaHueM SSL/TLS. DTo o4yeHb Mosie3Hbli THATHOCTUYECKHH HHCTPYMEHT MJIsI
SSL-cepBepos.

7.6.19.2 dopmat BBOIA KOMaHIbI

openssl s_client [-connect host:port] [-servername name| [-verify depth] [-verify_return_error]
[-cert filename] [-certform DER|PEM] [-key filename| [-keyform DER|PEM] [-pass arg| [-
CApath directory] [-CAfile filename] [-no_alt_chains] [-reconnect] [-pause] [-showcerts] [-debug]
[-msg] [-nbio_test] [-state] [-nbio] [-crlf] [-ign_eof] [-no_ign_eof] [-quiet] [-ssI2] [-ssI3] [-tls1] [-
no_ssl2] [-no_ssl3] [-no_tls1] [-no_tls1_1] [-no_tIs1_2] [-fallback_scsv] [-bugs] [-cipher cipherlist]
[-serverpref] [-starttls protocol] [-engine id] [-tlsextdebug] [-no_ticket] [-sess_out filename] [-
sess_in filename] [-serverinfo types] [-status] [-nextprotoneg protocols]

7.6.19.3 Onuuu KoMaHIbI

Onnuga Onucanue

-connect host:port YKa3biBaeT ajgpec cepBepa, ¢ KOTOPbIM HYXKHO YCTaHOBUTb COEIUHEHHUE,
¥ OMIMOHaNbHO MopT. Ecin He yKasaHo Apyroe, nesaeTcs MoOMbITKa yCTa-
HOBUTb CBSI3b C JIOKAJbHBIM XOCTOM, NopT 4433.

-servername name YcranasauBaer pacuiupeHue TLS SNI (Server Name Indication) B co-
o6uenun ClientHello.

-cert certname YKasbiBaeT cepTU(HUKAT, KOTOPbIH CJefyeT UCMO0Jb30BaTh, €ClU TaKOBOH
3anpalirBaetcs cepBepoM. [lo ymMosmuaHHio cepTU(UKAT He HCIOJb3yeT-
csl.

-certform format ®opmat ucnosnbsyemoro ceprudukara: DER nau PEM. Ilo ymonuanuio
PEM.
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Onnug Onucauue
-key keyfile 3akpbITBIH KJIOU, KOTOPBIM CJeyeT UCMO0Jb30BaTh. Ecan He ykasaH, Oy-

IeT UCMOJIb30BaThCsl (pally cepTU(HUKATA.

-keyform format

®opmart 3akpoiToro kiawoda: DER nau PEM. Tlo ymonuanuio PEM.

-pass arg

VcTouHMK mapoJist /st 3aKPBITOro Kiryda. JJist MoJy4eHHs J0TNOJHUTE b
Hoil MHQOpPMaUuK o GopMare apryMeHTa arg cM. pasges i/ .4

-verify depth

Hcnonbayemasi riay6uHa Bepudukanuu. Onuus onpenessieT MakCUMaJb-
HYI0 OJIMHY LeNOuKH CepTU(HUKATOB M BKJIOUAET MPOBEPKY CEPBEPHOTO
ceprudurkara. B Hacrosiliee BpeMs omepauusi MPOBEPKH MPOMOJIKAETCS
U T0cJie MOsIBJAeHHs coobleHnH 00 olKnOKax, 4YToObl NUATHOCTUPOBATH
Bce npobJseMbl B Liernouke cepTudrkaToB. B kauecTBe no6ouyHoro adek-
Ta coelMHEHHe He 0OpbIBaeTCsl B cjydae, eCld CepBepHBIH cepTHU(HUKAT
OyneT NMpPU3HAH HEKOPPEKTHBIM.

-verify_return_error

BosBpaiiaer omn6Ky BepuUpHUKALUK BMECTO MPOAOJKEHUSI PabOTHI.
OO6BIUHO 3TO MPUBOAUT K NMpEKpalleHUI0 coelnHeHHUs ¢ (haTanbHON ON6-
KOH.

-CApath directory

KaraJor, KoTopbl#l cieflyeT HCIOJ/b30BaTh AJsl IPOBEPKH CEPBEPHOTO Ccep-
TU(HUKaTa. DTOT KaTajor AOJKeH ObITh B «X3UI-(hopmarTe», CM. pasied
3TOr0 KaTaJora Takxke UCMOoJb3yI0TCH AJS OCTPOEHHUS LeNOYKH /15 MPo-
BEPKH KJHMEHTCKOro cepTu(HUKaTa.

-CAlfile file daiin, comepkalllMil NOBepeHHble CepTU(PHUKATBI, KOTOpPblEe CJedyeT HC-
MOJIb30BaTh MPH ayTeHTHU(HUKALMK CepBepa U BO BPEMS MOMBITOK MOCTPO-
UTb LENOYKY KJIMEHTCKHX CepTH(HKATOB.

-purpose, YcraHaB/IMBaeT pas3JfiMuHbBIE OMUMH MPOBEPKH LEMOYKH CEPTH(HHKATOB.

-ignore_critical,
-issuer_checks,
-crl_check,
-crl_check_all,
-policy_check,
-extended_crl,
-x509_strict,
-policy,
-check_ss_sig,
-no_alt_chains

Hns 6osee neranbHOU MH(OPMAUKMK CMOTPH onuuio verily u3 pykoBon-
CTBa MOJIb30BaTeJIS.

-reconnect YKasbIBaeT, uTo HEOOXOAUMO CBSI3bIBATHCS C OHUM H TEM Ke CEPBEPOM O
pa3 C OMHUM U TeM Ke CeCCHOHHBIM ID. DTy omiuio MOXHO UCTO/b30BATh
MPU TECTHPOBAHHMM K3IIMPOBAHHUS CECCHH.

-pause YcraHaB/IMBaeT OMHOCEKYHAHYIO May3y MeXXIy KaKIbiM BbI30BOM (DYHK-
M read u write.

-showcerts BeiBo#UT BCIO 11€MOYKY CepTH(HHUKATOB, MPUCTaHHYIO cepBepoM. Kak mpa-

BUJIO, BBIBOAUTCS TOJIBKO CaM CepTH(HUKAT cepBepa.

[TopsinkoBbi#i Ne M3MeHeHUsI
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Onnug Onucauue

-prexit BeiBonUT HH(MOpPMALMIO O CECCUM MPH 3aBeplieHHH paboThbl MPOrpaMMbl.
[Tpu ucrnosnb3oBaHUK 3TOH ONLMK MOMBITKA BBIBELEHHS HH(OPMALUU O
CecCHH MpeANpUHHUMAETCsl BCerja, Jake ecJd YCTAaHOBUTb COeIUHEHHE
He yhaeTcs. JTa OMNLUUSA MOJe3Ha, NOTOMY UTO HCIOJNb3yeMbl KpHITO-
HabOp MOxeT ObITb MepecorjacoBaH HJM COeIUHEHHe MOXeT ObITb He
YCTaHOBJIEHO M3-32 TOro, 4TO TpebyeTcsl cepTU(HUKAT KJAUEeHTa UJIH TaKo-
BOM 3ampalliiBaeTcs MocJe MONbITKKM 00paTuThes K onpenenenHomy URL.
[Tpumeuanue: pesynbTaT paboThl 3TOH OMIMM He BCerja fIBJASETCS TOY-
HBIM, IOTOMY 4TO COelMHEHHe, BOSMOXKHO, TaK U He Y1aCTCSl YCTAHOBUTb.

-state BriBonut cocrosiuust SSL-ceccuu.

-debug BreiBogUT noapo6HYI0 OTJIAA04YHYI HH(OPMALUI0, BKJOYAKOULYI0 LIeCcT-
HaJUaTepUuyHbld JaMIl BCero Tpaguka.

-msg BriBongUT Bce COOOILEHHS MPOTOKOJA C LIeCTHAALATEPUUHBIM 1aMIIOM.

-nbio_test TecTupyeT HeGJOKHPYIOLUIMN BBOJ-BbIBOL

-nbio BkJtouaet HeGJOKUPYIOUIMH BBO-BbIBOJL

-crlf OTa onuus NepeBOAUT CHMBOJ KOHLA CTPOKM ¢ TepmuHasna B CR+LF,
KaK TpeOyIOT HEKOTOpble CepBEpHI.

-ign_eof [lopaBasieT 3akpbiTHe coelMHEHUS MTPU 0OHAPYKEeHWH KOHLA (paiiaa cTaH-
LapTHOTO BBOJA. BKJ/loyaeTcss Mo yMOJYaHMIO, €CJM yKas3aHa OMNUUs -
quiet.

-quiet [lonaBnsieT BbIBOA CECCHOHHOH MH(MOPMALHUU U UHPOPMALHU O CEPTUPHU-
kate. Kak crenctsue, oTK/04aeT AeficTBHe onuuu — -ign_eof.

-no_ign_eof 3akpbIBaeT coellMHeHHe NMpHU OOHapyKeHUM KOHLA (haliysa cTaHIapTHOro
BBOJA, JaXKe eCJIM yKasaHa onuus -quiet.

-psk_identity Hcnonbsyer PSK (Pre-Shared Key) unentuduxarop identity, korma wc-

identity nosnb3yercst KpuntoHaéop PSK.

-psk key Hcnoabsyer kmawouy PSK key, xorma ucnosbsyercss kpunronabop PSK.

K04 ykasbiBaeTcsi, Kak IIeCcTHaalaTepHuHOe uncyo 6e3 mpedukca Ox,
Hanpumep, -psk la2b3c4d.

-ssl2, -ssl3, -tlsl,
-tIs1_1, -tls1_2,
-no_ssl2, -no_ssl3,
-no_tlsl, -no_tlsl_1,

DTH ONMUMH TPeOYIOT HJM 3ampellarT HUCI0Jb30BaHHe yKa3aHHBIX MPO-
tokosoB SSL uau TLS. Ilo ymosuanuio npu yCcTaHOBJEHHWH COEAMHEHHUS
ucnoJsib3yercst THOKUH (version-flexible) meTon, KoTopblil MO3BOJISET BBI-
6paTh MaKCHMaJbHYI0 B3aUMHO TOAEPKHUBAEMYI0 BEPCHIO.

-no_tlsl_2
-fallback_scsv [Toceinaer TLS_FALLBACK_SCSV B coo6iuienuu ClientHello.
-bugs B pacnpoctpanennbix peanusauusix SSL u TLS ecTb HecKosnbKo HU3BeCT-

HBIX OLIMOOK. YKa3aHHe 3TOH OMIUUHU BKJOUaeT pa3HOOOpa3Hble MEeTObI
ux obxona.

-cipher cipherlist

DTa OMUUs M03BOJSIET MOAU(PHULIUPOBATb CIUCOK AOMYCTHUMBIX KPUIITOHA-
6OpOB, OTIPaBJIsiEMblil KJAHEHTOM. XOTsi CEpPBEp OMpeesieT, Kakoi KpHII-
TOHabop CJeIyeT MCIO0Jb30BaTh, OH 00s3aH HMCIOJb30BATh MEPBBIH MOJ-
NIepXKMBaeMblil KPUIITOHAG0pP U3 OTIPABJIEHHOrO KJWEHTOM crucka. [ljs
MOJIyYeHHsl AOTOJHUTEIbHOU UH(POPMALIMK CM. PYKOBOACTBO 10 KOMaHJIe
ciphers.

-serverpref

Hcnonbayet npennoutenus mudpos, BHIOPaHHbBIE CEPBEPOM; UCIIONb3YeT-
cq ToJibKo st SSLV2.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug

Onucauue

-starttls protocol

OTnpaBJ/sieT MPOTOKOJBHO-CIeHHU(HUHOE CcO0OIIeHHe (COOOIIeHUs) A
nepeksouenus B TLS nis kommyHukauuu. Apryment protocol - kirode-
BO€ CJIOBO /151 COOTBETCTBYIOLIEro NPOTOKoJa. B HacTosee Bpems nox-
NePKUBAIOTCS TOJBKO KJOYeBble cjoBa smtp, pop3, imap, ftp u xmpp.

-tlsextdebug [Teuaraer pacuupenusi TLS, mosyuenHsle ot cepBepa, B lLiecTHaaLaTe-
pPUYHOM BHJE.
-no_ticket OTKJ04YaeT MoaepKKy cecCHoOHHBIX THKeTOoB o RFC4507bis.

-sess_out filename

3anuceiBaer SSL-ceccuto B abin filename output SSL session to
filename

-sess_in sess.pem

3arpyxxaet SSL-ceccuio u3 ¢aiina. KnuveHT momeitaeTcsi BO30OHOBHUTD
COeJMHEHHe, KOTOpoe ObLJIO BO BpeMsl 3TOH CECCHH.

-engine id

YKasbiBaeT 3arpykaemblil MOAYJb engine (Mo ero yHUKa/JbHOH HAEHTH-
(MKaLHOHHOH CTPOKE) M BBI3bIBAET MOMBITKY HCIOJNb30BaTh Pean3alnio
KPUITOrpaUyeCcKUX ajJrOpUTMOB U3 3TOTO MOLYJIA.

-serverinfo types

Cnucok tunos paciupenuit TLS (uucsaa mexay O u 65535), pasnesen-
HBIX CHMBOJIOM 3ansiTod. Kaxablii THm paciivpeHusi OyneT OTIpaBJeH,
Kak nyctoe paciiupenue TLS B coobuiennn ClientHello. OtBet cepepa
(ecsiu Oymet) GyneT 3aKOOMPOBaH U OToOpaXkeH, Kak ¢aia PEM.

-status 3amnpaluBaeT CTaTyc cepTUdUKaTa ¢ cepBepa
-nextprotoneg 3anyckaer TLS pacmupenusi Next Protocol Negotiation u mossossier
protocols yKa3aTb CIIUCOK UMEH MPOTOKOJIOB, pPa3/eseHHbIX 3aNsTOH, KOTOpble KJIH-

eHT J0JIKeH 0ObSBHUTb, KaK TOJepKUBamlIrecsi. B Hauase storo cruc-
Ka JOJIXKHBl ObITh HauboJiee BOCTPeOOBaHHBIE MPOTOKOJbI. VMeHa mpo-
TOKOJIOB YyKasbiBatoTcsi B komupoBke ASCII, nampumep, "http/1.1"unu
"spdy/3". IlycToi crnucok TPOTOKOJOB 00pabaTbiBaeTCs CIeLHaTbHbIM
06pa3oM U MPUBOAUT K TOMY, UTO KJHEHT 3asBJseT MOAAEPKKY paclinpe-
uusi TLS, Ho cpasy nocsie nonyuenusi coobuienus ServerHello Bmecte co
CIIUCKOM TIPOTOKOJIOB, MO/ IE€PXKHUBAEMbIX CEPBEPOM, MPOU30HIET PA3PhIB
COeNMHEHHSI.

7.6.19.4 KomaHbl, BBIBOAUMbIE NPU YCTAHOBJEHHOM COE€IUHEHUU

Ecau ycranosseHo coenrHeHue ¢ SSL-cepBepoM, TO BEIBOAATCS BCe NaHHBIE, MOJyUYeHHbIE C Cep-
Bepa, U BCe HaxKaTHs Ha KJaBULIM OyAyT nepenaHbl Ha cepBep. [Ipyu nHTepaKTUBHOM HCIOJb30BAHUU
(4uTo 03Hauaet, 4YTO He OBIIM yKa3aHbl HU OMIMSA -quiet, HU omuwus -ign_eof) To ceccus OGymet mepe-
corjacoBaHa, ec/d CTpPOKa HauuMHaeTcs ¢ R, a ecsu cTpoka HauuHaetcs ¢ Q, UM JOCTUTHYT KOHeLl
(haiina, coenvHeHne OyIeT 3aKpBITO.

7.6.19.5 [Ilpumeuanus

Komanpna s_client moxet npumMeHsitbest ns1 otaaku SSL-cepsepom. [lnisi ycTaHOB/IEHUS COeNU-
HeHus1 ¢ SSL HTTP-cepsepom 06b14HO McMOMb3yeTCs] KOMaHAA:

openssl s_client —-connect servername:443

(mpotokos https wucmosb3yer mopt

443). Eciv coefiMHeHHWe YCTaHOBJIEHO YCIEINIHO, MOXHO AaTh http-komanny, Hanpumep, "GET /7 —

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
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3anpoc BeO-CTpaHULIbI.

Ecnn «pykonoxkaTue» HeyIayHO, 3TOMY MOXKeT OBbITb HECKOJIbKO BO3MOXKHBIX TPUUUH, €CJIU HHU-
4yero 04YeBUAHOTO, BPOZe OTCYTCTBHUSl KIUEHTCKOTO CepTU(PHUKATa, MOXKHO NONPoOOBaTh UCIIOJAb30BATh
onuuu -bugs, -ssl2, -ssl3, -tlsl, -no_ssl2, -no_ssl3, -no_tlsl B Tom cayuae, ecnn omubka Ha cep-
Bepe. OcobeHHO Bbl MOXKeTe MOUrpaTh C ITHUMH ONUMUSIMU Tepel OTNPaBKOH Oar-pernopra B CHHUCOK
paccoinku OpenSSL.

Yacto BcTpeyarowias npobseMa Mpu MONbITKE 3aCTaBUTh PaboTaTh KAHEHTCKHE CepTHU(PUKATE —
BeO-KJIMEHT KaJyeTcsl, 4YTO y HEro HeT CepTU(MKATOB, WJIW BBIIAET MYCTOH CIIUCOK [JIsi BblOOpA.
IT0, Kak MPaBUJO, TPOUCXOAUT MOTOMY, YTO CEpBep He OTMPaBJ/sieT Ha3BaHHWE YIOCTOBEPSIOLIETO
[IeHTpa KJWEHTa B CBOEM CITUCKE «IIPHEMJIEMBIX YAOCTOBEPSIOMINX LEHTPOB», KOT/Ia OH 3aMpallnBaeT
ceprudukar. Ilpu ncnosnbzoBaHuu nporpammbl s_client MOXKHO MPOCMOTpPeTb U MPOBEPUTb CIIHCOK
NpUeMJIeMbIX YIOCTOBEPSIOINX LeHTPOB. Ho HeKoTOphle cepBephl 3aMpallinBaloT KJAUEHTCKYIO ayTeH-
TU(UKALKIO TOJbKO NocJje 3anpoca onpeneneHHoro URL. UToOwl mosyuynTh CHUCOK B 3TOM Cay4ae,
HeoOXOMUMO BOCIOJb30BAThCS OMIMeN -prexit U oTmpaBuTh http-3ampoc cooTBeTCTBYyIOLIEH CTPaHH-
1Bl

Ecau cepTuduKaT yKazaH B KOMaHIHOH CTPOKe C HCIIOJb30BaHHEM OMIHUHU -cert, oH He Oyner
UCII0JIb30BATBHCS, €CJU TOJbKO CepBep CllelHalbHO He 3aNPOCHUT KJWEHTCKHU cepTuduKart. Takum
06pa3oM, MPOCTOe BKJIOUEHHE KJIUEHTCKOTO CepTHU(HKATa B KOMAHIHYIO CTPOKY He §IBJISIeTCS rapaH-
THeH, 4To cepTU(HUKAT paboTaer.

Ec/i1 BO3HUKAIOT TPYAHOCTH MPU MPOCMOTPE CEPBEPHOrO cepTU(UKaTa, CaefyeT BOCIONb30BAThCS
onuued -showcerts, 4ToO6bl MPOCMOTPETH BCIO LIEMOYKY CEPTU(PUKATOB.

7.6.20 KowmaHnma s_server

7.6.20.1 Onucanuve KOMaHIbI

Komanna s_server peanusyer SSL/TLS-cepep ofiiero HasHauyeHHsi, KOTOPbIH OTBeYaeT Ha
3ampochl Ha YCTAHOBJEHHE COeMHEHHs Ha OIlpele/leHHOM IMOpTe C HCIOJb30BaHHEM MPOTOKOJA

SSL/TLS.

7.6.20.2 dopmat BBOmAa KOMaHIbI

openssl s_server [-accept port] [-context id] [-verify depth] [-Verify depth] [-crl_check]
[-crl_check_all] [-cert filename] [-certform DER|PEM] [-key keyfile] [-keyform DER|PEM]
[-pass arg] [-dcert filename] [-dcertform DER|PEM] [-dkey keyfile] [-dkeyform DER|PEM]
[-dpass arg| [-dhparam filename] [-nbio] [-nbio_test] [-crlf] [-debug] [-msg] [-state]

[-CApath directory] [-CAfile filename] [-no_alt_chains] [-nocert] [-cipher cipherlist] [-serverpref]
[-quiet] [-no_tmp_rsa] [-ssl2] [-ssI3] [-tls]] [-no_ssl2] [-no_ssl3] [-no_tlsl] [-no_dhe] [-bugs]
[-hack] [-www] [-WWW] [-HTTP] [-engine id] [-tlsextdebug] [-no_ticket] [-id_prefix arg]
[-serverinfo file] [-no_resumption_on_reneg]| [-status] [-status_verbose]

[-status_timeout nsec]| [-status_url url] [-nextprotoneg protocols]

7.6.20.3 Onuuu KoMaHIbI

Onnug Onucauue
-accept port TCP-noprt, KoTopbI# c/eqyeT NPOCAYIIMBATb B 0KUIAHUN 3aMIPOCOB
Ha coennHeHusl. Ecau He ykasaH, ucnogb3yercs nopt 4433.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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-context id YcranaBauBaeT uaeHTU(pUKaTop KoHTekcTa SSL. B kauectse 3Ha-

yeHUs] MOxKeT ObIThb J100as cTpoka. Ecan 3Ta onuusa He ykasaHa,
UCII0JIb3YeTCs] 3HAaUEHHEe 10 yMOJTYaHHUIO.

-cert certname

Ceprudukar, KOTOPHIH c/elyeT UCI0Nb30BaTh. BOJBILIMHCTBO cep-
BEPHBIX KPUITOHAO0OPOB TPeOYIOT HUCMOJb30BAHUA CEPTU(PHUKATOB,
HO HEKOTOpble TPeOyIT CepTHU(UKAT C ONpefeseHHbIM BHIOM OT-
KpbITOro KJjwooya. Ecau He ykasaHo, ucrnosb3yercss ums (aiia
server.pemi.

-certform format

®dopmar ucnosnsdyemoro cepruduxara: DER nau PEM. Tlo ymon-
yanuio PEM.

-key keyfile

3aKpBITEIH KJI04, KOTOPBIH cJlelyeT UCNoNb30BaTh. Ecau 31a onuus
He yKasaHa, UCIosb3yeTcs (haiy cepTUPHUKaTa.

-keyform format

dopmat ucnosnbsyemoro 3akpeitroro kawoda: DER nau PEM. Tlo
ymosyanvio PEM.

-pass arg

VCTOUHMK Maposisi 3aKpLITOro KJjiwoda. JJisi MoJydyeHus: NOMOJHHU-
TebHOH MH(OpMaUnK o GopMaTe apryMeHTa arg cM. pasges i/ .4

-dcert filename,
-dkey keyname

YKasblBaeT NOMOJNHHUTENbHBIA CePTU(UKAT U 3aKPLITHIH KJIIOU, KO-
TOpble BedyT ceOs Tak ke, KaK CepTU(UKAT U 3aKPBITHIA KJIIOY,
yKa3aHHbIe B ONUHUAX -cert u -key, 3a UCKJ/I0YeHHEM TOTO, UTO €CJIH
3TH ONUMH He YKa3aHbl, HUKAKUX yMOJYaTeJNbHbIX NOMNOJHUTE/b-
HBbIX cepTH(UKaTa U KJio4ya He Hcrosb3yercs. Kak ykasaHo Bbl-
11e, HEKOTOpble KPUIITOHAOOPE! TPeOYIOT CepTU(UKAT, ColepKalLUN
KJI04 onpefesneHHoro tuna. [lostomy ecau cepBep yxe paboraer
C CepTU(UKATOM APYroro TUMa, eMy HeOOXOAHWM [OMOJHHUTENbHbIN
cepTU(HUKAT A/ YCTAHOBJEHHUS COeINHEHHSI.

-dcertform format,
-dkeyform format,
-dpassarg

dopmaT COOTBETCTBEHHO [OMOJHHUTEJNbHBIX CepTH(HKATa, 3aKpbl-
TOTO KJI04Ya U mnaccdpassl.

-nocert

Ecsy ykasaHa 3Ta onuus, HUKaKoO# cepTU(UKAT He MCIOJb3yeTcs.
IT0 00yCJ/I0B/IMBaeT BO3MOXKHOCTb UCIONb30BAHUS TOJBKO aHOHUM-
HBIX KPUNTOHA60pOB (cefiyac ToJabKO aHOHUMHBIX DH).

-dhparam filename

YkasbiBaeT Ha ¢aitn napamerpoB DH, xoTopwiii caenyeT UCHoJb-
3oBaTh. JpemepHble DH-kpuntoHabopel co3naoT Ka0UM, HUCIOJb-
sytouine Habop DH-nmapamerpoB. Ecan He ykazaHo NpOTHBHOTO,
JleJlaeTCsl MOMBbITKA 3arpy3uTh mnapameTpsl U3 (padsa cepTudUKaTa
cepsepa. Ecau 370 He ynaercs, To OyaeT UCMOJIb30BaH CTaTHYECKUH
Habop MmapameTpoB, XKECTKO BCTPOEHHBIH B KOJ KOMaH[bl S_Server.
Hns anroputrmoB 'OCT sToT napameTp He HCMOJb3YeETCS.

-no_dhe

Ecnu ycraHoB/seHa 3Ta onuus, HHUKakux DH-mapamerpoB 3arpy-
’)KeHOo He OyneT, 4TO NpaKTUYeCKH OTKJw4aeT 3¢peMmepHble DH-
KPUIITOHAOODBI.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
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Onnug
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-verify depth,
-Verify depth

Hcnonbsyemasi ray6una Bepudukanuu. Onuus onpenessieT Mak-
CHMAJIbHYI0 IJIMHY LENOYKH CepTHU(UKATOB KJHWEHTa U 3aCTaBJseT
cepBep 3aMpPOCUTh KJAHEHTCKUH cepTudurkaT. Onuus -verify 3ampa-
IIMBaeT CepTU(HUKAT, HO KJIHEHT He 00si3aH €ro OTHPaBJATb, B TO
BpeMsl KaK TpH yKa3aHWU onuuu -Verify kjaueHT o6s3aH mpepocra-
BUTb CePTU(UKAT, UJIK MPOU30HIET OLIHOKA.

-crl_check,
-crl_check_all

[IpoBepsieT, UTO MpenOCTaBAEHHBIH KJIHEHTOM CepTU(UKAT He Obla
oTo3BaH BbiAaBWIMM ero ¥ L[. CrnucoKk OTO3BaHHBIX CepTHU(HUKATOB
npukpenssercs K gaiay ceptudurkara. [Ipu nenonb3oBanuy onuuu
-crl_check_all mpoBepsitoTcst Bce CNUCKH OTO3BAHHBIX CepPTU(PHKA-
ToB Bcex Y1l B menouxke.

-CApath directory

Karasior, KOTOpbIH cJielyeT HCIOJIb30BaTh [J51 TPOBEPKH KJIH-
€HTCKOro cepTH(UKATa. IDTOT KarTajor JOJKeH OBITh B «X3II-

dopmauuu. CepTUdUKaThl U3 3TOr0 KaTalora TakxKe UCIOJb3yITCS
1151 TIOCTPOEHUS LIeNIOYKH AJ151 IPOBEPKH CepBEPHOro cepTU(UKATA.

-CAfile file

®aiin, conepKallMil 10BepeHHble CepTU(UKATHI, KOTOpble CJeayeT
UCII0JIb30BATh NPU ayTeHTU(PHUKALMH KJIUEeHTa U BO BpeMsl MOIMBITOK
MIOCTPOUTD LIENOYKY CEPBEPHBIX CEPTU(PHUKATOB. DTOT CIIUCOK TaK-
JKe HCIIOJIb3yeTCs B CIIUCKe NpUeMJIeMbIX KJIMEeHTCKUX CepTH(HKa-
TOB yIOCTOBEPSIOLIMX LIEHTPOB, KOTOPBIM TepefaeTcsl KAUEHTY MpU
3amnpoce cepTuuKara.

-no_alt_chains

[ns 6onee meranbHOM MH(POPMAMK CM. CTpaHULy verify pykoBon-
CTBa MOJIb30BATEJIS.

-state BeiBonut coctosinusi SSL-ceccuu.

-debug BeiBecTr moapoOHY0 OT/aLO0UHYI HH(POPMALMIO, BKJIOUAOULYIO
lIeCTHAALATepUUHbIH JaMm Bcero Tpaduka.

-msg BriBecTr Bce c000lleHHsl IPOTOKOMA C II€CTHAALUATEPUUHBIM AaM-
TIOM.

-nbio_test Tectupyetr HeOJOKUPYIOUIMH BBO-BbIBOJ

-nbio BkJ/touaeT HeOMOKUPYIOLIHMK BBOM-BbIBOLL

-crlf OTa ONIus MNepeBOAMT CHMBOJ KOHLIA CTPOKH C TepMHHaska B
CR+LF, kak TpeOylOT HEKOTOpPbIE CEPBEPHI.

-quiet [lopaBasieT BEIBOJ CeCCHOHHOH MH(OPMALUUH U UH(POPMALUU O Cep-

TU(UKATe.

-psk_hint hint

Hcnonb3oBath nonackasky hint npentudukaropa PSK npu ucnosb-
30BaHuM KpunroHatopa PSK.

-psk key Hcnonb3oBars PSK kirou key mpu ucrnosnb30BaHWK KpUNTOHab0pa
PSK. Kintou ykasbiBaeTcs B BUe II€CTHAALATEPUUHOr0 yncaa 6e3
npedukca 0x, Hanpumep, -psk la2b3c4d.

-ssl2, -ssl3, ITU onuUUKU TPeOYIT WM 3alpellaloT UCMONb30BaHHE YKa3aHHbBIX

-tlsl, -tlsl_1, -tlsl_2,
-no_ssl2, -no_ssl3,
-no_tlsl, -no_tlsl_1,
-no_tls1_2

npotokosnoB SSL wuau TLS. Tlo ymosauanuio npu ycTaHOBJEHHUH
CoelMHEeHUs Ucrosb3yeTcs ruokuil (version-flexible) meton, Koto-
pBIH TI03BOJISIET BBIOPATh MAaKCHMaJbHYK B3aUMHO MOJJEpXKHBae-
MYIO BEPCHIO.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-bugs B pacnpoctpanenHbix peanusdauusx SSL u TLS ectb Heckosbko
U3BECTHBIX OLIMOOK. YKa3aHHe 3TOH ONLUM BKJIOUaeT pa3HooOpas-
Hble MeTOABl UX 00X0oaa.

-hack DTa onuHus BKJIOYAET fajbHeHIlIHe MeToAbl 00X01a OLIUO0K B HEKO-
TOpbIX paHHUX peanusauusx SSL ¢upmbl Netscape.
-cipher cipherlist DTa oMK M03BOJSIET MOAU(DHULHUPOBATD CIIUCOK AOTYCTUMBIX KPHII-

TOHa0OpOB, HUCNOJb3yeMblH cepBepoM. Korma K/ueHT oTmpasJsier
CMIHUCOK MOAJepPKHBAaeMbIX KPUNTOHAOOPOB, HCIOJb3YyeTCs MepBbIH
KPUNITOHA0Op M3 CIHCKA, BKJ/IOYEHHBIH B COOTBETCTBYIOLIMH CIH-
cok cepBepa. [IocKONbKY KJIMEHT yKa3blBaeT KPUNTOHAOOpHl B TMO-
psiiKe MpenrnoyTeHus, NOPSALI0K KPUITOHAOOPOB CepBepa HEBaXKeH.
s monyyeHus nanpHelineid HHpOpMaUKMH CM. KOMaHay ciphers.

-serverpref Hcnonb3oBaTh aaroput™ MmuGpoBaHUs, MPENNOUTHTENbHBIH [Js
cepBepa

-tlsextdebug [TleyaTaet comep:kumoe pacuiupennii TLS, nosmyueHHBIX OT cepBepa,
B ILIECTHAALLATEPUUHOM BUIE.

-no_ticket OTKJI0UaeT MOANEPXKKY CeCCHOHHBIX THKeToB o RFC4507bis.

-WWW OTmpaBJsisieT cTaTycHoe coobIieHHe KJIUEHTY TP YCTAHOBJIEHHUHU CO-

elMHeHHs. DTO cOooOlIeHHe BKIOUaeT 60JbllI0e KOJIUYeCTBO HHPOP-
MalLHH 00 HCIONb3yeMBIX KPUNTOHA0OpaxX U Pas/MYHBIX I1apamer-
pax ceccuu. BoiBopurcs B HTML-(opmare, Tak uto 3ta onuus,
KaK MPaBUJIO, UCIOJBb3yeTCsl ¢ BeO-Opay3epamu.

-WWWwW Imyaupyet mnpoctoil Beb-cepBep. CTpaHMIBl OyAyT 3arpyKartb-
Csl OTHOCHTEJIbHO TEeKYILero KaTaJjora, HarpuMmep, ecjd 3amparin-
Baercsi URL https://myhost/page.html, 6ymer sarpyxen daiia
./page.html.

-HTTP Idmyaupyet mnpoctoil BebG-cepBep. CTpaHHIBl OyAyT 3arpyKartb-
Csl OTHOCHTEJIbHO TEeKYILero KaTaJjora, HarpuMmep, ecjd 3ampariu-
Baetcss URL https://myhost/page.html, Gymer sarpyxen cain
./page.html. [Ipennonaraercs, 4To 3arpy:keHHble (halJIbl COLEPIKAT
nosHbl U KoppeKTHeIH HTML-oTBeT (cTpokH, siBAsiIOLIMecs ya-

CTbIO CTPOK U 3arosioBkoB HTTP-oTBera, mo/KHBI 3aKaHUHMBATbCA
CRLF).

-engine id BBIGOP HIKHHA (M0 ero YHHKaJbHOH CTPOKe id) MPUBOIUT K TOMY,
4TO S_server JeJ/iaeT MONbITKY MNOJYyUYUThb (DYHKLHOHAJIbHYIO CCHIIKY
Ha BbIODaHHBIH 3HAXKHH, TaKUM 00pa3oM MHHULHAJNHU3UPYS €ro, ec-
J1 3T0 Heob6xomuMo. [locse aToro sHIKMH ycTaHaB/IMBaeTCs, Kak
9HJUKHH 110 YMOJYAHHUIO, AJS BCeX NOCTYIHBIX aJrOPUTMOB.

-id_prefix arg Cosnaer upentudukaropsl SSL/TLS ceccuil, HauuHaomuecs c
arg. JTO B OCHOBHOM T[0JIE3HO JJIsI TEeCTHPOBAHMS JI0OOro
SSL/TLS-kona (Hampumep, MPOKCH), KOTOPIH KeJaeT UMeTb JeJI0
CO MHOXKECTBOM CEPBEPOB, KOIJa KaXKIblH M3 HUX MOXKET TeHepH-
pOBaTb YHHKAaJbHBIH Habop (range) ceCCHOHHBIX HIEHTH()HUKATOPOB
(HanmpuMmep, ¢ onpeneseHHBIM MPe(UKCOM).
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Onnug Onucauue

-serverinfo file Daiin, comepxkauni oquH uan 6osee 6mokoB PEM nannbix. Kax-
neii PEM 010Kk 10J/KeH comepKaTh 3aKOAWPOBAHHOE paclIMpeHHe
TLS ServerHello (2 6aiita tTuna, 2 GaiiTa AJuHa, 3aTeM CJeNy-
FOT OaNTBl JAHHBIX PaCIIUPeHHs] YKa3aHHOH IJuHB). Eciu kauveHT
otnpasJser nyctoe pacuupenre TLS ClientHello ykasannoro tu-
na, TO B OTBeT OyIeT OTMPaBJEHO COOTBETCTBYIOILEE pPACILIHPEHHE
ServerHello.

-no_resumption_on_reneg | YcTaHaB/auBaeT (Jar
SSL_OP_NO_SESSION_RESUMPTION_ON_RENEGOTIATION

-status BkutoyaeT nonmep:kky 3ampoca Ha CTaTyc cepTH(HKaTa (Takxke
u3BecTHbId Kak OCSP stapling)

-status_verbose Bkutoyaet mopaep:kKy 3arnpoca Ha cTaTyc cepTUdHKaTa (Takke U3-
BecTHbIH Kak OCSP stapling) u neuaraetr nogpo6ubiiit OCSP otBer.

-status_timeout nsec YcranaBauBaet Bpemsi oxkunanus orBeta OCSP B nsec cekyHz.

-status_url url YcranaBauBaet pesepBHblli URL otBetunika OCSP, KoTophIi# OyzeT

UCII0JIb30BATHCSl B TOM CJIydyae, eCJid OH OTCYTCTBYeT B CEpBEPHOM
cepTudukare. Bes 310l onuuu Npu OTCYTCTBUM agpeca OTBETUHKA
B CepBepHOM cepTU(HKaTe OyneT BbIJAHO cOo0OlleHHe 00 OlLIMOKe.
-nextprotoneg protocols Bkaiouaer TLS pacumpenuss Next Protocol Negotiation u mosso-
JsieT yKa3aTb CIIUCOK MMeH IIPOTOKOJIOB, pa3/ie/leHHbIX 3HAKOM 3a-
nsaTol. B Hayase 3TOro crnucka HoJ/KHbBI ObITh HauboJsee BOCTPebo-
BaHHble MPOTOKOJIbl. MIMeHa MpPOTOKOJIOB YKa3bIBAIOTCS B KOLHUPOBKE

ASCII, nanpumep, "http/1.1"uau "spdy/3".

7.6.20.4 KomaHzbl, UCIIO/Nb3yeMble NIPU YCTAHOBJIEHHOM COeIMHEHHH

Ecsnn ycraHoBsieH 3ampoc Ha coenuHeHHe ¢ SSL-K/JIMEHTOM M He MCIMOJb30BaHA ONUHS -WWW
uan -WWW, 1o, Kak npaBuso, BBIBOASTCS BCe NaHHbIE, [TOJyUeHHble OT KJHWEHTAa, U BCe HaXKaTHA
KJIaBULI OyoyT MepefaHbl KJAUEHTY.

Tak:ke pacrnosHaloTcs onpefesneHHble OAHOOYKBEHHbIE KOMAaH[bl, BBIOJHSIOLIME CIelHalbHble
onepauuu. OHU MepeuncieHbl HUXKe:

q 3aBepwinTh Tekyllee SSL-coenrHeHHe, HO NPUHUMATb HOBBlE COENHMHEHHSI.

Q 3aBepuuth Tekylee SSL-coequHeHNe U 3aKOHUUTb padoTy.

r [lepecorsnacoBath SSL-ceccuio.

R IlepecorsnacoBatb SSL-ceccrio U 3aMpOCUTh KJAWEHTCKUH CepTU(HUKAT.

P OrtnpaButb HeKOTOPHIN OTKPBITHIH TekeT no underlying TCP-coennHeHH0: 3TO DOMXKHO 3aCTaBUTh
KJIMeHTa NIpepBaTh COeJMHEeHHe M3-3a HapylleHHs MPOTOKOJA.

S BeiBecTu MH(poOpMaLHIO O cTaTyce K3IIa CECCHH.

7.6.20.5 Ilpumeuanus

KomaHny s_server MOXHO HCIOJIb30BaTh AJs OTJAaAKHA SSL-KareHTOB. UT0OB MPUHATH 3aMPOCHI
Ha coellMHEHHUS OT BeO-Opay3epoB, MOXKHO, HAllpUMep, HUCII0JNb30BaTh KOMAHMY
openssl s _server -accept 443 -www
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XOTSl yKasaHue NYCTOr0 CIIMCKa CepTU(UKATOB YNOCTOBEPSIOUIUX LEHTPOB INpPH 3alpoce KJH-
€HTCKOTO cepTH(UKaTa, CTPOrO TOBOpPS, SIBJASIOTCS HapylleHHeM MPOTOKOJa, OOJbIIMHCTBO SSL-
KJIMEHTOB MHTEPIPETHUPYIOT 3TO KaK TO, YTO MPHUEMJIEMBIM SBJISETCS CEPTU(PHUKAT JI0O0ro yA0CTOBe-
psOLLero LeHTpa. JTO MOJE3HO AJs OTJIAJ0UYHBIX LieJed.

[TapameTpbl ceccHM MOXHO BBIBECTH C MOMOLIbBIO KOMaHAbl sess_id.

7.6.21 Komannma s_time

7.6.21.1 OnucaHue KOMaHIbl

Komanna s_time peanusyer ynuBepcanbHblii SSL/TLS-KI1eHT, KOTOPbIH yCTaHABIHWBAET COENU-
HeHHe C yaajeHHbIM XocToM ¢ momoiibio SSL/TLS. OHa MoXeT 3ampocHTh CTPaHHUIy C cepBepa
M BKJIIOYAeT BpeMsl, 3a KOTopoe ObliM TepelNaHbl MoJe3Hble NaHHblE, B CBOM M3MEHEHHS] BpPeMeHH.
OHa mopCYMTHIBAET KOJUYECTBO COENMHEHWH B 3aJaHHBIM MHTEPBaJ BpeMeHH, 06beM MepeqaHHBIX
NIaHHBIX (€CJIM OHH €CTh), U BBIUMCJSIET CPeHee BpeMsl, 3aTPpaueHHOe Ha OJHO COeUHEHHeE.

7.6.21.2 dopmat BBOAA KOMaH[bl

openssl s_time [-connect host:port] [-www page| [-cert filename| [-key filename| [-CApath
directory] [-CAfile filename]| [-reuse] [-new] [-verify depth] [-nbio] [-time seconds] [-ssI2] [-ssl3]
[-bugs] [-cipher cipherlist]

7.6.21.3 Onuuu KOMaHIb!

Onnug Onucauue
-connect host:port YKa3blBaeT XOCT U ONLMOHAJNBHBIA MOPT [Jis COeUHEHHS
-WWW page YKasblBaeT CTpaHMIY, KOTOPYI HeOOXOAMMO 3arpysuTb C cepBepa Io

merony GET. 3nauenue / 3arpyxkaet crpanuuy index.htm[l]. Ecau stot
napameTp He yKas3aH, KOMaHfa S_time BbIMOJHSET TOJBKO XIHALLIEHK [JIs
ycTaHOBKHM SSL-coenuHeHUs, HO He TepefaeT MoJse3Hble AaHHbBIE.

-cert certname Hcnonbsyemblil ceptucukar, ecau ero tTpedyer cepsep. Ilo ymomuanuio
cepTUdUKaT He ucnogabsyercs. Paia nomxken 6b1Tb B PEM-dopmare.

-key keyfile Hcnonb3yemelil 3akpeIThId KoY. Ecau He ykasaH, OyfeT HCIOJb30BaH
3aKpBITHIA K04 U3 (aina ceptudukara. Pain nomxen 6biTb B PEM-
(dopmare.
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Onnug Onucauue

-verify depth Hcnonbayemasi riiy6ruHa BepudUKaUMH. IDTa ONUHUS OmNpenesseT MaKCH-
MaJ/bHYIO0 [JIMHY LeNOYKH CepTHU(PHUKATOB M BKJOUaeT IPOBEPKY cep-
BEPHBIX cepTU(HUKaTOB. B HacTosilllee BpeMmsi omnepauus BepUPHUKALUU
NPOJOJIZKAETCS TMOCJe OLMOOK, TaK UTO BCE CJIOXKHOCTH IIPH IPOBEPKe
LIeNOYKH CepTU(UKATOB MOXKHO YBUAETb. JloMOJMHUTENbHBIN 3 (DeKT: co-
e/lHeHNe HUKOra He 000pBeTCs M3-3a HeyNayHOH NPOBEepPKH CepBEPHOro
cepTuduKara.

CApath directory Karasior noBepeHHbIX CepTU(PHUKATOB, UCMOJIb3YEMBIX TIPH MPOBEPKE cep-
TU(HUKATa cepBepa. DTOT KaTajor AOJKeH ObiTh B "X3ui-hopmate”. s
Oosiee nmeTansbHOM HMH(pOpMauuu cMoTpuTe pasmen verify. Onuusa takxe
MCIIOJIb3YETCS TIPU MOCTPOEHUH LEMOUKH KJIHEHTCKUX CePTH(PHUKATOB.

-CAfile file ®aiin 10BepeHHBIX CEpTU(PUKATOB, UCIOJAb3yeMbIX NIPHU MPOBEPKE CEpTH-
¢rKaTa cepBepa U MOMBITKE MOCTPOUTH LENOYKY KJIMEHTCKOTO CEepTH(U-
KaTa.

-new [To3BoJisieT MCMO/MB30BATH TIPH TIPOBEPKE 3aTPAUHBAEMOr0 BpeMeHH HOBBIH

ID ceccuu npu kaxxgom coequHeHHH. Ecan He yKa3aHbl HU OMLHUS -nNew,
HU OMUHUA -reuse, OHU 00e M0 YyMOJUAHUIO CUUTAIOTCS BKJIOUEHHBIMH U
BBIMOJIHSAIOTCS 110 OUepeiH.

-reuse Beino/siHsieT MpoBepKy 3aTpayMBaeMOro BpeMeHH C HCIOJIb30BAaHUEM Ofl-
Horo u Toro e ID ceccuu; 3T0 MOKHO HUCIOJb30BaTh B KauecTBe MPOBep-
KW TOro, paboTaeT JIM K3LIHPOBaHHe cecCUU. Ecan He yKasaHbl HU onuus
-new, HU OINLUA -reuse, OHU 00e M0 yMOJYAHUIO CUHUTAIOTCS BKJ/IOYEHHbI-
MU U BBINIOJHAIOTCA 110 OYEPenH.

-nbio Bkiiouaer Hebaokupytouui 1/0.

-ssl2, -ssl3 OTH OMUUHU OTKJIOUAIOT UCIOJIb30BAHHE OTpeesieHHBIX MPOTOKOJMOB SSL
unn TLS. Ilo ymonuaHuio HayajbHbIH XeHALIEHK HCMOJb3yeT MeTO.,
KOTOpBIH J0JI2KeH OBITb COBMECTHM CO BCEMH CepBepaMH U I03BOJATH
UM HCIOJIb30BaTh B KauecTBe AOMYCTUMBIX MpoTokoJbl SSL v3, SSL v2
unu TLS. Komanna n/st nsmepeHus 3aTpayeHHOTO BpeMeHH He Tak 6ora-
Ta OMUHUSIMHU [J15 BKJIOUEHHS U BBIKJIOUEHHUS] MPOTOKOJIOB, KAK KOMaHMa
s_client, 1 MoXeT He MOAKJ/JIIOYUTHCSH KO BCEM CEpPBEPaM.

K coxaseHuIo, cyliecTByeT MHOXKECTBO YCTapeBIIMX HJIM HUCTIOPUEHHBIX,
HO JeHCTBYIOLUIMX CEpBEPOB, KOTOPblEe HE MOT'YT CIIPAaBUTbCS C 3THMH Me-
TOlAaMH, U COe[MHEHHe C HUMHU YCTaHOBUTb He ynaetcsi. Hekotopsie cep-
Bepbl pabOTAIOT TOJIBKO B TOM CJydae, eCau MpoTokosa TLS oTkioueH ¢
TIOMOLIBIO OTILKH -Ssl3; npyrue cepBepbl MOANAEPKHUBAIOT TOJMBKO SSL v2,
¥ UM MOXKeT MoTpeboBaThCs onuus -ssl2.
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Onnug Onucauue
-bugs B peanuzauusax SSL u TLS ecTb HECKOJBKO U3BECTHBIX OLIMOOK. YKa3a-
HHe 3TOH OMIMH BKJIOYAET pa3JjUuHble MYTH 06X0[a 3THX OLINOOK.

-chipher cipherlist [To3BosisieT MOOU(UIKUPOBATD CIUCOK LIK(POB, MPUCAAHHBIX KJIUEHTOM.
XoTs cepBep onpenessieT, KaKOH KPUNTOHAOOP HCIOJNb3yeTcs, OH [0J-
’KeH BbIOpATh MePBBIN MOAAEPKUBAEMBIX KD U3 CIHUCKA, TPUCAAHHOTO
KaueHToM. [lsis Gosiee metanbHOU MH(OPMALKUK CMOTPH KOoMaHIy cipher.

-time length YKkasbiBaeT, Kak 10Jro (B ceKyHIax) KoMaHaa s_time mo/kHa ycTaHas-
JUBaTb COEJIMHEHMS U OMNLMOHAJBHO — IepefaBaTb [0Je3Hble JaHHBIE C
cepBepa. CkopocTh paboThl cepBepa U KJIMEHTa, a TaKyKe CKOPOCTb CBSI3U
OMpefeIioT, CKOMbKO COeIMHEHUH MOXKeT YCTaHOBUTb KoMaHAa s_time.

7.6.21.4 Tlpumeyanus

MoxxHO Hcnob30BaTh KOMaHAYy S_time nsist usamepeHusi cKopocTu padotel SSL-coennnenus. Yro-
6bl noakmaountbes K HTTP-cepsepy no mportokony SSL M mosnyduTh CTPaHHULY MO YMOJYAHHIO,
0OBIYHO HUCIIOJIb3yeTCsl KOMaHAa

openssl s_time -connect servername:443 -www / -CApath yourdir
-CAfile yourfile.pem -cipher commoncipher [-ss13]

(mpotokos https ucmosnbsyer mopt 443). «commoncipher» — 3To mKMdp, Ha KOTOPHIH corsalia-
IOTCSl U KJIMEHT, U CepBep.

Ecau "pykonoxxaTue"BbIONHUTD He YIAeTCs, STOMY MOTYT ObITh HECKOJIbKO BO3MOXKHBIX MPUYHH.
Ecny HeT HUYero cTo/b OYEBUAHOIO, KaK OTCYTCTBHE KJMEHTCKOro CepTH(HUKAaTa, MOXKHO Monpobo-
BaTb HCMOJB30BaTh ONUUHU -bugs, -ssl2, -ssl3 Ha cayya#l, ecnn omnbKa NMPOUCXOAUT HA CEpBepe.
Oco6eHHO Ba)KHO MPOBEPUTb 3TH OIIMH Iepel TeM, Kak OTIPaBJsATh Co0OlIeHHe 00 OUIMOKax B
cnucok pacceikd OpenSSL.

YacTtas npobJema Npy MOMNbITKaX 3aCTaBUTh paboTaTh KJAHEHTCKHE CepTHU(UKATBI COCTOUT B TOM,
4yTO BeO-KJUEHT KaJyeTcsl, UTO Y Hero HeT cepTU(HUKATOB, UJIM BbIAAET MYCTOH crrucoK Bblbopa. Kak
NPaBUJIO, 3TO MPOUCXOAUT, IOTOMY YTO CepBep INpPH 3ampoce cepTU(PHUKaTa He BKJIOYAET CepTU(PUKAT
YL, Ha KOTOPOM MOAMHUCAH KJIHUEHTCKHUH CepTHU(HUKAT, B CBOH «CIIUCOK JOMYCTHUMbIX CEPTHU(HUKATOB
YLl». DTOT CHMCOK MOXKHO TPOCMOTPETb U IMPOBEPUTb C MOMOIIbI0 KoMaHAbl s_client. OnHako,
HEeKOTOpble cepBepbl TPeOYIOT KJAHEHTCKOW ayTeHTHU(HMKALUKK TOJBKO MOCJEe TOro, Kak 3ampolleH
onpeznenenubld URL. B 3ToM ciyuae, 4ToOB OMYUNUTh CIIUCOK, HEOOXOAUMO UCMOJIb30BATh KOMAHAY
s_client ¢ onuwuelt -prexit u ornpaBuTh http-zampoc Ha COOTBETCTBYIOILYIO CTPAHHILY.

Ecau ceprudukar ykasaH B KOMaHIHOH CTPOKe C MOMOLIbI ONUUM -cert, oH OyneT UCMosb30-
BaTbCs TOJBKO B TOM CJlyuae, eC/iu cepBep fBHbIM 00pa3oM TpebyeT KJAHeHCKUH cepThdukar. Takum
00pa3oM, NMPOCToe BKJIOUEHHE KJUEHTCKOTO cepTH(HKATa B KOMaHIHYIO CTPOKY He [aeT rapaHTHH,
4yTO cepTU(HUKAT OyneT paboTaTh.

7.6.22 KomaHpga smime

7.6.22.1 Onucanue KOMaHIbI

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTO CENY.00009-04 34 03 105

Komanna smime o6pabatbiBaeT mouyToBble cooOuieHus tTuna S/MIME. OHa moxeT 3amudpoBbi-
BaTh, pPaclIn(POBBIBATh, MOAMNKCHIBATh U NPOBEPATb TaKHE COOOLIEHHUS.

7.6.22.2 dopmar BBOIA KOMaH[IbI

openssl smime [-encrypt] [-decrypt] [-sign] [-resign] [-verify] [-pk7out] [-[cipher]]

[-in file] [-no_alt_chains] [-certfile file] [-signer file] [-recip file]

[-inform SMIME|PEM|DER] [-passin arg] [-inkey file] [-out file] [-outform SMIME|PEM|DER]
[-content file] [-to addr] [-from ad] [-subject s] [-text] [-indef] [-noindef]

[-stream]| [-md digest] [cert.pem]...

7.6.22.3 Onuuu KOMaHIbl

CYI_U,eCTByeT HIeCTb ONnepallMoOHHBIX OILIMH, KOTOpbI€ YCTaHaBJHWBAIOT THUII HpOHSBOﬂHMOI:'I oriepa-
[IHH. 3HaueHHe OCTaJbHBIX OTILUH BapbUpyeTCd B 3aBUCUMOCTH OT THIIA Ollepalli.

Onuug Onucanue

-encrypt 3awmugpoBbiBaeT NaHHble /IS YKA3aHHBIX CepTU(UKATOB MoJjydaTesei.
BxonHbiM ¢aiisoMm siBasieTcss Hesalin@poBaHHOe coobuleHue. BrixomnHoH
¢aitn — 3amugpoBaHHOe nouToBoe coobiieHue B popmare MIME.
-decrypt PacmugposeiBaeT faHHbIE C UCIIO/b30BAHHEM yKa3aHHOIoO cepTH(HKaTa
U 3aKpBITOTO KJtoya. B KauecTBe BXOAHOrO daiina oxuaaercs 3amindpo-
BaHHOe coobuleHue B popmate MIME. B BeixogHOl (aiis 3anuceiBaeTcs
pacuiu(poBaHHOE COOOLIEHHE.

-sign [lopnuceiBaeT naHHble C MCIOJNb30BAHHEM YKAa3aHHOrO cepTU(HKATa U
3aKpBITOr0 KJjio4a. BxomgHbiM (aiisoM siBasieTcs cooOllleHHe, KOTOpoe
HeoOXOAUMO ToANUcaTh. B BBIXOAHOH (haly 3anuChbIBaeTCsl MOAMNUCAHHOE
coobuenue B popmate MIME.

-verify [IpoBepsier moanucanHoe coobiieHde. OXHaaeT MOANKHCAaHHOE coobiiie-
HHe B KauecTBe BXONHOTO (hai/ja U BBIBOAUT MOANHCAHHBIE NAHHbIE.

-pk7out CuuThiBaeT BXOJHOE COOOIIeHWe W 3aMHUCbiBaeT B BBIXOLHOH (pai.
PKCS#7-ctpykrypy B PEM-dopmare.

-resign [lo6aBysieT K COOOLIEHNIO OOHY MK 60Jiee HOBBIX MOIMHCEH.

-in filename BxonHoe coob1iieHre, KOTOpOe HYKHO MOANUCATh UM 3alIU(POBATh, UK

coobiieHue B popmate MIME, koTopoe Hy»>KHO pacliM@poBaTh WU/ MOA
KOTOPBIM HY2KHO MPOBEPUTH MOATHCE.

-inform Onpenensier BxogHou ¢opmat PKCS#7-ctpykrypsl. Ilo ymomyanuio —
SMIME|PEM|DER | SMIME, nns cuutbiBanusi coobuienuii B opmarte S/MIME. Ykazanue
Ha ¢opmatel PEM unu DER 3actaBasieT oxXunath B KauecTBe BXOIHOTO
daiina PKCS#7-cTpykTypel B cooTBeTcTByWOIIEM (hopmaTe. Ceilluac 3ta
OMUMS BJUSIET TOJbKO Ha BxonHOH (opmat PKCS#7-cTpyKkTyphl, ecau
Hukakod PKCS#7-cTpykTypel He BBogUTCS (HampuMmep, ecJM yKa3aHHI
OMLHH -encrypt uiu -sign), 3Ta ONIHUS UTHOPUPYETCH.

-out filename TexcT coobuienusi, kotopoe ObJIO paclIM(POBAHO HJH NPOBEPEHO, WJIH
BbIXO[HOe coobiienue B popmate MIME, koTopoe Oblji0 MOANHUCAHO WU
3alM(POBAHO.
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Onnug Onucauue

-outform Onpenensier BeIxonHOH ¢opmat aas ctpyktypel PKCS#7. Ilo ymoa-
SMIME|PEM|DER | uanuio 3to dopmar SMIME, koTopbiii Bbinaet cooOlleHHs B (opMmaTe
S/MIME. Ecnu ykasan napamerp PEM u DER, To BMecTO 3TOrO B BHI-
Bozie 6ynyT cTpyktypel PKCS#7 B dpopmare PEM unnau DER. B nacros-
l[ee BPeMs 3TO CKa3blBaeTCsl TOJNBKO Ha BBIXOAHOM (hopMaTe CTPYKTYPHI
PKCS#7; eciu Hukakas ctpykrypa PKCS#7 He BeiBoguTCs (Hampumep,
TPU UCIOJIb30BaHUU onuui -verify nau -decrypt), To naHHasi onuus HU-
KaK He BJIMsIeT HA BBIXOAHOH (hopmar.

-stream Onuwuu -stream u —indef 5KBUBaJIeHTHBI U pa3pellatOT MOTOYHbIH BBOI/-
-indef BBIBOJL [/l OTepaluil KOAHpOBaHHUS. DTO M03BoJsieT 0O6pabaTeiBaTh NaH-
Hble 32 OMH NIPOXOA 6e3 HeOOXOAUMOCTH [lep2KaTh B MAMSTH BCe NaHHbIE,
NOTEeHLHAJIbHO MOAAepKHBas (haljibl 04eHb OosblINX pa3MepoB. [loToko-
Basi 00paboTKa aBTOMAaTHUeCKH ycTaHaB/auBaercs njs S/MIME nopnu-
cu ¢ o6ocobieHHbIMU (detached) maHHBIMH, ecsid yCTaHOBJIEH BBIXOIHOH
dopmar SMIME. [Ins Bcex ocTasnbHBIX onepaiyi moTokosasi 06padoTka
M0 YMOJYaHHUIO OTKJ/IOYeHa.

-noindef OTKJI04aeT MOTOKOBBIM BBOJ/BBIBOA TaM, Iie OH C03[aj Obl CJ0XKHOE
KopupoBaHue HeonpenesneHHor miauHbl (ASN.1 constructed encoding). B
HacTosilllee BpeMsl AaHHas onuus He paboTaeT. B OynylieM MOTOKOBBIH
BBOJI,/BBIBOJ OyIeT BKJI0YATbCS MO YMOJUAaHHIO BO BCEX COOTBETCTBYIO-
IMX ONepalusix, U 3Ta onuus OyneT ero oTKAUaTh.

-content filename Omnpenensier daii, comepxauuit o6ocobnentsle (detached) nanuble; no-
Jie3eH TOoJbKO ¢ KomaHnod —verify. Mcnosb3yerest TONbKO, €Cau CTPyK-
tTypa PKCS#7 ucnonssyer detached-nonnuce, kotopasi He BKJOUaeT co-
nepxumoe. [laHHBIE, TepelaHHBlE B 3TOH OMLHKH, OYAYT HCIOJb30BAaThb
BMECTO JIIOOBIX IPYTHX, €CJH UCMoJb3yeTcss BXogHoH ¢opmat S/MIME
M OH MCIOJb3YyeT THUN coiepkumoro multipart/signed MIME.

-text dta onuus nobasaser MIME-3aronoBku text/plain k coobuienuio npu
BBITIOJIHEHUH WU (DPOoBaHUSA WM noanucu. [lpy memnppoBaHuU UK MPO-
BepKe MOAMUCH 3TH 3aroJIOBKM YAAJsIOTCS: eCld paclliuppoBaHHOE HJH
npoBepeHHOe coollieHUe He siBasercs Tunom MIME text/plain, To Bo3-
HHMKaeT OLIMOKa.

-CAfile file ®atin, comepKallUMi NOBEPEHHBIH CepTU(UKAT YAOCTOBEPSIOLIETO LEH-
Tpa. JlaHHas onuuMs HUCMONb3yeTCs TOJNBKO ¢ onuuel -verily.
-CApath dir Karasor, conepKaluil 1oBepeHHble cepTU(PHUKATHl YAOCTOBEPSIOLIUX LEeH-

TpoB. Mcnosb3yercs Tonbko ¢ omuued -verify. DToT KaTasor moskeH
ObITb CTAHAAPTHBIM KAaTaJOroM CepTU(HUKATOB, TO €CTb C KaXIbIM cep-
TU(PUKATOM JNOJ/KHA ObITh CBsi3aHa X3lI-cyMMa moJisi subject name, nJs
(opMHUPOBaAHUS TAKHUX KaTaJoroB CAYKUT CKpunt c_rehash.

-md digest AnropuTMm naimkecTa AJs UCIOJNB30BaHUSA NPH BeIpaboTKe noanucH. Ec-
JU 3Ta ONLHUSA He yKaszaHa, To OyIeT HCIOJNb30BaH YMOJUATeNbHBIH aJ-
TOPUTM AaHjKecTa AJ5 KJarodya noanucH. IIpu BblpaGoTKe moamnucH mo
anroput™Mam ['OCT wucnosb3oBaHHe NAaHHOH ONMLKHK TPUBEAET K OLIMOKE.

-[cipher] AnropuTMm 3amudpoBaHus AaHHBIX. Mcrnosnb3yeTcs TOJbKO BMecTe C OIl-
el -encrypt, npu mudpoanuu no anroputmam ['OCT ciaenyer yka-
3bIBaTh -gost89.
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Onnug Onucauue

-nointern [Tpu mpoBepke MoAMUCH, KaK TPaBUJIO, CEPTU(DUKAT OTIPABUTEJIS HUILETCS
cpenu cepTU(UKATOB, BKJIHOUYEHHBIX B COOOLIEHHE (€C/H TAaKOBble €CTb).
Ecnu ykasaHa naHHasi OMIMsI, HCTIOJNB3YIOTCS TOJNBKO CePTH(HKATHI, YKa-
3aHHble B onuuu -certfile. CepTudukaTel, BK/IWOYeHHbIE B COOOIIEHHE,
MOTYT HCIOJIb30BAThCS B KadyeCTBe HENOBEPEHHBIX CEPTH(HKATOB YyMIO-
CTOBEPSIIOIUX [IEHTPOB.

-noverify He nposepsitb ceprtuuKkaT oTnpaBHTe sl MOANHCAHHOIO COOOLIEHHS.
JlaHHas1 ONUMS CJYXKHT HCKJIOUHTEJNbHO [IJ5 TECTOBO-OT/JIaJ0YHbIX Lie-
JIel, ee UCIIOJIb30BAHHE IIPU IIPOBEpKe MOANUCH A/ peasbHbIX JaHHBIX
HeJOIYCTHMO.

-nochain He BBIMOMHATE NpPOBEpPKY LENOYKHU JOBEpPUS CepTHU(PHUKATOB OTHpPaBUTeE-
Jisl, TO €CTb HE WCIOJb30BaTh CePTU(PUKATEI, BKJIOUEHHblE B MOAMHUCAH-
HOoe coo0llleHHe, B KauecTBe HeNOBEPEHHbIX CEPTH(PUKATOB yIOCTOBEpS-
oulero ueHtpa. [laHHas onmuus CJaOyKUT UCKJIOUHUTENbHO [Js TECTOBO-
OTJIaIOUHBIX lleJied, ee HUCIOJb30BaHUE MPU TPOBEpPKe MOANUCH AJS pe-
aJbHBIX NaHHBIX HEJOMYCTUMO.

-HOSigS He nbitatbes [IPOBEPATDL MOAIIUCH 10 COO6LLL€HI/I€M. ﬂaHHaH ongu4d CJay-
2KHUT HCKJIIOUHUTEJBbHO OJi1 TE€CTOBO-OTJIaAO0OYHBIX ue.neﬁ, ee HCIIOJb30Ba-
HHE TIpHU MpOBEpKe MNOANHCH OJ5 peaJbHbIX NAaHHBIX HEOOMYCTHMO.

-nocerts [Ipy moamuchIBaHHK COOOIIEHHsT CepTU(UKAT OTIPABUTEIsI, KaK TPaBH-
JIo, BKJlo4aeTcst B coobiienre. [Ipyu ykasaHuM NaHHOH OMIMM cepTUDHU-
KaT OTIPaBUTEJIsl B COOOILEHHE He BKJOUaeTCsl. TO yMEHbIIaeT pa3mep
MOAMUCaHHOT0 COOOIIEeHHS], HO MOJyUYaTe b J0JKEH UMETb Ha CBOEM KOM-
MblOTepe KOMHIO CepTH(HUKATa OTIpaBUTENsI (HAmpUMep, MepelaHHyo C
nomouibio oniuu -certfile).

-noattr O6bluHO, Korjia cooblleHue MOANHCaHO, TO Aob6aBJ/sieTcs Habop aTpubdy-
TOB, BKJIOUAIOUIUH BpeMsi MOAMUCH U MOAJAepPKHBaeMble CUMMeTPHUUHbIE
ajaroputmel. [Ipy vcnonb3oBaHUM NAHHOH ONMUMH aTpUOYTHI He N00aBJS-
IoTCs.

-binary Kak npaBuJio, BXonHOe cOOO0lleHHe [TePeBOAUTCH B «KAHOHUUECKUH» (op-
mat, ucnosbsyomuid CR u LF B KayecTBe KOHIIOB CTPOK, KaK TpebyeT
criennukauns S/MIME. [lpy ykasanuu naHHOH ONLKH NepeBofa B Ta-
KOW (popMaT He MPOU3BOAUTCA. DTO TMOJE3HO MPHU Mepenadye OGUHAPHBIX
NAHHBIX, KoTopble Nepenatotcs He B MIME-dopwmare.

[Ipu ucnonb3oBaHWK NAaHHOH OMIIMM COBMECTHO C OIMEH -Sign mommu-
CbiBaeMble JaHHble He BKoualoTcess B S/MIME-coobiieHue (Tak Ha3biBa-
emasi OTJe/IeHHasl MOATNHUCH), TI0JIe3HO MPHU HEOOXOMAUMOCTH XPaHUTh MOJ-
MUCb OATEJNBHO OT AAHHBIX. DTO MOBeAeHHE MOXKHO OTMEHUTh, UCIOJb3YS
onuuio -nodetach.

-nodetach «HenpospauHoe» moanucanue cooblieHusi: 3ta gpopma 6osiee yCTOHUUBA
TIpY NOYTOBOM Iepenaye, HO ee He CMOT'YT MPOUYUTATh MOYTOBBIE IPOrPaM-
Mbl, He mopnaepxkuBatoiue gopmar S/MIME. Ecau sta onuus He yka-
3aHa, BBITOJHAETCS «IIPO3payHOe» MOAMUCAHHE C HUCIOJb30BAaHUEM THIA
MIME multipart/signed.

Ecsu ncrnonb3oBaTh 3Ty OMIMIO COBMECTHO ¢ -sign -binary, moxmuceiBa-
eMble JaHHble OYAyT BKJIOUEHBl B CMS-CTPYKTYPY.
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Onnug

Onucauue

-certfile file

[lo3BosisieT ykaszaTb momMoJHUTE ] bHblEe cepTHU(HUKaThl. [Ipn noanwuceiBa-
HUMU COOOlLeHNs 3TH cepTU(UKAThl OyNyT BKJOUeHbl B coobuieHue. [Ipu
NpOBepKe COOOIIeHUs Cpeld 3TUX cepTU(PUKATOB OyIeT UCKAThCs CEPTH-
¢ukar ormpasuressi. Ceprudukatsl 10/KHB O6biTb B PEM-hopmare.

-signer file

Ceprucukar oTnpaBuTess NpH noanucu cooduienus. [Ipu nmposepke co-
o0L1eHUs CepTU(PHUKATBI OTIIPAaBUTe/Is1 OYAYT 3allMCaHbl B 3TOT (hai, ecau
NpoBepKa Oblyia yCIELIHOH.

-recip file

CepTtudukar mnojsyyatessi MpU pacliUPpoOBaHUU COOOIIEHHS. DTOT cep-
TU(PHUKAT NOJKEH MPUHAAJIEKATh OJHOMY M3 TIoJydaTesedl cooOLIeHuUs,
MHaye BBIBOAMUTCS cooOlleHHe 00 olnoKe.

-inkey file

3aKkpbIThIH KJI0Y, KOTOPBIA CJefyeT HCIOJb30BaTh MpPU MOAMNHUCBIBAHUU
UM pacliM(pOBaHUU COOOLIEHHS. 3aKpbIThll KJ/I0Y [I0JKEH COOTBET-
CTBOBaTb cepTU(UKaTy. Ecau 3Ta onuus He ykKasaHa, 3aKpbITBIH KJ04Y
NOJI>KeH ObITh BKJIIOUYEH B (paiis cepTuduKaTa, yKa3aHHbIA B ONLUU -recip
WJIK -signer.

-passin arg

VICTOUHMK mapoJist 115 3aKPBITOr0 Karyda. 115 MoJy4eHHs JONOJHUTEb-
HOU MH(opMalKK 0 (opmaTte apryMeHTa arg cM. pasges 7.4

cert.pem...

OnuH nau 6osblie cepTudUKaToB nosydatesed. Mcnosnbsyercs npu 3a-
wrppoBaHUU cooOleHusl. CepTH(UKATBI LOJKHBI OBITh IPEABAPUTE/BHO
NpoBepeHbl HA HEOTO3BAHHOCTb C TOMOILBIO KOMaHAbl verify.

-to, -from, -subject

CooTBeTCTBYIOIIME 3ar0JOBKH MOYTOBBIX c000LIeHHH. OHU BKJ/IOUAIOTCS
CHapY2KH MOANUCAHHOHN YacTH COOOIIEHHUS, YTOOBI UX MOXKHO ObIJIO BKJIIO-
UUTh BpyuHYy!0. MHOrMe nouToBble KJAHEHTbI, paboTaillre ¢ (popMaToM
S/MIME, npoBepsitoT, coBnaaeT Jiv MOYTOBbIH afpec, YKa3aHHBIH B cep-
TU(UKaTe OTIIPaBUTEJS, C IOUTOBBIM apPeCcOM OTIPABUTES.

-purpose,
-ignore_critical,
-issuer_checks,
-crl_check,
-crl_check_all,
-policy_check,
-extended_crl,
-xb09_strict,
-policy,
-check_ss_sig,
-no_alt_chains

YcTaHaBAMBAIOT PA3/HUHbIE OMLUWK TPH MPOBEpPKe IeNOUKH cepTHU(HKA-
toB. Ilyis Gosiee meTasbHOH WH(pOPMAMKM CM. CTPaHULy verify pykoBon-
CTBA T0JIb30BATEIS.

-gost89

Hcnonbayembiil anroputm 3amudposanus. McenosbayeTess Toabko ¢ oI-
uuel -encrypt. [lpu wudposanun ¢ nomourpio anroputmoB 'OCT nanHas
onuus sBJseTcs 00s3aTebHOM.

7.6.22.4 TlpumeyaHus

[Tpu sawmudpoBanun cooblleHHs He TMPOWU3BOAMTCS MPOBEPKA HEOTO3BAHHOCTH CEPTH(HKATOB
nosiyuartesied, TO3TOMY Tepel BbIMOJHEHUEM ONepaluyd 3alu(poBaHUs B 00s3aTeJbHOM MOPsIKe
CJIeyeT TPOBEPUTb KOPPEKTHOCTb M HEOTO3BAHHOCTb HCIOJb3YEMBIX CEPTU(DUKATOB C TOMOLIbIO
KoMaH[bl verify.
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3arosoBkd MIME-coo611eHus Mpy OTIPaBKe He JA0JKHbI OTAENATHCS OT OCTAJbHOTO COLepKaHUS
MyCTBIMU CTpoKaMu. HekoTopele mouToBble MPOrpaMMbl aBTOMAaTHUECKH NOOABJ/SIOT TaKHe MyCTble
cTpokd. HampaBuTh mouty HemocpeacTBeHHO B mporpammy sendmail — onuH U3 cnoco6oB MOTYYHUTD
KOPPEeKTHBIHA (popmar.

[lopnuceiBaemoe W 3amindpoBaHHOe COOOLIEHHE [IOJKHO BKJOYaTh Heob6xonumbele MIME-
3aroJIOBKH, HHaue MHOTHe TOUYTOBbIE KJHEHThl He CMOTYT €ro KOPpPeKTHO BOCIPOU3BECTH (HJM BO-
o6uie He cMoryT). Bbl MoxkeTe Hcmosib30BaTh onuui -text mjs aBToMatHueckoro n00aBJIEHHS 3aro-
JIOBKOB.

«[TopnucanHoe u 3amudpoBaHHOe» cOOOllleHHe — CcooOlleHHe, CHayasa MOANHUCAHHOe, 3aTeM
3amndpoaHHoe. Takoe coobleHHe MOXKXHO MOJYUYUTh, 3alIU(POBAB yxKe MOANUCAHHOE COODLIeHHe

Onuun —éﬁéf§ﬁf;&—decrypt OTpaxKalT OObIYHOE HCIOJb30BaHHE COOTBETCTBYIOLIUX (PYHKLMH
B MOYTOBBIX KJHeHTax. CTporo roeopsi, 3TW onuud paboTalT ¢ pasHOBUAHOCTbIO enveloped data
tdopmata PKCS#7. PKCS#7 encrypted data ucnonbayercs nisi gpyrux nese.

Onuus -resign vcnoJsb3yeT CYLIECTBYIOIIMHA X311 cO00IEeHHs1, Koraa 106aBJ/sieT HOBYIO MOAMUCH.
OTo 03HauaeT, YTO COOOIlEeHHE yKe NOJKHO COLepkKaTh KaK MUHUMYM OAHY TMOAMHUCH, UCIOJb3YIO-
IIYIO TOT »Ke CaMbli aJrOpUTM X3IIHPOBaHUS. B MpOTHBHOM ciydyae ornepauusi He Oy/eT BbINOJHEHA.

Onuwun -stream u -indef BK/104a0T 3KCepuMeHTaMbHYIO TOAAEPKKY MOTOYHOI0 BBOA-BEIBOAA. B
pesyJbTaTe MOJy4YaeTcsl AaHHble BBIBOAATCS B He B KoaupoBke DER, a B konuposke BER ¢ ucnonbso-
BaHHEM COCTABHOIO KOAMPOBAHUS HeomnpeseaeHHOH AJauHbI. [[0TOUHBIH BBOA-BBIBOJ MOAAEPAKHUBACTCS
IJ1s1 onepaluu -encrypt, A/s omepauuu -sign - B TOM cjydae, ecju MOANUCH He OTHAEJSeTCs.

[ToTouHbl# BBOA-BBIBOML BCErfa HCIOJb3yeTCsl AJs KOMaHAbl -sign ¢ 060co6/JeHHBIMU JaHHBIMH,
HO TIOCKOJIBKY KOHTEHT 00Jbllie He siBasieTcst yacTbio cTpykTypsl PKCS#7, ucnonbsyercs KonupoBKa
DER.

7.6.22.5 Konbl BBIXONA

1 Onepauys BbINOJHEHA MOJHOCTBIO YCIELIHO.

2 Owmwnbka npu o6paboTKe OMIUH KOMaHIBL.

3 OnvH u3 BXOAHBIX (pail/0B He NPOUYUTAH.

4 Own6ka npu cozganun PKCS#7-aiina uan cunrsiBannn MIME-coobuienus.

5 Ilpu nposepke cooblleHHe NPU3HAHO KOPPEKTHBIM, HO MPOU30LI/IA OLIMOKA TIPHU 3aMIUCH OJHOTO U3
CepTU(UKATOB OTIIPABUTES.

7.6.22.6 Tlpumepsnl

Co3naThb «IPO3pauyHO» MOAMHUCAHHOE COOOIIEHHE:

openssl smime -sign -in message.txt -text -out mail.msg -signer
mycert.pem

Co3naTh «HEMpPO3pauHO» MOAMUCAHHOE COOOIIEHHE:!

openssl smime -sign -in message.txt -text -out mail.msg —-nodetach
-signer mycert.pem

CosnaTh noanucaHHoe cooblleHUe, BKAIOYUTh HECKONBKO NOMOJHUTENbHBIX CEPTU(HUKATOB U CUH-
TaTh 3aKPBITBIM KJI0Y M3 Apyroro ganna:

openssl smime -sign -in in.txt -text -out mail.msg -signer
mycert.pem -inkey mykey.pem -certfile mycerts.pem
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OtnpaButb noanucaHHoe coobiieHue B Unix-mogo6usiMu OC mpsimo B mporpammy sendmail,
BKJIIOUasl 3ar0JI0BKHU:

openssl smime -sign -in in.txt -text -signer mycert.pem -from
stevelopenssl.org -to someone@somewhere -subject ’’Signed message’’
| sendmail someone@somewhere

[IpoBeputh cooOuleHre W B caydae yCIHEIIHOH MPOBEPKU COXPAHUThb CEPTU(HUKAT OTIPABUTEJS B
thaiie:

openssl smime -verify -in mail.msg -signer user.pem -out
signedtext.txt

OtnpaButh 3alinpoBaHHOe COOOLIEHHE, UCIIONB3YS AATOPUTM gost89:

openssl smime -encrypt -in in.txt -from stevelopenssl.org -to
someone@somewhere -subject <<Encrypted message>> -gost89 user.pem -out
mail .msg

[lognucarb u 3amudpoBaTh COOOIIEHHE:

openssl smime -sign -in ml.txt -signer my.pem -text | openssl smime
—encrypt -out mail.msg -from stevelopenssl.org -to someone@somewhere
-subject ’’Signed and Encrypted message’’ -gost89 user.pem

IIpumeuaHue: KoMaHa 3alIM(PPOBAHUS He BKJOYAET OMUMIO -text, moToMy 4To 3alIM(pOBbIBa-
eMoe coobluieHue yxke Bkiaodaer MIME-3aro/soBku.

Pacmndposars cooblieHue:

openssl smime -decrypt -in mail.msg -recip mycert.pem -inkey key.pem

BeixonHbIMU TaHHBIMU U3 ToANHUckiBatolleld nporpammel Netscape siBiasiercs PKCS#7-cTpykrypa
B (hopMaTe ¢ OTAeJbHOH MOAMNUCHIO. Bbl MOXKeTe KCMO/b30BaTh 3Ty MPOrpamMmy, 4TOObl POBEPUTH
TaKy0 MOANKCH, pa30UB Ha CTPOKH CTPYKTYPY B KOOHPOBKe base64, OKPYKHB ee OrpaHUUUTENSIMHU:

U BOCII0Jb30BABIIMCh KOMaHI0H

openssl smime -verify -inform PEM -in signature.pem -content
content. txt

Bl Takke MoxkeTe DeKOAHMPOBATH MOAMKUCH W3 KOAHPOBKU base64 M BOCMOMB30BATHCS KOMaHIOH

openssl smime -verify -inform DER -in signature.der -content
content.txt

7.6.23 Komanna speed

7.6.23.1 OnucaHue KOMaHIbl

dra KOMaHO4 HCIIOJb3YETCH, YTOOBI TeCTHPOBATb CKOPOCTb KpI/IHTOI‘paq}I/ILIeCKI/IX aJITOPUTMOB.

7.6.23.2 dopmat BBOAA KOMaH[bl
openssl speed [-engine id] -evp alg

7.6.23.3 Onuuy KOMaHIbI
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Onnug Onucauue

-engine id [Ipu ykasanuu monyss engine (mo ero yHUKa/abHOH cTpoke id) KomaHaa
speed mombITaeTcsl MOJYYUTh (PYHKLHMOHAJIbHYIO CCHIIKY Ha YKa3aHHBIH
MOZLYJlb, UHHIIMAJIU3UPYS ero, ecJ HeOOXOAUMO. 3aTeM 3TOT MOLYJb Oy-
JeT YCTAaHOBJIEH KaK yMOJIYaTe bHBIH /ST BCEX UMEIOIIUXCS alrOPUTMOB.

-evp alg M3mepsier ckopocTb paboThl aaroputMmMoB 3amuppoBanus (gost89,
gost89-cnt, gost89-cnt-12,  gost89-cbe) UM X3LIUPOBAHHUS
(md_gost12_512, md_gost12_256, md_gost94).

7.6.24 Komanga spkac

7.6.24.1 OmnucaHue KOMaHIbl

Komanna spkac o6pabarteiBaer daitibl Netscape SPKAC, comepkaliie MoamucaHHBIA OTKpHI-
TBIH KJ104 W 3anpoc. KomaHpna MoxkeT meyaTaTb COep:KHMOe 3TUX (pai/oB, NPOBePSITh MOAMNUCH U
cosnaBaTb cBou cobcrBeHHble (ainbl SPKAC no nMmeronemycsi 3aKpeITOMY KJHOUY.

7.6.24.2 dopmaTt BbI30Ba KOMaH/IbI
openssl spkac [-in filename] [-out filename] [-key keyfile] [-passin arg] [-challenge string]
[-pubkey] [-spkac spkacname] [-spksect section] [-noout] [-verify] [-engine id]

7.6.24.3 Onuuu KOMaHIbI

Onnus

Onucauue

-in filename

Onpenensier WMs BXOAHOTO (haiiia AJs YTeHUs W3 Hero MHQOpPMalLUH;
€CJIM JaHHBIM NTapaMeTp He yKasaH, TO UCIOJb3YyeTCs CTAaHAAPTHBIA BBOA.
Onuus UrHOPUPYeTCs MPU UCMOJNb30BAHUH OMIUK —key.

-out filename

OnpenesisieT UM BBIXOIHOTO (palijia /151 3aMKCH; 110 YMOJYAHHIO UCTIOJb-
3yeTcs CTaHAAPTHBIA BBIBOL.

-key keyfile

Cosnaer ¢aitn SPKAC, wucnonb3ysi 3akpeithiéi kKiaou u3 keyfile. Ecou
MCIIOJIb3YEeTCsT BMeCTe ¢ OMUHUsIMH -in, -noout, -spksect u —verify, To
nocJie[H1e UTHOPHUPYIOTCS.

-passin password

Hcrtounuk naposs ass BxopHoro ¢aina. [as 6osee netaabHOH HUHGOp-
Maluu o hopmate arg cMOTpuTe pasnes [laposu Kak apryMeHTHI.

-challenge string

Omnpepensier cTpoky 3ampoca npu co3nanud SPKAC.

-spkac spkacname

[lo3BosisieT yKasaTb anbTepHaTUBHOE UMs (DOPMBI TepEeMEeHHOH, colepKa-
meid SPKAC. Tlo ymonuanuio 3to "SPKAC". Dta onuus BJUseT U Ha
cosnaBaemble, U Ha BxonHble SPKAC daitibr.

-spksect section

[To3BosisieT ykasbiBaTh ajbTepHAaTHBHOE HMsI (DOPMBI CEKIIHH, COmepKa-
meit SPKAC. Ecau onuus He yKasaHa, TO HCIOJb3yeTCs CEKIMS T10
YMOJTUAHHIO.

-noout

He BriBonuTh TekcToBylo Bepcuio SPKAC (He ucnosib3yeTcsi MpH co3na-
auu SPKAC)

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe




KpunTo CENY.00009-04 34 03 112
Onnug Onucauue
-pubkey BoiBonuT oTKpbITHIH K004 B opmate SPKAC (He ucmosbsyercss mpu
cosnanuu SPKAC)
-verify [TpoBepuTh a/meKTpoHHYI0 Moanuch B ykazanHoM SPKAC.
-engine id Ykaszanuve mopyas engine (Mo ero yHHKaJbHOM HIEHTH(HUKALHOHHOH

CTPOKE) 3aCTaBUT KOMaHAY sSpkac MOMbITaThCs MONYUHUTb (PYHKLHOHAJb-
HYIO CCBIJIKY Ha yKa3aHHBIH MOAYJb, HHULHAJHU3UPYS €ro, eclh Heo0Xo-
auMo. 3aTeM MOAYJ/b engine OyfeT yCTaHOBJEH KaK YMOJUATeNbHBIN 115

BCE€X NOCTYIIHBIX aJITOPUTMOB.

7.6.24.4 Tlpumeuanus

Cosnanubii SPKAC ¢ cooTBeTcTByOIUMH f06aBaeHHBIMH DN KOMIIOHEHTAMH MOXKET MCIOJb30-
BaThcsl B yTuauTe ca. SPKAC o6eruno renepupyetcsi Netscape npu otnpaBke QopMmbl, comepKaliei
metky KEYGEN, kaxk yacTb mpouecca Beimycka ceptudukara. CTpoka 3amnpoca 1nosBoJisieT UCIOJb-
30BaTh NPHMHUTUBHYIO (DOPMY [0Ka3aTe/]bCTBA BJaJeHHUs 3aKpbIThIM KJ/aouoM. [IpoBepka moamucu
SPKAC u Hannyue cydallHOM CTPOKH 3ampoca siBJIsieTCsl ONpefie/IeHHOH rapaHTHel, uTo MoJb30Ba-
TEJII0 U3BECTEH 3aKPBITBIH KJI0Y, COOTBETCTBYIOILIUH OTKPBLITOMY KJIOUY B cepTHU(HKaTe. DTO BaKHO
B HEKOTOpPBIX NpuiokeHusix. bes aroro npensinymuit SPKAC moxet 6bITh MCMONB30BAH /IS aTaKH

tTuna "replay attack".

7.6.24.5 Ilpumepsl

Pacneuarats conep:xkumoe SPKAC:

openssl spkac -in

spkac.cnf

[Tposeputs moanucs SPKAC:

openssl spkac -in

spkac.cnf -noout -verify

Cosnatb SPKAC, ucnosb3ysi ctpoky 3anpoca "hello™:
openssl spkac -key key.pem -challenge hello -out spkac.cnf
[Tpumep SPKAC (n/iuHHast cTpoKa pasieseHa ajs ynoO0cTBa MPOCMOTpa)

SPKAC=MIG5MGUwWXDANBgkghkiGOw0OBAQEFAANLADBIAKEALcCogq2Wa3Ixs47ul7F\
PVWHVIPDx5ys0l05Y6zpozaml35a8ROCpoRvkkigIyXfcCjivViS5oWk+6FfPaD03u\
PFoQIDAQABFgV0oZWxsbzANBgkghkiGO9wOBAQQFAANBAFPQtY/FojdwkJhlbEIYuc\
2EeM2KHTWPEepWYeawvHD0gQ3DngSC75YCWnnDAg+NQ3F+X4deMx9AaEglZtULwV\

4=

7.6.25 Komanna ts

7.6.25.1 Onucanue KOMaHIbl

Komanpga ts — 3To 6a30Boe KJHEHT-CepBEPHOE MPHJIOXKeHHe CayKObl MeTok BpemeHu (CMB),
cootBetrcTBylollee RFC 3161. Cnyx6a MeToK BpeMeHM MoxKeT ObITb 4yacTbio peanudauunu PKI. Ee
3ajlada — TPeNOCTaBAATb NOJTOCPOUYHbIE CBUAETEIbCTBA CYIIECTBOBAHUS OTpeeeHHbIX NTaHHBIX 110

olpelie/IeHHOTO BPeMEeHH.

Bot kpaTkoe onucaHue NMpoTOKOJA:

1. Knuent CMB BbiuMcssieT 3HaueHWe OQHOHAINpPABJEHHOH X3UI-QYHKIUU A5 (akina JaHHBIX U

ornpasJsier x3m B CMB.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA




KpunTo CENY.00009-04 34 03 113

2. CMB npucoenuHsieT TeKyllylo 1aTy U BpeMs K MOJy4yeHHOMY X311y, NOJANUChIBAaeT BCe BMeCTe
M OTIIpaBJ/sieT MOJY4YeHHbIH MapKep MeTKH BpeMeHH oOpaTHO KJueHTy. Co3jaHHeM 3TOro Mapkepa
CMB ynoctoBepsieT CyllecTBOBaHHE UCXOMHOTO (paiisa AaHHBIX BO BpeMsl CO3[aHHs OTBeTa.

3. Knuent CMB nosyuaer oTBeT MeTKH BpeMeHU W IpOBepsieT MOANMCH MoA HUM. Kpome Toro,
KJIMEHT NpOBepsieT, COBNAafaeT JM 3HaYeHHe X3lla, colepxkallleecsi B OTBeTe, CO 3HaUeHHeM, OTIIPaB-
JeHHbiM B CMB.

CyuectByet onuH 670K DER-KonrpoBaHHBIX HaHHBIX MPOTOKOJA, ONpeNe/eHHbIH /sl TpaHCIop-
THpPOBaHUS MeTKH BpeMeHH B CMB, u ofvH 17151 OTIIpaBKH OTBeTa METKH BpeMeHH 0OpaTHO KJIHEHTY.
Komanpa ts umeeT Tpu OCHOBHble (DYHKLHUH: CO3LaHME 3allpoca Ha MeTKYy BPEeMEHHM Ha OCHOBaHHU
(haliyla JaHHBIX, CO3[laHHMe MapKepa MeTKH BpeMeHM Ha OCHOBaHMHM 3ampoca M MpoBepka TOro, cooT-
BETCTBYeT JIH MapKep KOHKPETHOMY 3arpocy WJu (aiay AaHHBIX.

[Toka He momnep>kHBaeTcsl aBTOMaTH4eckasi otnpaBka 3amnpocoB/mapkepoB nmo HTTP unu TCP,
Kak npennaraercs B RFC 3161. [Tosnb3oBaTenn qo/1KHBI OTTIPABJSATE 3aMPOCH M0 {tp WM 3JeKTPOH-
HOU MoyTe.

7.6.25.2 dopmat BBOIA KOMaH[bI

openssl ts -query [-config configfile] [-data file_to_hash] [-digest digest_bytes] [-md_gostl12_256|-
md_gostl12_512|-md_gost94|-md2|-md4|-md5|-shal|-shal|-mdc2|-ripemd160]...] [-policy object_id]
[-no_nonce] [-cert] [-in request.tsq] [-out request.tsq] [-text]

openssl ts -reply [-config configfile] [-section tsa_section] [-query- file request.tsq] [-passin
arg| [-signer tsa_cert.pem]| [-inkey private.pem]| [-chain certs_file.pem] [-policy object_id] [-in
response.tsr] [-token_in] [-out response.tsr] [-token_out] [-text] [-engine id]

openssl ts -verify [-data file_to_hash] [-digest digest_bytes]| [-query- file request.tsq] [-in
response.tsr] [-token_in] [-CApath trusted_cert_path] [-CAfile trusted_certs.pem] [-untrusted
cert_file.pem]|

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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KpUnTo

7.6.25.3 Onuuu KOMaHIbI

7.6.25.3.1 Cosdanue 3anpoca Ha memKy 8pemeHu

Mo02XHO HMCIO/b30BaTh OIIIIMIO -query nJid CO3oaHUs W BbiBOJAA 3allpoCa Ha METKY BpPEeMEHHU CO
cjeayIomruMH OlNMUUsAMUA:

Onnus

Onucauue

-config configfile

®aiin KOH(DUTypalUK, KOTOPBIH CefyeT UCIONb30BaTh. JTa OMIUS HMe-
et npeumyiectso nepen nepemenHodt cpensl OPENSSL_CONF. C onuu-
ell -query ucnoJbayercs TosbkKo cekuuss OID koHnpurypauuonsoro ai-
na. (Heobs3arenbHas omnius)

-data file_to_hash

®aiin naHHBIX, A/ KOTOPOTO HY>KHO CO3[aTh 3aMpoc Ha METKY BPeMeHH.
Ecnu He ykasaH HM napametp -data, Hu nmapametp -digest, mo ymosuanuto
HcrnoJsib3yeTcsi ctanaaptHeid Bxon. (Heobs3atesnbHas onuust)

-digest digest_bytes

MoXHO yKasaTb HEMOCPeACTBEHHO X3II COOOIIEeHHs, He yYKasbiBasi (ai
NaHHbIX. X3l J0JKeH ObITb yKas3aH B ILIeCTHaAllaTepUuyHOM Qopmare,
11Ba 3HaKa Ha 0alT, 6alThl MOT'YT ObITb pasjesieHbl JBOETOYUSIMHU (HATPHU-
mep, 1A:F6:01:... unu 1AF601...). KonnyecTBo 6alTOB NOJIKHO COOTBET-
CTBOBAaTb MCIOJb3yeMOMY aaroputmy xsu-pyHkund. (HeobsizaTenbHas
OTLIKSA)

-md_gost12_256|-
md_gost12_512|-
md_gost94|-md2|-
md4|-md>b|
-sha|-shal|-mdc2|
-ripemd160)]...

AJropuTM X3IIMPOBaHHS, KOTOPBHIH OymeT MpUMeHsTbcs K (halay aaH-
HBIX; TONJEPKUBAIOTCS BCe aJTOPUTMBbI, MOAJAEpPKHUBAaeMble KOMaHIOH
openssl dgst. Ilo ymosnuanuto ucnosbadyercs SHA-1, nostomy mpu pa-
6ote ¢ aaroputmamu ['OCT naHHy10 OMUMIO YKa3biBaTh HEOOXOAHUMO.

-policy object_id

Pernament CMB, B cOOTBETCTBHH C KOTOPBIM KJHMEHT OXKHJIAeT CO3Ma-
HHS OTBeTa MeTOK BpeMeHH. MoxHO ncnosb3oBaTh uau Hotauuo OID c
TOYKaMH, U1 HanmeHoBaHusi OID, onpeneseHHble B KOH(UTYPALIKOHHOM
¢aine. Ecin HUKakol persameHT He 3anpoiueH, CMB wucnosnb3yer cBo#
yMmoJuatesbHbld periameHT. (Heo6s3aTenpHas onuus)

-no_nonce

Ecsn 312 onuus ykasaHa, B 3alpoce He YKa3blBaeTcsl paclIMpeHHe nomnce.
B npoTuBHOM cJ/yyae B 3anpoc BKJUaeTcs: 64-0UTHOe MCceBAOCTyYalHOe
pacwupeHye nonce. PekoMeHayeTCs MCNOJb30BATh NONCe AJS 3aLLUTHI
MPOTHB B3JI0Ma MyTeM 3aMelleHus opuruHana. (HeobsizaTesnbHasi omusi)

-cert

Knuent oxupaer, uto CMB BKJIOUYUT B OTBET CEpPTU(PHUKAT MOAMUCH.
(Heo6si3aTenbHast onius)

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Onnug

Onucauue

-in request.tsq

DTa onuMs YKasblBaeT CO3/JaHHBIH paHee 3amMpoc HA METKY BpPeMEHH B
konupoBke DER, koropwiii 6yner 3anucan B BbIXogHOH (aiin. [losnesHo,
ec/1 HeoOX0IUMO MTPOCMOTPETh COAEPKUMOe 3anpoca B popMaTe OTKPHI-
toro tekcra. (HeoGsi3aTesibHast omius)

-out request.tsq

Wwms BeixopHOro (haiisna, B KOTOpPBIM 3anuceiBaeTcs 3anpoc. [lo ymomya-
HUI0 — cTaHIapTHeIH BeiBOA. (HeobGsizatesnbHast omius)

-text

Ecnu 3Ta onuus ykasaHa, B BbIXOAHOH (palsl BBIBOASTCS JaHHble HE B
DER-konupoBke, a B ¢hopmarte oTkpeiToro Tekcra. (Heob6s3arenvHasi omn-
1HsT)

7.6.25.3.2 Cosdanue omsema memku spemenu

OTtBer meTkd BpeMeHu (TimeStampResp) cocTouT M3 cratyca oTBeTa M COOCTBEHHO Mapkepa
meTkd BpemeHH (Contentlnfo), ecnu TakoBo#l ycremiHo cosgad. Jljisi co3naHusi 0TBeTa METKH Bpe-
MEHH WJIM MapKepa MeTKH BpeMeHM Ha OCHOBAHHH 3arpoca M BbIBOAA OTBeTa/MapKepa OTKPHITHIM
TEKCTOM HCIoJb3yeTcs KomaHaa -reply. Eciu He ykasana omuusi -token_out, pe3ysbratoMm paboThl
NIaHHOM OMUMH Bcerna siBjsieTcss oTBeT MeTKH BpeMmeHH (TimeStampResp), B mpoTuBHOM ciydyae —
mapkep MeTkH BpemeHu (Contentlnfo).

Onnusg

Onucauue

-config configfile

®aiin KoH(UTypaLKH, KOTOPBIH CJIeAyeT HCIOIb30BaTh. DTa OMIUS HMe-
et npernmyuectBo nepen nepemeHHo# cpensl OPENSSL_CONF. Onuca-

TeJIbHasl OTIIIHSA)

-section tsa_section

HanmeHoBaHUMe ceKUHH KOH(UTrypauHoHHOTrO (pai/aa, comepxalleil ycra-
HOBKH /151 CO3[laHusl oTBeTa. Ec/M 3Ta onuHus He yKasaHa, UCIOJb3YeT-

(Heobs13aTesibHas onmus)

-queryfile request.tsq

Wwmsa daiina, conepxauero DER-3akonupoBaHHbIll 3anpoc Ha METKY Bpe-
meHH. (HeoGsizatenbHasi omiius)

-passin password_src

YKasplBaeT, Iie COAEPXKUTCA NapoJib A/ 3aKpbITOro kKiwoua. s nogay-
YeHUs] NOMNOJHHUTeNbHOH HH(pOpMaUMU MO (opMaTy aprymeHTra arg cM.

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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Onnug Onucauue

-signer tsa_cert.pem | Ceptudukar nognucu CMD B PEM-konuposke. CepTudukar nognucu
CMB nomxeH comepxaTb poBHO ofHO pacuuupenue extended key usage,
CBsi3aHHOe ¢ HUM, a uMeHHO timeStamping. Pacmmpenue extended key
usage Takke JOJMXKHO ObITb KPUTHYECKUM, HHaue cepTU(HUKAT OyneT oT-
BepruyT. MMeeT mpeumyllecTBO Haja MepeMeHHOH KOH(UIYpPaLHOHHOTO
¢aitna signer_cert. (Heo6si3atenbHas onuus)

-inkey private.pem 3akpeiTeiil Katou noanucu CMD B konuposke PEM. Mmeer npenmyiie-
CTBO HaJ MepeMeHHOH KoHQUrypaluoHHoro ¢aiaa signer_key. (Heo6s-
3aTeJsibHasi OIILIMS)

-chain certs_file.pem | Ha6op ceprucdukatoB B PEM-konupoBke, KOTOpblii OydeT MOJHOCTBIO
BKJIIOUEH B OTBeT BMecTe ¢ cepTudukarom noamucu CMB, ecau 3ampoc
cosnaBaJcs ¢ onuuer -cert. [lpennosnaraercs, uto 3TOT (a1 COREPKHUT
eN0YKy cepTHU(hHUKATOB /s NpoBepKu ceptudukata noamucu CMB, ot
ceprucukara YL, BbimyctuBiiero ceprudukar nognucu CMB, u BbI-
mwe. Onuus -reply He co3pmaer LENOYKy CepTHU(PUKATOB aBTOMATHUECKH.
(HeoGsizatenbHasi omius)

-policy object_id YMosuaTesNbHBIH perjJaMeHT CO3JIaHHs OTBeTa, eC/d KJIHEeHT He yKasaJ
SIBHBIM 00pa3oM KoHKpeTHbIH persameHT CMB. OID moxeT ObITb YKa3aH
C TMOMOII1bI0 TOUEUHOH HOTALMH WM UMeHH. MMeer mpenmyluecTBo me-
pen onuued koHpurypauuoHHoro daina default_policy. (Heobs3aresnb-
Hasl OIILHs)

-in response.tsr YKasplBaeT paHee CO3[aHHBIH OTBET METKH BpeMeHH HJHW MapKep MerT-
KW BpeMeHH (ec/M yka3aHa Takxke omnuus -token_in) B DER-konuposke,
KOTOpbIH OyneT 3amnucaH B BBIXOAHOH (paits. IDTta onuus He TpebyeT 3a-
npoca, OHa MoJie3Ha, HalNpUMep, ecJu HeoOXOAMMO MPOCMOTPETh COMEp-
’KaHye OTBeTa WJIM MapKepa MJH eCJM HYKHO H3BJieub MapKep MeTKH
BpeMeHH U3 oTBeTa. Ecsii BXOAHBIM (palijioM sIBJsieTCs MapKep, a BBIXOM-
HbIM - OTBET METKH BpeMeHM, K MapKepy H00aB/sieTcsl yMoJuaTe/bHbIH
«rapaHTHpoBaHHbIH» cTaryc. (Heobs3aTenpHas onuus)

-token_in DTOT ¢Jar MoxkeT OBbITb HCIOJb30BaH BMecTe ¢ ONUMeH -in U yKa-
3bIBa€T, 4YTO BXOAHBIMU NAaHHBIMH SIBJISIETCS MapKep METKH BpPEMeHH
(ContentInfo), a He orBer meTku Bpemenu (TimeStampResp). (Heobs-
3aTeJsibHasi OILIHS)

-out response.tsr OTBet 3anuceiBaeTcs B 3T0T (aila. Popmat U conepKaHue Qaiia 3aBu-
CHUT OT Apyrux omuui (cum. -text, -token_out). ¥YmonuaHue - craHnapTHbIH
BoixoJ. (HeoOsi3aTesnbHast omniust)

-token_out BbiXxomHBIMKM JaHHBIMH siBJsieTcs: Mapkep MeTKH BpemeHH (Contentlnfo),
a He otBeT MeTkH BpeMeHu (TimeStampResp). (Heob6s3arenbHas onuus)

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Onnug Onucauue
-text Ecau 3ta onuusi ykasaHa, BBIBOA MPOHU3BOIUTCS OTKPBITHIM TEKCTOM, a
e B DER-konupoBke. (Heobs13aTebHasi omniusi)

-engine id YkaszaHue sHIKHUHA(MIO €ro YHHKaJbHOH HMIEHTHU(PUKALMOHHOH CTPOKE)
3acTaBJ/isieT KOMaHay ts MOMBITaThCS MOJYYHUTh (DYHKIIMOHAJIbHYIO CChIJI-
Ky Ha YyKa3aHHbIH MOAY/b, MPH HEOOXOAMMOCTH HMHUIHMAJU3UDPYSI €ro.
3ateM SHIXKHUH OyIeT YCTaHOBJEH B KaueCTBE YMOJIUATEIbHOTO AJsI BCEX
JOCTYIIHBIX aJrOpUTMOB. YMoJauaHue — builtin. (Heo6si3atenbnas om-
1 HsT)

7.6.25.3.3 [lposepka omsema memKu 8pemenu

Onuus -verily ucrnosnb3yercs IJisi IPOBEPKHU TOTO, AEHCTBUTENEH JIU OTBET METKH BPEMEHH HJIH
MapkKep MeTKH BPEMEeHH, U COOTBETCTBYET JIM OH KOHKPETHOMY 3alpoCy MeTKH BpPeMeHH WJH (paiay
naHHbiX. Onuus -verify He ucnosb3yeT (paila KOHPUTYpPALIKH.

Onuus Onucanue

-data file_to_hash CJiemyeT NpPOBEPUTb, COOTBETCTBYeT JH OTBET HJIH Mapkep Qaiay
file_to_hash. ®@aiin xsmupyercss anropuTMom X31-PyHKIUH, YKa3aHHOM
B Mapkepe. Ecain ata onuus ykasaHa, Hesb3sl yKasblBaTb onuuu -digest
u -queryfile. (Heo6si3atesnbHasi omius)

-digest digest_bytes | CsenyeT mpoBepuTb, COOTBETCTBYET JIM OTBET HJM MapKep X3y, yKa-
3aHHOMY B 3Tod onuud. KosuuecTBO 6aHTOB NOKHO COOTBETCTBOBATH
aJITOPUTMY X3MI-(YHKIHUH, YKa3aHHOMY B Mapkepe. Ecsii ata onuus yka-
3aHa, Hesb3sl yKasbiBaTh onuuu -digest u -queryfile. (Heobs3aTenpHas
OTIILHST)

-queryfile request.tsq | Mcxonnbiii 3anpoc metku Bpemenn B DER-konupoBke. Ecan ata onuus
yKa3aHa, HeJb3s yKasbiBaTb onuuu -data u -digest. (Heobsi3aTesnbHas
OTILIHSA)

-in response.tsr OTBeT MeTKM BpeMeHH, KOTOpPBHIH HeoOXomuMo MpoBepuTb, B DER-
KonupoBke. (O06si3aTesibHasT OMIHS)

-token_in ITOT (psiar MokKeT ObITb HUCIOJNB30BAH BMECTe C OMIHUeH -in U yKa3bIBaeT,
UTO BXOAHBIMHM NaHHBIMH SIBJISIETCSI MapKep METKH BPeMEHH B KOIHPOB-
ke DER (Contentlnfo), a e orBer merku Bpemenu (TimeStampResp).
(Heobs13aTesibHast omnmus)

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Onnug Onucauue
-CApath HanmeHoBaHUe KaTaJora, comep:kallero 10BepeHHble cepTU(hUKATEI KOp-
trusted_cert_path HEBBIX YAOCTOBEPSIOIIUX LEHTPOB KjaueHTa. s moJiyueHUs] NOMOJHU-

TeJIbHOH UH(OPMALIMK CM. TTOXO0XKYIO OMIMI0 KoMaHAbl verify (cM. pasmen

(HeobsizatenbHasi omius)

-CAfile HanmeHoBaHue daiina, comepxaliero Habop A0BEpPeHHbIX CAMOIOAMUCAH-
trusted_certs.pem HBIX CepTU(HKATOB yn0CTOBepsiloLMX LeHTpoB B PEM-konuposke. [ns
MOJy4yeHHUs! NOMOJHUTENbHOH HH(OPMALUK CM. NOXO0XKYI0 ONLHI0 KOMaH-

au6o onuuio -CApath. (Heob6sizatesnbHasi omius)

-untrusted Habop nonosHUTeNbHBIX HeNOBepeHHbIX cepTU(dukatoB B PEM-
cert_file.pem KOJHMPOBKE, KOTOpble MOT'YT MOHAN0OUTBCS /151 CO3/1aHHUs LIeNIOYKH CepTH-
(ukartoB 15 npoBepkH ceptudukara nognuck CMB. ot pailla nomxen
comepxkath cepruduxar nognucu CMB u Bce cepTuduKaThl Mpomexy-
TOYHBIX YAOCTOBEPSIOIINX LEHTPOB, €CJAU TOJbKO OHHU YK€ He BKJIIOUEHBI
B OTBeT.

7.6.25.4 Onuuu KoHpHUTypanHoHHOTo (haiiia

Onuuu -query u -reply UCrosb3yOT KOHPUTYPALUOHHBIH (pai/1, onpeneseHHbIH TepeMeHHOH cpe-
net OPENSSL_CONF. Onuusa -query HcroJsb3yeT TOJMbKO CeKlMI0 cUMBosndyeckux umeH OID wu
MoxeT paborath U 6e3 Hee. Ho onuuu -reply ans pa6oTbl KOH(UTYpAaUHOHHBIH (DA HEOOXOAUM.

Ecsiv B KOMaHIHOH CTPOKe MPUCYTCTBYET OMNLMS, SKBUBAJEHTHAs TepeMeHHOH KOH(MHUTYpalHoH-
Horo (ai/a, onuusi KOMaHAHOH CTPOKHM BCerfa MMeeT MPEeUMYLIeCTBO Hal YCTAHOBKAMHU KOH(UTY-
pauMoHHOro (hauJaa.

Onuus Onucanue
tsa section, | To raBHas CeKIHs, OHA OMpefesieT UMs APYTOH CEeKIHUH, coaepKallen
default_tsa BCE OIIHUH, COMYTCTBYIOLIHE OMUHUH -reply. Dta ymMosadyaTebHas CEKLHUS

MOXKeT ObITb MepeyKasaHa OMNiuel KoMaHIHOH cTpoku -section. (Heo6s-
3aTeJibHast OMIHS)

oid_file Onucanue cM. B paszene:7.6.2. (Heo6a3arenbHas onuus)
oid_section Onucanue cM. B paszene:7.6.2. (Heo6a3arenbHas onuus)
serial Wwmsa caiina, comepkallero 1ecTHaALLATEPUUHBIH CePUHHBIA HOMEp Io-

CJIe[Hero CO3/laHHOTO OTBeTa MEeTKH BPeMeHH. DTOT HOMep C KaXK[AblM
OTBETOM YyBesHuMBaeTcs Ha 1. Ecau Bo Bpemsl co3maHus oTBeTa TakoH
(paii1 He CylecTBYeT, CO3aeTcsl HOBBIH (pailyl ¢ cepuiHbBIM HOMepoM 1.
(Ob6s13aTenbHast OMIHUS)

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Onnug Onucauue

crypto_device YkasbiBaeT MonyJb engine 6ubnnorekn OpenSSL, KoTopbl#t 6yner ycra-
HOBJIEH B KayecTBe YMOJIYaTeJbHOrO /51 BCeX AOCTYIHBIX aJTOPUTMOB.
YMmomuaresnpbHoe 3HaueHwe — builtin, MoxkHO ykaszaTb JH0OBIE ApPYTHE

monynu, nopnep:kuaemble OpenSSL (nampumep, chil unu the Ncipher
HSM). (Heo6si3aTeibHast OMius)

signer_cert Ceprudukar noanucu CMB B PEM-konuposke. To e, 4uTo onuus Ko-
MaHIHOH cTpokH -signer. (Heo6si3aTesnbHast onuus)

certs daiin, conepxkaluii Habop ceprudukaros B PEM-konupoBke, KoTopble
HeoOXOMMO BKJIOYUTb B OTBeT. TO ke, UTO OMUHUS KOMaHAHOH CTPOKH
-chain. (Heo6si3aTesnbHasi omiust)

signer_key 3akpeiteiil Kaou CMB B PEM-konuposke. To ke, 4To onuus KOMaHIHOH
ctpokH -inkey. (HeobGsizatesbHasi omiius)

default_policy PernameHT 1711 MCMOJMB30BAHHUS MO YMOJYaHMIO, KOTJa 3ampoc He yKa-
3bIBa€T HUKAaKUX persiaMeHToB. To ke, YTO OMNIMsS KOMaHIHOH CTPOKH
-policy. (HeobsizatesnbHasi omius)

other_policies CrnMcoK perjaMeHTOB, pasfesleHHbIX 3amlsiTod, KOTOpble TaKKe MOTYT
ObiTh mpuHATEHE CMB, U Hcnosb3yloTess TONBKO B TOM CJaydae, ecju 3a-
MpocC MpsIMO yKa3biBaeT ofiuH u3 HUX. (HeobGsi3aresbHass omusi)

digests Crnucok aaropuTMoB Hakmkecta, Kotopele npuHumaer CMB. Heo6xonu-
MO yKa3aTb M0 KpaiHei Mepe onuH aaroputm. (OO6sizaTesibHAsH OMILMS)

accuracy TounocTb ncToyHMka BpemeHH CMB B cekyHIaX, MHJJIHCEKYHIAX H
MukpocekyHnax. Hampumep, secs:1, millisecs:500, microsecs:100. Ecau
OIMH M3 KOMIIOHEHTOB OTCYTCTBYET, COOTBETCTBYIOLIEE T10JI€ 3aNOJHSET-
csi HysneBbIM 3HaueHHeM. (HeoGsi3aTesibHast oniusi)

clock_precision_digits| YkaseiBaeT MakcuMa/jbHOE KOJHUECTBO LHU(P, MPEACTABJASIOMINX AOJIO
CeKYH[Ibl, KOTOpble He0OXOIMMO BKJIIOUNUTh B METKY BpeMeHH. Hynu crpa-
Ba OT INOCJIefHeH 3Hayalled LU(PBl CJaefyeT YAAAATb U3 YKa3aHUs Bpe-
MEeHH, M03TOMY TaM Ha CaMOM JieJie MOXKET 0Ka3aThCsl MeHbllle (P, UITH
naxe BooOlle He YKasaHbl 10 ceKyHIbl. MakcuMasnbHOe 3HaueHHe —
6, ymonuatesbHoe — 0. (HeoGsi3aTesibHast oniusi)

ordering Ecnu 3HaueHWe 3TOH ONMUMU yes, OTBeTHI, co3naHHble 3Toi CMB, Bcerna
MOXKHO 3aKas3aTh, Jaxe ec/ld BpeMeHHOe pasjhude Mexay ABYMSl OTBe-
TaM{d MeHbllle CYMMbl HUX TOUHOCTeH. YMoJ/uaTesbHOE 3HAueHHWe — no.
(Heo6si3aTenbHas omnius)

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Onnug Onucauue
tsa_name 3HaueHue 3TOH OMIHUK CJelyeT yCTaHABJMBATH B yes, eCJH He0OXOAUMO
BKJIouath subject name ceptuduxkara CMB B nose TSA name (Haume-
HoBanne CMB) B oTBeT. ¥YMosuatesbHoe 3HadeHne — no. (HeobGsizaTeb-
Hasi OMILMS)

ess_cert_id_chain O6wektn SignedData, cosmannbie CMB, Bcerna comepxat wWaeHTH-
(puKatop cepTudHUKaTa MOANUCH B moanucaHHoM atpubyrte (cm. RFC
2634.) Ecnu 3HaueHuWe 3TOH OMUMH YCTAHOBJEHO B yes, U €CJH yKa-
3aHa WM TepeMeHHasi certs, uau onuus -chain, To HIEHTU(PUKATOPDI
CepTU(HUKATOB LIeNU TakKe OYAYT BKJIOUEHBbl B TMOAMUCAHHBIA aTpUOyT
SigningCertificate. Ecain 3HaueHne 310l nepeMeHHOH yCTaHOBJIEHO B NO,
TO BKJIIOUAETCS TOJbKO MIEHTU(DUKATOP CepTU(HUKATA MOAMUCH. YMOJIUa-
TeJbHOe 3HaueHHe — no. (Heobs3atenbHas omnuus)

7.6.25.5 [IlepemeHHBble cpembl

[lepemennas cpenst OPENSSL_CONF comepxuT nyTh K KoH(pUTrypaunoHHOMY aiay. Ecau
yKa3aHa OMIUs KOMaHAHOU CTPOKH -config, 3Ta onuus umeet npeumyiectso Hag OPENSSL_CONF.

7.6.25.6 Ilpumepsnl

Bce mnpumepe!, nprBeieHHble B JaHHOM pasjese, MpeanosaraioT, 4YTO MepeMeHHas Cpebl
OPENSSL_CONF ykasbiBaeT Ha neHCTBUTeNbHBIH KOH(UI'YpaUUOHHBIH (Daiis, Hanpumep, B 3TOM
KauecTBe TOAXOIUT THIIOBOH KOH(UIypalMOHHbIH (aka openssl/apps/openssl.cnf.

7.6.25.6.1 3anpoc memxu spemeru

Cosnatb 3ampoc Ha MeTKy BpeMeHH s designl.txt ¢ momombio SHA-1 6e3 pacuupenus nonce,
6e3 ykazaHusl perjaMeHTa U 6e3 BKJ/IOYEHUS CePTU(PUKATOB B OTBET:
openssl ts —-query -data designl.txt -no_nonce -out designl.tsqg

Cospnath MofoOHbIM 3aMIpoC Ha MeTKy BpeMeHH, SIBHO yKasblBasl HaHIKeCT COOOLIeHHS:
openssl ts —-query -digest b7e5d3£93198b38379852f2c04e78d73abdd0£f4b
-no_nonce -out designl.tsqg

BriBecTH conepKUMoe MpefblAYLIero 3anpoca OTKPbITBIM TEKCTOM:
openssl ts —-query -in designl.tsqg -text

Co3pathb 3ampoc MeTKH BpeMeHH, BKoudaomui nainmxect MD-5 daiina design2.txt, ¢ 3anpocom
cepTu(HUKaTa TMOANKCH U PaCIIHpPeHUs nonce, ykasaHueM HAeHTH(HKaTOpa periaMeHTa (CuuTaercs,
uTo HaumMeHoBaHHUe tsa_policyl ykazano B cekuuu OID koH]urypaunoHsoro ¢aia):
openssl ts —-query -data design2.txt -md5 -policy tsa_policyl
—-cert -out design2.tsq

7.6.25.6.2 Omeem memxu epemeHru

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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[lepen co3nanueM oTBeTa METKU BpeMeHHU clefiyeT co3iaTh cepTudukat nognucu CMB, conep:xa-
mui KpuTtHueckoe pacinpenue extended key usage co 3Hauenunem timeStamping u 6e3 Kakux-au60
Apyrux pacmupeHul key usage. UToObl co30aTh COOTBETCTBYIOIIMN CEPTU(PHUKAT, MOXKHO NOOABHUTD
cTpoky extendedKeyUsage = critical,timeStamping B CeKUHIO M0Jb30BATENbCKUX CEPTHU(HUKATOB
BeJleHHble B JAHHOM pasfeJ/ie IpUMephl MPearoaararnT, 4To cepTH®nKaf“yifédﬁéﬁﬁqﬁ%ﬁné'@aﬁﬂe
cacert.pem, cepTU(UKAT MOANKCH, NOATIMCAHHBIH Ha cacert.pem — B (ake tsacert.pem, 3aKpbITbIH
kiaou CMB — B (atine tsakey.pem.

Co3naTh OTBET METKH BpeMeHH Ha 3ampoc:

openssl ts -reply —queryfile designl.tsq -inkey tsakey.pem \

-signer tsacert.pem -out designl.tsr

Ecau ucnosb3oBath yCTaHOBKH KOH(DUIYPAaLMOHHOTO (paiiya, MOXKHO HAMUCAThb TOJBKO:

openssl ts -reply —-queryfile designl.tsq -out designl.tsr

PacneuaTtaTh 0TBeT MeTKH BpPeMEHHU Ha CTaHAAPTHBIM BbIXOA B yaobouuTaeMoM (opmare:

openssl ts -reply -in designl.tsr -text

Co3nath Mapkep MeTKH BpeMeHH BMECTO OTBeTa METKHU BPEMeHH:

openssl ts -reply —-queryfile designl.tsq -out designl token.der -token out

PacneuaTaTh Mapkep MeTKH BpeMeHUW Ha CTAHAAPTHBIA BBIXOA B ynoOouHMTaeMoM (opmare

openssl ts -reply -in designl token.der -token in -text -token out

M3Byieub Mapkep MeTKH BpeMeHH M3 OTBeTa:

openssl ts -reply -in designl.tsr -out designl_ token.der -token_out

Jo6aBuTh UH(pOPMALIMIO O CTaTyce "BbIIAHO"K MapKepy MeTKHU BpeMeHH, CO3/1aB TaKUM 06pa3oM
KODPEeKTHBIA OTBET

openssl ts -reply -in designl token.der -token in -out designl.tsr

7.6.25.6.3 [lposepxa memku epemenu

[IpoBepuTh, COOTBETCTBYET JIM OTBET METKH BpPEMEHH 3aMpocy:
openssl ts -verify —-queryfile designl.tsqg -in designl.tsr
—-CAfile cacert.pem -untrusted tsacert.pem
[IpoBepuTh OTBET METKU BpeMeHH, COAepPKAIIUH 1eN0oUKYy CepTH(HUKATOB:
openssl ts -verify -queryfile design2.tsqg -in design2.tsr
-CAfile cacert.pem
[IpoBepuTh, COOTBETCTBYET JIK MapKep METKH BpeMEHH HUCXOAHOMY (palyy NAHHBIX:
openssl ts -verify -data design2.txt -in design2.tsr -CAfile cacert.pem
[IpoBepuTh, COOTBETCTBYET /I MapKep METKH BpeMEeHH NAaHIKeCTy COOOLIEHHUS:
openssl ts -verify -digest b7e5d3£93198b38379852f2c04e78d73abdd0£f4b
-in design2.tsr -CAfile cacert.pem
JlononHuTeNbHbIE TPUMEPB MOXKHO HAaHTH TakxkKe B KaTaJjore test.

7.6.26 Komanna verify

7.6.26.1 OnucaHue KOMaHIbI

Komanna verily npoBepsieT Lenouku cepTU(HUKATOB.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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7.6.26.2 dopmat BBOLA KOMaH/bI

openssl verify [-CApath directory] [-CAfile file] [-purpose purpose]| [-policy arg] [-ignore_critical]
[-attime timestamp] [-check_ss_sig] [-crlfile file] [-crl_download] [-crl_check] [-crl_check_all] [-
policy_check] [-explicit_policy] [-inhibit_any] [-inhibit_map] [-x509_strict] [-extended_crl]

[-use_deltas] [-policy_print] [-no_alt_chains] [-untrusted file] [-help] [-issuer_checks] [-trusted

file] [-verbose] [-] [certificates]

7.6.26.3 Onuuu KOMaHIbl

Onuug

Onucauue

-CApath directory

Karasior noBepeHHbIX cepTH(HUKATOB. CepTH(HUKATHI 10/KHBl HMETb UMe-
Ha ¢opmara: hash.0 uau UMeTb CUMBOJIMYECKHE CCBIJIKH HA HUX B TAKOM
x)e (opmarte (3mech «hash» — xsmMpoBaHHOe 3HauyeHue moJisi subject
AaBTOMATHUYECKH CO3/1ae€T CHUMBOJMUYECKHE CCBIJIKM Ha KaTaJor cepTU(hu-
KaToB.

-CAfile file

®aiin noBepeHHBIX cepTH(dUKaTOB. Pail MoxXKeT cogepKaTb GoJblie Of-
Horo ceptu¢ukara B PEM-¢opmare, KOHKaTeHUPOBAHHBIX BMeCTe.

-attime timestamp

BrimosiHsieT MpoBepKYy, UCMOJMb3ysl BpeMsi, yKazaHHoe B timestamp, a He
TeKylllee CHCTeMHoe BpeMs. timestamp — 3To uncJ0, yKasbBawllas Ko-
JaudyecTBO ceKyH, HauuHas ¢ 01.01.1970 (Bpemsi UNIX).

-check_ss_sig

BrinmosHsieT [IPOBEPKY MO NMCeH TOJ CaMOIOANUCAHHBIMU CepTI/Iq)I/IKaTa-
mu. Ilo YMOJIYaHHUIO TaKas MpPOBEpPKa He BLINOJHAETCHA, TaK KaK OT IIOM4-
MEHbl CaMOIIoAIINCaHHOI 0 CepTI/ICpI/IKaTa OHa He 3aluiiaerT.

-crlfile file

daiis, comepKallluil ONWH WM GoJjiee CIHUCOK OT3biBa CePTH(HHKATOB (B
¢popmare PEM), nsist 3arpyskH.

-crl_download

[TpousBoaut mombiTky 3arpy3kd CRL (crnucka oTo3BaHHBIX cepTH(HKa-
TOB) JJISl IaHHOTO CepTH(HKATA.

-crl_check_all

BeinoJsiHsIeT NpoBepKy Ha OTCYTCTBHE B COOTBETCTBYIOLLEM CIIUCKE OT3bI-
Ba BCeX CepTU(UKATOB M3 Lleouku aoBepusi. [Ipu mpoBepke peasbHbIX
CEepTU(UKATOB 3Ty ONUMIO CJAeAyeT yKas3blBaTb 00513aTesbHO, BBI30B KO-
MaHabl verify 6e3 ykaszaHus 3TOH OMIUH BO3MOXKEH TOJBKO B TECTOBBIX
U OTJIaI0OYHBIX LlesfX.

-crl_check

BrinoJsiHsieT npoBepKy Ha OTCYTCTBHE MPOBEPSieMOro cepTUdHUKaTa B Co-
OTBETCTBYIOLLEM CIIHCKe OT3bIBa. DTY OMNLMIO AOMYCTHUMO HCIOJNb30BaTh
BMecTO onuuu -crl_check_all, ecain npoBepsieMbl#t cepTU(HUKAT BHIMYIIEH
HernocpeaCTBEHHO KOpPHeBbIM ¥ LI MM ecTb HEOTO3BAaHHOCTb CepTU(HKA-
TOB NMPOMeXYTOUYHBIX ¥ LI KOHTpo/sHMpyeTcss KaKUM-AMO0 UHBIM 00pa3oM.

-untrusted file

daiin HemOBepPEHHBIX CEPTU(PUKATOB. DTOT (DAl MOXKET COAEPKATb OOJIb-
1lIe OJIHOTO CepTH(HKaTa.

-purpose purpose

HasHauenune ceptucukarta. bes stoil onuuMy HUKaKoOH LienoyeyHol mpo-
BEPKM He BbIMOJIHSIETCS. B HacTosillee BpeMsi BO3MOXKHBI CJEAYIOLIHE
3HadyeHus1 3Tod omnuuu: sslclient, sslserver, nssslserver, smimesign,

smimeencrypt. Iyl nosy4yeHus: JONOJHUTEJNbHON HH(pOPMALUHU CM. pas-
neni7.6.26.4;

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue
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Onnug Onucauue
-help BeiBonuT coobuieHue 06 HCMOJNb30BAHUH.
-verbose BbIBOAUT HOMOMHUTEIbHYIO UH(OPMALIMIO O BBIMOJHSIEMbIX OMEpPaLHsX.

-issuer_checks

BEIBOIUT IMarHOCTUKY, CBSI3aHHYIO C TIOMCKOM cepTU(UKaTa, Ha KOTOPOM
3aBepeH oOpabaTbiBaeMblil cepTU(HUKAT. DTa NUATHOCTHKA MOKAa3bIBaerT,
royeMy KaKIbli M3 pacCMOTPEHHBbIX cepTHU(PHUKATOB OTBeprHyT. OnHako
caMmo 1o cebe MPUCYTCTBHUe COOOIIEHUH 00 0TKa3e He 03HA4YaeT, UTO UTo-
TO He TaK — BO BpeMsi 0OBIUHOTO Mpolecca MpOBEPKU MOXKET MPOU30HTH
HECKOJIbKO OTKa30B.

-policy arg

Bkusouaet 06paboTKy MOJMUTUK K Ho0aBJsieT arg B user-initial-policy-set
(cm. RFC5280). TTosmuTrka arg mMoxeT ObITb UMeHeM oObekTa uau OID
B HU(POBOH hopMe. DTOT apryMeHT MOXKET yKa3blBaThCsl HECKOJBKO Pas.

-policy_check

Bxirouaet [IPOBEPKY COOTBETCTBUSA CepTI/I(pI/IKaTOB IMMOJINTHKE, YKaSaHHOﬁ
B CepTI/I(pI/IKaTe YAOCTOBEPAIOLIEro HeHTpa

-explicit_policy

TpebOyeT siBHOrO yKa3aHHUs MOJHUTHKH

-inhibit_any YcranaBiuBaeT nepeMeHHylo policy B 3Hauenue inhibit-any-policy (cm.
RFC 3280 u np.).
-inhibit_map YcraHnaBiuBaeT nepeMeHHyH0 policy B 3HaueHue inhibit-policy-mapping

(cm. RFC 3280 u 1p.).

-no_alt_chains

[Ipy nmocTpoeHuH 1lenoUKH cepTU(UKATOB €CJd TepBasi MOCTPOeHHas Le-
MOYKa OKa3bIBaeTCsl HelOBePEHHOH, TO openssl OyneT nMpomo/KaTh MOUCK
aJbTepHAaTHBHOH Lenouku noBepusi. C 3TOH oniuel Takoe MoBefeHHUe MO-
[aBJisieTcs TakKUM 00pa3oM, UTO NpoBepsieTCs TOJbKO IepBas HaHAeHHast
nernouka. Mcrnosnp3oBaHue NaHHOH ONUMHU NPUBENET K TOMY, YTO MOBeJe-
HHe openssl 6yneT COOTBETCTBOBAThH €ro 60Jiee CTAPbIM BEPCHUSIM.

-trusted file

Daiin 1OMONHUTENBHBIX TOBEPEHHBIX cepTH(HKaTOB. Daiia1 MoXkeT conep-
’KaTb HecKoJibKo cepTudukatoB B PEM ¢opmare, coenuHeHHbIE BMeCTe.

-policy_print

BBIBOIUT IMarHOCTHKY, CBS3aHHYIO C MPOBePKOH policy

-ignore_critical

WrHopupyeT mnpu MpoBepke cepTH(HKATAa HEH3BECTHBIE pPaCIIUPEHHS
X509v3, nomeueHHble KaK KPUTHUHBIE.

-x509_strict

Ctporasi mpoBepKa COOTBETCTBUs cepTHPHUKATOB popmaty x509

-extended_crl

[TosBoJisieT MCIOJIL30BAaTh JOIIOJTHUTEJIbHbIe BO3MOXKHOCTH CIIMCKOB OT-
3bIBa CepTHCpI/IKaTOB, TaKHhe KaK KOCBEHHbI€ CIIMCKH OT3blBa W aJibT€pHA-
THBHbBI€ KJIIOYH IIOAIIHMCH CIIMCKOB OT3bIBA.

-use_deltas

BkJ/toyaeTt nopnep:kKy AesbTa-CIHUCKOB OT3bIBA CEPTHU(PHUKATOB.

OTMeyaeT moc/eqH00 onuuioo. Bee apryMeHTHl, caenyioliie 3a 3To# or-
HeH, cyuTarTes (halJaMu CepTU(PHUKATOB. DTO MOJE3HO, €CIH UM Mep-

y »

Boro (paiia cepTU(PHUKATOB HauMHaeTcs ¢ -7,

certificates

OnuH uan 6osblie CepTUPUKATOB, KOTOPble HEOOXOAUMO MPOBEPHUTH. Ec-
JIX He YKa3aHO HU ONHOTO UMeHH CepTU(UKaTa, Ae/aeTcs MONbITKA CYH-
TaTb CepTU(HUKAT CO CTaHAApPTHOTrO BXoaa. Bce cepTU(HUKATBI NOJKHBI
ObiTh B popmaTe PEM.

7.6.26.4 Omnepauus nNpoBepKH

Komanpna verify ucnosb3yer Te e ¢yHkuuu, uto u internal SSL and S/MIME verification,

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

IlaTa BHECEHHA M3MEHEHHSA
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TaKUM 00pa3oM 3TO ONHMCAHHE NMPUMEHSETCS TaKXkKe U K YIOMSHYTBIM OlepaLHsiM.

Cy1uiecTByeT OfHO TPUHLHUIIHAIbHOE OTJIUUHE ONepaliil IPOBEPKH, KOTOPBIE BBHIMOIHSIET KOMaH/a
verify, oT Bcex ocTasbHBIX Onepauui MPOBEPKH: BCerga, KOraa 3TO BO3MOXKHO, A€JNAeTcs MOIMBITKA
MPONO/IKNTE paboTy, B TO BpeMsi Kak OOBIUHO Onepalus MPOBEPKH TpepbiBaeTCs MpU MEPBOH 2Ke
omn6ke. ATO TMO3BOJISET ONpPENENUTh BCe MPOoOGJaeMbl B LIeMOUKe CepTU(HUKATOB.

Onepanusi NpoBepKH COCTOUT U3 Psifia OTAEJbHBIX LI1aroB.

CHaua/na CTPOWTCS LeMouyKa CepTU(UKATOB OT YKA3aHHOro cepTH(HKaTa 0 KOPHEBOTO CepTH-
(uKaTa yIOCTOBEpSIOLIEr0 LEeHTpa. EcJU Heab3si MOCTPOUTH LEMOYKY IOJHOCTBIO, 3TO SBJSETCS
omnbOkoH. Llermouka CTPOUTCS € MOMOLIbIO MOHUCKA CepTH(UKATa, Ha KOTOPOM IOAMMUCAH paccMar-
prBaeMbldl cepTUdUKaT. Ecu o6HapyKeH caMOMOANHUCAHHBIN CEePTU(PUKAT, OH CYUTAETCS KOPHEBBIM
cepTU(pUKATOM yIOCTOBEPSIOLLIET0 LEHTPa.

Cam mporecc «IMOUCK cepTH(HUKAaTa, HA KOTOPOM MOAMNHUCAH NaHHbIH cepTH(UKAT» BKJIOYAET Psif
mwaroB. B Bepcusix OpenSSL no 0.9.5a nepsuiii ceprudukar, nose subject name kotoporo co-
OTBETCTBOBAJIO MOJIO issuer paccMaTpUBAaeMOro CepTH(UKaTa, CUHUTAJICS HUCKOMBIM CepPTH(HUKATOM.
B OpenSSL Bepcun 0.9.6. u no3nHee Bce ceprtudukathl, noJje subject name KOTOPOro COOTBET-
CTBYET IOJII0 {ssuer paccMaTpUBaeMoOro cepTH(UKaTa, MOJBEPraloTcs AajbHeHIIeMy HCCIeI0BaHUIO.
MpneHTrrKauMOHHbBIE KOMIIOHEHTBl KJIIOUa PacCMaTpHUBaeMoOro cepTHduKata (ec/iu TaKOBble eCTb)
IOJI?KHBI COBMAAATh C COOTBETCTBYIOIMMH KOMIIOHEHTAaMH HCKOMOTO cepTH(UKaTa, KpOMe TOro, pac-
mpenre keyUsage nckomMoro ceptugukara (ecyqy TaKOBOE €CTb) HOJIKHO MO3BOJSATh TOAMNUCHIBATH
CepTHU(UKATHI.

Vckomblil cepTUdUKAT Mpexje BCEro MIIETCS B CIHUCKE HeIOBEPEHHBIX CepTU(UKATOB, U €CJH
OH TaM He HalleH, NajbHeHIIMH MOUCK BeleTCs B CIHUCKe JOBEepPeHHbIX cepTU(HUKaToB. KopHeBoH
ceprudukar YL Bcerma uiercss B CIHUCKe NOBEPEHHBIX CEPTU(PHUKATOB; €CJU CepTHU(HUKAT, KOTO-
pBI HAaO MPOBEPHUTD, SBJSETCS KOPHEBBIM CEPTU(HUKATOM, TO B CIHUCKE JOBEPEHHBIX CEPTHU(PUKATOB
HeoOXOIMMO HAalTH €ro TOUHYIO KOTHIO.

Bropoii mwar — npoBepka paclIMpeHHi KaKI0ro HeIOBEPEHHOro cepTH(HKaTa Ha COOTBETCTBHE
yKa3aHHOMY HasHaueHH10. EcaM onuus -purpose He ykKasaHa, Takasl NpoBepKa He MPOBOAMTCS. YKa-
3aHHBIH WJIM «JHCTOBOM» (leaf) cepTuduKaT HO/KEH BK/IWOYATh pACLIMpeHHsl, COBMECTHMBIE C yKa-
3aHHBIM Ha3HaueHHWeM, U BCe OCTaJ/bHble CePTU(PUKATH TAKXKe NOJKHbBI ObITh 1€HCTBUTENBHBIMH CEp-
THU(HUKATAMH yIOCTOBEPSIOUINX LIeHTpoB. Kakne nMeHHO paciivpenus TpebyeTcsi, 1eTaJbHO OMUCAHO

TpeTI/II;’I“iJIJ”éii‘”:”HpOBepI/ITb YCTAHOBKH [0BEpUSl KOPHEBOMY CepPTU(HKATY YIOCTOBEPSIOLLEro LeH-
Tpa. KopHeBo#i cepTU(HUKAT HO/MKEH UMETh YCTAHOBJIEHHOE IOBepHe JJIsl NaHHOro HasHadyeHHus. [ns
COBMECTHMOCTH ¢ Tpeabaynmu BepcusiMmu SSLeay u OpenSSL ceptudukat 6e3 ycTaHOBOK 10BepHUs
CUMTAETCs IOBEPEHHBIM [IJ/151 BCEX HAa3HAUYeHHUH.

[Tocnennuii mwar — npoBepKa CPOKOB AEHUCTBUS CepTH(UKATOB M3 1enodku. Cpok meHcTBUS
cepTU(HKATOB MPOBepsSieTCs UCXONsl M3 TEKYIero CUCTeMHOro BpeMeHH U naT notBefore u notAfter
B cepTUdUKare. B 3T0 ke BpeMsi NpoBepsitOTCH MOAMUCH NMOJ CepTHU(HHUKATAMH.

Ecsin Bce 1ary BBIMOJHSAIOTCS YCIEIIHO, CePTU(UKAT CUUTAETCS KOPPEKTHBIM. Ec/i KakoH-TO U3
ILIarOB BBIMIOJHUTH HE YaeTcsl, CePTU(UKAT HEKOPPEKTEH.

7.6.26.5 Jluar"gocTtuka

Ecsiv npoBepKy cepTU(HUKAaTa BHIOJHUTb He YIAETCs, TeHEPUPYIOTCS COOOIIEHHS, KOTOPble MOTYT
03aJauuTh noJsb3oBaTenas. OOUME BUL cooOlLIeHHs 00 OLIHOKe:

server.pem: /C=AU/ST=Queensland/O=CryptSoft Pty Ltd/CN=Test CA (1024 bit)

error 24 at 1 depth lookup:invalid CA certificate

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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[lepBasi cTpoka comepKHUT Ha3BaHHe NIPOBEPSIEMOro cepTU(HUKaTa, 32 KOTOPHIM CJedyeT COlepxKa-
HHe moJs subject name 3Toro ceprudukara. Bropasi cTpoka comep:KUT HOMep U TJIyOUHY OIIUOKHU.
[ny6uHa — 3To HoMep cepTH(HKaTa B LeNOUKe, BbI3BABLIETO OLIMOKY, MPUYEM CaM MpOBepsieMblH
ceptudukar umeet rayouny O, cepTuduKat, Ha KOTOPOM MOAMNUCAH MPOBepsieMbld - ryOUHY 1 U Tak
najee. 3aKaHUMBAETCS CTPOKA BBIBOJAOM TEKCTOBOW BEPCHH HOMepa OLIMOKH.

Huxke nprBeneH NJIMHHBIHA CNHCOK KOJOB OLIMOOK M COOTBETCTBYIOMIUX coobuleHHH. CIHUCOK TaK-
’Ke BKJ/II0YaeT HaMMEeHOBaHHe K02, ONpe/ie/ieHHOe B 3aro/loBo4yHoM (aisie x509_vEy.h. Hekoropbie
U3 KOJIOB OLIMOKH ONpefiesieHbl, HO HUKOT[a He BO3HUKAIOT; OHU OMMUCAHBl KaK «HEHUCIOJIb3yeMble».

EXPIRED

HomepKop omubku PacmugpoBka INosicnenuns
omuo:
KU
0 X509_V_OK ok Onepanus BbIOJHEHA yCIIel-
HO
2 X509_V_ERR_UNABLE_TO_GET | unable to get issuer | He ynaercs nHaiitu ceptudu-
_ISSUER_CERT certificate KaT, Ha KOTOPOM IOAINHUCAH
IaHHBIH: 3TO MPOUCXOAHUT, ec-
JU OTCYTCTBYeT CepTH(HKAT,
Ha KOTOPOM IIOAIKCAH JaH-
HBIH.
3 X509_V_ERR_UNABLE_TO_GET | unable to get certificate | He o6napyxeH cnucok or-
_CRL CRL 3biBa ceptudukato. He wuc-
MOJIb3yeTCs.
5 X509_V_ERR_UNABLE_TO_ unable  to  decrypt | Ilongnuce nox crnuckom OT3bI-
DECRYPT_CRL_SIGNATURE CRL’s signature Ba CepTU(HKATOB He YyIaeTcs
pacundpoBats. He ucnosbsy-
eTcs.
6 X509_V_ERR_UNABLE_TO_ unable to decode issuer | OTKpBITHIH KJTI0U B
DECODE_ISSUER_PUBLIC_KEY | public key SubjectPublicKeylnfo ceptu-
(bvKaTa He HaUJEH.
7 X509_V_ERR_CERT_ certificate signature | Ilonnuce mox cepTuduKaTOM
SIGNATURE_FAILURE failure HEeKOppeKTHa
8 X509_V_ERR_CRL_ CRL signature failure [Tonmuch mMoA CIHMCKOM OT3bI-
SIGNATURE_FAILURE Ba CepTU(PUKATOB HEKOPPEKT-
Ha. He ncnosb3yercs
9 X509_V_ERR_CERT_NOT_YET_ | certificate is not yet | CepTudukar eie He BCTyNHI
VALID valid B geictBue: nata notBefore
elle He HaCTYIHUJA.
10 X509_V_ERR_CERT_HAS_ certificate has expired | Cpok peficTBUSI cepTH(]HKa-
EXPIRED Ta 3aKOHUHJICs: nata notAfter
y2Ke TIpOILIa.
11 X509_V_ERR_CRL_NOT_YET_ | CRL is not yet valid Cpok eHCTBHS CIHUCKA OT3bl-
VALID BOB CepTH(HUKATOB ellle He Ha-
yaJjcs. He ucnosnbsyercs
12 X509_V_ERR_CRL_HAS_ CRL has expired Cpox nelcTBUS CIUCKA OT3bI-

Ba CepTU(UKATOB 3aKOHUYMHIJI-
csi. He ucnosnbayercs

[TopsinkoBbi#i Ne M3MeHeHUsI

H3MEeHeHue
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HomepKon omn6ku Pacmugposka INosicHenuns
omuor
KU
13 X509_V_ERR_ERROR_IN_CERT_| format error in | [lose cepTudukara notBefore
NOT_BEFORE_FIELD certificate’s notBefore | comepkuUT HeKOppeKTHOe Bpe-
field Msi
14 X509_V_ERR_ERROR_IN_CERT_| format error in | [Tone ceptudukara notAfter
NOT_AFTER_FIELD certificate’s  notAfter | comepXuT HekoppeKTHOe Bpe-
field Msi
15 X509_V_ERR_ERROR_IN_CRL format error in CRL’s | [lone crnucka or3biBa cepTH-
_LAST_UPDATE_FIELD lastUpdate field ¢ukaroB lastUpdate comnep-
JKUT HEKOppeKTHoe BpeMsi. He
HCIIOJIb3YeTCs
16 X509_V_ERR_ERROR_IN_CRL format error in CRL’s | [lose cnucka oT3biBa cepTH-
_NEXT_UPDATE_FIELD nextUpdate field ¢ukaros nextUpdate comep-
JKUT HeKoppeKTHoe Bpems. He
MCII0Jb3YeTC s
17 X509_V_ERR_OUT_OF_MEM out of memory [Ipounsouna omubka npu pac-
npefleJleHHHd MaMATH. IDTOro
HUKOT/Ia He TOJI?KHO TPOHCXO-
IUTh.
18 X509_V_ERR_DEPTH_ZERO self signed certificate [IpoBepsiembléi  cepTuduUKaT
_SELF_SIGNED_CERT ABJISIETCS CAMOIOLIMCAHHBIM
U He OOHapyXeH B CIIHCKe
JIOBEPEHHBIX CEPTU(HUKATOB.
19 X509_V_ERR_SELF_SIGNED self signed certificate in | MoxeT 6bITb coCTaBJ/IeHa Lie-
_CERT_IN_CHAIN certificate chain MoYKa U3 HeOBePEHHBIX Cep-
TU(PUKATOB, HO KOPHEBOH Ccep-
TU(UKAT HA JaHHOM KOMIIbIO-
Tepe He OOHApYyKeH.
20 X509_V_ERR_UNABLE_TO_GET | unable to get local | Ceptudurar, Ha KOTOPOM
_ISSUER_CERT_LOCALLY issuer certificate MOMITHUCAH cepTu(dHUKar,
HaWJeHHBbId Ha NaHHOM KOM-
nbloTepe, He OOHapyXeH. JTO
0OBIYHO 03HAUaeT, YTO CIIHCOK
NIOBEPEHHBIX  CepTU(UKATOB
He TOJIOH.
21 X509_V_ERR_UNABLE_TO_ unable to verify the | Hu omna mnommuch He wo-
VERIFY_LEAF_SIGNATURE first certificate eT ObITb MpPOBepeHa, MOTO-
My 4YTO LIEMOYKa COIEPKHUT
TOJIbKO OIIMH CEPTU(HKAT, He
SIBJISIOLIMHCS CaMOTOANMCaH-
HBIM.
22 X509_V_ERR_CERT_CHAIN_ certificate chain too | HdnuHa uenouku cepTUdu-
TOO_LONG long KaTOB MPEBOCXOAUT YyKasaH-

HYI0 MaKCUMaJIbHYIO TJIyOHHY.
Hewncnonbayemas.

[TopsinkoBbi#i Ne M3MeHeHUsI
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HomepKon omn6ku Pacmugposka INosicHenuns

omuor

KH

23 X509_V_ERR_CERT_REVOKED | certificate revoked CepTtudukar Obl1 OTO3BaH.
He ucnosbsyetcs

24 X509_V_ERR_INVALID_CA invalid CA certificate Ceprucgukar YIOCTOBEpSI-

IOIler0  LeHTpa HeleUCTBU-
TeseH. JIub6o 3T0 He cep-
TU(PUKAT  YAOCTOBEPSIOLIETO
HeHTpa, Jaub6O0 ero pacuiu-
peHHS He  COOTBeTCTBYIOT
YKa3aHHOMY Ha3HA4YeHHIO.

25 X509_V_ERR_PATH_LENGTH_

EXCEEDED

exceeded

path length constraint

Besnuunna napamerpa the
basicConstraints pathlength
TpeBBIILIEHA.

26 X509_V_ERR_INVALID_

PURPOSE

purpose

unsupported certificate

YKasaHHBIH cepTU(UKAT He
MO2KeT OBbITb HCIIOJIb30BaH T10
YKa3aHHOMY Ha3HaueHHIo.

27 X509_V_ERR_CERT_
UNTRUSTED

certificate not trusted

KopHreBo#l ceprtu¢ukar yno-
CTOBEPAIOLILEro LeHTPa He OT-
Me4YeH KaK [O0BepeHHBIHd 1714
YKa3aHHOTO Ha3HAueHHUS.

28 X509_V_ERR_CERT_REJECTED

certificate rejected

KopHeBo#i ceprucukar otme-
YeH KaK OTBEpPTHYTbIH /s
YKa3aHHOTO Ha3HaueHHUs.

29 X509_V_ERR_SUBJECT_ISSUER

_MISMATCH

subject issuer mismatch

CepTtudukar, Ha KOTOPOM
NPEION0KHUTENbHO OBl
MOAIHCAH npoBepsieMblii
ceptudukar, OblJI  OTBepr-
HYyT, MOTOMY UTO 3HaueHHe
nons subject name He co-
OTBETCTBOBAJIO 3HAUEHUIO
nosig  issuer name  1po-
BepsIeMOro cepTuduKara.

BulBOOUTCH TOJBKO B TOM
cylydae, eCIM yKasaHa OILHUs
-issuer_checks.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe
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HomepKon omn6ku Pacmugposka INosicHenuns
omuor
KH
30 X509_V_ERR_AKID_SKID_ authority and subject | Ceprucukar, Ha KoTOpoM

MISMATCH

key identifier mismatch

NPeATIO0JNOKHUTEIbHO OBLI
MOATHCAH npoBepsieMblii
cepTU(HUKaT, OblJ OTBEPTHYT,
MOTOMY 4YTO HAEHTU(PHUKATOP
subject  key  mpucyTcTBYy-
€T W He COOTBETCTBYET
authority  key  identifier
NPOBEPSIEMOro  CepTU(UKATA.
BeiBogUTCA TOJMBKO B TOM
caydae, ec/aM yKasaHa OILUA
-issuer_checks.

31 X509_V_ERR_AKID_ISSUER
_SERIAL_MISMATCH

authority and

issuer
serial number mismatch

CepTtudukar, Ha KOTOPOM
NPeANoJ0KHUTENBHO OBl
MOAIHCAH npoBepsieMblii
ceptudukar, OblJI  OTBepr-

HYT, MOTOMY 4YTO 3Ha4yeHHUs
nmosied issuer name u serial
number  MPUCYTCTBYIOT U
He  COOTBETCTBYIOT  TOJIIO
authority  key  identifier
of the -current -certificate.
BoiBoguTCs  TOMBKO B TOM
cjydae, €CJM yKa3aHa OIIUS
-issuer_checks.

32 X509_V_ERR_KEYUSAGE_
NO_CERTSIGN

key usage does not
include certificate
signing

Ceprucukar, Ha KOTOpPOM
NPEATIOJNOKHUTEIbHO OBLI
MOAIHCAH NpoBepsieMbl i
cepTU(HUKaT, OblJ OTBEPTHYT,
MOTOMY 4YTO €ro pacllipeHHe
keyUsage He  mo3BoJsieT
MO MHUCHIBATh CEPTU(PUKATHL.

20 X509_V_ERR_APPLICATION_
VERIFICATION

failure

application verification

Ownbka, crneuudpuuHas A7
npuoxeHus. He ucnonbsyet-
csl.

7.6.27
7.6.27.1

Komanna version

Onucanye KOMaH/IbI

Komanna version ncnoJsib3yercs nJs BbiBoga uH(popMmauuu o Bepcun OpenSSL.

7.6.27.2 dopmar BBOmA KOMaH[IbI

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe
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openssl version [-a] [-v] [-b] [-o] [-f] [-p] [-d]

7.6.27.3 Onuuu KOMaHIbI

Onuug Onucaunue

-a Bcest nHopmanus, To xKe caMoe, YTO BBICTaBUTb BCe OCTaJsibHble (J1aru

-v Tekyuas Bepcusi OpenSSL

-b Jara Bbinycka Tekyueir Bepcuu OpenSSL

-0 WNudopmanus 06 onuuax: pasaduHble ONLUUHU, ¢ KOTOPHIMU cobpaHa 61O-
JHOTeKa

-1 ®dsary KOMNUIALKH

-p [Inatdopma, nns Kotopoit cobpana O6UOIUOTEKA

-d bazoBelll Katasor, B KOTOPbIH NPOU3BeleHa YCTAaHOBKA OUOJHUOTEKU

7.6.27.4 TlpumeyaHnus

BriBon KomaHbl openssl version -a 06BIYHO HCMONb3yeTCsl B COOOIIEHUSIX 00 OIIMOKaX.

7.6.28 Komanma x509

7.6.28.1 OnucaHue KOMaHIbl

Komanna x509 — MHoroueseBasi yTuanta st paboTel ¢ ceptudukatamMu. Ee MOXXHO HCMONb30-
BaTb IJIs1 BbIBOJA HH(OpPMALUK O cepTH(HKATe, Tpeobpa3oBaHusl CepTU(UKATOB B pas3jnuHble Qop-
Mbl, MOJAIMKCHIBAHHUS 3a5BOK Ha CepTH(HUKAThl B KayecTBe «MHHU-YLl» U perakTHpOBaHHs HACTPOEK
N0BepHUst cepTUdUKaTa.

7.6.28.2 dopmat BBOA KOMaH[bl

openssl x509 [-inform DER|PEM|NET] [-outform DER|PEM|NET] [-keyform DER|PEM] [-
CAform DER|PEM] [-CAkeyform DER|PEM] [-in filename] [-out filename] [-serial] [-hash] [-
subject_hash] [-issuer_hash]| [-ocspid] [-subject] [-issuer] [-nameopt option] [-email] [-ocsp_uri]
[-startdate] [-enddate] [-purpose| [-dates] [-checkend num] [-modulus] [-pubkey] [-fingerprint]
[-alias] [-noout] [-trustout] [-clrtrust] [-clrreject] [-addtrust arg] [-addreject arg] [-setalias arg]
[-days arg] [-set_serial n] [-signkey filename] [-passin arg] [-x509toreq| [-req] [-CA filename]
[-CAkey filename] [-CAcreateserial] [-CAserial filename| [-force_pubkey key] [-text] [-certopt
option] [-C] [-md_gost12_256|-md_gost12_512|-md_gost94|-md2|-md5|-shal|-mdc2] [-clrext] [-
extfile filename]| [-extensions section] [-engine id]

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
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7.6.28.3 OmnucauHue omnuui

[locko/bKY y 3TOH KOMaHIbl MHOTO ONLMH, UX OMHUCAHHE Pa3OMTO Ha HECKOJBKO pa3nesioB.

7.6.28.3.1 Onuyuu 8so0da, 8vi800a u 00uUiec0 HAZHAUEHUS

Onnug Onucauue

-inform Onpenensier BxonHoH ¢opmat. Kak npaBusio, KOMaHia 0XHUIaeT CepTH-

DER|PEM|NET ¢ukar popmara X509, HO 3TO MOXKET M3MEHHTbLCS, €CJH TPUCYTCTBY-
I0OT Ipyrue omnuuu, Hamnpumep, -req. Popmar DER — DER-komnpoBka
ceprudukara, a ¢popmatr PEM — DER-dopma B kKomupoBke base64 c
100aBJI€HHBIMM BEPXHUM W HUXKHUM orpaHuuutensamu. Omnuus NET —
Hernpo3pauHblid (hopmat cepBepa Netscape, celyac He peKOMeHOBAHHBIH
K MPUMeHEeHHIO

-outform Onpenensier BoixopHo# (opmat. OmNIMs HMeeT Te Ke 3HAUeHHUs, UTO U

DER|PEM|NET onuus -inform.

-in filename Onpenensier UMsi BXOAHOTO (paiijia, U3 KOTOPOTO CJeAyeT CUUTAThb cep-

TU¢uUKaT. Ecay 3Ta omuua He ykasdaHa, CepTHU(HUKAT CUUTBIBAETCS CO
CTaHAAPTHOTrO BXOAA.

-out filename

Omnpenensier ums BeixonHoro (a#ina. Ecin 3Ta omuus He yKasaHa, BbI-
XOIHBIE NAHHBbIe BBIBOASITCA HA CTAHAAPTHBIA BBIBOM.

-md_gost12_256,
-md_gost12_512,
-md_gost94, -md2,
-md>b, -shal, -mdc2

Hcnonb3yer ykasaHHbIH X3LI-alropuTM. BiuseT Ha onuuu MOAMHUCH H
BbIBOJIa Ha 3KpaH, KOTOPblE HCIIOJIb3YIOT aJrOPUTMBl X3LIMPOBAHHUSA, Ta-
ke kak -fingerprint, -signkey u —CA. Ecnu onuus He ykasaHa, ToO
ucrosb3yercs: aaroputm SHAL.

-engine id

Bribop sHmKMHA (MO €ro YHHKaJbHOU CTpoKe id) MPUBOAUT K TOMY, UTO
x509 nesaeT MOMBITKY MOJYYHUTh (PYHKLHOHANBHYIO CCHIJIKY Ha BbIOpaH-
HBIH 3HJIKHH, TAKUM 00pa3oM UHHULHUAJIU3UPYS €ro, ecjau 3TO HeoOXOou-
Mo. [locse 3TOro sHHXKHH ycTaHaBJAMBaeTCs, KaK 3HAXKHH 0 yMoJya-
HUIO, [JI BCeX NOCTYMHBIX a/JTOPUTMOB.

7.6.28.3.2 Onyuu npocmompa cepmugpukamos

HpI/IMe‘-IaHI/IeZ O H -alias u -purpose TakkKe [ABJIAITCA ONUUAMHU IIPOCMOTPA, HO ONTUCBLIBAIOTCH

Onuuga

Onucanue

-text

BeiBonuT cepTU(HKAT AJS NMPOCMOTPa B TeKCTOBOM BHAe. [lo/HBIH BbI-
BOJl COIEPKHUT OTKPBITBIH KJI0U, aJTOPUTMbI TIOANUCH, COfepKaHHe MoJeH
subject name u issuer name, cepuiiHBIE HOMep, BCe MPUCYTCTBYIOLINE
pacllIMpeHHs U BCe HAaCTPOWKH NOBEpHUS.

-certopt option

Perynupyet ¢opMat BbIBO#A MPU UCIMOJIb30BAHUH OMIUH -text. AprymeHT
option MoxeT ObITb OAHOH OMIMEH WK MHOXKECTBOM OINLMH, pasieseH-
HbIX 3ansiThiMU. [/l yCTAaHOBKH 3HaYeHHUs PAa3JUUHBIX OMUMUH CBUTY -
certopt Takke MOXKeT HCIOJb30BAThCsl HECKOJBKO pa3. 3a MOMOJHUTENb-
HOH MHpopMalmeid cm. pasmen:/.6.28.3.6;

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue

-noout DTa OmMuus MpefoTBpallaeT BbIBOJ 3aKOIUPOBAHHOH BEPCHH 3a5BKH.

-pubkey BoiBonut 650k SubjectPublicKeylnfo B ¢popmate PEM

-modulus DTa OMNIHUs BBIBOAUT 3HAUEHHE MOMYJs OTKPBITOrO KJroua, comepKalie-
rocsl B cepTUQUKaTe.

-serial BeIBOIUT cepuiHBIE HOMep cepTU(HUKaTa

-subject_hash BriBoguT «x311» 3HaueHusi moJsi subject name cepruduxara. Mcmosb-

gyetcsi B OpenSSL nna cosmaHus ykasartessi, MO3BOJISIIOLIETO HCKAThb
cepTH(UKATHl B KaTaJjore 1o 3HayeHuIo moJs subject name.

-issuer_hash BBEIBOIUT «X31lI» 3HAUEHHUS MOJis issuer name cepTUdHUKaTa.

-ocspid BeiBogut OCSP-upeHTH(pHKaTOp (X3 MMEHH CyObeKTa M OTKPBITOTO
KJroua).

-hash CunoHuM omnuuu -hash nns obecneueHus 0OpPaTHOH COBMECTHMOCTH.

-subject_hash_old BeiBonut “x31m” MMeHH cyObeKTa cepTH(UKaTa, UCIOJb3ysl CTapblid aJj-
FOPUTM, KOTOpbIH npuMeHsiacs B OpenSSL no Bepcun 1.0.0.

-issuer_hash_old BeiBonuT “x31m” MMeHHW u3natesisi cepTU(UKATA, UCMOJb3ysl CTapblid aJji-
TOPUTM, KOTOpbIH npuMeHsiacs B OpenSSL no Bepcun 1.0.0.

-subject BriBonuT 3HadeHue mousist subject name.

-issuer BeIBOonUT 3Ha4yeHMe MoJisl issuer name.

-nameopt option Onuusi ykaseiBaeT, KaK JOJIKHBI BBIBOAMTbCS 3HAUeHHs moJied subject

W issuer. ApryMeHTOM MOXKeT ObITb OJHA ONIMS MJM HECKONbKO, pasje-
JIEHHBIX 3anATBIMH. J[JI yCTAHOBKM HECKOJbKHUX OMLHMH MOMKHO TaKxKe
HECKOJIbKO Pa3 HCIOo/Mb30BaTh CBMTY -nameopt. JlJs mosydeHus momoJ-
HUTEeJIbHOH MH(pOpPMALKMU cM. pasien i/.6.28.3.5:

-email BriBonuT anpec(a) 371€KTPOHHON MOYTHI, €CJH TaKOBblE YKa3aHHI.

-ocsp_uri BeiBoput URI, Ha koTopeiil cienyet otnpasasatb OCSP-3anpocsl mo npo-
BepKe CTaTyca AaHHOro cepTHU(HUKaTa

-startdate BblBonuT naTy Hauasa cpoka elicTBHs cepTh¢uKara notBefore.

-enddate BLIBOIUT naTy OKOHUaHHUsSI CpoKa NelcTBHUs cepThU(HKaTta notAfter.

-dates BeIBOOUT maThl Hayasa U OKOHUAHMS CpPOKa AeHCTBHUs cepTU(HUKATA.

-checkend arg [TpoBepsieT, 3aKOHYHUTCSI /I CPOK NEHCTBHUSI cepTHU(HKATA B TeueHHe KO-

JIMUeCTBA CEKYH/[, ONpefleleHHOro apryMmeHToM arg. Ecau na, BeiBoauT 1,
ecJii HeT, BeIBOOUT O

-fingerprint BeiBonut x31-cymmy DER-3akonupoBaHHOH Bepcuu Bcero cepTudukara
(cM. pasneni’.6.28.5).
-C DTa OIS BHIBOOUT cepTU(HUKAT B BUle (aiia Ha si3bike C.

7.6.28.3.3 Hacmpotiku dosepus

[loxxanyiicra, yuTuTe, 4TO 3TH OMNLMUHU B HACTOsilee BpeMs SIBJASIOTCS IKCIEPHUMEHTAJbHBIMH U
MOTYT U3MEHHUTbCS.

JloBepeHHBIN cepTU(PHUKAT — 3TO OOBIUHBIM cepTHU(HUKAT, K KOTOPOMY noOaBJieHa HeKOoTopas [0-
MOJNIHUTEbHAs HH(OPMALIKs, TaKas Kak paspelleHHble UM 3alpellleHHble Ha3HayeHUs cepTUu(UKaTa
U €ro «aj1acy.

OOBbIUHO NpU MOATBEPKIEHUHU cepTH(UKATa XOTS Obl OAUH CepTU(HUKAT B LleNOUKe N0JIKEeH ObIThb
«Jl0BepeHHbIM». [lo yMo/uaHHI0 HOBEpeHHbIH cepTU(UKAT A0JKEH XPAaHUTbCS Ha JIOKaJbHOM KOM-
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nbloTepe U MPeACTaB/sATh COO0H KOPHEBOH cepTU(HUKAT yAOCTOBepsollero LeHTpa. Jlobas uemnoyka
cepTU(HUKATOB, 3aKaHYUBAIOLIAACA STUM CEPTU(UKATOM, MPU TAKHUX YCJOBUSX TOAWUTCS IS JIFOOBIX

LeJieH.

B Hacrosiiiee BpeMs HAaCTPOHKH HOBEPHS HCIONB3YIOTCS TOJBKO I/ KOPHEBBIX CEPTH(HKATOB
YIOCTOBepsOMX LeHTpoB. OHU MpenocTaBasioT 60jee THOKHH KOHTPOJb Hajl Ha3HAUEHHSIMH KOp-
HEBOT'O CepTH(UKATa yIOCTOBepsIOLIero LeHTpa. Hanpumep, Takol cepTudUKaT MOXKeT ObITbH JOBe-
PEHHBIM Il UCMOJIb30BaHUsI SSL-KaueHTOM, HO He SSL-cepBepoM.

Bynymue Bepcun OpenSSL 6ynyT pacrno3HaBaTb HaCTPOHKU HOBEpPHUS JIIOOBIX CepTU(UKATOB, He
TOJIBKO CepPTH(HUKATOB yIOCTOBEPSIOIIEr0 LEHTPA.

Onuuga

Omnucanue

-trustout

dta onuus 3actaBiaseT yTuauty x009 co3nath noBepeHHBIH cepTH(UKAT
B KadyecTBe BBIXONHBIX NAHHBIX. B KayecTBe BXONHBIX NAHHBIX MOXET
ObITh KaK OOBIYHBIH cepTH(HUKAT, TaK U JOBEPEHHBIH, HO 10 YMOJUAHHIO
BBIXOIHBIMU JI@HHBIMH $IBJIsieTCSl OOBIUHBIH cepTH(HKAT, U BCe HACTPOU-
KW noBepusi otépaceiBaioTcsi. C UCMONb30BaHUEM 3TOH OMIIUM CO3L2eTCs
NoBepeHHbIH cepTudukar. JloBepeHHbIH cepTU(PUKAT CO3/aeTcsl aBTOMa-
THUECKHU, €CJU MOAU(DULHUPYIOTCS KaKhe-TH00 HACTPOHKH JOBEpHS.

-setalias arg

YcranaBauBaeT anuac cepThuHKara. DTO MO3BOJSET CChlIAThCS HA Cep-
TU(UKAT N0 anuacy, HanpuMep, «ceptucukar MBaHosa».

-alias BeiBopuT anuac cepTudukara, ecaud TaKOBOH CYILECTBYeT.
-clrtrust Ouwiraer Bce MO03BOJIEHHBIE HUJIH JIOBEPEeHHble HAa3HaueHHUsl cepTUdUKara.
-clrreject Ouuiaer Bce 3amnpelleHHble WJIH OTBEPrHYThle HAa3HAuUeHHUsl cepTU(HKA-

Ta.

-addtrust arg

Jlo6aBsisieT noBepeHHOe Ha3HayeHHe cepTH(UKaTa. 31eCh MOMKET ObITb
MCIOJIb30BAHO JI0OOe HAaUMeHOBaHHWe 00beKTa, HO B HACToOsillee Bpe-
Ms1 MUCToJib3yeTcsl ToJbKO clientAuth (Mcnonb3oBanue ¢ SSL-kaneHTOM),
serverAuth (ucnosb3oBanue ¢ SSL-cepsepom) u emailProtection (asex-
TpoHHas noyta ¢opmara S/MIME). IIpyrue OpenSSL-npunoxenusi Mo-
TYT OINpeessiTh JOMOJHUTENbHblE Ha3HAUEHHUS.

-addreject arg

JobaBJsieT 3anpeleHHOe Ha3HadyeHHe cepTUdHUKaTa. Onuus NpUHUMAeT
Te 2Ke 3HayeHus1, yTo U onums -addtrust.

-purpose

DTa ONLHUS BbINOJNHSET TECTUPOBAHHE PACIIMPEHHUH CepTU(PHUKATOB U BHI-

BOMMT pe3yabTathl. [/ MOJydeHHS! JONOJHUTeNbHOH HH(POPMALUH CM.
paszen i/.6.28.6:.

7.6.28.3.4 Onyuu noonucanus cepmuguxkamos

Komanna x509 MoxeT HCMosb30BaThCs AJs MOANMUCAHUS CEPTU(PUKATOB U 3asABOK; TaKUM 00pa-
30M, OHa MOXKET BeCTH ce0s1 KaK «MHUHHU-Y L1».

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a IlaTa BHECEHHA M3MEHEHHSA
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Onnug Onucauue

-signkey filename DTa Oonuus CO3[aeT CaMOMOANHUCAHHBIH (DA MpU MOMOLIM YKa3aHHOTO
3aKPBITOr0 KJII0Ya.

Ecau BxonHOW (ails siBasieTcss cepTU(UKATOM, OMNLUS YCTAHABJIUBAET
3HaueHMe T0JIsl iSsuer name paBHBIM 3HaueHHIO moJisi subject name (T.e.
JieJlaeT ero CaMOIOANHCAHHBIM), 3aMeHsieT OTKPBITBIN KJI0Y Ha yKa3aH-
HbIH M MeHsleT OaThl Hayajga M KOHLA cpoka paedictBus. [lata Hauasa
IeUCTBUSA YCTaHABJMBAeTCA B TeKyllee BpeMs, a JaTa KOHLA NeHCTBUSA
yCTaHaBJMBAETCs BO BpeMs, ompefiesieHHoe oniueil -days. Bee pacuupe-
HUS cepTU(UKATA COXPAHSIOTCS, eCd He yKasaHa omuus -clrext.

Ecau BxonHo# ¢haiin siBasieTcsi 3asiBKOW Ha cepTHU(UKAT, TO CO3MAeTCs
CaMOIOANUCAHHBIA CepTU(PUKAT, UCNOJb3YIOUHNHA YKa3aHHBIA 3aKPBITHIH
KJIIOU M 3HaueHHe moJis subject name U3 3asBKH.

-passin arg YKasblBaeT, rjie ColepKUTCs MapoJib st Kiawua. JJisi oydeHus 10moJ-
HUTEJbHOH HH(OpMaLUK 1Mo (HopMaTy apryMeHTa arg cM. paspaed 7.4
-clrext Ynansier Bce pacliMpeHHst W3 cepTH(HUKATa. DTa OIMIKs HCIOJb3YeTCs,

KOrja CepTH(HKAT CO3MaeTcsi U3 Npyroro ceptudukaTa (Hampumep, C
nomorblo onuuu -signkey uau -CA). Ecam ata onuus He ykasaHa, Bce
pacIIMpeHns COXPAHSIOTCS.

-keyform PEM|DER | YkaswiBaer dopmar (DER nmu PEM) ¢aiina 3akpeiToro Kiwoua, UCHOJb-
3yeMoro B OMuuH -signkey.

-days arg YkaseiBaeT cpok aedcTBHs ceptudukara. [To ymomuanuio 30 gHei.

-x509toreq npeBpailaeT cepTudHUKaT B 3asiBKy. Onuus -signkey ucrnosbsyercs aJs
nepenaur TpeGyeMoro 3aKphITOrO KJ0Ua.

-req [To ymonyaHHI0 B KauecTBe BXONHBIX NAHHBIX OXKHIAeTCsl CepTU(HUKAT.

Ecsnu ykasana naHHasi onuus, BMeCTO CepTH(PHKATa OXKHUIAETCS 3asBKa
Ha CepTU(UKAT.

-set_serial n YKa3bIBaeT UCMOJIb3yeMbli CEPUHHBIA HOMep. DTa OIMIUS MOXKET HCIOJb-
3oBaTbcs ¢ onuusaMu -signkey uan -CA. Ecau ucnosbsyercss BMecTe ¢
onuuert -CA, to Qa#in cepuiiHoro Homepa (OmpefeseHHBIH OMUUAMH -
CAserial unun -CAcreateserial) He ucnosb3yercs.

CepHiiHBIH HOMED MOXKeT OBbITb NeCATUYHBIM HJIH IeCTHAAATePUIHBIM (C
npedukrcoM 0x). YKasblBaTh OTpHIATeNbHbIE CEpUHHbIE HOMEPA MOXKHO,
HO He peKOMeHAyeTcsl.

-CA filename YKa3biBaeT cepTU(HUKAT yAOCTOBEPSIOLIETO UEHTPA, KOTOPbIH CJAeNyeT rc-
MoJib30BaTh [Jis noanucbiBanusi. Korna ykasbiBaeTcsi 3Ta omnius, KOMaH-
na x509 paboraer kak «MuHH-Y1l». [lpu ykazaHuu 3TOH OnmuuM BXO.-
HOH (paii/1 MOAMUCHIBAETCS HA YKAa3aHHOM cepTH(UKaTe yI0CTOBepsiolle-
TO LIEHTPA, TO €CThb IOJIe iSSuer name BXOAHOTO (haksa ycTaHaBJIUBAETCS
B 3HaueHHe moJjs subject name ykasanHoro ceprudukara YL, ¢popmu-
pyetcs 1udpoBasi MOANUCH MOA BXOAHBIM (DAUJIOM C HCIOJb30BAHUEM
3aKpBITOTO KJIIOUa, COOTBETCTBYIOLIEro yKasaHHoMy ceptudukary Y LI.
dta omnuus, Kak MpaBuJio, yKasblBaeTcsi BMecTe C omniuel -req. bes yka-
3aHUSl OMLMU -req BXOOHBIM (paljoM siBJsieTCs CepTU(PUKAT, KOTOPbIH
HeoOXOIMMO ClleJIaTh CAMOIOATHUCAHHBIM.
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Onnug Onucauue

-CAkey filename YKasbiBaeT 3aKpbITBIH KJ/IOU, COOTBETCTBYWOLIUH ceptudukary YL, Ha
KOTOPOM CJleflyeT MOANUCHIBATh BXOAHOH cepTUdHUKaT. Ecau aTa onuus He
yKa3aHa, CUMTAETCS, UTO 3aKPBITHIM KJ/0U BKJOYEH B pais cepTUdUKaTa
Y1I.

-CAserial filename YcranaBauBaeT, Kakod (ais cepuiiHoro Homepa Y1l caenyer ucnosnbso-
BaTh.

Ecnu ykaseiBaercs onuusi -CA npu MOANUCBIBAHWH cepTU(HKATa, OHA
UCIIOJIb3yeT CepUHHBIA HOMep, yKa3aHHBIH B (ailie. ToOT (alys COCTOUT
U3 ONHOH CTPOKH, colepxKalleil yeTHoe KOJMYECTBO IleCTHaALlaTepHUy-
Hbix uudp. Ilocse Kaxnoro nprMeHeHUs] 3TOW ONUUU CEPUHHBIA HOMeEp
YBEJIHNUYMBAETCS HAa €IMHMUIly U CHOBA 3alIMCBIBAETCS B 3TOT (paudI.
YMosuaTesibHOE 3HaYeHHe UMeHH (halija COCTOUT U3 UMeHH (paiiia cepTH-
¢pukara YL (B3sroro 6e3 pacuiupenusi) ¢ paciuupenuem .srl. Hanpumep,
ecad ¢aiin ceprudukara Y1 HaspiBaeTcs mycacert.pem, oxXuaaeTcs cy-
ecTBYOIIUH (paka cepuiiHOro Homepa mycacert.srl.

-CAcreateserial [Ipu ykazanuu 3Tod omnuuu, ecau paia cepuitHoro HoMmepa YII He cy-
ILIeCTBYeT, OH cosfaercs. Paln OyneT comep:kaTb cepuiiHblii Homep 02,
a MOANHUCAHHBIHA cepTU(HUKAT NoNyyuT cepuiiHblil Homep 1. Kak npasuio,
ecnn ykasaHa onuus -CA u ¢aiia cepuiiHOro Homepa He CyILECTBYeT,
3TO SIBJISIETCS OLIMOKOH.

-extfile filename daiin, comepkalllvil pacllMpeHUs] CepTU(UKATOB, KOTOpbE CJedyeT HC-
noJb30BaTh. Ecsn He yKasaH, K cepTH(UKATy He N00aBjsieTcss HUKAKUX
paclIupeHuH.

-extensions section paszfen KoH(pHUrypauuoHHoro aisa, M3 KoToporo cjenyer H00aBJATb
pacuivpeHnst B cepTU(HUKaThl. Ecjau 3Ta onuus He ykKasaHa, pacliupe-
HUSI TOJIKHBI JTUOO CONepKaTbCsi B HEMIOMMEHOBAHHOM (yMOJIYaTeIbHOM )
paszedsie, MO0 yMoJ4aTe bHBIH pasfes J0JIKeH COAepKaTb NepeMeHHYIo
“extensions”, comep:kalllyl0o HaUMeHOBaHHE COOTBETCTBYIOLLErO pasjeJa.
-force_pubkey key [Ipu cospanuu ceptHdUKaTa MOMECTHTb B HEro OTKPBITHIH KJiOU key
BMeCTO KJ/l04a, B34TOr0 M3 cepTH(UKaTa WJM 3ampoca Ha cepTU(HUKAT.
DTa onuus MoJje3Ha MpPU CO3AAHUHU CepTHU(HUKATOB, KOrJa ajJropuTM He
MOXKeT MOANUCHIBAThL 3anpockl, Hanpumep, DH. ®@opmar key moxet 6bITh
yKaszaH ¢ rnomoulbpio onuun —keyform.

7.6.28.3.5 Onyuu umernosarus

KomaHnHO-CTpOUYHBIH CBUTY nameopt onpenessieT, Kak BBIBOASTCS moJsi subject name u issuer
name. Ecau HU ofHOro cBHMTYa nameopt He yKas3aHO, HUCIOJb3YETCS YMOJUYATEJbHbIH «OAHOCTPOU-
HBIH» (hopmaT, COBMeCTUMBIH ¢ mpenbinymiuMu BepcusiMu OpenSSL. Kaxnasi onuus nogpo6HO onu-
CaHa BHM3Y, Mepel KaxKIOH ONLMeH MOXKEeT CTOSITb «-» IJIsl ee OTKJloueHHUsi. Kak mpaBu/io, Ucmosib-
3YIOTCSl TOJIBKO MeEpPBbIe YeThIpe.

Onnug Onucauue
compat Hcnonb3oBaTh cTapbiii popMat. DTO SKBHUBAJEHTHO OTCYTCTBHIO YKa-
3aHUSA ONUMH MMEHOBAaHHUS.
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Onnug

Onucauue

RFC2253

BeiBoguT nMMeHa, coBMecTHMBble ¢ omnpenesneHHbIM B RFC2253 skBu-
BaJleHTOM onuui esc_2253, esc_ctrl, esc_msb, utf8, dump_nostr,
dump_unknown, dump_der, sep_comma_plus, dn_rev u sname.

oneline

OnHocTpouHbld Qopmat, G6osee uutabesnbHbiid, ueM RFC2253. dkBu-
BaJIEHTHO OMNpelesieHHI0 onuui esc_2253, esc_ctrl, esc_msb, utf§,
dump_nostr, dump_der, use_quote, sep_comma_plus_space, space_eq
¥ sname.

multiline

MuorocTpounbli  (opMaTt. DKBHBAJEHTEH ONpelesNeHHI0  OTIHH
esc_ctrl, esc_msb, sep_multiline, space_eq, Iname u align.

esc_2253

DKpPaHUPOBAThb «CIelnaNbHble» CUMBOJB, Tpedyemble RFC2253 B mo-
Je, To ecTb ,+<>;. Kpome Toro, # skpaHupyeTcsl B HauaJje CTPOKH, a
npo6es — B HauaJje UM B KOHLE CTPOKH.

esc_ctrl

DKpaHUPOBATh KOHTPOJbHbIE CHUMBOJBI, T.e. cuMBosabl ¢ ASCII-
3HadeHusiMH, MeHblIUMHU 0x20 (npobes), u cumBoa ynanenus (0x7f).
OHM 3KpaHUPYIOTCS ¢ UCMOJIb30BaHHeM ornpeneseHHod B RFC2253 Ho-
traiuu \XX notation (rme XX — nBe mecTHaaLaTepUUHBIX LUDPHI,
MpeCTaBJsIOIINE 3HAUEHHEe CUMBOJIA).

esc_mshb

DKpaHUPOBAThb CHMBOJIBI C HeHYJeBbIM crapiiuM (most significant)
outoM, To ecTb cuMBOJbI, ASCII-3HaueHus1 KOTOPBIX MpeBocxoadT 127.
DTy OMNIMI0 HE PEKOMEHIYeTCsl UCIOJb30BaTh MpU padoTe ¢ cepTU(hU-
KaTaMH, CONEePKAILNMH KUPUJIIUILY

use_quote

DKpaHHUPYeT HEKOTOpble CHMBOJIbI, OKPYKasl BCIO CTPOKY CHMBOJIOB
CUMBOJIaMU 0e3 yKa3aHHsi 3TOH OIMIUK BCe SKPaHUPOBAHUE BHIMOJIHS-
eTCsl C TIOMOIIBI0 CHMBOJIA \.

utf8

CHauana mnepeBectd Bce ctpoku B UTF-dpopmar. dto Tpebyercs B
RFC2253. Ecau Bam moBe3sno u y Bac ectb UTF-8-coBmecTumblii
TepMHHaJ, TO MCIOJb30BaHHEe 3TOH OMiHH (6e3 ycTaHOBKH esc_msb)
MOKET TPUBECTH K KOPPEKTHOMY BbIBOLY MHOTOOAHTHBIX (MeXAyHa-
POIHBIX) CHMBOJIOB. EcaiM 3Ta onuus He MPUCYTCTBYeT, MHOTOOANT-
Hble CUMBOJIBI, IpeBocxoasiiue Oxff, 6ynyT npencraB/ieHsl B Gpopmate
\UXXXX nns mwectHaauaTuOUTHBIX U \WXXXXXXXX njs Tpum-
LaTUABYXOUTHBIX. KpoMe Toro, ecsu 3Ta onuusi OTKJOUYeHa, JoOble
UTF-8-cTpoku cHauyana 6ynyT mepeBefieHbl B CBOIO CUMBOJIbHYIO (Dop-

MYy.

ignore_type

dTta [02880858%! BOOOILIle He IbITAeTCs HUHTEPHPETUPOBATDH MHOTro0alTHbIE
cuMmBoJibl. Mx cogepxKaTteJsJibHble OKTETBhbl MPOCTO NAMIHPYIOTCA Tak,
KaK ecJju Obl OIHH OKTEeT colaepxKaJl OOWH CHMBOJI. DTO MOJIe3HO JJIA
JHUArHOCTHYECKHX IleJIGfI, HO MNpPUBENET K Be€CbMa CTPAHHO BBITVIAAA-
UM BBIXOJAHBIM JaHHBbIM.

show_type

[ToxasbiBaeT Tun cumBoJbHOU cTpokn ASN.1. Tum ykaseiBaercs 0
conepxkanus noasi. Hampumep, "BMPSTRING: Hello World”.

dump_der

Korna sTta onuus ycraHoBJeHa, JoOble MOJs,, KOTOPble HYXKAAIOTCS B
lLIeCTHAALUATepUUHOM NaMIUPOBAaHMH, OyNyT AaMIIUPOBAHBI C UCMOJb-
3oBanueM DER-konupoBku. Ecnu onuus He yctaHoBjeHa, OYAYT BbI-
BeJleHbl TOJIbKO OKTeThl conep:kaHusi. Obe OMUUH HCHOJb3YIOT OMU-
cannbii B RFC2253 dopmar #XXXX...

[TopsinkoBbi#i Ne M3MeHeHUsI
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Onnug Onucauue

dump_nostr JlamnupoBaTh THUIBl HeCHMBOJbHBIX CcTpokK (Hampumep, OCTET
STRING). Ecsu 3ta onuus He yKasaHa, TUIbl HECHMBOJIbHBIX CTPOK
6yoyT BBIBOOUTBCS TaK, KaK OyATO KaXKAblH OKTET COIep:KaHHs Mpes-
CTaBJ/sieT OJUH CHMBOJL.

dump_all JamnupoBatb Bce moJisi. Ata OMNUUS NPU UCMOJb30BaHUM ¢ dump_der
no3BoJisieT 0AHO3HayHO omnpeneautb DER-konnpoBanue cTpykTypsl.
dump_unknown Hamnuposarts Bce noJsi, ubu OID He pacnosnatores OpenSSL.
sep_comma_plus, DTU OIIUU ONpPeNesIOT pasaenutend nosei. [lepBblil cUMBOM - pas-
sep_comma_plus_space, | neautenb miass RDN u Bropoii — nsst MmHorokpatHeix AVA (MHoro-
sep_semi_plus_space, KpaTHble AVA BcTpeyaroTcsi OYeHb PeaKO, W MX HCIOJb30BaHHE He
sep_multiline pekomeHayetcsi). Onuuu, 3akaHUYMBAIOIIMECS HA CJOBO Space, JOTOJ-

HHUTEJIbHO MOMeLIalT NpodeJs rocse pasfenuTtess AJs Jydlled dynTa-
6enbHocTH. Onuusa sep_multiline ucnonbsyer cumBoa LF nns pasne-
autenass RDN u okpyxeHHBIH npobesaMu + B KauecTBe pazfesuTelis
AVA. Kpome Toro, oHa 00yCJIOBJIMBAET MOMEIIEHHe B HauaJje Kaxao0ro
MoJist OTCTYIA B UEThIpe CHMBOJIA.

dn_rev M3menutb nopsinok nojeid B DN Ha MpoTHBOMOJOXKHBIA. DTO Tpebo-
Banne RFC2253. B kauecTBe pomo/HHTEbHOTO 3(h(heKTa 3Ta ONLHUs
TakKe obpallaeT Mopsiiok MHOTOKpaTHbIX AVA, HO 3TO MO3BOJIUTE/b-

HO.
nofname, sname, | DTH ONUMU BJHUSAIOT Ha (opmaT BbIBOAa Ha3BaHus moJssd. Omnuus
lname, oid nofname BooOIle HE BBIBONUT COOTBETCTBYMOLIee noJje. Onuus sname

HCIOJIb3YeT (OpMy «KOpPOTKOro HMeHH» (Hampumep, CN BwmecTo
commonName). Onuus Iname wucrmosb3yeT MoJHOE HaMMEHOBAHHE.
Onuwus oid npencraBaser OID B yuciaeHHo# (opme U mMoJie3HA [Js
JAMarHOCTHUECKUX LeJeH.

align BrlpaBHMBaeT 3HaueHUd noJed /s 6oJee untabesnbHoro BuiBoaa. Mo-
XKeT MCII0Jb30BaThCsl TOJNBKO BMecTe ¢ onuued sep_multiline.
space_eq OxpyxaeT npobenaMu CUMBOJ «=», CJIEAYIOLUIUN 32 HMEHEM MOJS.

7.6.28.3.6 Texcmosovie onyuu
MoOXHO peryJsupoBaTh He TONBKO (DOPMAT BbIBOJA MMeH, HO U HabOp BBIBOAMMBIX MOJEH, HCMOJb3YS
onuuu certopt, ecau npucytcrByet onuusi text. [To ymMo/auaHHIO BEIBOASITCS BCe TOJIS.

Onuuga Onucaunue

compatible Hcnonb3oBaTh cTapeiil ¢opmar. DTO 3KBHBAJEHTHO OTCYTCTBHUIO yKasa-
HUSA OINLUHU BBIBOAA.

no_header He BbiBomuTh MH(oOpMaLHMIO 0 3arosoBkax, T.e. o ctpokax Certificate u
Data.

no_version He BbIBOZHMTH HOMep BepCHH

no_serial He BbIBOZHUTBH cepuiHBIE HOMep

no_signame He BBIBOANTDH MCMO/NB3yeMBIH alrOPUTM TOAMHUCH

no_validity He BBIBOIMTBL CpoK HeiicTBuS, T.e. moJsi notBefore u notAfter.

no_subject He BeiBomuTb mosie subject name.

no_issuer He BeIBOomMTh mogsie issuer name.

no_pubkey He BBIBOIMTH OTKPBITHIH KJIIOU.

HOpHﬂKOBHﬁ Ne nsMeHeHus ITOHHHCb JIMlla, OTBETCTBEHHOI'O 3a ,ﬂaTa BHECEHHA M3MEHEHHSA

H3MEeHeHue




KpunTo CENY.00009-04 34 03 137

Onnug Onucauue

no_sigdump He BbIBOAMTD II€CTHAAIATEPHUUHBIA AaMIl MOAMKCH IO CEPTH(HUKATOM.

no_aux He BbIBOZHUTH HACTPOUKH NOBepUs cepTU(UKATA.

no_extensions He BbiBopuTh pacuupenusi Bepcuu 3 dopmara X509.

ext_default CoxpaHUTb yMOJIYaTeNbHOE MOBELEHHE PACIIMPEHUH; TIONbITAThCS BhIBE-
CTH HeTOJep>KHUBaeMble PACLIUPEHHUS] CEPTUPHUKATOB.

ext_error BriBecTr coobuieHue 00 olIMOKe AJis HEMOAAep:KUBAEMbIX paclihpeHUH
CepTU(PUKATOB

ext_parse BriBecTn Henonnep:kuBaeMmble paciiupenusi B Buge ASN.1-cTpyKTypsl.

ext_dump BriBecTH 1IecTHaAUATEPUYHBIH JaMI HEMOAAEPKHUBAEMBIX PACIIUPEHHH.

ca_default 3HaueHHe, HCIOJb3yeMOe KOMaHIOW ca, 3SKBUBaJeHTHO Habopy om-
uui no_issuer, no_pubkey, no_header, no_version, no_sigdump #u
no_signame.

7.6.28.4 Ilpumepsl

BriBecTH conepkaHue cepTU(HUKaTa Ha dKpaH:

openssl x509 -in cert.pem -noout -text

BriBecTH cepuiiHbIll HOMep cepTU(HKATA:

openssl x509 -in cert.pem -noout -serial

BriBecTu mosie subject name ceptudukara:

openssl x509 -in cert.pem —-noout -subject

BriBecTu mose subject name ceprudukara B RFC2253-popmare:

openssl x509 -in cert.pem -noout -subject -nameopt RFC2253

BriBecTu mosie subject name ceprudukarta B 0OIHOCTPOUHOM (hopMaTe Ha TepMHHaJe, MOAAePXKH-

Bawuem UTF-8:

openssl x509 -in cert.pem —-noout -subject -nameopt oneline, -esc_msb
BeiBect MD5-oTnevaTok cepruduKara:

openssl x509 -in cert.pem -noout -fingerprint

BeiBect SHAI-oTneuatok cepTudukara:

openssl x509 -shal -in cert.pem -noout -fingerprint

[lepeBectu ceprucukar us PEM-dopmara 8 DER-¢popmart:

openssl x509 -in cert.pem -inform PEM -out cert.der -outform DER
[lonyuuts 13 cepTU(UKaTa 3asBKY:

openssl x509 -x509toreq -in cert.pem -out req.pem -signkey key.pem
[IpeBpaTuTh 3aBKY Ha cepTU(PUKAT B CAMOMOANMUCAHHBIN CepTU(MHUKAT, UCNOJb3YsS paCLIUPEHUs

nJsi ceprucdukara Y LI:

openssl x509 -req -in careq.pem -extfile openssl.cnf -extensions
v3_ca -signkey key.pem -out cacert.pem

[lonnucarp 3asiBKy Ha cepTH(UKAT, UCMOJb3ys cepThduKaT YL U3 mpeabiayliero npumepa, M
N00aBUThb pacCIIMpPEHHUs TMOJb30BATENbCKOTO CEPTU(HUKATA:

openssl x509 -reqg -in reqg.pem -extfile openssl.cnf -extensions
v3_usr -CA cacert.pem -CAkey key.pem -CAcreateserial

YcTaHOBUTH AJA cepTU(UKATA A0BEpHe AJS1 UCMONb30BaHUSA ¢ SSL-KJAMEHTOM U yCTaHOBUTH AJIS
Hero anuac Steve’s Class 1 CA:

openssl x509 -in cert.pem -addtrust clientAuth -setalias "Steve’s
Class 1 CAout trust.pem

[TopsinkoBbi#i Ne M3MeHeHUsI

[Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEHEHNEe
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7.6.28.5 [Ilpumeuanus
PEM-dopmat ucnosb3yet caenyoLIUi BU OrpaHUUYUTEEH:

[lepeBon B dopmar UTF-8, ncnonb3yemblil ¢ onuusgMU MMEHOBaHUS, MpeAroJaraer, 4YTo B Ie-
pemeHHbIX THna T61Strings ucnosnbsyercss kopupoBka ISO8859-1. dto He Tak, HO Tak padoTaloT
Netscape n Microsoft IE, a Takke MHOXecTBO cepTuduKaToB. [I03TOMy XOTS 3TO MpeanoJioKeHHe
1 HEKOPPEKTHO, ero MCIOoJb30BaHHe MO3BOJISIET KOPPEKTHO BbIBECTH OOJBIIMHCTBO CEPTHU(PHUKATOB.

Onuus -fingerprint BeiBogut x31m-cymmy DER-3akopnpoBaHHOro cepTu(rkaTa. dTa X3MI-CyMMa
0OBIUHO Ha3blBaeTCsl «OTIEYaTKOM MNaJjbliar. BejencTBue MpUpPOABl X3UI-CYMM «OTIE€YaTOK NaJjblia»
YHUKaJIeH 115 KaxKJI0ro cepTU(UKaTa, U ABa cepTU(HUKATa C OAHUM U TaM XKe «OTIe4yaTKOM» MOTYyT
CUMTATbCS OfHHUM U TeM XKe CepTH(HUKATOM.

Netscape ncrnosbayer aaroputm xsmrpoBanusi MD5, a Microsoft IE ncnosnbsyer SHAL.

Onuusa -email mpocmatpuBaet mnose subject name u pacmupenue subject alternative name. Beoi-
BOASITCS TOJIbKO YHUKAJIbHbIE TIOUTOBbIE a/ipeca: ONLHKS He BbHIBOIUT OIWH M TOT 2Ke MOYTOBBIH ampec
JIBaKIBI.

7.6.28.6 Pacmupenus cepTu(pHUKaToB

Onuusa -purpose npoBepsieT pacLIMpPeHUs] CePTU(HHUKATOB U OMNpefessieT, AJs 4ero cepTHU(UKAT
MOXKeT OBITh HCIOJb30BaH. BBIMONHSEMble MPOBEPKHU AOBOJBHO CJOXKHBI M BKJKOUAIOT pa3indHble
crocoObl 00pallleHUs] ¢ HEKOPPEKTHBIMU CePTHU(UKATAMH U NPOrpaMMaMH.

ToT ke KOI HCMOJb3yeTcsl MpU MPOBepPKe HEJOBEPEHHBbIX CEePTU(PUKATOB B LIENOYKAX, OITOMY
3TOT pasfes MoJe3eH B TOM CJjyuyae, ec/IM LeNouyka NPU3HAHA HEKOPPEKTHOH MPHU HCHOJb30BaHUU
KOMaH[bl -verify.

®aar pacmupenusi basicConstraints ceprudukarta ynocToBepsioliero HeHTpa UCMOAb3yeTcs A5
ornpeeJsieHUs1 TOro, MOXKET JIM CePTU(PUKAT UCII0Nb30BATHCA KaK CEPTU(UKAT YIAOCTOBEPSIOLLETO LIeH-
Tpa. Ecin ycraHoBsieH (siar cepTHrKaTa yooCTOBepsIIOLIEro LeHTpa true, To 3To ceptuukar YL,
ecau atot ¢aar false, To 310 He ceprudukar YLI. Bee ceprudukars Y1 no/xHbB UMeTb 3HaUeHHE
storo ¢uaara true.

Ecou ceprudukar siBisercsi cepTuduKatoM Bepcud V1 (TO ecTh He MMeeT paclIMpeHHH) H OH
CaMOTIOANUCaH, OH cuyHuTaeTcs ceptudurartom ¥YLI, HO BBIBOmUTCS MpenynpexiaeHHe 00 3TOM. DTO
cnoco6 ob6xopa npodJeMbl C KOPHEBBIMU cepTU(HUKaTaMUu Verisign, KOTopble SIBJSIOTCS CaMOMOAIH-
CaHHBIMM cepTH(HKaTaMU Bepcuu V1.

Ecsnn npucyrcrByer pacuupenue keyUsage, Ha BO3MOXKHble Ha3HayeHHUs cepTU(HKATa HakJa-
IBIBAIOTCS JOTMOJHUTEbHBle orpaHudyeHusi. Ceprudurkar YL mo/keH vMeTb yCTaHOBJIEHHBbIE OUT
keyCertSign, ecqiu B HeM MPHUCYTCTBYET AaHHOE pacLIMpeHHe.

Pacmupenne extended key usage HaksnanpiBaeT masbHeHIIHe orpaHUYEHHMs HA BO3MOXKHBIE Ha-
3HaueHHUs1 cepTHU(HUKATOB. Ecau 3TO pacmivpeHre NPUCYTCTBYeT (KPUTHUHOE WJIH HET), KJIOU MOXKET
MCII0JIb30BATHCS TOJNBKO /IS YKa3aHHBIX Ha3HaueHUH.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Huxxe nmpuBomuTCA MOJHOE OMHCaHHe KaxKaod mpoBepku. [IpuBeneHHBIE Bbillle KOMMEHTApHU O
basicConstraints, keyUsage u ceptudurkatoB Bepcruu | mprMeHHMBl KO BCEM CepTHU(HKATAM YAOCTO-
BEPSIOIINX LIEHTPOB.

Hasnauenue TpeboBanus

SSL Client Pacmiupenue extended key usage mo/kKHO OTCyTCTBOBATh MJIM BKJHOUYATh
OID web client authentication. Pacmnpenne keyUsage momxHO oTCyT-
CTBOBAaTb WJIM HMeTb ycTaHOBJeHHbIH OuT digitalSignature. Tun ceptu-
¢rkara Netscape nomkeH OTCyTCTBOBATh HJIM HMETb YCTaHOBJEHHBIH
out SSL client.

SSL Client CA Pacmnpenne extended key usage mO/KHO OTCYTCTBOBAaTb HJIHM BKJOYaThb
OID web client authentication. Tun ceptudukara Netscape nosxeH or-
CYTCTBOBaTb WJIM UMeThb ycTaHoBJaeHHbIH 6UT SSL CA, 310 Hcnosbayeres
a7 00Xofa CUTYalLHH, eCid OTCYTCTBYeT paciunpenue basicConstraints.
SSL Server Pacmiupenne extended key usage mo/KHO OTCYTCTBOBATb WJIM BKJIIO-
yath OID web server authentication u/uau omua us SGC OID. Pac-
wupenre keyUsage MOIKHO OTCYTCTBOBAaTb MJIM MMETb YCTaHOBJIEHHBIH
out digitalSignature unu keyEncipherment (uau o6a). Tum ceprudu-
kata Netscape no/:KeH OTCYTCTBOBaTb MJIM MMETb YCTaHOBJIEHHBIH OUT
SSL server.

SSL Server CA Pacmiupenue extended key usage no/kHO OTCYTCTBOBAaTh WJH BKJHOYATh
OID web server authentication u/uau onun us SGC OID. Tun ceptudu-
kata Netscape mo/KeH OTCYyTCTBOBAaTb WJIM UMETb YCTAHOBJIEHHBIH OUT
SSL CA, 310 ucnosbsyercs ajasg o6Xoma CHUTyallUd, €CJH OTCYTCTBYET
pacmrpenue basicConstraints.

Netscape SSL Server | Uro6sl Netscape SSL-kaueHT mMor coenuHuTbCsl ¢ SSL-cepBepom, cepTu-
(UKaT noJKeH HUMeThb ycTaHOBJeHHbIH 6uT keyEncipherment ecau npu-
cyTcTByeT pacluupeHue keyUsage. DTo He Bcerga KOppeKTHO, MOTOMY
UTO HEKOTOpble KPUMTOHAOOPBI HCIOMNB3YIOT 3TOT KJIOY [/ CO3AaHUSA
nudpooit moanucu. Bee ocranpHoe Tak ke, Kak s o6buHOro SSL-

cepBepa.
Common S/MIME | Pacuupenue extended key usage mo/iKHO OTCYTCTBOBATh MJIM BKJIOUATh
Client Tests OID email protection. Tun ceptuduxara Netscape mo/xeH oTCyTCTBO-

BaTb WJM UMeTb ycTaHoBJeHHbIH 6ut S/MIME. Eciu 6utr S/MIME He
ycTaHOBJIeH B Tule cepTudukara Netscape, B KauecTBe ajbTepHATHBHI
NOMYCTHUM ycTaHoBJeHHBIH 6uT SSL client, HO BBIBomUTCS Mpenynpexie-
HHe; 9TO CBSI3aHO C TeM, YTO HeKOTOopble cepTHdUKaThl Verisign He ycTa-
HaBauBawT 6ut S/MIME.

S/MIME Signing B nomosHenne kK o6bi4HBIM npoBepkam ags S/MIME-k/aueHTa nosxen
ObITh ycTaHOBJeH OuT digitalSignature, ecau mpucyTCTBYeT paciiupeHue
keyUsage.

S/MIME Encryption | B mononnenne x o6pidHbiM npoBepkam aias S/MIME-kaueHnTta nos:xeH
ObITh ycTaHOBJeH 6UT keyEncipherment, ecnu mpucyrcerByer paciunpe-
nue keyUsage.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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Ha3naueHue TpeGoBaHus

S/MIME CA Pacminpenne extended key usage mo/KHO OTCYTCTBOBAaTb HJIHM BKJOYaThb
OID email protection. Tun ceprudurxara Netscape mosxeH oTCyTCTBO-
BaTb WJM UMeThb ycTaHoBJeHHBIH 6urT S/MIME CA, 3to ucnosbsyercs
nJs1 06X0la CUTYyallMH, ecJid OTCYTCTBYeT pacuiupenue basicConstraints.

CRL Signing Pacmnpenne keyUsage mo/KHO OTCYTCTBOBaTb MJIM UMeTb YCTaHOBJIEH-
uplit 6uT CRL signing.
CRL Signing CA [IpoBomsiTcss 0ObIYHBIE MPOBEPKU CepTHU(HKATA YAOCTOBEPSIOLLErO LEeH-

tpa. Ho B 3ToM ciyyae [O/MKHO TPUCYTCTBOBATh pAaCIIHPEHHE
basicConstraints.

HOpH[LKOBbIﬁ Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a IIaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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