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Hacrodamu#i nokymeHT comepKuUT oObliee onucaHue nporpammHoro kommiaekca «Marllpo Kpun-
tollaker» 3.0.

Atopckue npasa Ha CK3U «Marllpo Kpuntollaker» npunaniexxar OOO «Kpuntokom».
B CK3H wucnoassosan kox OpenSSL, (©1998-2020 The OpenSSL Project.
«Marllpo» siBisieTcs 3aperucTpupoBaHHbIM ToBapHbIM 3HaKOM OOO «Kpunrtokom».
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ConepxaHue
1. HASHAYEHHE CK3U MATTTPO KPUITTOITAKET:
2. YCJIOBUA PALOTBI CK3U. «MAITIPO KPHUITTOITAKET »:

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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1 HASHAYEHHE CK3UW MATTIPO KPUIITOITAKET

OcnoBnoe HasHaueHne CK3U «Marllpo Kpunrollaker» 3.0 — obecrnedenne kpunrorpaduyeckou
3allMThl HH(opMaLuHu npu ceteBoM B3aumonericteuu. CK3U mosBosisieT 3amuiaTh Kak KOHKPETHBIE
COeMHEHHSs, TaKWe KaK TOoAKJo4YeHHe K Beb-cepBepy uau RDP-coenvnenue (aty 3amauy perua-
ot ucnosnHeHuss NeNe 5 u 6), Tak U ceTeBOH TpadUK LEJHKOM MyTeM OpPraHHU3alWH BUPTyasbHOH
yacTHOU ceTH (uMcnoaHeHust NeNe 7 u 8). Mcnosanenuss NeNe 3 u 4 mo3BOJISIIOT TaK»Ke OPraHU30-
BaTb KPHUINTOrpapuuecky 3amuty (IH(PpOBaHHe, MOAMKUCh, UMHUTO3AlIUTa) Ha YPOBHE OTAEJbHBIX

(haHJoB.

Hcnonnennss NeNe 1 u 2 o6ecrnieyuBaoT BO3MOKHOCTb MCIO/b30BAHUS POCCUHCKUX KPUIITOAJTO-
pPUTMOB NpH paboTe C MPUJIOKEHHUSIMU, PACCUUTAHHBIMU Ha HUcCMoJb3oBaHue 6ubmanoTekn OpenSSL,

TaKUMH KaK
— www-cepBep Apache

— [louroBble cepsepa Postfix u Dovecot
— Cepsep karajnoros OpenLDAP
— TekcroBelll Be6-6paysep lynx

— Hurepnperatop tcltls
— Ytuaura wget

— IloutoBble mporpaMmbl mutt u pine
— IlporpamMma MruoBeHHBIX coobiieHHH jabberd

— U 1p.

O,U,HaKO c¢jenyetr MMeTb BBHUAY, UTO OJid 39THUX HpI/IJIO}KeHI/Iﬁ H€O6XO,HI/IMO npoBeaeHne OTAEJbHbIX

CepPTU(UKALMOHHBIX UCIBITAHUH.

Tak>xe CK3U Bo Bcex ncnosiHeHUsIX 00ecreurnBaeT BO3MOXKHOCTb yIPaBJIeHHs KJIIOUEBOH CHUCTe-
MOH: cOo3laHUs KpUNTOrpauyeckKux KJ/io4yed M BBIMYCK CepTU(UKATOB [Js Liesed UCMOJb30BaAHUS

npounMu KoMmnoHeHTamMu CK3H.

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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2 YCJIOBUY PABOTDBI CK31 «MATTIPO KPUIITOITAKET»

«Marllpo Kpunrollaker» 3.0 mocraBssietcss B cobpaHHOM Buze 1js padotel Ha [IDBM na 6aze
LIeHTpaJ/JbHbIX TponeccopoB Intel u coBmecTHMmbIX ¢ HUMH (apxuTekTypa x86 n x86_64), mpouec-
copoB ARMv5,6,7,8 u Ha [I9BM Sun Microsystems (apxutektypa Ultra SPARC) B crenyrouux
OMepalMOHHBIX CUCTEMaX:

Windows 7 SP1/8.1/10,
Windows Server 2008R2 SP1/2012/2012R2/2016/2019;
Debian GNU/Linux 7(wheezy)/8(jessie)/9(stretch)/10(buster);
OC Numa Edge 1.0;
Linux Mint 17.x, 18.x, 19.x, Linux Mint Debian Edition 2, 3;
Ubuntu 14.04, 16.04, 18.04;
Red Hat Enterprise Linux 6, 7, 8;
CentOS 6, 7, 8;
SUSE Linux 11, 12, 15;
OpenSUSE 42.2, 42.3, 15.1;
0OS EMIAS 1.0;
AnpT JluHYykC CIT 6.0;
OucTpubyTuse AnbT JIUHYKC Ha 6asze 7-# mimaTdOPMEH,
Bkinmouass AnbT Jlunykc CIT 7.0;
IucTpubyTusu AnbT Ha 6aze mmardopm 8 u 9,
Bximouass AnbT CepBep, AnbT Pabouas cranHuus,
AnbT Pabouass craHuus K, AnsT ObpaszoBaHue,
AnpT 8 CII, Sipmly Linux;
MCBCdepa Cepmep 6.3, 7.3, MCBCdepa APM 6.3, 7.3;
ATnukc 3.1;
Tocnmuuykc IC4, IC5, IC6;
FreeBSD 10.x, 11.x, 12.x;
Oracle Solaris 10, 11;
macOS 10.12, 10.13, 10.14, 10.15;
Rosa Enterprise Desktop (RED) X2, X3, X4;
Rosa Enterprise Linux Server (RELS) 6, 7;
Rosa Enterprise Linux Desktop (RELD) 7;
OC POCA «KOBAJIBT» 1.0;
Astra Linux Special Edition Cwmormenck 1.5 1.6 wucmo.l,
Astra Linux Common Edition 2.12;
OpenWRT 15.05, 18.06, 19.07.

HOpH[LKOBbII;I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpUnTo

CENY.00009-04 31

3 Oobecrneuenue

UH(POPMALIMOHHOHU

0e30MaCHOCTH

ucnosb3zoBanuu «Marllpo Kpunrollaker» 3.0

Hanexxnass kpunrorpaduyeckass 3alura AaHHbIX NOpu ucrnosab3oBaHuu «Marllpo Kpunrolla-
keT» 3.0 obecrieunBaeTcsi TOJNBKO B TOM cJayuae, ecau akcrayarauus «Marllpo Kpunrollaker»

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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4 TIOOAEPXKVBAEMBIE AJITOPUTMDbBI [OCT 13|
CTAHIAPTBI 10 UX MCITIOJIbSOBAHHIO

«Marllpo Kpunrollaker» 3.0 peanusyer Kpunrorpaduyeckde ajropuTMbl, COOTBETCTBYIOLIHE
poccuiickum cranpapram ['OCT 28147-89, TOCT P 34.10-2012, TOCT P 34.11-2012, TOCT P
34.10-2001, TOCT P 34.11-94 (mocsienHue nBa UCMOJb3YOTCS AJsi COBMECTUMOCTH C TIPebl Iy IIHMH
Bepcusimu «Marllpo Kpunrollaker»), a Tak»ke pekoMeHIanusM ro craHpaptusaunu «MHdopmanu-
oHHasi TexHoJsorus. Kpunrorpacpuueckas samura uHpopmauuu. Kpunrorpadryeckue aaropuTmbl,
COTYTCTBYIOIINE TPUMEHEHHIO aJrOPUTMOB 3JIEKTPOHHOH LHU(POBOH MOATHUCH U (PYHKIUH XIIIHUPO-
BaHUS».

Ha6opel mapameTpoB /st 3TUX aJITOPUTMOB COOTBETCTBYIOT PEKOMEHAALUAM MO CTaHAApTU3aALNH
«Madopmanonnas tTexHosorus. Kpunrorpadguueckas sauura nHGopMauuu. 3ajaHue y3/10B 3aMeHbl
6s0ka monactaHoBkU ajnroputma mudpoBanus [OCT 28147-89» u «MHbopmauoHHass TeXHOJIOTHS.
Kpunrorpaguueckass 3amura nHpopMaund. [lapameTpsl 3/JUNTHUECKUX KPUBBIX [Jsi KPHIITOTPa-
(hUUeCKUX aJrOpPUTMOB M MPOTOKOJOB», a Takxke RFC 4357 (m/si COBMECTHUMOCTH C TIPebl Iy IIHMH
BEPCHSIMH).

[TonnepxuBaemele popMaThl 3aKPHITHIX KJIOUEH COOTBETCTBYIOT PeKOMEHAALUs M0 CTaHAAapTH3a-
uuu «MHpopmanronnas rexHosorus. Kpunrorpaguyeckas samura uHpopmauuu. KonreliHep xpaHe-
Hus Kaodeld» u «MHdopmaurontas TexHosorus. Kpunrtorpadguueckas 3amunra nHpopMauru. TpaHc-
MOPTHBIM KJIOUE€BOU KOHTEHHEP».

CepTU(HUKATbl U CIIUCKH OT3BIBOB peasu3oBaHbl B cooTBeTcTBUH ¢ RFC 5280 u TexHHuecKoH
cnenupukauuedt «Mudpopmaunonnas texHosorusi. Kpunrorpadpuueckas samuta uHpopmauuu. He-
nonb3oBanue anroputMos [OCT P 34.10, TOCT P 3411 B npodusne cepTudukarta u CIUcKe OT3bIBA
ceptuukaros (CRL) nudppacTpykTypbl OTKpBITHIX Kiaoded X.509»

[TonnepxrBaemble (popMaThl 3alUIEHHBIX COOOLIeHUH cooTBeTcTBYIOT RFC 5751, ucnonb3osa-
HHe POCCHHCKHX aJrOPUTMOB B 3TUX (popMaTax COOTBETCTBYeT PeKOMEHAALMAM MO CTaHAapTH3aLUU
«Mudopmanonnas texHosorus. Kpunrorpadguueckas sauura uHdopmanuu. Mcernonb3oBanue anro-
putmoB I'OCT 28147-89, TOCT P 34.11 U TOCT P 34.10 B xkpuntorpacuueckux cooOLIeHHUIX
dopmarta CMS».

[Tpotokon TLS peanusoBan B coorBercTBUU ¢ RFC 2246, 4346, 5246 u pekoMeHIALHUSMHU TI0
cranpaptusaunu «MHpopmauunonHas texHosorus. Kpunrorpaduueckas samura nHopmanuu. He-
MoJib30BaHWe HabopoMm anropuTMmoB mndpoBaHusi Ha ocHoBe ['OCT 28147-89 nmasi mpotokosaa 6es-
onacHocTH TpaHcnopTHoro ypoBHs (TLS)».

[Tpotokosn OCSP peanusoBan B coorBerctBuu ¢ RFC 6960.

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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5 COCTAB CK3U MATITIPO KPUIITOITAKET

CK3M «Marllpo Kpuntollaker» 3.0 MoxeT mocTaBasTbCsl B 8 UCMOJHEHHUSX.
B coctaB ucnonHennit NeNe 1 u 2 BxonsAT kpuntorpadpuueckue 6UOJHOTEKH
— bBubaunoreka peanusaunu 6a3oBeix Kpuntorpaduueckux yHkuni popmaros X509 u PKCS#7
liberypto (nss OC Windows — libeay32.dll);
— DBubauoreka peanusanuu nporokosna TLS libssl (mass OC Windows — ssleay32.dll);
— DBubauoreka peamusaumu anroputmoB ['OCT liberyptocom (mnias OC  Windows -
cryptocom.dll).
B cocraB ucnosnenuit Ne 3 (cootBerctByeT kjaaccy KC1) u Ne 4 (cootBercTByeT KJaccy KC2)
JOTIOJTHUTEJIBHO BXOAUT
— YTtunura openssl, peanusymwolias IOCTYN K OCHOBHOH (hyHKIIMOHAJbHOCTH OHUOJIHOTEK M3 KO-
MaHJIHOHU CTPOKH.
B cocraB ucnonnennit Ne 5 (coorBerctByet Kjaaccy KC1) u Ne 6 (coorBerctByeT Kjaaccy KC2)
IOTIONTHUTEJIBHO BXOIUT
— CpenctBo 3auuThl goctyna K ceteBblM pecypcam «Marllpo KpunroTyHHenb» (vcnosHeHus
NeNe 5 u 6).
B coctaB ucnosnenuii Ne 7 (coorBerctByeT Kyaccy KC1) u Ne 8 (cootBerctByeT Kiaccy KC2)
IOTIONIHUTEIBHO BXOAUT
— BupryaneHas nokanbHas cetb «Marllpo OpenVPN-TOCT» (ucnonnenns NeNe 7 u 8).
Kpome Toro, B coctaB BceX HCIONHEHUH BXOAAT:
— Ilporpamma cosnanusi daiina uHuHaauzauuu nporpammuoro JICH mkseed u nmporpamma co-
3nanus Kiawdeid mkkey;
— CpencTBO KOHTPOJIS IeJIOCTHOCTH integrity u mporpamma pacueta x3u-cyMMm gostl2sum);
— CKpuNThl [/ yIpaBJjeHUs] CePTUPUKATAMU U 3asiBKAMHU.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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6 COBMECTHUMOCTD MATTIPO KPUITTOITAKET

OPENSSL

«MarllIpo Kpunrollaker» 3.0 nosnoctbio coBmectuM ¢ OpenSSL 1.0.2.

,H.HH HCII0JIb3OBAHHUA

oHHbIH (pait1 OpenSSL.

DPOCCHHCKMX  aJrOPUTMOB  HEOOXOOUMO MOATPY3UTb  OUOJIHOTEKY
libcryptocom (B ciyuae OC Windows — cryptocom.dll) ¢ momoribio KoH(UrypalHOHHOTO (akia
U/ C TIOMOLLbBIO CPEACTB KOH(PHUTYPUPOBAHUS TPHUIOKEHHS, €CJAU OHO HE CUHUTHIBAeT KOH(UTYpallH-

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI) JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

I[aTa BHECEHHA M3MEHEHHSA
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7 YIIPABJIEHUE KJIIOHAMU B «Marllpo Kpunrollaker» 3.0

7.1 Cosgadue KJiUen

1. Cosparb kjarouu a5 HyxxHoro anroputma 'OCT. Oto MOXKHO cresaTbh AByMS COCOOaMHU:
— C MOMOLIbI0 KOMaHIbl genpkey yTUINTH openssl;
— ¢ nomortkio nporpaMmMbl mkkey, Bxonsie# B coctaB CK3U.
O6a BapuaHTa MO3BOJSAIOT UCIOJb30BaTh KaK annapaTHbId, TaK W MPOTPAMMHBIA JATUHK CJy-
YalHBIX 4MCeJs, OFHAKO €eC/M KJIOUH CO3LalTCs C MOMOLIbI0 KOMaHIbl genpkey YTHJMTH
openssl ¢ HCMO/Ib30BAaHWEM MPOrPAMMHOrO JAaTUMKa CAy4alHBIX 4HMCes, 3TOT AATUHUK [0J-
’KeH ObITh TpeBapUTebHO TPOMHULIHMAIN3UPOBAH mporpaMMHoi mkseed.
2. CchopmupoBaTh 3aABKY Ha PErHCTPaLMIO KJOYel ¢ MOMOLIbI0 KOMaHIbl req YTUJAUTHL openssl.
3. OTnpaBuUTb 3aBKY B YAOCTOBEPSIOLIUN LEHTP U MOJYYUTb CepTU(UKAT Ha KJI0Y.

7.2 Hcnonb3oBaHue KJawoued npu paboTe ¢ MPUIOKEHUSIMU

1. Mcnonb3oBaTb KJIOUYH B COOTBETCTBUU C TPeOOBAHUSIMU NPUJIOKEHUH.

2. Ilpu BbINONHEHUHU ONepalri 3/71eKTPOHHOH MOANUCH SIBHO yKa3blBaTh UCIOJb3yeMble aJlrOPUTMBI
He HYXHO, TaK Kak a/JrOpUTM IOANHUCH ONpefessieTcsl Mo cepTU(HUKATYy, a alrOPUTM X3IIHUPO-
BaHMS OJHO3HAYHO OINpeeJseTcs] aJlrOPUTMOM MOAMHUCH.

[Ipy BbINOMHEHMH omnepalui 3alld(poBaHUs, KaK MpaBU/IO TpeOyeTcsl SBHOe yKas3aHHe aJjro-
putMma wudpoBaHus gost89.

3. Ilpu kondurypuposanun cepBepa TLS HeoOxogumo sBHOe yKasaHHe KpuIToHabopa
GOST2012-GOST8912-GOST8912 uan GOST2001-GOST89-GOSTEI (mocaenHuét — TOIBKO
LIS COBMECTHMOCTH CO CTapbIMHU BEPCHSIMH).

7.3 OxoHuaHue pabOTHI C KJAOYaAMHU

Korna pa6ota ¢ KjouaMy 10 KaKOU-TO MPUYMHE OKOHYEHa (MCTedyeHHe CpoKa AeHUCTBHS, KOMIIPO-
MeTalys U T.1.), HEOOXOMUMO YIAJUTh 3aKPBIThe KJIOUM C MOMOLIbI0 mporpammbl mkkey.

7.4 DBo3MOXHble NAaTYUKU CJAyYaWHBIX YHCEJ

«MarllIpo Kpunrollaker» 3.0 MoxeT MCnosb30BaTh Kak NPOrpaMMHbIH, TaK W anmnapaTHble AarT-
UHKH CJYy4alHBIX YHCeJ.

Annapatubie [ICU Bxomsit B coctaB usmenuit «Akkopn» (ACCORD), «Co6oab» (SOBOL),
«ATIM13-1/M2» (KRAFTWAY) u «Bbrora» (VJUGA).

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe
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8 YIPABJIEHUE CEPTU®HMKATAMHU U  CIIMCKAMH
OT3bIBA B MATTIPO KPUIITOITAKET

8.1 ¥YnpaBnenue ceprudukatramu YLl u cnuckamu oT3biBa

st Toro, uto6bl nmporpaMmmsbl, ucnogbdytoure Marllpo Kpunrollaker, mornn ynoctoBeputbes
B KOPPEKTHOCTH CepTHU(HKATa, MPEN0CTABJEHHOTO IPYrOH CTOPOHOH CoedMHEeHHs (OTIpaBUTesEM
MOJMUCAaHHOTO COOOILEHHS, CEPBEPOM HJIM KjaueHToM TLS-coenuHeHus1), HEOOXOAHUMO, UTOOBI B HX
pacropsixkeHUH Oblaa 6a3a KOPHEBBIX CEPTU(PUKATOB NOBEPEHHBIX YAOCTOBEPSIOLIHNX LIEHTPOB.

Kpome Toro, 3a UCKJ/IIOUEHHEM CJy4yaeB, KOTAA UCMOJb3yeTCsl MPOTOKOJ OHJIaHH-TIPOBEPKHU CTaTyca
ceptucukaros (OCSP), Heo6XonMMO Ha/MMUHe aKTyaJbHBIX CIHCKOB OT3bIBA CePTH(HUKATOB

B cayuae, ecay B MPUJIOKEHUH BKJIOUEHA MPOBEPKA CIUCKOB OT3bIBA, MPH OTCYTCTBHUH aKTyaJlb-
HOTo crucka oT3biBa Y1, BeigaBiiero ceptudukar, cepruukar He OyaeT MPHU3HAH KOPPEKTHBIM.

Cpok neHCTBHUS CIMCKA OT3bIBa 0OBIYHO MHOTO MeHblle cpoka nedcTBusl cepTudukara. [loatomy
MPU UCMOJb30BAHWH CIHUCKOB OT3bIBOB UX HEOOXOIHWMO PEryssipHO OOHOBJSATH.

«MarlIpo Kpunrollaker» 3.0 nongnepxrBaet nBa croco6a XxpaHeHust 6a3bl JaHHBIX CEPTU(HHUKATOB
YIOCTOBEPSIIOIIMUX [IEHTPOB, KOTOPbIM cooTBeTcTBYIOT onuuu -CAfile u -CApath y HeKoTOpBIX KOMaH
YTUJANTH openssl.

B nepBoM ciyuyae Bce cepTU(HUKAThl U CNUCKKU 0T3biBa B (hopmate PEM mnomeliaioTcs B OAUH
TEKCTOBBIN (haiisl, KOTOPBIH MOJHOCTBIO 3arpyzKaeTcsi B NaMsATb MPU CTapTe MPOrpaMMbl.

Bo BTOpOM c/1y4ae KaxKabli cepTH(UKAT U CIIUCOK OT3bIBA pacroJsiaraeTcsi B OTAeJNbHBIX (paiiax.
Ha 3tu ¢aiinel co3maoTcss cUMBONHYECKHE CCBIIKH C HMeHaMH, CKOHCTPYUPOBAHHBIMH M3 X3lI-
cymMm distinguished name ymocToBepsifOIIMX LIEHTPOB, YTO MO3BOJISIET MPOU3BOIUTH OBICTPBIA MOUCK
HYXKHOTrO (panna.

[locko/bKY CIUCKH OT3bIBA MYOJIUUHBIX YAOCTOBEPSIOLUIMX LIEHTPOB MOT'YT UMETh BeCbMa OO0JbLIHE
pasMmephbl, MepBbIH Crocod MOXKHO PEKOMEHA0BAaTh TOJbKO B C/ydyae, eCJU NOBEPEHHBIMH SIBJISIOTCS
TOJIbKO HECKOJIbKO HeOOJIbIINX (BHYTPUKOPHOPAaTUBHBIX) ¥ L1.

Jns co3maHus CHMBOJIMYECKHX CCBIJIOK HCMOJB3YyeTcsl YTUAUTa C_rehash, BXoasiias B KOM-
nnekt «Marllpo Kpunrollaker» 3.0. Ilpu 3amycke 6e3 mapameTpoB OHa MPOM3BOIUT 06paboT-
Ky YyMOJUYaTeJbHOH NUPEKTOPUU C CcepTH(UKATaMH, HUMS KOTOPOH 3a/laHO B TepeMeHOH cpeibl
SSL_CERTS_DIR WJM BKOMIHJIMPOBAHO BHYTpb 6ubanoreku liberypto. Ecan ykasan mapamerp,
obpabaTbiBaeTcsl AUPEKTOPHSl, 3alaHHast B KayecTBe MapaMeTpa.

Yrunura c_rehash Hak/aaabiBaeT onpenesneHHble TpeOGoBaHUS Ha MMeHOBaHMe (halJoB, Mome-
1aeMbiX B 6a3y NOBepeHHBIX cepTU(HUKaTOB. B yacTHoCTH, Bce (paiisibl, Kak cepTU(PHUKATOB, TaK U
CIUCKOB OT3bIBa, NOJKHbl UMETh paclihpeHHe .pem, HHaue OHHU OyayT NPOUTHOPUPOBAHBI.

B cayudae, ecau nonydyeHHble cepTU(PUKATHI UK CIIUCKU OT3bIBOB He HMEIOT (popMat pem, T.e. He
SIBJISIOTCS TEKCTOBBIMU (haljlaMM, COLepKAILKUMHU CTPOUKY

WUJIN
—-—-—--BEGIN X509 CRL----
TO, NIpeX/e YeM yCTaHABJUBATb UX B XPaHUJHILE, HEOOXOAUMO Npeobpa3oBaTh UX B popMaT pem
C MOMOILBIO KOMaH/bl
openssl x509 -inform DER -in certificate.der -out certificate.pem
WUJIN
openssl crl -inform DER -in crl.crl -out crl.pem

HOpH[LKOBbII;'I Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpunTo CENY.00009-04 31 12

8.2 YnpaBJjeHHe M0Jb30BaTENbCKUMHU CepTU(PHUKATAMHU

Jlnst TOTO UTOOBI MOMYYUTD MOJB30BATENbCKHH cepTUdUKaT (BKAoUas ceprudukar TLS-cepsepa)
HeO0OXOMMO CO3/aTh KJ/IOUeBYI0 Mapy (OTKPBITHIH M 3aKPBITBIH KJIOUH), COPMHUPOBATH 3asBKY Ha
noJyuyeHue cepTuduKkaTa U oTnpaBuThb eé B Y1I.

3asiBKa cofep:KUT B cebe WH(POPMALHKIO O TOM, KOMY MPUHAMJIEKHUT NAHHBIN KJIOU, U IJI5 KaKUX
LeJsel OH NpeAHa3HayeH, U OTKPBITBIM KJ/IOU, U TMOANKCAHA C UCT0/Ib30BAHUEM 3aKPLITOTrO KJtoua AJS
TOU 2Ke KJIIOUEBOH Iaphl.

Wudopmanus o ToM, KOMY NpHHAANEXKHUT KJI0Y 3aJaeTcsl B BUJe noJst subject, npeacTasJisioLiero
co00H CMUCOK Map WAEHTHU(UKATOP MO0JS - 3HaUEHHE.

OO6BIYHO UCIOIB3YIOTCS CAEAYIOLIHE TOJIS:

Common Name (CN) - ums Baagensua ceprudukara. s cepruduxara cepepa TLS 310 nomkHo
6biTb DNS-ums cepBepa. Bo Bcex ocTanbHBIX ciyuasix 00bIYHO UCIOJNb3YeTCs MACMOPTHOE UMSI
EHENHISIEN

Organization (O) - opranusanus

Organization Unit (OU) - noppasnenenne opraHu3auuu

Locality (L) - mecToHaxoxpueHue (ropon)

Country (C) - crpana (nByx6ykBeHHbIH Koz mo ISO 630)

Email Address (E) - agpec 3/€KTPOHHOH MOUTHI.

Ob6s3arenbHbIM sBJAsieTcs noje CN, HO 6OJIBIIMHCTBO YA0CTOBEPSIOIMX LEHTPOB TaKxkKe TpedyeT
o6sizaTesibHOrO yKazaHusi noJs Email Address.

[lons 3asiBKM MoOryT ObITH MO0 yKa3aHbl IBHO JUO0 OepyTcsl yMoJdaTe ibHble 3HaUeHUs1 U3 (pai-
qa xkoHpurypauuu OpenSSL. CucteMHBIM agMHHHUCTPATOPAM HACTOSTENBHO PEKOMEHAYETCS IOCJe
ycraHoBkH «Marllpo Kpunrollaker» 3.0 BnucaTbh KoppekTHBIE 1/151 JaHHOH MallMHBI 3HAYEHUS ITUX
noJied B (palJ KOH(PUTYpPALIUH.

8.3 Cospnanue kaoueil a5 OpenVPN

B komnyekrauuu «Marllpo OpenVPN-I'OCT», peanusyiouieit ¢pyHKIIMOHa A BUPTyaJbHOH YacT-
Ho#t ceru, «Marllpo Kpunrollaker» 3.0 ncronbayeTcs ToJMbKO AMs MH(POBAHUS AaHHBIX, HET HEOO-
XOIUMOCTH PeruCTPUPOBATb OTKPBITHIE K/IIOYU B aKKPEAUTOBAHHOM YAOCTOBEPSIOLLIEM LIEHTPEe U 10J-
HbIFl Habop HeOOXOAUMBIX A/ paboThl KJ/lO4eH U CepTU(UKATOB MOXKeT ObITh CO3/laH CPeACTBaMU
«MarllIpo Kpuntollaker» 3.0. B KomnjeKT nocTaBKH BKJ/IOYAeTCs CKPUNT easy-gost, aBToMaTHU3U-
pYIOLIMH 3TOT mpoLecc.

HOpH[LKOBbIIjI Ne nsMeHeHus [Topmuch JIMlla, OTBETCTBEHHOI'O 3a ﬂaTa BHECEHHA M3MEHEHHSA
H3MEeHeHHe




KpunTo CENY.00009-04 31 13
JIucT peructpauuu n3MeHeHUH
Howmepa suctoB (cTpaHuiy) Bcero No Bxopsiu#t | [lognucs | darta
W3M.| u3MeHeH- | 3aMeHeH- | HOBBIX | aHHYJH- | JHCTOB |JIOKYMEHTa| CONPOBOAHU-
HBIX HBIX poBaH- | (cTpaHHL) TeJIbHOTO
HBIX B JIOKYM. IOKYM. U JaTa

[TopsinkoBbi#i Ne M3MeHeHUsI

HOILI'II/ICI: JIMlla, OTBETCTBEHHOI'O 3a
H3MEHEHNEe

ﬂaTa BHECEHHA M3MEHEHHSA
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